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1. SCOPE

1.1 Scope. This specification covers the performance requirements and tests for the Generator, Electronic Key, KG-40A Replenishment and associated component equipment.

2. APPLICABLE DOCUMENTS

2.1     Government Documents.


2.1.1 Specifications and standards. The following specifications and standards form a part of this specification to the extent specified herein.  Unless otherwise specified, the issues of these documents shall be those listed in the issue of the Department of Defense Index of Specifications and Standards (DoDISS) and supplement thereto, cited in the solicitation.


SPECIFICATIONS



MILITARY

MIL-S-901
Shock Tests, H. I. (High-Impact); Shipboard Machinery, Equipment and Systems, Requirements for

MIL-G-0028828B
Generator, Electronic Key, KG-40A

STANDARDS

MILITARY

MIL-STD-188-203-1A
Interoperability and Performance Standards for Tactical Digital Information Link (TADIL) A

MIL-STD-461
Electromagnetic Emission and Susceptibility Requirements for the Control of Electromagnetic Interference

MIL-STD-810
Environmental Test Methods

             2.1.2  Other Government Publications.
The following other Government publications form a part of this specification to the extent specified herein.  Unless otherwise specified, the issues shall be those in effect on the date of the solicitation.

PUBLICATIONS


DEPARTMENT OF DEFENSE

DoD 5520.22-M
Industrial Security Manual for Safeguarding Classified Information

DoD 5520.22-S

COMSEC Supplement to Industrial Security Manual for Safeguarding                                          

                                       Classified Information

MIL-HDBK-217         Handbook for Reliability Test Methods, Plans, and Environments for Engineering,                                                     
                          Development Qualification, and Production


             NATIONAL SECURITY AGENCY (NSA)

KAG-30                         Compromising Emanation Standards for Cryptographic quipment

KAM-270

Maintenance Manual KG-40/40A, Volume 1- Description, Installation, 




and Principles of Operation     

KAM-279

Limited Maintenance Manual KG-40/40A

NSA 2J
                           Nameplates/Labels and Marking of Electronic and Electromechanical Equipment, 

IPC-2221

 Generic Standard on Printed Board Design                                                       

ISEKMS 308

 Interface Specification for Electronic Key Management System

NSTISSAM

 TEMPEST/1-92 Compromising Emanation Test Requirement Electromagnetics

NACSEM 5112

 Non-stop Evaluation Techniques

EE014-TS-MMO-  
 Limited Maintenance Manual for TSEC/KG-40A

010/TSEC/KG-40A.   

             2.1.3 Non-Government Publications. The following other Non-Government publications form a part of this specification to the extent specified herein.  Unless otherwise specified, the issues shall be those in effect on the date of the solicitation.

               AMERICAN NATIONAL STANDARDS INSTITUTE (ANSI)

ANSI/IEEE C62.47   Guide on Electrostatic Discharge (ESD): Characterization of the ESD Environment                  

ANSI/IEEE C63.16    American National Standard Guide for Electrostatic Discharge Test                                    Methodologies and Criteria for Electronic Equipment

                ELECTRONIC INDUSTRIES ASSOCIATION (EIA)

EIA RS-471   Symbol and label for Electrostatic Sensitive Devices

              2.2 Order of Precedence.  In the event of a conflict between the text of this specification and the references cited herein (except for associated detail specifications, or specification sheets), the text of this specification shall take precedence.  Nothing in this specification, however, shall supersede applicable laws and regulations unless a specific exemption has been obtained.  

             3. REQUIREMENTS

             3.1 General. The KG-40A Replenishment Electronic Key Generator and associated components shall meet the requirements specified herein.  Serial numbers unique to each unit of equipment shall be assigned.  Serial numbers shall be furnished by the vendor for commercial of the shelf (COTS) and ruggedized equipment Serial numbers may be furnished by the Government or the vender for militarized equipment. The equipment shall tolerate electrostatic discharge (ESD) in accordance with ANSI/IEEE C62.47.  Assemblies that may be accessed during installation, maintenance or repair actions should tolerate EDS in accordance with ANSI/IEEE C62.47 or the equipment and assemblies shall be marked in accordance with EIA RS-471.  Associated components of the KG-40A Replenishment Electronic Key Generator shall consist of a through g as follows:

             a.  KG-40A replenishment processor unit including serial input/output (I/O) board set, hereinafter referred to as the Serial KG-40AR

             b.  KG-40A replenishment processor unit including parallel input/output (I/O) board set, hereinafter referred to as the Parallel KG-40AR

c. Serial Mount, Key Generator, MT-4416/A, hereinafter referred to as the MT-4416

             d. Parallel Mount, Key Generator, MT-4417/S, hereinafter referred to as the MT-4417

             e. Remote Control Unit, KGX-40A replenishment, hereinafter referred to as the KGX-40AR

             f. Replenishment Serial Spare Parts Kit, Key Generator, RGQ-40A (serial) hereinafter referred to as the Serial RGQ-40AR. 

             g. Replenishment Parallel Spare Parts Kit, Key Generator, RGQ-40A (parallel) hereinafter referred to as the Parallel RGQ-40AR

             3.1.1 Performance.  The KG-40AR system shall be capable of providing cryptographic security protection for data communications meeting Tactical Data Information Link (TADIL) A data standards, including Navy Link 11.  The Serial KG-40AR is intended for used in the Airborne Tactical Data System (ATDS) and the Parallel KG-40AR is intended for use in the Navy Tactical Data System (NTDS).  (See section 3.7)

             3.1.1.1 Functionality.  The KG-40AR system shall provide the capability of receiving clear text data from the TADIL A, Tactical Digital System (TDS) computer and transmitting it as cipher text to the TADIL A, Data Terminal Set (DTS).  The KG-40AR system shall also have the capability of receiving cipher text data from the DTS and transmitting it as clear text to the TDS computer.  The data channel connecting the TDS and the DTS via the KG-40AR shall operate as a half-duplex channel.              

             3.1.1.2 Interfaces.  The Serial KG-40AR system shall connect to the TDS computer and the DTS via standard ATDS serial interfaces described in MIL-STD-188-203-1A. The Parallel KG-40AR system shall connect to the TDS computer and the DTS via standard NTDS parallel interface described in MIL-STD-188-203-1A. 

             3.1.1.2.1  Connectors and Receptacles.  Connectors receptacles for the MT-4416 electrical interfaces with the DTS, TDS ,and Remote Control Unit shall be as described in figure 2-1 of Maintenance Manual EE014-TS-MMO-010/TSEC/KG-40A. Connectors and receptacles for the MT-4417 electrical interfaces with the DTS, TDS ,and Remote Control Unit shall be as described in figure 2-2 of Maintenance Manual EE014-TS-MMO-010/TSEC/KG-40A. The receptacles and plugs for the interface of the replacement mounts and the KGX-40 replacement shall be as described by figure 2-3 of Maintenance Manual EE014-TS-MMO-010/TSEC/KG-40A.  

             3.1.1.3 Information Security (INFOSEC).  The KG-40AR system shall comply with the INFOSEC requirements of paragraphs 3.1.1.3.1 through 3.1.1.3.6. 

             3.1.1.3.1 Security. The KG-40AR system shall protect system user information at a classification level up to and including SECRET. The KG-40AR system shall provided encryption, decryption and TRANSEC functions to support the overall system security requirements. 

             3.1.1.3.2 Certification. The KG-40AR system shall perform all INFOSEC functions and services required for National Security Agency (NSA) Type I certification and approval for operational use. These functions and services shall include encryption/decryption, TRANSEC, key management, TEMPEST, cryptographic control, alarms and alarm checks, key variable handling and storage, key variable zeroization, cryptographic synchronization, anti-tamper protection, red/black separation, low voltage or power transient detection, and spoof protection. The following functions and services shall also be addressed if applicable: variable updating, positive access control, and protection against unauthorized modification of INFOSEC software, cryptographic bypass and cryptographic ignition key.  


             3.1.1.3.3 Traffic Classifications Level.  The KG-40AR system will be designated to pass information at a classification level up to and including SECRET over a network. The KG-40AR system shall run at system high. 

             3.1.1.3.4 Classification of the equipment. The KG-40AR system shall be a controlled cryptographic item (CCI) and shall be constructed in manor such that it may be considered unclassified when unkeyed as long as appropriate access controls and physical security protection are provided to assure its physical integrity. 

             3.1.1.3.5 Key Management. The key management functions shall be performed by the KG-40AR system in a manner to consistent with NSA approval for operational use with traditional keying materials used by existing KG-40A. The key generation and distribution process shall conform to the Electronic Key Management System (EKMS) infrastructure support for the existing KG-40A. The DS-102 fill interface shall be used. The key loading interface shall accept traditional KG-40A keying material via a Data Transfer Device (AN/CYZ-10) or KOI-18 Paper Tape Reader. The Data Transfer Device (DTD) shall be the EKMS Tier 3 key/data fill device with Joint Service Common Tier 3 or NSA Fill Version 4.9-4.10 user application software. No additional requirements shall be placed on the existing AN/CYZ-10 to support the key loading of the KG-40AR system.  The interface between the KG-40AR and the DTD shall be in accordance with ISEKMS 308.  

             3.1.1.3.6 Encryption/decryption.  The KG-40AR system shall provide security by incorporating or emulating the cryptographic algorithm used in the KG-40A.  The system shall perform all of its cryptographic functions without adversely affecting the orderly, synchronized transfer of data between the DTS and the TDS computer using the appropriate standard protocols for the TDS/DTS interfaces per MIL-STD-188-203-1A. 

             3.1.1.4 System and Component Interchangeability.  All KG-40AR systems and their corresponding associated components as listed in paragraph 3.1 shall be functionally and physically interchangeable with the corresponding component assemblies of the KG-40A system.

             3.1.1.5 Manual Controls and Indicators.  The Serial KG-40AR and Parallel KG-40AR Processor Unit front panels shall provide VALID Fill, ZEROIZE, and low battery indicator functions as well as a FILL connector port and FILL switch.  The front panel shall provide functional capabilities equivalent to those described in table 1-5 and figure 1-3 of Maintenance Manual EE014-TS-MMO-010/TSEC/KG-40A.  The KGX-40AR Remote Control Unit controls and indicators shall provide functional capabilities equivalent to those described in table 1-6 and figure 1-7 of Maintenance Manual EE014-TS-MMO-010/TSEC/KG-40A. The Serial KG-40AR and Parallel KG-40AR Processor Unit front panels shall also provide a Built in Test (BIT) indicator that shall alert the operator when system has failed BIT.  Indicators or display shall be provided within the Processor unit to comply with the fault isolation requirements of paragraph 3.6.1.   

             3.1.1.6 Battery.  The Serial KG-40AR and Parallel KG-40AR Processor Units shall electronically retain key for a minimum of 720 hours by batteries with primary power off. The low battery indicator shall provide a warning indication when the battery capacity is lower than that required to sustain key retention for one hour.

             3.2 First Article. When specified in the contract or purchase order, a sample shall be subjected to first article inspection (see 4.3 and 6.3)

             3.3 Parts, materials, and processes.  Parts, materials, and processes shall be as specified in 3.3.1 through 3.3.13.

             3.3.1 Castings.  Casting if used shall be consistent with the overall performance requirements of this specification, including reliability, maintainability, environmental stress, weights and dimensions, and safety of the KG-40AR equipment and associated components.

             3.3.2 Corrosion protection corrosion-resisting treatments.  Corrosion protection and corrosion-resisting treatments shall not deteriorate or exhibit signs of corrosion when the equipment is tested in accordance with the environmental requirement for temperature, humidity, dust, salt fog, and fungus. 

             3.3.3 Parts control.   Selection and use of parts in the KG-40AR and its associated components shall assure compliance with reliability, maintainability and safety requirements specified herein. Obsolete and obsolescent parts, and parts of proprietary design shall not be used unless approved by the procuring activity. 

             3.3.4 Materials preparation and processes.    Materials preparation and processes used in the manufacturing of the equipment to be delivered shall assure compliance with the all performance requirements of this specification, including reliability, maintainability, environmental stress, and safety. 
             3.3.5 Soldering.  Soldering methods and practices used in the manufacture of the equipment shall assure that the integrity of all soldering is maintained under the service and environmental conditions for the equipment as specified herein. 

             3.3.6 Printed wiring assemblies

             3.3.6.1 Printed wiring boards.  Multi-layer printed wiring boards employing plated through holes shall be in accordance with IPC-2221.

             3.3.6.2 Conformal coating.   Printed wiring assemblies shall be conformally coated.  The coating shall be applied to both sides of the cleaned printed wiring assemblies.  These assemblies shall be cleaned of flux and other contaminants prior to coating.  Cleaning compounds shall have no deleterious effects on any part of the printed wiring assemblies.  Thickness and coating-free areas shall be as specified on the individual printed wiring assembly drawing.      

             3.3.7 Marking. Marking shall be in accordance with NSA 2J, Group I or Group II.

             3.3.8 Nameplates and labels.  Nameplates and labels shall be in accordance with NSA 2J, Type B, Class 3.

             3.3.9 Painting.  Paint finishes shall not show signs of deterioration when the equipment is tested for compliance with the environmental specification for temperature, humidity, dust, salt fog, and fungus for the KG-40AR equipment and its associated components. The interior surfaces of metal enclosures shall not be painted.

             3.3.10 Unacceptable materials. Equipment design shall not include the materials specified in a through f:

a. Polychlorinated biphenyls

b. Asbestos and asbestos compounds

c. Flammable or combustible materials

d. Fragile or brittle materials

e. Beryllium and beryllium compounds, unless so identified

f. Lithium and lithium compounds, unless specifically approved by the procuring activity

The safety restrictions of paragraph 3.12 shall apply.

             3.3.11 Filters.  All filter devices used in the KG-40AR shall conform to the requirements of MIL-PFR-15733.

             3.4 Cryptographic compatibility requirements. Cryptographic compatibility requirements shall be as specified in 3.4.1 through 3.4.6.2.

             3.4.1 KG-40AR. The KG-40AR shall be a half-duplex digital key generator that shall be capable of operating at data frame rates between 45 bits per second (bps) and 9600 bps.

             3.4.1.1 Serial KG-40AR.  The Serial KG-40AR shall be form, fit, functionally, and cryptographically compatible (interchangeable) with KG-40A Serial units and KG-40 Serial units.

             3.4.1.2 Parallel KG-40AR. The Parallel KG-40AR shall be form, fit, functionally, and cryptographically compatible (interchangeable) with KG-40A Parallel units and KG-40 Parallel units .

.            3.4.2  MT-4416.  The MT-4416 shall be form, fit, functionally compatible (interchangeable) with KG-40 and KG-40A MT-4416/A units.

             3.4.3 MT-4417.  The MT-4417 shall be form, fit, functionally, compatible (interchangeable) with KG-40 and KG-40A MT-4417/S units.

             3.4.4 KGX-40AR. The KGX-40AR shall be form, fit, functionally, compatible (interchangeable) with the KGX-40 and KGX-40A remote control units.

             3.4.5 Parts Interchangeability and Commonality.  The Parallel KG-40AR processor unit, the Parallel KG-40AR mount, and the KGX-40R remote control shall be interchangeable with the Parallel KG-40A processor unit, the Parallel KG-40A mount, and the KGX-40 remote control, respectively. Commonality shall be maximized between the subassemblies, modules, circuit cards and components of the KG-40AR processor units, mounts, and remote control defined by this specification to the extent possible without unduly sacrificing other criteria such as power, size, cost, and producibility.


            3.4.6 Electrical interface connection. The electrical I/O signal interface connector pin definitions for the Serial KG-40AR, Parallel KG-40AR, MT-4416, MT-4417 and KGX-40AR shall be as specified in TABLE I through TABLE V for those KG-40AR signals that interface with external units and systems.

TABLE I.  Serial KG-40AR Electrical Interface.

	Pin No.
	Signal
	Remarks

	Connector J5
	
	

	14
	Frameline common
	To MT-4416

	16
	Frameline
	To MT-4416

	10
	Incoming data common
	To MT-4416

	12
	Incoming data
	To MT-4416

	17
	Clock pulse common
	From MT-4416

	13
	Clock pulse 
	From MT-4416

	15
	Outgoing data common
	From MT-4416

	21
	Outgoing data
	From MT-4416

	56
	External reset
	From MT-4416

	57
	External reset common
	From MT-4416

	97
	Frameline common
	From MT-4416

	101
	Frameline
	From MT-4416

	99
	Incoming data common
	From MT-4416

	93
	Incoming data
	From MT-4416

	106
	Clock pulse common
	To MT-4416

	112
	Clock pulse
	To MT-4416

	102
	Outgoing data common
	To MT-4416

	108
	Outgoing data common
	To MT-4416

	66
	Signal ground
	To MT-4416

	70
	Signal ground
	To MT-4416

	74
	Signal ground
	To MT-4416 

	78
	Signal ground
	To MT-4416

	129
	Plain text
	From MT-4416

	134
	Alarm
	To MT-4416

	135
	GO/NO-GO test
	From MT-4416

	132
	Mode alarm
	From MT-4416

	127
	Operate
	From MT-4416

	130
	GO/NO-GO indicate
	To MT-4416

	143
	Zeroize
	From MT-4416

	144
	Spare
	(Not used)

	128
	Reset F
	From MT-4416

	139
	Mode A1
	From MT-4416

	140
	Mode A2
	From MT-4416

	131
	Mode B
	From MT-4416

	157
	120VAC (hot)
	From MT-4416

	158
	120VAC (hot)
	From MT-4416

	159
	120VAC (hot)
	From MT-4416

	160
	120VAC (hot)
	From MT-4416

	153
	120 VAC (neutral)
	From MT-4416

	154
	120 VAC (neutral)
	From MT-4416

	155
	120 VAC (neutral)
	From MT-4416

	156
	120 VAC (neutral)
	From MT-4416

	137
	AC 1/ground
	From MT-4416

	138
	AC ground
	From MT-4416

	141
	AC ground
	From MT-4416

	142
	AC ground
	From MT-4416

	149
	AC ground
	From MT-4416

	150
	AC ground
	From MT-4416

	151
	AC ground
	From MT-4416

	152
	AC ground
	From MT-4416

	136
	POFA
	From MT-4416

	26
	Shield
	From MT-4416 chassis ground

	30
	Shield
	From MT-4416 chassis ground

	
	
	


1/  Alternating current

TABLE II.  Parallel KG-40AR electrical interface.

	Pin No.
	Signal
	Remarks

	Connector J5
	
	

	58
	Bit 0
	Plain text data from MT-4417

	47
	Bit 1
	Plain text data from MT-4417

	54
	Bit 2
	Plain text data from MT-4417

	57
	Bit 3
	Plain text data from MT-4417

	56
	Bit 4
	Plain text data from MT-4417

	60
	Bit 5
	Plain text data from MT-4417

	52
	Bit 6
	Plain text data from MT-4417

	34
	Bit 7
	Plain text data from MT-4417

	37
	Bit 8
	Plain text data from MT-4417

	41
	Bit 9
	Plain text data from MT-4417

	43
	Bit 10
	Plain text data from MT-4417

	25
	Bit 11
	Plain text data from MT-4417

	29
	Bit 12
	Plain text data from MT-4417

	33
	Bit 13
	Plain text data from MT-4417

	27
	Bit 14
	Plain text data from MT-4417

	15
	Bit 15
	Plain text data from MT-4417

	13
	Bit 16
	Plain text data from MT-4417

	17
	Bit 17
	Plain text data from MT-4417

	21
	Bit 18
	Plain text data from MT-4417

	19
	Bit 19
	Plain text data from MT-4417

	1
	Bit 20
	Plain text data from MT-4417

	4
	Bit 21
	Plain text data from MT-4417

	5
	Bit 22
	Plain text data from MT-4417

	7
	Bit 23
	Plain text data from MT-4417

	31
	Output acknowledge
	From MT-4417

	35
	Output request
	To MT-4417

	55
	Bit 0
	Plain text data to MT-4417

	59
	Bit 1
	Plain text data to MT-4417

	51
	Bit 2
	Plain text data to MT-4417

	50
	Bit 3
	Plain text data to MT-4417

	48
	Bit 4
	Plain text data to MT-4417

	46
	Bit 5
	Plain text data to MT-4417

	44
	Bit 6
	Plain text data to MT-4417

	42
	Bit 7
	Plain text data to MT-4417

	40
	Bit 8
	Plain text data to MT-4417

	38
	Bit 9
	Plain text data to MT-4417

	36
	Bit 10
	Plain text data to MT-4417

	32
	Bit 11
	Plain text data to MT-4417

	28
	Bit 12
	Plain text data to MT-4417

	24
	Bit 13
	Plain text data to MT-4417

	20
	Bit 14
	Plain text data to MT-4417

	23
	Bit 15
	Plain text data to MT-4417

	16
	Bit 16
	Plain text data to MT-4417

	14
	Bit 17
	Plain text data to MT-4417

	12
	Bit 18
	Plain text data to MT-4417

	10
	Bit 19
	Plain text data to MT-4417

	6
	Bit 20
	Plain text data to MT-4417

	8
	Bit 21
	Plain text data to MT-4417

	2
	Bit 22
	Plain text data to MT-4417

	3
	Bit 23
	Plain text data to MT-4417

	49
	Bit 24
	Hamming bit to MT-4417

	45
	Bit 25
	Hamming bit to MT-4417

	11
	Input request
	To MT-4417

	9
	Input acknowledge
	From MT-4417

	39
	Interrupt
	To MT-4417

	92
	Bit 0
	Cipher test data from MT-4417

	86
	Bit 1
	Cipher test data from MT-4417

	67
	Bit 2
	Cipher test data from MT-4417

	65
	Bit 3
	Cipher test data from MT-4417

	69
	Bit 4
	Cipher test data from MT-4417

	73
	Bit 5
	Cipher test data from MT-4417

	71
	Bit 6
	Cipher test data from MT-4417

	89
	Bit 7
	Cipher test data from MT-4417

	85
	Bit 8
	Cipher test data from MT-4417

	81
	Bit 9
	Cipher test data from MT-4417

	83
	Bit 10
	Cipher test data from MT-4417

	101
	Bit 11
	Cipher test data from MT-4417

	97
	Bit 12
	Cipher test data from MT-4417

	93
	Bit 13
	Cipher test data from MT-4417

	95
	Bit 14
	Cipher test data from MT-4417

	111
	Bit 15
	Cipher test data from MT-4417

	117
	Bit 16
	Cipher test data from MT-4417

	109
	Bit 17
	Cipher test data from MT-4417

	105
	Bit 18
	Cipher test data from MT-4417

	107
	Bit 19
	Cipher test data from MT-4417

	125
	Bit 20
	Cipher test data from MT-4417

	121
	Bit 21
	Cipher test data from MT-4417

	113
	Bit 22
	Cipher test data from MT-4417

	119
	Bit 23
	Cipher test data from MT-4417

	77
	Bit 24
	Hamming bit to MT-4417

	94
	Bit 25
	Hamming bit to MT-4417

	123
	Input request
	From MT-4417

	115
	Input acknowledge
	To MT-4417

	87
	Interrupt
	From MT-4417

	100
	Bit 0
	Cipher text data to MT-4417

	79
	Bit 1
	Cipher text data to MT-4417

	76
	Bit 2
	Cipher text data to MT-4417

	80
	Bit 3
	Cipher text data to MT-4417

	84
	Bit 4
	Cipher text data to MT-4417

	82
	Bit 5
	Cipher text data to MT-4417

	88
	Bit 6
	Cipher text data to MT-4417

	104
	Bit 7
	Cipher text data to MT-4417

	98
	Bit 8
	Cipher text data to MT-4417

	96
	Bit 9
	Cipher text data to MT-4417

	90
	Bit 10
	Cipher text data to MT-4417

	112
	Bit 11
	Cipher text data to MT-4417

	106
	Bit 12
	Cipher text data to MT-4417

	108
	Bit 13
	Cipher text data to MT-4417

	102
	Bit 14
	Cipher text data to MT-4417

	103
	Bit 15
	Cipher text data to MT-4417

	120
	Bit 16
	Cipher text data to MT-4417

	114
	Bit 17
	Cipher text data to MT-4417

	116
	Bit 18
	Cipher text data to MT-4417

	110
	Bit 19
	Cipher text data to MT-4417

	126
	Bit 20
	Cipher text data to MT-4417

	122
	Bit 21
	Cipher text data to MT-4417

	124
	Bit 22
	Cipher text data to MT-4417

	118
	Bit 23
	Cipher text data to MT-4417

	91
	Output acknowledge
	From MT-4417

	99
	Output request
	To MT-4417

	66
	Signal ground
	To MT-4417

	70
	Signal ground
	To MT-4417

	74
	Signal ground
	To MT-4417

	78
	Signal ground
	To MT-4417

	129
	Plain text
	From MT-4417

	134
	Crypto alarm
	To MT-4417

	135
	GO/NO-GO test
	From MT-4417

	132
	Mode alarm
	From MT-4417

	127
	Operate
	From MT-4417

	130
	GO/NO-GO indicate
	To MT-4417

	143
	Zeroize
	(Not used)

	144
	Zeroize
	(Not used)

	128
	Reset F
	From MT-4417

	139
	Mode A1
	From MT-4417

	140
	Mode A2
	From MT-4417

	131
	Mode B
	From MT-4417

	157
	120 VAC (hot)
	From MT-4417

	158
	120 VAC (hot)
	From MT-4417

	159
	120 VAC (hot)
	From MT-4417

	160
	120 VAC (hot)
	From MT-4417

	153
	120 VAC (neutral)
	From MT-4417

	154
	120 VAC (neutral)
	From MT-4417

	155
	120 VAC (neutral)
	From MT-4417

	156
	120 VAC (neutral)
	From MT-4417

	136
	POFA
	From MT-4417

	137
	AC ground
	From MT-4417

	138
	AC ground
	From MT-4417

	141
	AC ground
	From MT-4417

	142
	AC ground
	From MT-4417

	149
	AC ground
	From MT-4417

	150
	AC ground
	From MT-4417

	151
	AC ground
	From MT-4417

	152
	AC ground
	From MT-4417

	26
	Chassis ground
	From MT-4417 chassis ground)

	30
	Chassis ground
	From MT-4417 chassis ground)

	
	
	


TABLE III:  MT-4416 electrical interface.

	Pin No.
	Signal
	Remarks

	Connector J1
	
	

	H
	Frameline common
	To computer

	G
	Frameline
	To computer

	K
	Shield
	(MT-4416 chassis ground)

	F
	Incoming data common
	To computer

	E
	Incoming data
	To computer

	J
	Shield
	(MT-4416 chassis ground)

	D
	Clock pulse common
	From computer

	C
	Clock pulse
	From computer

	q
	Shield
	(MT-4416 chassis ground)

	B
	Outgoing data common
	From computer

	A
	Outgoing data
	From computer

	r
	Shield
	(MT-4416 chassis ground)

	p
	External reset
	From computer

	g
	External reset common
	From computer

	f
	Shield 
	(MT-4416 chassis ground)

	
	
	

	Connector J2
	
	

	H
	Frameline common
	From DTS

	G
	Frameline
	From DTS

	K
	Shield
	(MT-4416 chassis ground)

	F
	Incoming data common
	From DTS

	E
	Incoming data
	From DTS

	J
	Shield
	(MT-4416 chassis ground)

	D
	Clock pulse common
	To DTS

	C
	Clock pulse
	To DTS

	q
	Shield
	(MT-4416 chassis ground)

	B
	Outgoing data common
	To DTS

	A
	Outgoing data
	To DTS

	r
	Shield
	(MT-4416 chassis ground)

	
	
	

	Connector J3
	
	

	1
	Signal ground
	To KGX-40A

	2
	Signal ground
	To KGX-40A

	3
	Spare
	(Not used)

	4
	POFA
	From KGX-40A

	5
	Spare
	(Not used)

	6
	Signal ground
	To KGX-40A

	7
	Shield
	(MT-4416 chassis ground)

	8
	Shield
	(MT-4416 chassis ground)

	9
	Signal ground
	To KGX-40A

	10
	Spare
	(Not used)

	11
	Spare
	(Not used)

	12
	Plain test
	From KGX-40A

	13
	Crypto alarm
	To KGX-40A

	14
	GO/NO-GO test
	From KGX-40A

	15
	Mode alarm 
	From KGX-40A

	16
	Operate
	From KGX-40A

	17
	GO/NO-GO indicate
	To KGX-40A

	18
	120 VAC (hot)
	To KGX-40A

	19
	120 VAC (neutral)
	To KGX-40A

	20
	Power ground
	(MT-4416 chassis ground)

	21
	120 VAC (hot)
	From KGX-40A

	22
	120 VAC (neutral)
	From KGX-40A

	23
	Zeroize
	From KGX-40A

	24
	Reset F
	From KGX-40A

	25
	Mode A1
	From KGX-40A

	26
	Mode A2
	From KGX-40A

	27
	Mode B
	From KGX-40A

	
	
	

	Connector J4
	
	

	A
	120 VAC (hot)
	Incoming power (fused)

	B
	120 VAC (neutral)
	Incoming power (fused)

	C
	Power ground
	Incoming power (safety ground)

	D
	120 VAC (hot)
	Incoming power (fuse bypass)

	E
	120 VAC (neutral)
	Incoming power (fuse bypass)

	
	
	

	Connector J5
	
	

	14
	Frameline common
	From KG-40A serial 

	16
	Frameline
	From KG-40A serial

	10
	Incoming data common
	From KG-40A serial

	12
	Incoming data
	From KG-40A serial

	17
	Clock pulse common
	To KG-40A serial

	13
	Clock pulse
	To KG-40A serial

	15
	Outgoing data common
	To KG-40A serial

	21
	Outgoing data
	To KG-40A serial

	56
	External reset
	To KG-40A serial

	57
	External reset common
	To KG-40A serial

	97
	Frameline common
	To KG-40A serial

	101
	Frameline
	To KG-40A serial

	99
	Incoming data common
	To KG-40A serial

	93
	Incoming data
	To KG-40A serial

	106
	Clock pulse common
	From KG-40A serial 

	112
	Clock pulse
	From KG-40A serial

	102
	Outgoing data common
	From KG-40A serial

	108
	Outgoing data
	From KG-40A serial

	66
	Signal Ground
	To KG-40A serial

	70
	Signal Ground
	To KG-40A serial

	74
	Signal Ground
	To KG-40A serial

	78
	Signal Ground
	To KG-40A serial

	129
	Plain text 
	To KG-40A serial

	134
	Alarm 
	From KG-40A serial

	135
	GO/NO-GO test
	To KG-40A serial

	132
	Mode alarm
	To KG-40A serial

	127
	Operate 
	To KG-40A serial

	130
	GO/NO-GO indicate
	From KG-40A serial

	143
	Zeroize 
	To KG-40A serial

	144
	Spare
	(Not used)

	128
	Reset F
	To KG-40A serial

	139
	Mode A1 SW
	To KG-40A serial

	140
	Mode A2 SW
	To KG-40A serial

	131
	Mode B SW
	To KG-40A serial

	157
	120 VAC (hot)
	To KG-40A serial

	158
	120 VAC (hot)
	To KG-40A serial

	159
	120 VAC (hot)
	To KG-40A serial

	160
	120 VAC (hot)
	To KG-40A serial

	153
	120 VAC (neutral)
	To KG-40A serial

	154
	120 VAC (neutral)
	To KG-40A serial

	155
	120 VAC (neutral)
	To KG-40A serial

	156
	120 VAC (neutral)
	To KG-40A serial

	137
	AC ground
	(MT-4416 chassis ground)

	138
	AC ground
	(MT-4416 chassis ground)

	141
	AC ground
	(MT-4416 chassis ground)

	142
	AC ground
	(MT-4416 chassis ground)

	149
	AC ground
	(MT-4416 chassis ground)

	150
	AC ground
	(MT-4416 chassis ground)

	151
	AC ground
	(MT-4416 chassis ground)

	152
	AC ground
	(MT-4416 chassis ground)

	136
	POFA
	To KG-40A

	28
	Shield
	(MT-4416 chassis ground)

	30
	Shield
	(MT-4416 chassis ground)

	
	
	


TABLE IV.  MT-4417 electrical interface.

	Pin No.
	Signal
	Remarks

	Connector J1
	
	

	1
	Bit 0
	Plain text data from computer

	2
	Shield
	(To MT-4417 chassis ground)

	3
	Bit 1
	Plain text data from computer

	4
	Shield
	(To MT-4417 chassis ground)

	5
	Bit 2
	Plain text data from computer

	6
	Shield
	(To MT-4417 chassis ground)

	7
	Bit 3
	Plain text data from computer

	8
	Shield
	(To MT-4417 chassis ground)

	9
	Bit 4
	Plain text data from computer

	10
	Shield
	(To MT-4417 chassis ground)

	11
	Bit 5
	Plain text data from computer

	12
	Shield
	(To MT-4417 chassis ground)

	13
	Bit 6
	Plain text data from computer

	14
	Shield
	(To MT-4417 chassis ground)

	15
	Bit 7
	Plain text data from computer

	16
	Shield
	(To MT-4417 chassis ground)

	17
	Bit 8
	Plain text data from computer

	18
	Shield
	(To MT-4417 chassis ground)

	19
	Bit 9
	Plain text data from computer

	20
	Shield
	(To MT-4417 chassis ground)

	21
	Bit 10
	Plain text data from computer

	22
	Shield
	(To MT-4417 chassis ground)

	23
	Bit 11
	Plain text data from computer

	24
	Shield
	(To MT-4417 chassis ground)

	25
	Bit 12
	Plain text data from computer

	26
	Shield
	(To MT-4417 chassis ground)

	27
	Bit 13
	Plain text data from computer

	28
	Shield
	(To MT-4417 chassis ground)

	29
	Bit 14
	Plain text data from computer

	30
	Shield
	(To MT-4417 chassis ground)

	31
	Bit 15
	Plain text data from computer

	32
	Shield
	(To MT-4417 chassis ground)

	33
	Bit 16
	Plain text data from computer

	34
	Shield
	(To MT-4417 chassis ground)

	35
	Bit 17
	Plain text data from computer

	36
	Shield
	(To MT-4417 chassis ground)

	37
	Bit 18
	Plain text data from computer

	38
	Shield
	(To MT-4417 chassis ground)

	39
	Bit 19
	Plain text data from computer

	40
	Shield
	(To MT-4417 chassis ground)

	41
	Bit 20
	Plain text data from computer

	42
	Shield
	(To MT-4417 chassis ground)

	43
	Bit 21
	Plain text data from computer

	44
	Shield
	(To MT-4417 chassis ground)

	45
	Bit 22
	Plain text data from computer

	46
	Shield 
	(To MT-4417 chassis ground)

	47
	Bit 23
	Plain text data from computer

	48
	Shield 
	(To MT-4417 chassis ground)

	71
	Output acknowledge
	From computer

	72
	Shield
	(To MT-4417 chassis ground)

	73
	Output request
	To computer

	74
	Shield
	(To MT-4417 chassis ground)

	
	
	

	Connector J2
	
	

	1
	Bit 0
	Plain text data to computer

	2
	Shield
	(To MT-4417 chassis ground)

	3
	Bit 1
	Plain text data to computer

	4
	Shield
	(To MT-4417 chassis ground)

	5
	Bit 2
	Plain text data to computer

	6
	Shield
	(To MT-4417 chassis ground)

	7
	Bit 3
	Plain text data to computer

	8
	Shield
	(To MT-4417 chassis ground)

	9
	Bit 4
	Plain text data to computer

	10
	Shield
	(To MT-4417 chassis ground)

	11
	Bit 5
	Plain text data to computer

	12
	Shield
	(To MT-4417 chassis ground)

	13
	Bit 6
	Plain text data to computer

	14
	Shield
	(To MT-4417 chassis ground)

	15
	Bit 7
	Plain text data to computer

	16
	Shield
	(To MT-4417 chassis ground)

	17
	Bit 8
	Plain text data to computer

	18
	Shield
	(To MT-4417 chassis ground)

	19
	Bit 9
	Plain text data to computer

	20
	Shield
	(To MT-4417 chassis ground)

	21
	Bit 10
	Plain text data to computer

	22
	Shield
	(To MT-4417 chassis ground)

	23
	Bit 11
	Plain text data to computer

	24
	Shield
	(To MT-4417 chassis ground)

	25
	Bit 12
	Plain text data to computer

	26
	Shield
	(To MT-4417 chassis ground)

	27
	Bit 13
	Plain text data to computer

	28
	Shield
	(To MT-4417 chassis ground)

	29
	Bit 14
	Plain text data to computer

	30
	Shield
	(To MT-4417 chassis ground)

	31
	Bit 15
	Plain text data to computer

	32
	Shield
	(To MT-4417 chassis ground)

	33
	Bit 16
	Plain text data to computer

	34
	Shield
	(To MT-4417 chassis ground)

	35
	Bit 17
	Plain text data to computer

	36
	Shield
	(To MT-4417 chassis ground)

	37
	Bit 18
	Plain text data to computer

	38
	Shield
	(To MT-4417 chassis ground)

	39
	Bit 19
	Plain text data to computer

	40
	Shield
	(To MT-4417 chassis ground)

	41
	Bit 20
	Plain text data to computer

	42
	Shield
	(To MT-4417 chassis ground)

	43
	Bit 21
	Plain text data to computer

	44
	Shield
	(To MT-4417 chassis ground)

	45
	Bit 22
	Plain text data to computer

	46
	Shield
	(To MT-4417 chassis ground)

	47
	Bit 23
	Plain text data to computer

	48
	Shield
	(To MT-4417 chassis ground)

	49
	Bit 24
	Hamming Bit 1 to computer

	50
	Shield
	(To MT-4417 chassis ground)

	51
	Bit 25
	Hamming Bit 2 to computer

	52
	Shield
	(To MT-4417 chassis ground)

	71
	Input request
	To computer

	72
	Shield
	(To MT-4417chassis ground)

	73
	Input acknowledge 
	From computer

	74
	Shield
	(To MT-4417chassis ground)

	75
	Interrupt
	To computer

	76
	Shield
	(To MT-4417chassis ground)

	
	
	

	Connector J3
	
	

	1
	Bit 0
	Cipher text data from DTS

	2
	Shield
	(To MT-4417chassis ground)

	3
	Bit 1
	Cipher text data from DTS

	4
	Shield
	(To MT-4417chassis ground)

	5
	Bit 2
	Cipher text data from DTS

	6
	Shield
	(To MT-4417 chassis ground)

	7
	Bit 3
	Cipher text data from DTS

	8
	Shield
	(To MT-4417chassis ground)

	9
	Bit 4
	Cipher text data from DTS

	10
	Shield
	(To MT-4417chassis ground)

	11
	Bit 5
	Cipher text data from DTS

	12
	Shield
	(To MT-4417chassis ground)

	13
	Bit 6
	Cipher text data from DTS

	14
	Shield
	(To MT-4417chassis ground)

	15
	Bit 7
	Cipher text data from DTS

	16
	Shield
	(To MT-4417chassis ground)

	17
	Bit 8
	Cipher text data from DTS

	18
	Shield
	(To MT-4417chassis ground)

	19
	Bit 9
	Cipher text data from DTS

	20
	Shield
	(To MT-4417chassis ground)

	21
	Bit 10
	Cipher text data from DTS

	22
	Shield
	(To MT-4417chassis ground)

	23
	Bit 11
	Cipher text data from DTS

	24
	Shield
	(To MT-4417chassis ground)

	25
	Bit 12
	Cipher text data from DTS

	26
	Shield
	(To MT-4417chassis ground)

	27
	13
	Cipher text data from DTS

	28
	Shield
	(To MT-4417chassis ground)

	29
	14
	Cipher text data from DTS

	30
	Shield
	(To MT-4417chassis ground)

	31
	15
	Cipher text data from DTS

	32
	Shield
	(To MT-4417chassis ground)

	33
	16
	Cipher text data from DTS

	34
	Shield
	(To MT-4417chassis ground)

	35
	17
	Cipher text data from DTS

	36
	Shield
	(To MT-4417chassis ground)

	37
	18
	Cipher text data from DTS

	38
	Shield
	(To MT-4417chassis ground)

	39
	19
	Cipher text data from DTS

	40
	Shield
	(To MT-4417chassis ground)

	41
	20
	Cipher text data from DTS

	42
	Shield
	(To MT-4417chassis ground)

	43
	21
	Cipher text data from DTS

	44
	Shield
	(To MT-4417chassis ground)

	45
	22
	Cipher text data from DTS

	46
	Shield
	(To MT-4417chassis ground)

	47
	23
	Cipher text data from DTS

	48
	Shield
	(To MT-4417chassis ground)

	49
	24
	Cipher text data from DTS

	50
	Shield
	(To MT-4417chassis ground)

	51
	25
	Cipher text data from DTS

	52
	Shield
	(To MT-4417chassis ground)

	71
	Input request
	From DTS

	72
	Shield
	(To MT-4417 chassis ground)

	73
	Input acknowledge
	To DTS

	74
	Shield 
	(To MT-4417 chassis ground)

	75
	Interrupt
	From DTS

	76
	Shield
	(To MT-4417 chassis ground)

	
	
	

	Connector J4
	
	

	1
	Bit 0
	Cipher text data to DTS

	2
	Shield
	(To MT-4417chassis ground)

	3
	Bit 1
	Cipher text data to DTS

	4
	Shield
	(To MT-4417chassis ground)

	5
	Bit 2
	Cipher text data to DTS

	6
	Shield
	(To MT-4417 chassis ground)

	7
	Bit 3
	Cipher text data to DTS

	8
	Shield
	(To MT-4417chassis ground)

	9
	Bit 4
	Cipher text data to DTS

	10
	Shield
	(To MT-4417chassis ground)

	11
	Bit 5
	Cipher text data to DTS

	12
	Shield
	(To MT-4417chassis ground)

	13
	Bit 6
	Cipher text data to DTS

	14
	Shield
	(To MT-4417chassis ground)

	15
	Bit 7
	Cipher text data to DTS

	16
	Shield
	(To MT-4417chassis ground)

	17
	Bit 8
	Cipher text data to DTS

	18
	Shield
	(To MT-4417chassis ground)

	19
	Bit 9
	Cipher text data to DTS

	20
	Shield
	(To MT-4417chassis ground)

	21
	Bit 10
	Cipher text data to DTS

	22
	Shield
	(To MT-4417chassis ground)

	23
	Bit 11
	Cipher text data to DTS

	24
	Shield
	(To MT-4417chassis ground)

	25
	Bit 12
	Cipher text data to DTS

	26
	Shield
	(To MT-4417chassis ground)

	27
	Bit13
	Cipher text data to DTS

	28
	Shield
	(To MT-4417chassis ground)

	29
	Bit 14
	Cipher text data to DTS

	30
	Shield
	(To MT-4417chassis ground)

	31
	Bit 15
	Cipher text data to DTS

	32
	Shield
	(To MT-4417chassis ground)

	33
	Bit 16
	Cipher text data to DTS

	34
	Shield
	(To MT-4417chassis ground)

	35
	Bit 17
	Cipher text data to DTS

	36
	Shield
	(To MT-4417chassis ground)

	37
	Bit 18
	Cipher text data to DTS

	38
	Shield
	(To MT-4417chassis ground)

	39
	Bit 19
	Cipher text data to DTS

	40
	Shield
	(To MT-4417chassis ground)

	41
	Bit 20
	Cipher text data to DTS

	42
	Shield
	(To MT-4417chassis ground)

	43
	Bit 21
	Cipher text data to DTS

	44
	Shield
	(To MT-4417chassis ground)

	45
	Bit 22
	Cipher text data to DTS

	46
	Shield
	(To MT-4417chassis ground)

	47
	Bit 23
	Cipher text data to DTS

	48
	Shield
	(To MT-4417chassis ground)

	71
	Output acknowledge
	To DTS

	72
	Shield
	(To MT-4417chassis ground)

	73
	Output request
	From DTS

	74
	Shield
	(To MT-4417chassis ground)

	
	
	

	Connector J5
	
	

	1
	Signal ground
	To KGX-40A

	2
	Signal ground
	To KGX-40A

	3
	Spare
	(Not used)

	4
	POFA
	From KGX-40A

	5
	Spare
	(Not used)

	7
	Shield
	

	8
	Shield
	

	9
	Signal ground
	To KGX-40A

	10
	Spare
	(Not used)

	11
	Spare
	(Not used)

	12
	Plain text mode
	From KGX-40A

	13
	Crypto alarm
	From MM-4417

	14
	GO/NO-GO test
	To MM-4417

	15
	Mode alarm
	To MM-4417

	16
	Operate
	To MM-4417

	17
	GO/NO-GO indicate
	From MT-4417

	18
	120 VAC (hot)
	To KGX-40A

	19
	120 VAC (neutral)
	To KGX-40A

	20
	AC power ground
	(To MT-4417chassis ground)

	21
	120 VAC (hot)
	From KGX-40A

	22
	120 VAC (neutral)
	From KGX-40A

	23
	Zeroize
	(Not used)

	24
	Reset F
	From KGX-40A

	25
	Mode A1
	From KGX-40A

	26
	Mode A2
	From KGX-40A

	27
	Mode B
	From KGX-40A

	
	
	

	Connector J6
	
	

	A
	120 VAC (hot)
	Incoming power

	B
	120 VAC (neutral)
	Incoming power

	C
	Power ground
	Incoming power (safety ground)

	D
	Spare
	(Not used)

	
	
	

	Connector J7
	
	

	58
	BIT 0
	Plain text data to KG-40A1/

	47
	BIT 1
	Plain text data to KG-40A1/

	54
	BIT 2
	Plain text data to KG-40A1/

	57
	BIT 3
	Plain text data to KG-40A1/

	56
	BIT 4
	Plain text data to KG-40A1/

	60
	BIT 5
	Plain text data to KG-40A1/

	52
	BIT 6
	Plain text data to KG-40A1/

	34
	BIT 7
	Plain text data to KG-40A1/

	37
	BIT 8
	Plain text data to KG-40A1/

	41
	BIT 9
	Plain text data to KG-40A1/

	43
	BIT 10
	Plain text data to KG-40A1/

	25
	BIT 11
	Plain text data to KG-40A1/

	29
	BIT 12
	Plain text data to KG-40A1/

	33
	BIT 13
	Plain text data to KG-40A1/

	27
	BIT 14
	Plain text data to KG-40A1/

	15
	BIT 15
	Plain text data to KG-40A1/

	13
	BIT 16
	Plain text data to KG-40A1/

	17
	BIT 17
	Plain text data to KG-40A1/

	21
	BIT 18
	Plain text data to KG-40A1/

	19
	BIT 19
	Plain text data to KG-40A1/

	1
	BIT 20
	Plain text data to KG-40A1/

	4
	BIT 21
	Plain text data to KG-40A1/ 

	5
	BIT 22
	Plain text data to KG-40A1/

	7
	BIT 23
	Plain text data to KG-40A1/

	31
	Output acknowledge
	To KG-40A1/

	35
	Output request
	From KG-40A1/

	55
	BIT 0
	Plain text data from KG-40A1/

	59
	BIT 1
	Plain text data from KG-40A1/

	51
	BIT 2
	Plain text data from KG-40A1/

	50
	BIT 3
	Plain text data from KG-40A1/

	48
	BIT 4
	Plain text data from KG-40A1/

	46
	BIT 5
	Plain text data from KG-40A1/

	44
	BIT 6
	Plain text data from KG-40A1/

	42
	BIT 7
	Plain text data from KG-40A1/

	40
	BIT 8
	Plain text data from KG-40A1/

	38
	BIT 9
	Plain text data from KG-40A1/

	36
	BIT 10
	Plain text data from KG-40A1/

	32
	BIT 11
	Plain text data from KG-40A1/

	28
	BIT 12
	Plain text data from KG-40A1/

	24
	BIT 13
	Plain text data from KG-40A1/

	20
	BIT 14
	Plain text data from KG-40A1/

	23
	BIT 15
	Plain text data from KG-40A1/

	16
	BIT 16
	Plain text data from KG-40A1/

	14
	BIT 17
	Plain text data from KG-40A1/

	12
	BIT 18
	Plain text data from KG-40A1/

	10
	BIT 19
	Plain text data from KG-40A1/

	6
	BIT 20
	Plain text data from KG-40A1/

	8
	BIT 21
	Plain text data from KG-40A1/

	2
	BIT 22
	Plain text data from KG-40A1/

	3
	BIT 23
	Plain text data from KG-40A1/

	49
	BIT 24
	Plain text data from KG-40A1/

	45
	BIT 25
	Plain text data from KG-40A1/

	11
	Input request
	From KG-40A1/

	9
	Input acknowledge
	To KG-40A1/

	39
	Interrupt
	From KG-40A1/

	92
	BIT 0
	Cipher text data to KG-40A1/

	86
	BIT 1
	Cipher text data to KG-40A1/

	67
	BIT 2
	Cipher text data to KG-40A1/

	65
	BIT 3
	Cipher text data to KG-40A1/

	69
	BIT 4
	Cipher text data to KG-40A1/

	73
	BIT 5
	Cipher text data to KG-40A1/

	71
	BIT 6
	Cipher text data to KG-40A1/

	89
	BIT 7
	Cipher text data to KG-40A1/

	85
	BIT 8
	Cipher text data to KG-40A1/

	81
	BIT 9
	Cipher text data to KG-40A1/

	83
	BIT 10
	Cipher text data to KG-40A1/

	101
	BIT 11
	Cipher text data to KG-40A1/

	97
	BIT 12
	Cipher text data to KG-40A1/

	93
	BIT 13
	Cipher text data to KG-40A1/

	95
	BIT 14
	Cipher text data to KG-40A1/

	111
	BIT 15
	Cipher text data to KG-40A1/

	117
	BIT 16
	Cipher text data to KG-40A1/

	109
	BIT 17
	Cipher text data to KG-40A1/

	105
	BIT 18
	Cipher text data to KG-40A1/

	107
	BIT 19
	Cipher text data to KG-40A1/

	125
	BIT 20
	Cipher text data to KG-40A1/

	121
	BIT 21
	Cipher text data to KG-40A1/

	113
	BIT 22
	Cipher text data to KG-40A1/

	119
	BIT 23
	Cipher text data to KG-40A1/

	77
	BIT 24
	Hamming bit to KG-40A1/

	94
	BIT 25
	Hamming bit to KG-40A1/

	123
	Input request
	To KG-40A1/

	115
	Input acknowledge
	From KG-40A1/

	87
	Interrupt
	To KG-40A1/

	100
	BIT 0
	Cipher text data from KG-40A1/

	79
	BIT 1
	Cipher text data from KG-40A1/

	76
	BIT 2
	Cipher text data from KG-40A1/

	80
	BIT 3
	Cipher text data from KG-40A1/

	84
	BIT 4
	Cipher text data from KG-40A1/

	82
	BIT 5
	Cipher text data from KG-40A1/

	88
	BIT 6
	Cipher text data from KG-40A1/

	104
	BIT 7
	Cipher text data from KG-40A1/

	98
	BIT 8
	Cipher text data from KG-40A1/

	96
	BIT 9
	Cipher text data from KG-40A1/

	90
	BIT 10
	Cipher text data from KG-40A1/

	112
	BIT 11
	Cipher text data from KG-40A1/

	106
	BIT 12
	Cipher text data from KG-40A1/

	108
	BIT 13
	Cipher text data from KG-40A1/

	102
	BIT 14
	Cipher text data from KG-40A1/

	103
	BIT 15
	Cipher text data from KG-40A1/

	120
	BIT 16
	Cipher text data from KG-40A1/

	114
	BIT 17
	Cipher text data from KG-40A1/

	116
	BIT 18
	Cipher text data from KG-40A1/

	110
	BIT 19
	Cipher text data from KG-40A1/

	126
	BIT 20
	Cipher text data from KG-40A1/

	122
	BIT 21
	Cipher text data from KG-40A1/

	124
	BIT 22
	Cipher text data from KG-40A1/

	118
	BIT 23
	Cipher text data from KG-40A1/

	91
	Output acknowledge
	From KG-40A1/

	99
	Output request
	To KG-40A1/

	66
	Signal ground
	To KG-40A1/

	70
	Signal ground
	To KG-40A1/

	74
	Signal ground
	To KG-40A1/

	78
	Signal ground
	To KG-40A1/

	129
	Plain text
	To KG-40A1/

	134
	Crypto alarm
	To KG-40A1/

	135
	GO/NO-GO test
	To KG-40A1/

	132
	Mode alarm 
	To KG-40A1/

	127
	Operate
	To KG-40A1/

	130
	GO/NO-GO indicate 
	From KG-40A1/

	143
	Zeroize
	(Not used)

	144
	Zeroize
	(Not used)

	128
	Reset F
	To KG-40A1/

	139
	Mode A1
	To KG-40A1/

	140
	Mode A2
	To KG-40A1/

	131
	Mode B
	To KG-40A1/

	157
	120 VAC (hot)
	To KG-40A1/

	158
	120 VAC (hot)
	To KG-40A1/

	159
	120 VAC (hot)
	To KG-40A1/

	160
	120 VAC (hot)
	To KG-40A1/

	153
	120 VAC (neutral)
	To KG-40A1/

	154
	120 VAC (neutral)
	To KG-40A1/

	155
	120 VAC (neutral)
	To KG-40A1/

	156
	120 VAC (neutral)
	To KG-40A1/

	136
	POFA
	To KG-40A1/

	137
	AC ground
	To KG-40A1/

	138
	AC ground
	To KG-40A1/

	141
	AC ground 
	To KG-40A1/

	142
	AC ground
	To KG-40A1/

	149
	AC ground
	To KG-40A1/

	150
	AC ground
	To KG-40A1/

	151
	AC ground
	To KG-40A1/

	152
	AC ground
	To KG-40A1/

	26
	Chassis ground
	(To MT-4417 chassis ground)

	30
	Chassis ground 
	(To MT-4417 chassis ground)

	
	
	

	1/   Parallel
	
	


TABLE V.  KGX-40AR electrical interface. 

	Pin No.
	Signal
	Remarks

	Connector J1
	
	

	1
	Zeroize
	External power

	2
	Zeroize return
	External power return

	3
	Panel lamp voltage
	External panel lamp voltage

	4
	Lamp voltage return
	External lamp voltage return 

	5
	Spare
	(Not used)

	
	
	

	Connector J2
	
	

	1
	Alarm 
	External remote use

	2
	Spare
	External remote use

	3
	Plain text
	External remote use

	4
	Alarm return
	External remote use

	5
	Spare
	External remote use

	6
	Spare
	External remote use

	7
	Plain text return 
	External remote use

	8
	Spare
	External remote use

	9
	Spare
	External remote use

	10
	Spare
	External remote use

	11
	Cipher text
	External remote use

	12
	Cipher text return
	External remote use

	
	
	

	Connector J3
	
	

	1
	Signal ground
	To MT-4416 or MT-4417

	2
	Signal ground
	To MT-4416 or MT-4417

	3
	Spare
	(Not used) 

	4
	POFA
	To MT-4416 or MT-4417

	5
	Spare
	(Not used)

	6
	Signal ground
	To MT-4416 or MT-4417

	7
	Shield 
	(To KGX-40AR chassis ground)

	8
	Shield
	(To KGX-40AR chassis ground)

	9
	Signal ground 
	To MT-4416 or MT-4417

	10
	Spare 
	(Not used)

	11
	Spare
	(Not used)

	12
	Plain text
	To MT-4416 or MT-4417

	13
	Crypto alarm 
	From MT-4416 or MT-4417

	14
	GO/NO-GO test
	To MT-4416 or MT-4417

	15
	Mode alarm 
	To MT-4416 or MT-4417

	16
	Operate
	To MT-4416 or MT-4417

	17
	GO/NO-GO indicate
	From MT-4416 or MT-4417

	18
	120 VAC (hot)
	From MT-4416 or MT-4417

	19
	VAC (neutral)
	From MT-4416 or MT-4417

	20
	Power AC ground
	To MT-4416 or MT-4417

	21
	120 VAC (hot)
	To MT-4416 or MT-4417

	22
	120 VAC (neutral)
	To MT-4416 or MT-4417

	23
	Zeroize
	To MT-4416 or MT-4417

	24
	Reset F
	To MT-4416 or MT-4417

	25
	Mode A1
	To MT-4416 or MT-4417

	26
	Mode A2
	To MT-4416 or MT-4417

	27
	Mode B
	To MT-4416 or MT-4417

	
	
	


             3.4.6.1 Serial KG-40AR system block diagram.  The diagram for the Serial KG-40AR system, consisting of the Serial KG-40A, the MT-4416, and the KGX-40AR is shown on Figure 1.

             3.4.6.2 Parallel KG-40AR system block diagram. The diagram for the Parallel KG-40AR system, consisting of the Parallel KG-40AR, the MT-4417, and the KGX-40AR is shown on Figure 2.

             3.5 Quantitative reliability requirements. The mean-time-between-failure (MTBF) for the KG-40AR shall be equal to or greater than 10,000 hours. (see 4.6).

             3.6 Maintainability. The equipment shall have a mean-time-to-repair (MTTR) not exceeding 30 minutes with a maximum-corrective-maintenance-time (Mmaxct) of 60 minutes (95th percentile ) when corrective maintenance is accomplished at the organization-intermediate level of maintenance by replacement of  lowest level subassemblies (individual electromechanical and mechanical parts).  For depot level (cryptographic repair facility) maintenance, the MTTR shall be 60 minutes with an Mmaxct of 120 minutes (see 4.7).

             3.6.1 Built In Tests. The equipment shall perform built in tests (BIT), and fault indication to readily identify and fault isolate one hundred percent of KG-40AR failures down to a single replaceable circuit card, module or assembly.  The BIT shall test and verify the security and cryptographic integrity of the KG-40AR.  In the event of a failure that compromises the integrity of the KG-40AR, the BIT shall cause the system to stop operating and activate a KG-40AR front panel visual alarm.  

             3.6.1.1 Diagnostics and Error Checks.  The equipment shall automatically perform diagnostics and error checks, exercising all critical and non-critical BIT functions, when KG-40AR is powered up, when it is reset, and when it is powered down.  Critical BIT functions shall also be performed at periodic intervals to verify the cryptographic integrity and security of the system.  The specific BIT diagnostics and error checks to be performed periodically and the frequency interval for such tests shall be as approved during the NSA Certification process.   Periodic diagnostics shall be performed without degrading performance or interfering with the normal operation of the system. Data transport shall be inhibited while periodic diagnostics are being exercised.
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2.  ON-OFF SW  OFF.  S1 SW normal.

     S2  SW closed.  Connect source power.

3.  OBSERVE WARNING.  S2  SW OPEN.
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             3.7 Performance.  Performance shall be as specified in 3.7.1 through 3.7.2   

             3.7.1 Serial KG-40AR system. The Serial KG40-AR, used in the Airborne Tactical Data System, hereinafter referred to as the Serial KG-40AR system, shall conform to the performance requirements specified in the DTS to TDS computer Interface-Serial APPENDEX of MIL-STD-188-203-1A (see 4.8.1.1).

             3.7.2 Parallel KG-40AR system.  The Parallel KG40-AR, used in the Navy Tactical Data System and the Marine Tactical Data System, hereinafter referred to as the Parallel KG-40AR system, shall conform to the performance requirements specified in the DTS to TDS computer Interface-Parallel APPENDIX of MIL-STD-188-203-1A (see 4.8.1.2).

            3.8 Environmental requirements.  The KG-40AR shall conform to the environmental requirements specified in 3.8.1 through 3.8.5.8.

             3.8.1 Warm-up. The KG-40AR shall not require a warm-up time prior to operation.

             3.8.2 Standard conditions. Standard conditions are as specified in a through c:

                  a. Temperature: Room ambient 25o  Celsius (C)  5oC                  

                         b. Humidity:  50 percent ( 30 percent relative

                  c. Atmospheric pressure:  24.5 inches (in)  to 30.5 in. of mercury

             3.8.3 Primary power.  The KG-40AR systems shall operate using the primary power sources specified in a through c:                                             

a. Nominal operating voltage: 115 (  5 percent Volts alternating current (VAC) 

   (Parallel system), 115 plus 3 volts or minus 7 volts (Serial system)

b. High operating frequency:  420 Hertz (Hz) (Serial system)

c. Nominal operating frequencies:  60 Hz  ( 3 percent (Parallel system), 400 Hz ( 7 Hz (Serial system)

             3.8.4 Serial KG-40AR system.  The Serial KG-40AR system shall conform to the requirements of 3.8.4.1 through 3.8.4.9.

             3.8.4.1 Temperature and altitude limits. The Serial KG-40AR system shall comply with the operating and non-operating temperature and altitude limits as specified in a through c:

                                          a.  High temperature:     +71oC operating and + 95oC non-operating  

                                          b.  Low temperature:      -54oC operating and -62oC non-operating

                                          c.  Altitude:   Sea level to 70,000 feet (ft) (operating and non-operating)

             3.8.4.2 Remote electronic zeroing and panel light power.     The KGX-40AR, when used as part of the Serial KG-40AR system, shall utilize 28 (plus 1 or minus 6) volt direct current (VDC) power input to energize its panel lamps and electronic zeroize.  The electronic zeroizer shall be activated only by a 28 VDC power source.

             3.8.4.3 Transient voltage and frequency.     The Serial KG-40AR system shall meet all performance requirements of this specification when voltage transients are between the upper and lower tolerance limits for primary power voltage and frequency shown in Figures 3 and 4, respectively.  Performance degradation shall be allowed during voltage transients outside the tolerance limits shown in Figures 3 and 4.  The equipment shall automatically return to complying with all performance requirements of this specification when the voltage and frequency return to values between the upper and lower limits established in Figures 3 and 4.

             3.8.4.4 Steady-state voltage and frequency.  The Serial KG-40AR system shall be capable of meeting the operational performance requirement of this specification both during and after exposure to variations in primary input power voltage and frequency the tolerances ranges specified in 3.8.3 for the serial system. 

             3.8.4.5  Temperature and altitude.   The Serial KG-40AR system shall be capable of normal operation both during and after exposure to variations in temperature and altitude over the ranges as specified in 3.8.4.1. for altitude changes (climb/descent rates) of 10 meters per second or less.   The conditions for operation and non-operation of 3.8.4.1 shall apply (see 4.8.2.2).

             3.8.4.6 Vibration.  When normally mounted the Serial KG-40AR system shall not suffer damage or fail to meet specified performance when subjected to random vibration excitation over the frequency range of 15 to 2000 Hz, with energy density levels specified for general exposure by figure 514.5C-6 and table 514.5C-VIII of MIL-STD-810, Method 514.  The system shall operate in accordance with the requirements of this specification both during and after experiencing vibration (see 4.8.2.3).

             3.8.4.7 Shock. The  Serial KG-40AR system shall not suffer damage and shall operate in accordance with this specification after experiencing shock when tested as specified in 4.8.2.4.

             3.8.4.8 Shock mounting base (crash safety).   The Serial KG-40AR system (or dummy load in place of the KG-40AR) shall remain in place and there shall be no structural failure of the attached joints after experiencing shock when tested as specified in 4.8.2.5.  Bending and distortion are permitted.

             3.8.4.9 Explosive atmosphere.  The Serial KG-40AR system shall operate in accordance with this specification in and out of the presence of a fuel-air explosive atmosphere without creating an explosion (see 4.8.2.6).

             3.8.5 KG-40A Parallel Replacement.  The Parallel KG-40AR shall conform to the requirements of 3.8.5.1 through 3.8.5.8.

             3.8.5.1  Temperature and altitude limits.     The Parallel KG-40AR operating and non-operating temperature and altitude limits are specified in a through c:

                                          a.  High temperature:     +50oC operating and + 71oC non-operating  

                                          b.  Low temperature:       -0oC operating and -62oC non-operating

                                          c.  Altitude:   Sea level to 5000 feet (ft) (operating and non-operating)
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             3.8.5.2  Steady-state voltage and frequency.  The KG-40AR Parallel system shall operate in accordance with this specification before, during, and after exposure to variations in voltage and frequency during variations in primary power input within the tolerance limits specified for the parallel system in 3.8.3.

             3.8.5.3 Transient voltage.  The KG-40AR Parallel system shall operate in accordance with this specification before and after exposure to transient voltages of up to sixteen percent above the upper tolerance limit for nominal primary power voltage and sixteen percent below the lower tolerance limit with a transient recovery time of two seconds.

             3.8.5.4 Transient frequency.  The KG-40AR Parallel system shall operate in accordance with this specification before and after exposure to transient frequencies of up to sixteen percent above the upper tolerance limit for nominal primary power frequency and sixteen percent below the lower tolerance limit with a transient recovery time of two seconds.

             3.8.5.5 Spike voltage.  The KG-40AR Parallel system shall operate in accordance with this specification before and after exposure to spike voltages of up to 1000 volts for less than one millisecond duration.  Figure 5 depicts a typical voltage spike impulse wave shape.

             3.8.5.6 Low temperature.  The KG-40AR Parallel system shall operate in accordance with this specification both during and after exposure to low temperature when tested as specified in 4.8.2.10.

             3.8.5.7 High temperature.  The KG-40AR Parallel operate in accordance with this specification both during and after exposure to high temperature when tested as specified in  4.8.2.11.

             3.8.5.8 Ballistic shock.  The KG-40AR Parallel system shall operate in accordance with this specification after exposure to ballistic shock testing.  The equipment shall remain in place and there shall be no structural failure of the attached joints when tested as specified in 4.8.2.12.

             3.9 KG-40AR Serial system and KG-40AR Parallel system.  The KG-40AR Serial system and the KG-40AR Parallel systems shall conform to the requirements of 3.9.1 through 3.9.6.

             3.9.1 Humidity. The KG-40AR Serial system and the KG-40AR Parallel  system shall sustain no physical damage, during and after prolonged exposure to high humidity levels (see 4.8.2.13)

             3.9.2 Salt fog. The KG-40AR Serial system and the KG-40AR Parallel system shall withstand the effects of a salt fog atmosphere before and after being tested as specified in 4.8.2.14.

             3.9.3 Dust. The KG-40AR Serial system and the KG-40AR Parallel system shall be operate in accordance with this specification before and after exposure to dust as tested in 4.8.2.15.

             3.9.4 Fungus. The KG-40AR Serial system and the KG-40AR Parallel system shall be fungus-resistant and operate in accordance with this specification before and after being subjected to the testing of see 4.8.2.16.
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             3.9.5 Enclosure. The Parallel KG-40AR system equipment enclosures shall be drip proof. The enclosed equipment shall operate satisfactorily in the presence of drops of liquid or solid particles falling at angles up to 45 degrees from the vertical with enclosed equipment mounted in its normal position. The enclosed equipment shall also operate satisfactorily with drops of liquid or solid particles falling vertically with enclosed equipment inclined at angles up to 45 degrees from its normal mounting position (see 4.8.2.17).

             3.10 Electromagnetic interference (EMI) and electromagnetic compatibility (EMC). The Serial KG-40AR system and the Parallel KG-40AR system shall conform to the interference emission and susceptibility requirements of MIL-STD-461.  The KG-40AR Serial and Parallel Replenishment Systems shall conform to the Emission and Susceptibility requirement according to the Table V Requirement Matrix page 27 of MIL-STD-461.  

             3.11 TEMPEST.  The KG-40AR system shall comply with the TEMPEST requirement of NSTISSAM TEMPEST/1-92 (Compromising Emanation Test Requirement Electromagnetics), the Non-Stop requirement of NACSEM 5112 (Non-Stop Evaluation Techniques), and the HIJACK requirement of KAG-30A/TSEC (Compromising Emanations Standards for Cryptographic Equipment (See 4.8.4). 

             3.12. Safety. The Serial KG-40AR system and the Parallel KG-40AR system shall conform to all applicable federal safety regulations.  The equipment design shall exclude the use of prohibited material including chemicals identified as carcinogens in the Occupational Safety and Health Act (OSHA), glass fibers (exposed), magnesium or magnesium alloys, polyvinyl chloride (PVC) except when used for part leads, radioactive commodities, zinc or zinc alloys.  The equipment shall be such that it will not cause personnel, interfaces and operational environment to be exposed to safety hazards during installation, operation, maintenance, repair or replacement of the equipment or parts thereof.  The equipment shall not be flammable, and shall be designed to preclude radiation, thermal, electrical, or mechanical hazards.

             3.12.1 Printed wiring assembly protection.  With power not applied to the KG-40AR systems, removal or insertion of printed wiring assemblies shall not damage the assembly or any other part of the equipment. Each assembly shall be keyed to prevent incorrect insertion.

             3.12.2 Electrical cable protection.  The KG-40AR systems shall preclude damage to electrical cabling during all conditions of assembly, removal, insertion, or tilting of equipment.

             3.12.3 Leakage current.  The leakage current of the KG-40AR systems shall not exceed 5 milliamperes (mA) (see 4.9.1)

             3.12.4 Direct current (DC) reverse polarity protection.  The KG-40AR systems shall contain reverse polarity protection for each DC input.  

             3.13 Dimensions and weights.  The maximum dimensions and weights shall be as specified in TABLE V1 (see 4.10).

TABLE VI.  Dimensions and weight.  1/

	Nomenclature
	Height

Mm 2/      (inches)
	Width

mm      (inches)
	Depth

Mm     (inches)
	Weight 3/

Kg 4/     (lbs) 5/

	KG-40A
	196.85      (7.75)
	154.94    (6.10) 
	400.05   (15.75)
	10.89       (24.0)

	KGX-40A
	105.16      (4.14)
	146.30    (5.76)
	196.85   (7.75)
	2.04         (4.50)

	MT-4416/A
	236.98      (9.33)
	223.52    (8.80) 
	568.20   (22.37)
	6.80         (15.0)

	MT-4417/S
	247.65      (9.75)
	222.25    (8.75)
	476.25   (18.75)
	5.44         (12.0)


1/  All dimensions and weights are maximum

2/  Millimeter

3/  Uncrated

4/  Kilograms

5/  Pounds
             3.14 Workmanship. Workmanship shall be as specified in 3.14.1 and 3.14.2.

             3.14.1 General workmanship.  The equipment to be delivered shall be cleaned of smudges, loose, splattered, or excess solder, weld metal, or other foreign material which might detract from the intended operation, function, or appearance of the equipment.  Screws nut and bolts shall show no evidence of cross threading, mutilation, or detrimental or hazardous burrs, and should be firmly secured.  Wiring and cables shall be positioned or protected to avoid contact with rough or irregular surfaces and sharp edges and to avoid damage to conductors or adjacent parts.  Shielding on wires and cables shall be secured in a manner that will prevent it from contacting or shorting exposed current-carrying parts.  The ends of the shielding or braid shall be secured to prevent fraying.  The harness and cable containment shall be neat in appearance, uniformly applied.  The equipment shall show no evidence of burns, abrading or pinch marks in the insulation that could cause short circuits or leakage.  Clearance between wires or cables and heat generating parts shall be sufficient to minimize deterioration of wires and cables.

             3.14.2 Workmanship screen.   All KG-40AR systems shall withstand a defect detection vibration screen of random type vibration at 0.04g2/Hz ( 3 decibels (dB), from 80Hz to 380 Hz (see 4.13.2.1), and temperature cycling with operation at the maximum and minimum operating temperatures, and swell time at the non-operating temperature extremes (see 4.13.2.2).

             4.  QUALITY ASSURANCE PROVISIONS

I

             4.1 Responsibility for inspection.  Unless otherwise specified in the contract or purchase order the contractor is responsible for the performance of all inspection requirements as specified herein.  Except as otherwise specified in the contract or purchase order, the contractor may use his own or any other facilities suitable for the performance of the inspection requirements specified herein unless disapproved by the government.  The Government reserves the right to perform any of the inspections set forth in the specification where such inspections are deemed necessary to assure supplies and services conform to prescribed requirements. 

             4.1.1 Responsibility for compliance.  All items shall conform to all requirements of section 3 and section 5.  The inspection set forth in this specification shall become a part of the contractor's overall inspection system or quality program.  The absence of any inspection requirements in the specification shall not relieve the contractor of the responsibility of assuring that all products or supplies submitted to the Government for acceptance comply with all requirements of the contract.  Sampling in quality conformance does not authorize submission of known defective material either indicated or actual nor does it commit the Government to acceptance of defective material.

             4.1.2 Government verification.  All quality assurance operations performed by the contractor will be subject to Government verification at any time. Verification will consist of, but is not limited to, a) surveillance of the operations to determine that practices, methods, and procedures of the written quality program are being properly applied, b) Government product inspection to measure quality of the product to be offered for acceptance and c) Government inspection of delivered products to assure compliance with all inspection requirements of this specification.  Failure of the contractor to promptly correct deficiencies discovered by him or of which he is notified shall be cause for suspension of acceptance until corrective action has been taken or until conformance of the product to prescribed criteria has been demonstrated.

               4.2 Classification of inspections.
Classification of inspections.  The inspection requirements specified herein are classified as specifies in a through e:

a.
First article test (see 4.3)

b.
Quality conformance inspection (see 4.4)

1.
Production inspection (Group A) (see 4.4.1)

2.
Production control inspection (Group B) (see 4.4.2)

3.
Environmental inspection (Group C) (see. 4.4.3)

c.
Incoming inspection (see 4.5)

d.
Safety verification (see 4.9)

e.
Inspection of packaging (see 4.14)

             4.3.First article test.  Unless otherwise specified (see 6.2.1), 4 each

Serial KG-40AR systems and 4 each Parallel KG-40AR systems shall be required for

First article inspection.  First article inspection shall consist of all examination and testing necessary to determine compliance with the requirements of this specification.  First Article inspection shall include the tests specified in TABLE VII

TABLE VII.  Examinations and tests.

	Examination or Test
	Requirement Paragraph
	Test Paragraph
	First Article Test
	Quality Conformance Inspection

	
	Group A
	Group B
	Group C

	Weight
	3.13
	4.10
	X
	
	X
	

	Dimensions
	3.13
	4.10
	X
	
	X
	

	Parts, materials, and processes
	3.3
	4.5
	X
	X
	
	

	Safety
	3.12
	4.9
	X
	
	X
	

	General Workmanship
	3.14.1
	4.12.1
	X
	X
	
	

	Workmanship Screen
	3.14.2
	4.12.2
	X
	X
	
	

	Performance:
	

	General
	3.1,3.1.1, 3.1.1.1, 3.1.1.2, 3.1.1.2.1, 3.1.1.5, 3.1.1.6.
	4.8.5
	X
	X
	
	

	INFOSEC
	3.1.1.3,3.4
	4.8.6
	X
	X
	
	

	Serial system 
	3.7.1
	4.8.1.1
	X
	X
	
	

	Parallel system
	3.7.2
	4.8.1.2
	
	X
	
	

	Interchangeability
	3.4.5,3.1.1.4
	4.11
	X
	
	
	X

	Reliability
	3.5
	4.6
	X
	
	
	

	Production Reliabilitty
	
	4.6.5, 4.6.5.1
	
	X
	
	

	Maintainability
	3.6
	4.7
	X
	
	
	

	Steady state voltage and frequency
	3.8.4.4, 3.8.5.2
	4.8.2.1
	X
	
	X
	

	Temperature and altitude
	3.8.4.5
	4.8.2.2
	X
	
	
	X

	Vibration
	3.8.4.6
	4.8.2.3
	X
	
	
	X

	Shock
	3.8.4.7
	4.8.2.4
	X
	
	
	

	Shock (crash safety)
	3.8.4.8
	4.8.2.5
	X
	
	
	

	Explosive atmosphere
	3.8.4.9
	4.8.2.6
	X
	
	
	X

	Transient voltage
	3.8.4.3, 3.8.5.3
	4.8.2.7
	X
	
	
	

	Transient frequency
	3.8.4.3, 3.8.5.4
	4.8.2.8
	X
	
	
	

	Spike voltage
	3.8.5.5
	4.8.2.9
	X
	
	
	

	Low temperature
	3.8.5.6
	4.8.2.10
	X
	
	
	X

	High temperature
	3.8.5.7
	4.8.2.11
	X
	
	
	X

	Ballistic shock
	3.8.5.8
	4.8.2.12
	X
	
	
	X

	Humidity
	3.9.1
	4.8.2.13
	X
	
	
	X

	Salt fog
	3.9.2
	4.8.2.14
	X
	
	
	

	Dust
	3.9.3
	4.8.2.15
	X
	
	
	

	Fungus
	3.9.4
	4.8.2.16
	X
	
	
	

	Enclosure
	3.9.5
	4.8.2.17
	X
	
	
	X

	EMI and EMC
	3.10
	4.8.3
	X
	
	
	X

	TEMPEST
	3.11
	4.8.4
	X
	
	
	X


             4.3.1 First article test exemptions.  The following items shall be exempt from first article inspection:

a. Serial RGQ-40AR 

b.    Parallel RGQ-40AR 

             4.4 Quality conformance inspection.

             4.4.1 Production inspection (Group A).
             4.4.1 Production inspection (Group A). Unless otherwise specified in the contract or order (see 6.2), or exempt as stated herein the production inspection shall be performed on each item offered for delivery.  

             4.4.1.1 KG-40A R system Group A inspection. The KG-40AR system Group A tests shall be as specified in (4.4.1.1.1, through 4.4.1.1.3). 

             4.4.1.1.1 Serial KG-40AR system.  The Serial KG-40AR system shall be subjected to the examinations and tests listed under Group A of TABLE VII.

             4.4.1.1.2  Parallel KG-40AR system.  The Parallel KG-40AR system shall be subjected to the examinations and tests listed under Group A of TABLE VII.

             4.4.1.1.3 KGX-40AR Remote control. The KGX-40AR Remote control shall be subjected to the examinations and tests listed under Group A of TABLE VII.

             4.4.2 Production control inspection.  Production control inspection shall be performed on KG-40AR systems that have been subjected to, and have passed production inspection (Group A) specified in 4.4.1.  Lot acceptance criteria shall be based on a single sampling plan with a zero acceptance number.  Production control inspection shall consist of the examinations and functional performance test throughout the entire range of operation; tests which detect any deterioration of the design by wear of dies, molds, and jigs, by variations in parts; tests which detect deviations in the processing of materials; and tests of efficiency.  Production control inspection shall include the examinations and tests specified in Group B of TABLE VII.

             4.4.2.1 Production control inspection (Group B) exemptions.  The following items shall be exempt from production control inspection:

a.  Serial RGQ-40AR

b.  Parallel RGQ-40AR 

             4.4.2.2 Rejected lots.  If an inspection lot is rejected, the contractor may withdraw the lot from further inspection.  The contractor may also rework a rejected lot to correct the defective units and re-inspect the lot using tightened inspection.  Rejected lots shall be kept separated from new lots and shall not lose their identity.

             4.4.3 Environmental inspection (Group C).  Environmental inspection shall encompass tests of KG-40AR system durability; simulated service tests; tests of the effects of environment (such as extremes of temperature and humidity, effect of salt air, effects of shock, vibration, and inclination.  Environmental inspection shall be performed on a sampling basis on KG-40AR systems which have been subjected to, and have passed, production inspection (Group A) specified in 4.4.1.  Environmental inspection shall include the examination and tests specified in Group C of TABLE VII.

             4.4.3.1 Environmental inspection (Group C) exemptions.  The following items shall be exempt from environmental inspection:

a.  Serial RGQ-40AR 

b.  Parallel RGQ-40AR

             4.4.3.2 Environmental inspection samples.  Samples for environmental inspection shall be selected, without regard to their quality, as specified in a and b:

                   a.     One sample from the first 50 production units

                            1.  One sample of Serial KG-40AR system

                            2.  One sample of Parallel KG-40AR system

                   b.     One sample from each successive 100 units, or fraction thereof  

                            1.  One sample of Serial KG-40AR system

                      2. One sample of Parallel KG-40AR system

             4.5 Incoming inspection.  Incoming inspection shall include rescreening of device parameters on a 100 percent basis at both low and high operating temperatures for electrical tests to ensure vendor compliance and equipment reliability. 

             4.5.1 Particle impact noise detection (PIND) testing.  PIND testing shall be required any for hybrid modules and integrated circuits that are developed for the  KG-40AR .  The testing shall be performed in accordance with test the method of Appendix A for particle noise detection test (Condition B) or a suitable alternate test plan approved by the procuring activity. 

             4.6 Reliability.  The predicted MTBF for the Serial KG-40AR system and the Parallel KG-40AR system as determined by analysis of design, construction and data using methods described in or equally valid to those described in MIL-HDBK-217 shall be as specified in 3.5 for operation under the applicable environmental conditions for Serial KG-40AR (airborne) or Parallel (shipboard) systems as specified in 4.6.1 and 4.6.2

             4.6.1 First article reliability stress test conditions.  All first article reliability stress testing shall be performed under the environmental conditions specified in 4.6.1.1 and 4.6.1.2.

             4.6.1.1 Serial KG-40AR system test conditions.  The Serial KG-40AR system shall be tested under the environmental conditions specified in a through g:

                  a. Temperature:  -54oC to +71oC                    

                  b. Temperature cycling:  2-hour cooling period followed by a 6-hour heating period   

                  c.  Rate of change:  5oC per minute

                  d. Vibration: 0.036 in. double amplitude or 2.2g ( 10 percent peak acceleration value, whichever is less, at any nonresonant frequency between 20 Hz and 60 Hz measured at the mounting points on the equipment.  The duration of the vibration shall be at least 10 minutes during each hour of the heating period.

                  e.  Equipment OFF-ON cycling: Once daily

                  f.  Nominal input voltage: 115 VAC +- 10 percent, 60 Hz or 400 Hz; 28VDC +-5 percent 

                  g . Input voltage cycling: Between 90 percent and 110 percent of nominal in increments of 10 percent daily                                                         

             4.6.1.2 Parallel KG-40AR system test conditions.  The Parallel KG-40AR system shall be tested under the environmental conditions specified in a through g:

                  a.  Temperature:  0oC to  +50oC

                  b.  Temperature cycling: 2-hour cooling period followed by a 6-hour heating period

                  c.   Rate of change: 5o per minute

                  d.   Vibration: 1g (10 percent peak acceleration value at any nonresonant frequency between 20 Hz and 60 Hz measured at the mounting points on the equipment.  The duration of the vibration shall be at least 10 minutes during each hour of the heating period

                  e.  Equipment OFF-ON cycling: Once daily

                  f. Nominal input voltage: 115 VAC +-10 percent, 60 Hz or 400 Hz 

                  g.  Input voltage cycling: Between 90 percent and 110 percent of nominal in increments of 10 percent daily

             4.6.2 Production reliability test conditions.  All production reliability testing shall be performed under the environmental conditions specified in a through f.

                  a.  Temperature:  25oC +- 5oC

                  b.  Temperature cycling: None

                  c.  Rate of change: None

                  d.  Vibration:   None

                  e.  Equipment OFF-ON cycling: None

                  f. Nominal input voltage : 115 VAC  10 percent, 60Hz (Parallel); 115VAC  10 percent, 400 Hz; 28VDC  5 percent (Serial)

             4.6.3 Failure (see 6.4.1).  A failure shall be considered to have occurred when the KG-40AR is not performing in accordance with this specification.  The time that a failure occurred shall be considered to be at the time the KG-40AR was last known to be operating in accordance with this specification.  The failure actions, verifying of repair, corrective action, preventive maintenance, and restoration of test equipment shall be performed after each failure.  The presence of a pattern of failure shall result in a rejection decision.   

             4.6.4 First article reliability stress test. Each Serial KG-40AR systems, and each Parallel KG40-AR systems offered for first article articles inspection shall be subjected to not less than 300 consecutive  hours of testing under the conditions of 4.6.1.  The last 48 consecutive hours of testing of each unit shall be failure-free. The first article reliability stress test shall be conducted on units that have satisfactorily completed all other first article tests with the exception of Vibration, Shock, Shock (crash safety), Ballistic Shock, and Explosive Atmosphere tests.

             4.6.4.1 First article reliability stress test criteria.  The performance of each Serial KG-40AR first article system and each Parallel KG-40AR first article system shall be tested in accordance with 4.8.1.1 and 4.8.1.2 every 24 hours and at the completion of the total time of the test.  An alarm indication check shall be performed at 8-hour intervals in order to maintain a more accurate record of the time of failure.  If there is no other indication of failure other than the alarm indication and the alarm indication is resettable within two consecutive attempts, a failure shall not be deemed to have occurred.  The combined cumulative failure rate for the total quantity of units under test shall be less than one per 300 hours under the test conditions of 4.6.1                             

              4.6.5 Production reliability test.  The production reliability test shall be performed on all production Serial KG-40AR systems and Parallel KG-40AR systems offered for delivery.  Reliability testing shall be in accordance with the accept/ reject criteria specified in 4.6.5.1.  

             4.6.5.1 Production reliability test criteria.  The performance of each Serial KG-40AR system and each Parallel KG-40AR system shall be tested in accordance with 4.8.1.1 and 4.8.1.2 every 24 hours for a total of not less than 48 hours with the final consecutive 48 hours of testing failure-free.    An alarm indication check shall be performed at 8-hour intervals in order to maintain a more accurate record of the time of failure.  If there is no other indication of failure other than the alarm indication and the alarm indication is resettable within two consecutive attempts, a failure shall not be deemed to have occurred. 
             4.7 Maintainability demonstration.  If a Maintainability Demonstration is required by the contract line items or the Maintainability Program defined in the Statement of Work of the contract exercising this specification, the contractor shall perform such maintainability demonstration in accordance with 4.7.1 through 4.7.4.

             4.7.1 Maintainability equipment demonstration.  The contractor shall perform a maintainability demonstration using BIT.  The demonstration shall be performed In accordance with 4.7.1.1 and 4.7.1.2.

               4.7.1.1 Organizational level maintenance demonstration.  The contractor shall demonstrate organizational level maintenance by demonstrating that an operator with the training and skill level of a fleet operator can remove a failed KG-40AR and replace it with an operational unit and return the operational unit to a fully operational state within 30 minutes. 

              4.7.1.2 Intermediate level (CRF) level maintenance demonstration.  The contractor shall demonstrate Cryptographic Repair Facility (CRF) level maintainability requirements by demonstrating that a technician with the training and skill level of a CRF technician can repair failed units by replacing subassemblies (individual printed wiring boards or assemblies) and chassis-mounted electronic, electrical, electromechanical and mechanical components or parts at the organizational-intermediate level within the times specified in Table VIII below.   Demonstrations shall be conducted using failure simulation and pre-faulted subassemblies in accordance with tasks selected by the government from 100 candidate tasks defined by the contractor.  The contractor shall define the information specified in a through c for each candidate task:

                                a.   Designation of specific faulty part
                                b.   Failure mode 
                                c.   Means of introducing fault (substitution of faulty part or simulation thereof) 

The procuring activity or its authorized representative shall use the candidate tasks as a guide to determine a sample of 50 tasks for the demonstration.

             4. 7.1.2 Built In Tests Demonstration.  The contractor shall perform procedures and tests as part of the Organizational and intermediate level demonstrations above to demonstrate compliance with the identification and fault isolation BIT requirements specified in 3.6.1.

             4.7.2 Accept or reject criteria.  The accept or reject criteria for the demonstration of the corrective maintenance times for the organizational level shall be as specified in TABLE VIII. Acceptance shall occur when the number of observed maintenance task time, which exceed the required value of each specified index (MTTR, Mmaxct ) is less than, or equal to, that specified in TABLE VIII. The duration of each task shall be compared to the required values and determined as greater than, equal to, or less than each index.  The actual value shall be determined. Accept or reject criteria for preventive maintenance shall be no degradation of equipment performance. If degradation of equipment performance exists, the preventive maintenance task shall result in a rejection decision.

    TABLE VIII.  Acceptance criteria.
	
	MTTR
	Mmaxct

	Acceptance level

Sample size
	30

25
	60

25


             4.7.3 Technician.  The procuring activity reserves the right to provide and select technicians to perform the maintainability demonstration.

             4.7.4 Technical documentation.  The documentation shall be limited to the technical manual and related maintenance documentation delivered with the KG-40AR.

             4.8 Test methods. Test methods shall be as specified in 4.8.1 through 4.8.4.

             4.8.1 Functional electrical performance. Functional electrical performance shall be as specified in 4.8.1.1 and 4.8.1.2. 

             4.8.1.1 Serial KG-40AR system. The Serial KG-40AR system shall be tested to determine conformance to the electrical interface requirements of 3.7.2.

             4.8.1.2 Parallel KG-40AR system.  The Parallel KG-40AR system shall be tested to determine conformance to the electrical interface requirements of 3.7.3.

             4.8.2 Environmental tests.  The Serial KG-40AR system shall be subjected to performance tests in accordance with 4.8.1.1, and the Parallel KG-40AR system shall be subjected to performance tests in accordance with 4.8.1.2, both before and after exposure to the tests specified in 4.8.2.1 through 4.8.2.18, to determine if any degradation of performance has occurred.  When performance measurements are called for during the testing specified in 4.8.2.1 through 4.8.2.18, a performance test in accordance with 4.8.1.1 for the Serial KG-40AR system or 4.8.1.2 for the Parallel KG-40AR system shall be performed.

             4.8.2.1 Steady-state voltage and frequency.  The Serial KG-40AR system and the Parallel KG-40AR system shall be tested to determine compliance with Steady-state voltage and frequency requirements (see 3.8.4.4 and 3.8.5.2).

             4.8.2.2 Temperature and altitude.  The Serial KG-40AR system shall be tested to demonstrate compliance with the temperature and altitude requirements of section 3 of this performance specification (see 3.8.4.1).  The Serial KG-40AR system shall be tested in accordance with MIL-STD-810, method 500.4, procedure II, or an alternative method approved by the procuring activity.

             4.8.2.3 Vibration.  The Serial KG-40AR system shall be tested in accordance with the vibration requirements for class 2 airborne equipment (see 3.8.4.6).

             4.8.2.4 Shock.  The Serial KG-40AR system shall not suffer damage or subsequently fail to provide the performance specified in section 3 when subjected to 18 impact shocks of 20g , consisting of 3 shocks in opposite directions along each 3 mutually perpendicular axes. Each shock impulse having a time duration of 6 to 9 milliseconds.  The "g" value should be within ( 10 percent when measured with a 0.2 to 250 Hz filter (see 3.8.4.7). 

             4.8.2.5 Shock mounting base (crash safety).  With excursion stops or bumpers in place with maximum rated load applied in a normal manner, the mounting base, individual isolators, or other attaching devices for the Serial KG-40AR system shall withstand at least 12 impact shocks of 40g consisting of 2 shocks in opposite directions along each of 3 mutually perpendicular axes.  Each shock impulse should have time duration of 6 to 9 milliseconds.  The "g" value should be within ( 10 percent when measured with a 0.2 to 250 Hz filter.  Bending and distortion shall be permitted; however, there shall be no failure too the attaching joints, and the equipment or dummy load shall remain in place (see 3.8.4.8).

             4.8.2.6 Explosive atmosphere.  The Serial KG-40AR system shall have the side covers removed or loosened to facilitate the penetration of the explosive mixture, and shall be tested in accordance with MIL-STD-810, Method 511.4 Procedure I (see 3.8.4.9).

             4.8.2.7 Transient voltage.  The Parallel KG-40AR system shall be tested for compliance with the requirements for transient voltage (see3.8.5.3)

             4.8.2.8 Transient frequency.  The Parallel KG-40AR system shall be tested for compliance with the requirement for transient frequency (see3.8.5.4)

             4.8.2.9 Spike voltage. The Parallel KG-40AR system shall be tested for compliance with the requirements for spike voltage (see 3.8.5.5)

             4.8.2.10 Low Temperature.  The Parallel KG-40AR system shall be tested in accordance MIL-STD-810, Method 502.4, procedure II to determine compliance with the high temperature operating and nonoperating requirement of section 3.8.5.1 and 3.8.5.6.

             4.8.2.11 High temperature.  The Parallel KG-40AR system shall be tested in accordance MIL-STD-810, Method 501.4, procedure II to determine compliance with the high temperature operating and non operating requirement of  3.8.5.1 and 3.8.5.7.

             4.8.2.12 Ballistic shock.   The test shall be performed on the shock testing machine for lightweight equipment specified in MIL-S-901.  The Parallel KG-40AR system shall be tested in accordance with the requirements of MIL-S-901for Grade A, subsidiary component, Class I, Type A (lightweight) equipment.  The method of mounting shall be as specified in the Light Weight equipment paragraph of MIL-S-901.  The number and direction of the blows shall be in accordance with the For light weight equipment paragraph of MIL-S-901.  The equipment shall be energized and operating (transmitting and receiving and encrypting and decrypting data) during testing. 

             4.8.2.13 Humidity.  All humidity testing shall be performed with equipment covers in place.  The Serial KG-40AR system and the Parallel KG-40AR system shall be tested in accordance with MIL-STD-810, Method 507.4, (see 3.9.1). The equipment shall be exposed to 95 ( 4 percent humidity through a minimum of four 48 hour temperature cycles in accordance with figure 507.4-1 of Method 507.4. 

             4.8.2.14 Salt fog. The Parallel KG-40AR system shall be tested in accordance with MIL-STD-810, Method 509.4, Procedure I.  After exposure to the salt fog test (5 +- 1 percent by weight salt content) for 48 hours, the Parallel KG-40AR system, when examined visually with the aid of a 10-power magnifier, shall show no evidence of degradation, such as flaking, pitting, blistering, or loosening of finish of metal surface.  There shall be no clogging or binding of controls or other moving parts after subjecting the Parallel KG-40AR system to the 48-hour drying period.  Electrical operation is not required (see 3.9.2).

             4.8.2.15 Dust.  The Serial KG-40AR system shall be tested in accordance with MIL-STD-810, Method 510.4, Procedure I (see 3.9.3).  

             4.8. 2.16 Fungus.  The Serial KG-40AR system shall be tested in accordance with MIL-STD-810, Method 508.5 (see 3.9.4). 

             4.8.2.17 Enclosure.  The Parallel KG-40AR system shall be inspected by visual examination or actual test to determine conformance to the drip proof requirements of 3.9.5.  Unless otherwise stated in the contract or order either method may be used.  

             4.8.2.17.1 Visual Examination.  When visual examination is used it is intended to determine the ability of the enclosure to exclude falling drops of liquid or solid particles. The enclosed equipment shall be visually examined for the presence of the following features and characteristics when in its normal position or inclined in any direction at angles not exceeding 45 degrees.  There shall be no openings directly exposed to falling drops of water or solid particles. Openings where provided on exposed surfaces shall be protected by louvers or suitably covered.  All removable access plates or covers on enclosure surfaces exposed to falling drops of water shall have gaskets.  Doors and door openings on exposed surfaces shall be of such design as to prevent the entry of falling drops of water.  There shall be no paths on the surfaces of the enclosure which drops of liquid or solid particles will follow and run into the enclosure.

             4.8.2.17.2 Drip Test.  The enclosed equipment shall be placed below a device that drips or sprinkles water over the entire enclosed equipment.  The minimum amount of water shall be 1000 cubic inches per square foot of area covered by the drips or sprinkles in 60 minutes.  The dripping or sprinkle rate and distribution shall be approximately uniform. The enclosed equipment shall be oriented in 5 different positions during the test; normal position and inclined at the maximum angle (45 degrees forward, backward and to each side.  The minimum time in each position shall be 12 minutes: 8 minutes operating and 4 minutes OFF. Failure of the equipment to operate satisfactorily or accumulation of water with the enclosure shall be cause for rejection.

             4.8.3.  EMI and EMC.  The Serial KG-40AR system and the Parallel KG-40AR system shall be tested to determine conformance to the requirements of 3.10, using approved measurement techniques of MIL-STD-461.

             4.8.4 TEMPEST.  The Serial KG-40AR system and the Parallel KG-40AR system shall be tested to determine conformance to the requirements of 3.11 in accordance with a TEMPEST test plan approved by the procuring activity.

             4.8.5 General Performance Test. The Serial KG-40AR system and the Parallel KG-40AR system shall be examined and tested in accordance with a test plan approved by the procuring activity to determine conformance with the requirements of 3.1 General 3.1.1 Performance 3.1.1.1 Functionality, 3.1.1.2 Interfaces, 3.1.1.2.1 Connectors and receptacles, 3.1.1.5 Manual Controls and Indicators, and 3.1.1.6 Battery. 

             4.8.6 INFOSEC Test and Certification. The Serial KG-40AR and the Parallel KG-40AR system shall be examined and tested to determine conformance to the requirements of 3.1.1.3 and 3.4 in accordance with test plans and procedures approved by the procuring activity.

             4.9 Safety verification.  Examinations, analyses, and tests shall be performed to verify conformance to the requirements of 3.12.

             4.9.1 Leakage current test.  Leakage current shall be measured at the nominal steady-state power line voltage and frequency as specified in 4.9.1.1 and 4.9.1.2 (see 3.12.3).

WARNING

THIS TEST MAY BE HAZARDOUS DUE TO THE UNGROUNDED CONDITION OF THE 

EQUIPMENT DURING THE TEST.  DO NOT TOUCH EXPOSED METAL SURFACES.

THE UNITED STATED GOVERNMENT NEITHER ASSUMES NOR ACCEPTS RESPONSIBILITY FOR ANY INJURY OR DAMAGE THAT MAY OCCUR DURING OR AS A RESULT OF THIS TEST

             4.9.1.1 KG-40AR connections.  Each KG-40AR (serial and parallel) system shall be directly connected to an external power source and units deriving power from the KG-40AR shall be placed on an insulated surface.  All safety ground conductors between the KG-40AR and units deriving power from the KG-40AR shall be in tact.  The safety ground conductor between the KG-40AR under test and the external power source shall be opened during the test.  The KG-40AR shall be connected as shown on FIGURE 6 if it is connected to a single-phase power source.  When DC measurements are performed, do not reverse polarity unless the KG-40AR has reverse polarity protection.

             4.9.1.2 Measurement.  Leakage current shall be measured on the KG-40AR in its normal operating configuration.  KGK-40AR controls in each operating mode shall be such that maximum power will be utilized during leakage current measurements.  The leakage current shall be determined by the voltage-drop method.  A true root-mean-square (rms) voltmeter shall be used.  The voltage-drop across the 1500 ohm resister shall be such that not more than 5.0 mA of current shall be flowing at the highest power line voltage and the highest and lowest power line frequency for which the KG-40AR is designed.  The overall measurement error shall not exceed 5 percent.  The probe shall be used on all external conducting parts such as the case, connector housings, recessed calibration or adjustment controls, and control shafts with knobs removed, and the voltage measured from every combination of switch positions available on Figure 6.  The open safety ground conductor shall be reconnected immediately after the test is completed.

             4.10 Dimensions and weights.  The dimensions and weights shall be verified by quantitative measurement for conformance to 3.13.

             4.11 Interchangeability.  An interchangeability demonstration test shall be performed which will show that all printed wiring assemblies (circuit cards) and modules are form, fit, functionally, and cryptographically compatible with like circuit cards and modules.  The demonstration shall show that the equipment functions correctly before and after the assemblies are interchanged.  The Government reserves the right to select which assemblies and modules, and which operational modes, will be included in the 

demonstration (see 3. 4.11)

             4.12 Workmanship.  Workmanship shall be as specified in 4.13.1 through 4.13.2.2.

             4.12.1 General workmanship.  The KG-40AR, including assemblies, subassemblies, modules, and repair parts shall be examined for workmanship and soldering during the fabrication and assembly process and at the end item level for conformance to the requirements of 3.14.1.  Each solder connection and associated wiring or leads shall be visually examined.

             4.12.2 Workmanship screen.  Vibration and temperature cycling shall be performed on all KG-40AR systems offered for delivery.  Vibration shall be performed prior to temperature cycling.  The vibration may be performed at the module, drawer or end item level.  All hardware, including cables and connectors, shall be exposed to the vibration.

             4.12.2.1 Vibration.  Vibration shall be random, or subject to procuring activity approval pseudo-random or complex waveform vibration for an accumulated time of 10 minutes in the axis deemed most susceptible to vibration excitation.  All items shall be hard-mounted (without shock isolators) and subjected to the vibration conditions of Figure 7.  Input vibration levels shall be measured at the mounting points of the item under vibration.  If variations are found at these points, the level used for control purposes shall be the average of the levels at the mounting points.  Control equipment having bandwidth not greater than 10 Hz for vibration frequencies up to 100 Hz, and 100 Hz for vibration frequencies above 500 Hz, shall be used for the control and analyses of the acceleration spectral density (ASD).  The instantaneous acceleration peaks shall be limited to three times the rms acceleration level. The KG-40AR shall be energized during vibration and appropriate input signal applied to observe any abnormal conditions of the output functional characteristics.  All failures occurring during screening shall be corrected and the vibration resumed.


[image: image6]
              4.12.2.2 Temperature cycling.  Each KG-40AR shall be subjected to 10 cycles of temperature cycling shown on Figure 8.  The temperature rate of change shall be not less than 5oC per minute.  The KG-40A Replacement shall be positioned for maximum exposure to the changing temperature.  Where performance requirements are called for, the testing specified in 4.8.1.1 or 4.8.1.2 as appropriate, shall be performed.  The dwell time shall be maintained until the largest electrical or electronic part in the KG-40AR becomes temperature stabilized.  Temperature stabilization shall be as specified in MIL-STD-810 for the non-operating condition.  When failures occur the KG-40AR shall be reworked and the cycling continued for a cumulative totals of 10 cycles.


              4.13 Inspection of packaging. Inspection shall be performed to ensure conformance with the requirements of Section 5,

             5.  PACKAGING

(The preparation for delivery requirements specified herein apply only for direct Government procurements.  Preparation for delivery requirements of referenced documents listed in Section 2 do not apply unless specifically stated in the contract.  Preparation for delivery requirements for products procured by contractors shall be as specified in the individual order.)


5.1 Preservation, packaging, packing, and marking. Unless otherwise specified herein, preparation for delivery shall be in accordance with best commercial practices to assure that preservation, packaging, packing and marking are adequate to protect the articles being shipped or stored for the type of delivery utilized and to assure that the articles arrive safely and are easily identifiable at the intended destination. (see 6.2.1)

             6.  NOTES

             6.1 Intended use.  The KG-40AR, covered by this specification, is intended to provide cryptographic protection for LINK-11 (TADIL A) communications and functions as the connecting link between the computer and the data terminal set, and is for use in shipboard, shore and airborne applications.

             6.2.1 Acquisition requirements.  Contract documents (other than this specification) specify:


  a.   Title, number, and date of the controlling specification 

          
  b.   Associated components required (see 3.1)

           
  c.   Number of first article samples to be submitted if other than specified in 4.3

           
  d.   If a maintainability demonstration is required 

   e.   Levels of preservation, packaging, packing, and marking (see 5.1)

               f.    Exceptions to the production inspection (Group A) requirements other than specified exemptions (See 4.4.1) 

             6.2.2 Data requirements.  When this specification is used in an acquisition and data are required to be delivered, the data requirements should be developed as specified by an approved Data Item Description (DID) (DD Form 1664) and delivered in accordance with the approved Contract Data Requirements List , incorporated into the contract.  When the provisions of DoD Federal Acquisition Regulations Supplement, Part 27,l Sub-Part 27.410-6 (DD Form 1423) are invoked and the DD Form 1423 is not used, data requirements to be delivered by the contractor shall be stated in the contract or purchase order.

(Copies of DIDs required by the contractor should be obtained from the Naval Publications and Forms Center or as directed by the contracting officer.)

             6.3 First article.  When a first article inspection is required, the item(s) should be a first production item.  The contracting officer should include specific instructions in acquisition documents regarding arrangements for examinations, approval of first article test results, and disposition of first articles.  Invitations for bids should provide that the Government reserves the right to waive the requirement for samples for first article inspection to those bidders offering a product which has previously acquired or tested by the Government, and that bidders offering such products, who wish to rely on such production or test, must furnish evidence with the bid that prior Government approval is presently appropriate for the pending contract.

             6.4 Definition.  Definition of a term used in this specification is given in 6.4.1.

             6.4.1 Failure.  The inability of a KG-40AR to perform the intended function within the specified limits of acceptable operation.

             6.5 Subject term (key word) listing.

    Generator, Electronic Key, KG-40AR

    Generator, Electronic Key, Serial Processor Unit, KG-40AR Serial 

    Generator, Electronic Key, Parallel Processor Unit, KG-40AR Parallel 

    Intended use:  Shipboard, shore, and airborne applications

    Parallel Mount, Key Generator, MT-4417

    Parallel Spare Parts Kit, Key Generator, RGQ-40AR Parallel 

    Remote Control Unit, KGX-40AR 

    Serial Mount, Key Generator, MT-4416

    Serial Spare Parts Kit, Key Generator, RGQ-40AR Serial 

KG-40A Replenishment Specification Appendix A

PARTICLE IMPACT NOISE DETECTION TEST METHOD

1. PURPOSE.  The purpose of this test is to detect loose particles inside a device cavity.  The test provides a nondestructive means of identifying those devices containing particles of sufficient mass that, upon impact with the case, excite the transducer.

2. APPARATUS.  The equipment required for the particle impact noise detection (PIND) test shall consist of the following (or equivalent):

a.  A threshold detector to detect particle noise voltage exceeding a preset threshold of the absolute value of 20 (1 millivolt peak reference to system ground

b.  A vibration shaker and driver assembly capable of providing essentially sinusoidal motion to the device under test (DUT) at 10g peak at 60Hz minimum.

c.  PIND transducer, calibrated to a peak sensitivity of –77.5 (3 dB in regards to one volt per microbar at a point within the frequency of 150 to 160 kHz.

d.  A sensitivity test unit (STU) (see figure 1) for periodic assessment of the PIND system performance.  The STU shall consist of a transducer with the same tolerances as the PIND transducer and a circuit to excite the transducer with a 250 microvolt (20 percent pulse.  The STU shall produce a pulse of about 20mV peak on the oscilloscope when the transducer is coupled to the PIND transducer with attachment medium.

e.  PIND electronics, consisting of an amplifier with a gain of 60 (2 dB centered at the frequency of peak sensitivity of the PIND transducer.  The noise at the output of the amplifier shall not exceed 10 mV peak.

f.  Attachment medium.  The attachment medium used to attach the DUT to the PIND transducer shall be the same attachment medium as used for the STU test.

g.  Shock mechanism or tool capable of imparting shock pulses of 1,000 (200 g peak to the DUT.  The duration of the main shock shall not exceed 100(s.  If an integral co-test shock system is used the shaker vibration may be interrupted or perturbed for period of time not to exceed 250ms from initiation of the test shock pulse in the sequence.  The co-test duration shall be measured at the 50 (5 percent point.

3.  PROCEDURES.  


3.1  Test equipment set-up.  Shaker drive frequency and amplitude shall be adjusted to the specified conditions.  The shock pulse shall be adjusted to provide 1000 (200 g peak to the DUT.


3.2 Test equipment checkout.  The test equipment checkout shall be performed a minimum of one time per operation shift.  Failure of the system to meet checkout requirements shall require retest of all devices tested subsequent to the last successful system checkout.


3.2 .1 Shaker drive system checkout.  The drive system shall achieve the shaker frequency and the shaker amplitude specified.  The drive system shall be calibrated so that the frequency settings are within (6 percent and the amplitude vibration setting are within (10 percent of the nominal values.  If a visual displacement monitor is affixed to the transducer, it may be used for amplitudes between 0.04 and 0.12 inch (1.02 and 3.05 mm).  An accelerometer may be used over the entire range of amplitudes and shall be used below amplitudes of 0.040inch (1.02 mm). 


3.2.2  Detection system checkout.  With the shaker deenergized, the STU transducer shall be mounted face-to-face and coaxial with the PIND transducer using the attachment medium used for testing the devices.  The STU shall be activated several times to verify low level signal pulse visual and threshold detection on the oscilloscope.  Not every application of the STU will produce the required amplitude.  All pulses which are greater than 2D mV shall activate the detector. 


3.2.3  System noise verification.  System noise will appear as a fairly constant band and must not exceed 20 millivolts peak to peak when observed for a period of 30 to 60 seconds. 


3.3  Test sequence.  The following sequence of operation (a through I) constitute one test cycle or run. 


a.  3 pre-test shocks.


b. Vibration 3 (1 seconds.


c.  3 co-test shocks.


d.  Vibration 3 (1 seconds.

 
e.  3 co-test shocks.


f.  Vibration 3 (1 seconds.


g.  3 co-test shocks.


h. Vibrations 3 (1 seconds.


i.  Accept or reject.


3.3.1 Mounting requirements.  Special precautions (e.g., in mounting, grounding of DUT leads, or grounding of test operator) shall be taken as necessary to prevent electrostatic damage to the DUT.  

Most part types will mount directly to the transducer via the attachment medium.  Parts shall be mounted with the largest flat surface against the transducer at the center or axis of the transducer for maximum sensitivity.  Where more than one large surface exists, the one that is the thinnest in section or has the most uniform thickness shall be mounted toward the transducer, e. g., flat packs are mounted top down against the transducer.  Small axial-lead, right circular cylindrical parts are mounted with their axis horizontal and the side of the cylinder against the transducer.  Parts with unusual shapes may require special fixtures.  Such fixtures shall have the following properties:

(1)  Low mass.

(2)  High acoustic transmission (aluminum alloy 7075 works well).

(3)  Full transducer surface contact, especially at the center.

(4)  Maximum practical surface contact with test part.

(5)  No moving parts.

(6)  Suitable for attachment medium mounting.  


3.3.2 Test monitoring.  Each test cycle (see 3.3) shall be continuously monitored, except for the period during co-test shocks and 50 ms maximum after the shocks.  Particle indications can occur in any one or combinations of the three detection systems as follows:


a.  Visual indication of high frequency spikes which exceed the normal constant background white noise level. 


b.  Audio indication of clicks, pops, or rattling which is different from the constant background noise present with no DUT on the transducer.


c.  Threshold detection shall be indicated by the lightening of a lamp or by deflection of the secondary oscilloscope trace.

3.4  Failure criteria.  Any noise bursts as detected by any of the three detection systems exclusive of background noise, except those caused by the shock blows, during the monitoring periods shall be cause for rejection of the device.  Rejects shall not be retested except for retest of all devices in the event of test system failure.  If additional cycles of testing on a lot are specified, the entire test procedure (equipment setup and checkout mounting, vibration, and co-shocking) shall be repeated for each retest cycle.  Reject devices from each test cycle shall be removed from the lot and shall not be retested in subsequent lot testing.

3.5  Screening lot acceptance.  Unless otherwise specified, the inspection lot (or sublot) to be screened for lot acceptance shall be submitted to 100 percent PIND testing  a maximum of five times in accordance with condition A herein.  PIND prescreening shall not be performed.  The lot may be accepted on any of the five runs if the percentage of defective devices in that run is less than 1 percent.  All defective devices shall be removed after each run.  Lots which do not meet the 1 percent PDA on the fifth run, or exceed 25 percent defectives cumulative, shall be rejected and resubmission is not allowed.
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Figure 2.  KG-40A Parallel system block diagram.





Figure 1. Serial KG-40A system block diagram.
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Figure 3.  Envelope of normal AC Power voltage transients for Serial Systems
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Figure 4.  Envelope of normal AC Power Frequency  transients for Serial Systems
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Figure 5. Primary Power Voltage spike impulse wave shape for parallel system.
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Figure 7: Random Vibration Curve





Figure 8: Temperature Cycling
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Figure 6. Single-phase test diagram for leakage current measurement.

GENERAL ORDER OF TEST;



1.  Source power OFF.  Connect

     equipment per diagram.

2.  ON-OFF SW  OFF.  S1 SW normal.

     S2  SW closed.  Connect source power.

3.  OBSERVE WARNING.  S2  SW OPEN.

     ON-OFF SW  ON.

4.  For each probe point, record voltmeter

     reading  (CASE, CONNECTORS, 

     CONTROLS, SHAFTS).

5.  ON-OFF SW  OFF.  Repeat Step 4.

6.  S1 SW  REVERSED.

      ON-OFF SW ON. Repeat Step 4.

7.  ON-OFF SW  OFF. Repeat Step 4.

8.  S2 SW  CLOSED. S1 SW normal.

9.  Repeat Step 3 THRU 8 for each mode

     of operation.	

10. Remove source power.  Disconnect

      equipment.  Sign record sheet.

TRUE

RMS

VOLT

METER 

.015 pf



Equipment under test 

ON-OFF SWITCH 

  SAFETY

  GROUND

Load

S1



       REVERSING

          SWITCH

NORMAL        REVERSED

GROUNDED

SINGLE-PHASE

SOURCE POWER

SAFETY

GROUND 

SWITCH 

S2

SAFETY GROUND

INSULATED SURFACE

INSULATED

PROBE

1500

                                      WARNING

      DO NOT TOUCH EXPOSED METAL SURFACES



THIS TEST MAY BE HAZARDOUS DUE TO THE 

UNGROUNDED CONDITION OF THE EQUIPMENT

DURING THE TEST.  THE UNITED STATES 

GOVERNMENT NEITHER ASSUMES NOR ACCEPTS 

RESPONSIBILITY FOR ANY INJURY OR DAMAGE 

THAT MAY OCCUR FROM THE USE OF THIS 

DIAGRAM FOR LEAKAGE CURRENT MEASUREMENT.
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