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SCOPE (applicable to phases I & II)

The scope of the effort consists of two phases. Phase I is a research, design, and development effort to manufacture a form-fit-function replenishment device that is interoperable with the current KG-40A parallel device and peripheral equipment. Phase II of the requirement is for the production of the requisite number of parallel devices to meet Department of Defense (DoD) and Allied / Coalition interoperability support requirements.

Sections 1, 2, and 3 of the Statement of Work (SOW) are applicable to both Phase I and II of the Contract. Contract Line Item Numbers (CLINs) 0001-0003 are applicable to Phase I only. CLINS 0004-0036 are applicable to Phase II only.

The KG-40A Replenishment device (KG-40AR) and associated components shall be form-fit-function and cryptographically compatible with earlier KG-40A parallel system configurations produced in accordance with MIL-G-0028828B (EC). The associated components of the KG-40AR Parallel shall be specified as follows:

· KG-40AR processor unit including parallel I/O board set, hereinafter referred to as the KG-40AR Parallel

· Parallel Mount, Key Generator, MT-4417/S, hereinafter referred to as the MT-4417/S

· Remote Control Unit, Key Generator, hereinafter referred to as the KGX-40AR

1.1 KG-40AR Serial OPTION

The Government currently has no known requirements for a form-fit-function replenishment device that is interoperable with the current KG-40A serial device; however, such devices may be needed in the future to support the DoD and Allied/Coalition Command interoperability requirements. If this option is exercised, during Phase I, the contractor shall research, design, and develop a form-fit-function replenishment device in accordance with MIL-G-0028828B (EC) that is interoperable with the current KG-40A serial device and peripheral equipment. CLIN 0003 is applicable to Phase 1 and will allow for the purchase of this option at a price to be negotiated. During Phase II, the contractor shall produce the requisite number of devices to meet DoD and Allied/Coalition interoperability support requirements. CLINS 0014-0016, 0027-0029, and 0034-0036, are applicable to Phase II and will allow for the purchase of these devices and associated components at prices to be negotiated. 

The associated components of the KG-40AR Serial shall be specified as follows:

· KG-40AR processor unit including serial I/O board set, hereinafter referred to as the KG-40AR Serial

· Serial Parallel Mount, Key Generator, MT-4416/A, hereinafter referred to as the MT-4416/A

· Remote Control Unit, Key Generator, hereinafter referred to as the KGX-40AR.

2 Applicable DOCUMENTs, Government Furnished Equipment, and Government Furnished Information (Applicable to phases i & II)

The following specifications and standards form a part of this SOW to the extent specified herein. Unless otherwise specified, the issuance of these documents shall be listed in the Department of Defense Index of Specifications and Standards (DoDISS) and supplements thereto. Unless otherwise stipulated, the applicable versions will be the versions identified in the following lists.  If there is a conflict within the documentation, the KG-40AR Specification 20Oct03 shall take precedence.

2.1 Specifications, Standards, and Key Documents

2.1.1 Military Specifications

	Standard
	Title
	Publication Date

	MIL-DTL-31000B
	Technical Data Packages, General Specification For
	09 Jun 1997

	KG-40AR SPEC 20Oct03
	Performance Specification, Generator Electronic Key, KG-40A Replenishment, 20 October 2003
	20 Oct 2003

	MIL-G-0028828B (EC)
	Generator, Electronic Key, KG-40A
	30 Sept 1989

	MIL-PRF-49506
	Logistic Information Management
	11 Nov 1996

	MIL-PRF-19500M
	Semiconductor Devices, General Specification For
	22 Oct 1999

	MIL-PRF-27
	Requirements for Transformers
	

	MIL-PRF-38535
	General Specification for Integrated Circuits (Microcircuits) Manufacturing
	01 Dec 2002 

	MIL-PRF-38534E
	General Specification for Hybrid Microcircuit
	06 Jan 2003

	LMM-1B
	Limited Maintenance Manual KG-40/40A
	Mar 1993

	KAM-270C
	KG-40A Depot Level Manual
	Feb 1993


2.1.2 Government Standards

2.1.2.1 Federal Standards

	Standard
	Title
	Publication

Date

	FED-STD-313D
	Material Safety Data, Transportation Data and Disposal Data For Hazardous Materials Furnished to Government Activities
	21 Mar 2000


2.1.2.2 Military Standards

	Standard
	Title
	Publication

Date

	MIL-STD-196E 
	Department of Defense Standard Practice Joint Electronics Type Designation System
	17 Feb 1998

	MIL-STD-882D
	System Safety
	10 Feb 2000

	MIL-STD-461E
	Requirements For The Control Of Electromagnetic Interference Characteristics of Subsystem and Equipment
	20 Aug 1999

	MIL-STD-789C
	Contractor Technical Information Coding of Replenishment Parts
	14 Oct 1983

	MIL-STD-882D
	Standard Practice For System Safety
	19 Feb 2000


2.1.2.3 DoD Standards

	Standard
	Title
	Publication

Date

	DoDI 5200.40
	DoD Information Technology Security Certification and Accreditation Process
	30 Dec 1997

	DoDD 4210.15
	Hazardous Material Pollution Prevention
	27 Jul 1989


2.1.3 Government Handbooks

	Standard
	Title
	Publication

Date

	MIL-HDBK-61A
	Configuration Management Guidance
	07 Feb 2001

	MIL-HDBK 217F
	Reliability Prediction of Electrical Equipment
	28 Feb 1995

	MIL-HDBK-237C
	Electromagnetic Environmental Effects and Spectrum Certification Guidance for Acquisition Process
	17 Jul 2001

	MIL-HDBK-454A
	General Guidelines For Electronic Equipment
	03 Nov 2000

	MIL-HDBK-470A
	Designing and Developing Maintainable Products and Systems, Volume I and Volume II
	04 Aug 1997

	MIL-HDBK-781A
	Handbook For Reliability Test Methods, Plans, And Environments for Engineering, Development, Qualification, and Product
	01 Apr 1996

	MIL-HDBK-831
	Preparation Of Test Reports
	23 Apr 1999


2.1.4 The National Security Agency (NSA) Publications

	Standard
	Title
	Publication

Date

	KAG-30A/TSEC
	Compromising Emanations Standard for Cryptographic Equipment (U) Chapter 6
	Date TBD

	KG-40AR FSRS
	Tailored Functional Security Requirements Specification
	Date TBD

	NSA-2
	The NSA Specification for Nameplates and Marking of Electronic and Electro-Mechanical Equipment
	Date TBD

	NSTISSAM TEMPEST / 1-92
	Compromising Emanation Standard for Cryptographic Equipment
	15 Dec 1992

	CNSS Advisory Memo TEMPEST 01-02
	CNSS Advisory Memorandum TEMPEST 01-02, Non-stop Evaluation Standard
	Oct 2002

	KG-40AR TSRD 02-12
	Telecommunications Security Requirements Document for the KG-40A Replenishment Program
	27 May 2003

	NSTISSI 4000
	COMSEC Equipment Maintenance and Training
	Jan 1998

	NSTISSI 4001
	Controlled Cryptographic Items
	July 1996

	NSTISSI 4009
	National INFOSEC Glossary
	May 2003


2.1.5 Other Government Documents

	Standard
	Title
	Publication

Date

	DOD 4100.38-M CE-05 
	Department Of Defense Provisioning And Other Procurement Screening Manual, Change Notice 5
	20 Dec 1986

	OPNAVINST5090.1/B 
	Environmental and Natural Resources Program Manual
	01 Nov 1994

	DD Form 1692
	Engineering Change Proposal Form
	Aug 1992


2.1.6 Non-Government Documents

	Standard
	Title
	Publication

Date

	ANSI/EIA 649A
	National Consensus for Configuration Management
	03 Dec 2001

	ANSI/EIA 836
	Configuration Management Data Exchange and Interoperability
	Jun 2002

	ASME Y14.100
	Engineering Drawing Practices 
	23 Nov 2001

	ASME Y14.24 
	Types and Applications of Engineering Drawing Revision of ASME Y14.24M-1989 
	01 Jan 1999

	ASME Y14.34M
	Associated Lists R(2002) 
	01 Jan 1996

	ASME Y14.35M
	Revision of Engineering Drawings and Associated Documents 08
	Dec 1997 

	29 CFR 1910.1200
	Occupational Safety And Health Standards Hazard Communication
	July 1998

	IEEE/EIA 12207.1
	Guide For ISO/IEC 12207, Standard for Information Technology-Software Life Cycle Data
	10 Apr 1998

	IEEE/EIA 12207.2
	Guide For ISO/IEC 12207, Standard For Information Technology-Software Life Cycle Process - Implementation Considerations
	10 Apr 1998

	IPC 2221
	Generic Standard on Printed Board Design Amendment 1
	01 Feb 1998 

	ISO 9001:2000
	Quality Management Requirements
	15 Dec 2000


2.1.7 Source of Documents

Copies of listed specifications, standards, handbooks, performance specification, and other commercial industry association documents adopted for use by DoD and listed in the DoDISS should be obtained by contacting the DoD single stock point, Commanding Officer, Naval Inventory Control Point (NAVICP) Mechanicsburg, 5450 Carlisle Pike, Mechanicsburg, Pennsylvania 17055-0788. Non-Government documents are available from the organization that prepares or distributes the given documents. These documents may also be available in or through public libraries.

2.2 Government Furnished Equipment and Government Furnished Information (applicable to Phases I & II)

The Contractor shall maintain all Government Furnished Equipment (GFE) and Government Furnished Information (GFI) provided under this contract. GFE may include, but is not limited to, the following:

· Two (2) KG-40A Parallel devices

· Two (2) MT-4417/S mounts

· Two (2) KGX-40A

· One (1) DTD (data transfer device) AN/CYZ-10

· One (1) KOI-18 (paper tape reader)

· One (1) Standard 6 Pin Fill Cable

GFI may include, but is not limited to, the following:

· One (1) KG-40A Cryptographic Algorithm description

· Limited Maintenance Manual KG-40/40A (LMM 1-B)

· One (1) KG-40A Depot Manual (KAM-270C)

The Contractor shall notify the Government when the GFE/GFI is no longer needed, provide a complete listing of all GFE/GFI, request disposition instructions for the GFE/GFI, and comply with said Government instructions.

3 Requirements (applicable to phases I & II, CLINS 0001-0036)

The Contractor shall develop and produce an NSA certified cryptographic device that matches the form, fit, and functionality of the current KG-40A.  This device shall be developed in accordance with the SOW, the KG-40AR Specification, and all applicable documents referenced in the SOW.  Areas of key consideration are as follows:

· Systems Design:  The Contractor shall design and produce an NSA certified cryptographic device that matches the form, fit, and functionality of the current KG-40A. The Contractor may leverage an existing device, program, or system or develop an entirely new device.  The contractor’s solution shall meet the NSA certification criteria within the first article delivery schedule in third quarter Fiscal Year 2005(FY05).  Achieving NSA certification on time within the Research and Development (R&D) phase is critical to this effort.  The approach shall be releasable outside the United States.  The Contractor shall demonstrate a sound system design and detailed schedule capable of meeting this requirement.  The Contractor shall demonstrate its Data Link system engineering knowledge use to the maximum extent possible all previous contractor-developed and Government furnished information and equipment pertaining to the fabrication, testing, and delivery requirements specified in the KG-40AR SOW for the duration of the contract.

· Configuration Management:  The Contractor shall implement a Configuration Management (CM) system that includes: hardware and software baselines for each configuration item; CM reviews during formal technical program reviews; a change control sub-system; and an auditing sub-system.

· Software Engineering:  The Contractor shall produce the following: Software Development Plan (SDP), Software Design Description (SDD), Software Requirements Specification (SRS), Software Product Specification (SPS), Software Test Plan (STP), Software Test Description (STD), Software Version Description (SVD), and a Software Test Report (STR).

· Information Security:  The Contractor shall meet all requirements of the KG-40AR SOW and Telecommunications Security Requirements Document (TSRD) pertaining to Information Security (INFOSEC) to successfully achieve the NSA’s cryptographic certification. This includes: demonstrating a sound cryptographic architecture; identifying INFOSEC-Boundary and all interface items; providing the Theory of Equipment Operation (TEO); developing a sound Tempest program and other required NSA certification documentation meeting all software INFOSEC requirements.

· Integrated Logistics Support:  The Contractor shall develop a maintenance concept, technical documentation, training and training support plan, spares, and warranty recommendations. 

During the Phase I R&D effort, the Contractor shall provide six KG-40AR parallel First Article Test (FAT) engineering model units to the Government for interoperability and compatibility acceptance testing in both laboratory and field-testing environments prior to commencing with full production.  These units shall be produced in accordance with a predetermined schedule, which shall be included as part of the Integrated Master Schedule. Production cannot commence until satisfactory completion of Government acceptance testing as set forth in the KG-40AR Specification, the NSA Certification, and completion of the KG-40AR Test Plan.

CDRL #B001: Management Plan – Integrated Master Plan

CDRL #B002: Integrated Master Schedule

3.1 Program Management (applicable to Phases I & II)

The Contractor shall prepare and provide to the Government an Integrated Master Plan (IMP) that includes the descriptions of non-recurring costs, unit price, and identified risks.  This Integrated Master Plan shall identify and track all statement of work tasks, decision points, tests, and deliverables.

The Contractor shall prepare and provide to the Government an IMS that will be an integrated R&D, cost-loaded schedule developed by logically networking a summary level of program activities, to include critical path and milestones. The request for cost information applies only to the R&D CLIN 0001 and CLIN 0003 (if option is exercised).  The IMS shall be developed in a precedence logic diagram of major Work Breakdown Structure activities for the KG-40AR's design, fabrication, test, and deliveries. The IMP shall be the foundation of the program schedule and provides a hierarchy for schedule traceability and summarization. IMP events, contract deliverables, accomplishments, and criteria are included in the schedule to monitor progress, measure performance, and manage risk. This information will be used to verify attainability of program objectives, evaluate the progress of Government and contractor team toward meeting the program objectives, and to integrate program schedule among all related components. Although the Government will not dictate the tools the Contractor shall use, the IMS developed shall integrate with the Government’s Earned Value Management (EVM) tool. Upon review and approval by the PMW 161 Program Manager, the plan will be baselined. A Progress, Status, and Management Report depicting variance and adherence to the IPM and IMS shall be prepared and delivered in accordance with CDRL #B003.

The Contractor must have adequate facilities to perform all tasks and functions, including a Facility Security Clearance and a Communications Security (COMSEC) Account/Custodianship up to the SECRET level.  

CDRL #B001: Management Plan – Integrated Master Plan

CDRL #B002: Integrated Master Schedule

CDRL #B003: Contractor’s Progress, Status, and Management Report

3.1.1  Data Management

The Contractor shall implement a Data Management (DM) program for identification, acquisition, control, maintenance, status accounting, and timely delivery of data items.  The Contractor shall provide a Data Accession List (DAL) of all data, documents, reports, studies, etc., developed under the program in accordance with CDRL #B001.  The Contractor shall transfer data and information to the Government electronically to the maximum extent possible to facilitate more rapid communications.  This objective will be met through the use of a Government provided on-line digital data environment, hereafter referred to as the KG-40AR Contract Team Room website, that will allow the program acquisition and operational support activities, throughout the life cycle of the program, to digitally create, store, access, manipulate, share and exchange all programmatic and technical data.

Microsoft Office 2000 applications (MS Word, MS Excel, MS PowerPoint, and MS Project) are the preferred file formats for data furnished under this contract.  For unclassified data uploaded to the KG-40AR Contract Team Room website, compatibility with MS Internet Explorer 5.0 (or later) or Netscape Navigator/Communicator 5.0 (or later) browsers is required.  If the Contractor’s file format is not compatible with the formats specified as preferred, then the Contractor shall provide the required software reader(s) with applications at no additional cost to allow the Government to read and write to the file when necessary.  Other formats for the transmittal of contract documentation and methods for electronically signing DD Form 250s Material Receipt and Acceptance shall be as set forth in the contract and as agreed to by the Government and Contractor.

CDRL #B004: Data Accession List (DAL)

3.2 Contract Management (applicable to Phases I & II)
The Contractor shall appoint a program manager (PM) who shall be responsible for the management of the tasks of this contract. The PM shall be the principal point of contact for the KG-40AR effort to the Government. The Contractor shall submit for Government approval monthly Contractor’s progress, status, and management reports within ten business days after the end of each month. The report shall address the current status of effort scheduled during the month, progress of the contract efforts, production progress, status of any problems, resolutions or identification of new problems, efforts outstanding and incomplete from prior months, R&D costs curves showing actual and projected conditions throughout the contract, and efforts planned and scheduled for the two subsequent months in accordance with the Management Plan and Integrated Master Schedule.. Specifically, the Contractor’s Progress, Status, and Management Report should depict R&D costs incurred for the reporting period, and total contractual expenditures as of reporting date, person hours expended for the reporting period and cumulatively for the contract, any trips or significant events, updated contract schedule, and other information as is required to be included by other paragraphs within this SOW.

CDRL #B003: Contractor’s Progress, Status, and Management Report

3.2.1 Contractor/Government Meetings

Unless otherwise specified by the Government, all meetings and reviews shall be held at the Contractor’s facility or via video teleconferencing (VTC)/telephone conferencing.

CDRL #B005: Conference Agenda

3.2.1.1 Post Contract Award Conference

A Post Contract Award Conference shall be hosted by the Contractor at the Contractor’s facility within 30 days after contract award. At the Post Award Conference, the Contractor shall present a briefing on the R&D cost performance and schedule management procedures.

3.2.1.2 Integrated Baseline Review

Within 60 days after contract award, the Contractor shall support an Integrated Baseline Review (IBR) covering the IMP and IMS to assist the Government in determining the adequacy of the Contractor’s performance measurement baseline. This review will be conducted by the Government program office representatives. The review is performed to ensure that the technical content of the baseline is consistent with the KG-40AR SOW, to assess the adequacy of budgets, and ensure the planned effort is consistent with the contract schedule.  The Contractor shall be prepared to track R&D costs and technical changes from post-negotiation baseline values to the cost performance baseline values at the Contractor’s lowest Work Breakdown Structure (WBS) level. The Government program office representatives will also assess R&D via EVM to determine work accomplished.  The review will be conducted at the Contractor’s facilities.

3.2.1.3 Quarterly Program Reviews

Quarterly Program Reviews (QPRs) shall be conducted during the contract to provide the necessary visibility to the Government into the conduct and consequences of the various efforts by the Contractor. QPRs shall be held at the Contractor’s facilities and shall include:

· design and manufacturing status;

· problem areas;

· risks and changes in risk levels;

· possible trade-offs among system specification requirements

· alternative courses of action (include at a minimum, cost, schedule, and technical risk assessment for each);

· producibility and manufacturing considerations that could impact the program;

· proposed deviations from the program baseline; and 

· current status of all data.
Additionally, the Government may provide a list of other topics to be addressed in the QPR.

QPRs are not required during the same quarter as scheduled formal reviews, such as System Requirements Review (SRR), Preliminary Design Review (PDR), and Critical Design Review (CDR).

CDRL #A001: Developmental Design Drawings and Associated Lists

CDRL #A002: Corrective Action Plan

CDRL #B005: Conference Agenda

CDRL #B006: Report, Record of Meeting/Minutes

3.2.1.4 Technical Interchange Meetings

The Contractor shall support Technical Interchange Meetings (TIM) with the Government. The Contractor’s TIMs shall not be held during weeks in which a major technical review (e.g. PDR, CDR, QPR) is scheduled, or other circumstances jointly agreed to by the Contractor and the Government.

3.2.1.5 Design Reviews

The Contractor shall produce a technical baseline that meets the Contract System Specification requirements. The design approach shall partition a system into self-contained, functionally cohesive, interchangeable, and adaptable elements to enable ease of change, achieve technology transparency, and mitigate risk of obsolescence.

The Contractor shall provide and deliver data to document a design review cycle to include:

· System Requirements Review (SRR)

· Preliminary Design Review (PDR)

· Critical Design Review (CDR)

CDRL #A001: Developmental Design Drawings and Associated Lists

3.2.1.5.1 System Requirements Review

Within three (3) months after contract award, the Contractor shall conduct a System Requirements Review (SRR) to provide the Contractor's determination of its initial direction and progress of the Contractor's system engineering management effort and its convergence upon an optimum and complete configuration. At the SRR the following will be reviewed.

· Software Requirements Specification (SRS);

· Software Development Plan

3.2.1.5.2 Preliminary Design Review

A Preliminary Design Review (PDR) shall be conducted to review the Contractor's basic design approach, including the following:

· Design Specification that shows traceability of all the requirements from the contract specification to subsystems level specifications;

· Establishment of an allocated baseline to enable detailed design to proceed with proper configuration management;

· Software Requirements Specification (SRS);

· Initial Reliability, Maintainability, and Availability (RM&A) analyses;

· Identified and Manageable risks.

Drawings shall be prepared in accordance with MIL-DTL-31000B.

CDRL #A001: Developmental Design Drawings and Associated Lists

3.2.1.5.3 Critical Design Review

A Critical Design Review (CDR) shall be conducted to ensure that the detail design solutions satisfy performance requirements established by the Development Specification. The CDR shall document a fully engineered system design satisfying the requirements of the contract specification, and adheres to the requirements in the KG-40AR TSRD.

CDRL #A001: Developmental Design Drawings and Associated Lists

3.2.2 Points of Contact

The Contractor shall assign specific points of contact in the Contracts Administration and Project Management (CAPM) areas. It is not mandatory that the Contractor’s organizations match that of the Government on a “person-for-person” or other matching basis.

3.2.3 Management Control System Requirements

Using the Contractor’s own internal management system and reporting methods to the maximum extent possible, the Contractor shall establish a program management system to ensure that status monitoring and the tasks delineated in the KG-40AR SOW are accomplished. The Contractor shall report monthly via the Contractor’s Progress, Status, and Management Report the current status of the contract; specification compliance issues; subcontractor or supplier material delays; engineering or production problems; delivery delays; as well as any other critical items and related factors. Although the Government will not dictate the tools the Contractor shall use, the deliverable shall integrate with the Government’s EVM tool.

CDRL #B003: Contractor’s Progress, Status, and Management Report

3.2.4 In Process Reviews

Either the Contractor or the Government may schedule In Process Reviews (IPRs). The date and time that IPRs are scheduled shall be agreed upon by the Contractor and the Government Program Manager. IPRs may be held to seek guidance, clarification of factors affecting major project or design decisions, review of particular deliverable documentation, test monitoring, and/or review of test results.

3.2.5 Project Milestones

The Contractor shall develop project milestones, included in the Integrated Master Schedule. The project milestones shall be included as a part of the agenda for the first quarterly review. Project milestones shall be developed setting forth significant accomplishment dates or periods. Milestones shall be scheduled by actual dates rather than “X” number of days after contract award date. Those milestones that are dependent upon Government actions shall be so noted and explained. Government review times for documentation and deliverables shall be included in the schedule leading up to milestones with the assumption that one resubmittal will be required. At a minimum, factors directly affecting all contract deliverables, and all data items shall be addressed.

CDRL #B002: Integrated Master Schedule

3.2.6 Exchange of Information

Summaries of any exchange of information between the Contractor and Government representatives shall be maintained by the Contractor. These information exchanges shall be reported in the Contractor’s Progress, Status, and Management Report (CDRL #B003).

CDRL #B003: Contractor’s Progress, Status, and Management Report

3.3 Quality Assurance (applicable to Phases I & II)
The Contractor shall maintain a quality assurance program for the supplies and services provided under this contract, which meets the requirements of International Organization for Standardization (ISO) 9001:2000 Series Quality System or a quality assurance Single Process Initiative (SPI) that has been approved by the Defense Contract Management Agency (DCMA). The Contractor shall maintain a corrective action and disposition system for nonconforming material. The Contractor shall maintain a supplier quality assurance program that assures subcontractor supplies conform to the requirements of this contract. All of the quality assurance requirements of this contract shall flow down as part of the quality assurance/reliability requirements of subcontracts. The Contractor shall implement a quality program that focuses on the prevention and detection of discrepancies to assure delivered hardware and software satisfies the performance requirements of KG-40AR Specification 20Oct03.

3.3.1 Quality Assurance Test Plans and Procedures 

The Contractor shall prepare test plans and procedures for the Government’s approval covering First Article Test (FAT) and Quality Conformance Inspection (QCI). Each test plan and procedure shall be identified in accordance with Section 4 and Table VII of the Performance Specification. The Contractor shall provide recommendations on which environmental, destructive, or other tests can be simulated vice actually completed. The results from all testing and inspection shall be provided to the Government within 10 working days after the testing/inspection in accordance with MIL-HDBK-831. The Contractor shall notify the Government at least 30 days in advance of planned Contractor testing and inspections to provide the Government sufficient time to arrange for appropriate Government personnel to witness the test or inspection.

3.3.1.1 FAT/QCI Test Plan

The Contractor shall prepare a Technical Test Plan addressing FAT and QCI, in accordance with CDRLs #A003 and #C001 respectively.

CDRL #A003: Technical Test Plan – FAT

CDRL #C001: Technical Test Plan – QCI

3.3.1.2 FAT/QCI Test Procedures

The Contractor shall prepare a Technical Test Procedure addressing FAT and QCI in accordance with CDRLs #A004 and #C002, respectively. The test procedure shall address all the requirements including Environmental, Reliability, Maintainability, Electromagnetic Interference (EMI), Electromagnetic Compatibility (EMC), and TEMPEST. All testing shall be performed in accordance with Government approved test procedures. Incremental submittal of test procedure is acceptable.

CDRL #A004: Technical Test Procedure – FAT

CDRL #C002: Technical Test Procedure – QCI

3.3.1.3 FAT/QCI Technical Test Report

The Contractor shall prepare a Technical Test Report addressing FAT and QCI in accordance with CDRLs #A005 and #C003. The test report shall include all errors such as system crashes, hardware problem, software bugs, and human error that have occurred during testing.  The contractor shall document all discrepancies and recommend solutions to avoid future occurrences.

CDRL #A005: Technical Test Report – FAT

CDRL #C003: Technical Test Report – QCI

3.3.2 Software Quality Assurance Program

The Contractor shall implement and maintain a Software Quality Assurance (SQA) program. The Contractor shall apply this program to all software and firmware developed or delivered under this SOW or used for the performance of this contract. The Contractor shall ensure that the quality of all software documentation and programming materials procured from subcontractors conform to the contract requirements.

3.3.3 RELIABILITY ENGINEERING

The Contractor shall develop and implement a Reliability Program Plan as part of the Integrated Master Plan that addresses reliability design, test, and manufacturing activities to be carried out during the development and production program. This program plan shall address all proposed tasks to mitigate technical and program risks and achieve a balanced total engineering/logistics effort across the total life cycle of the KG-40AR.

The Contractor shall perform a reliability allocation and prediction of the KG-40AR equipment. To support the prediction process, existing predictions for existing equipment as well as test and field data shall be used, if available, provided that all assumptions employed are consistent with the KG-40AR program. The prediction shall be done for continuous operation under the nominal shipboard radio room environment and stated worst-case conditions. Pertinent information from other analyses shall be used as applicable, including supportability analysis, circuit tolerance analysis, thermal analysis, and vibration analysis. MIL-HDBK-217F may be used as a guide. All supporting data shall be included with the final report abiding by the Reliability Prediction and Documentation of Supporting Data CDRL #A006. If the predicted reliability falls below the KG-40AR specification requirement, the Contractor shall implement design changes that improve reliability to the specified levels.

CDRL #B001: Management Plan – Integrated Master Plan

CDRL #A006: Reliability Prediction and Documentation of Supporting Data

3.3.3.1 COTS/NDI Reliability Assurance

The Contractor shall develop and implement a test-based process to identify poor reliability COTS products to reduce the risk of fielding products which fail to meet the KG-40AR reliability requirements as identified in KG-40AR Specification 20Oct03. The Contractor shall implement this test-based process on all KG-40AR COTS/NDI equipment during system development.

3.3.3.2 Failure Reporting

Failures, Built-In-Testing (BIT) anomalies, power supplies, or non-conformances experienced on all components, modules, and end-item articles shall be recorded and analyzed by the Contractor. The Contractor’s reliability program shall define the formal failure reporting, analysis, and corrective action system to be implemented to meet the contractual requirements. The Contractor’s failure report and failure analysis forms shall be developed as part of the reliability program.

3.3.3.3 Failure Analysis

For new development and modified COTS subassemblies, the Contractor shall perform failure analysis on all failures and BIT anomalies recorded, to the level required to determine the cause of failure, define the failure mechanism, and to develop corrective actions to eliminate or minimize their recurrence. Records of failure analyses, including causes and effects, shall be maintained by the Contractor with data feedback on Reliability & Maintainability (R&M), BIT and related analysis functions. The Contractor shall submit maintainability and reliability information related to the KG-40AR hardware and software. The information shall include data for the overall system, individual hardware and software Mean Time Between Failure (MTBF); identification of LRU MTBF; identification of software MTBF for each functionality; and information on how the MTBF was calculated, in accordance with the KG-40AR Specification 20Oct03.

CDRL #B007:  Mean Time Between Failure Data

3.3.3.4 Corrective Actions

The Contractor shall develop and implement corrective actions to eliminate or minimize recurrence of all failure and BIT anomaly mechanisms and their effects. Corrective actions for all failure and BIT anomalies must meet the following criteria:

· Confirmed as an effective corrective action either through analyses or by testing.

· Scheduled for incorporation into production equipment via Engineering Change Proposal.

3.3.3.5 Failure Review Board

A Failure Review Board (FRB) shall be established to review failure trends and corrective action status and to ensure adequate corrective actions are taken. The personnel appointed by the Contractor to act on the FRB shall be identified in the reliability program plan, and the scope or extent of their authority shall be identified. As required, the FRB shall review failure data and corrective actions from appropriate inspections and tests including subcontractor test failures. The Government will appoint a representative to the FRB as an observer.

3.4 Safety Engineering (applicable to Phases I & II)
The Contractor shall prepare a System Safety Plan (SSP) to ensure that safety, consistent with mission requirements, is designed into new, existing, and modified systems, subsystems, equipment and their interfaces, ensuring compliance with Federal, State, and local Environmental Safety and Occupational Health (ESOH) regulations. The SSP shall include the performance of analyses and assessments aimed at identifying safety critical hardware, single point failures, potential hazards, and potential dormant faults. The SSP shall preclude an uncontrollable hazard resulting from equipment removals, equipment modifications, and new equipment installations.

CDRL #B008: Scientific and Technical Report – System Safety Plan

3.4.1 Hazardous Material Management

The Contractor shall implement an Environmental Protection/Hazardous Waste Program that is fully compliant with OPNAVINST 5090.1B and DODDIR 4210.15 and all Federal, State, and local Government instructions. The Contractor shall establish a Hazardous Communication (HAZCOM) Program Plan in accordance with Code 29 of Federal Regulations (CFR) 1910.1200.

The Contractor shall not use Class I Ozone Depleting Substances (ODS), as defined in OPNAVINST 5090.1B, in parts and manufacturing processes, or require the use of Class I ODS during operations, maintenance, or disposal unless approved by the Government.

CDRL #B009: Hazardous Materials Management Program Plan – Hazardous Communication Program Plan

CDRL #B010: Hazardous Material Management Program Report

3.4.2 SYSTEM SAFETY HAZARD ANALYSIS

The Contractor shall perform System Safety Hazard Analysis on all equipment developed, produced, and delivered. The analyses shall be developed to a level necessary to identify hazards, and shall consider simultaneous and sequential events that may contribute to an unacceptable or undesirable event.

As well, the analyses shall focus on the effectiveness of the safety criteria and requirements for specific equipment design and its operation, procedural discrepancies, factors contributing to hazards from human error, critical fault paths of system operations, and factors that may cause primary and/or secondary failures. The Contractor shall perform analyses to identify all safety-related risks and features and any procedural hazards that may be present in the KG-40AR equipment. The Contractor shall also identify components, assemblies and processes in the design and build of the equipment that, if not in conformance, could result in an unsafe condition.

For all equipment, the System Safety Hazard Analysis shall be documented in contractor format using MIL-STD-882D as a guide.

CDRL #B011: System Safety Hazard Analysis Report

3.5 Component engineering (applicable to Phases I & II)
3.5.1 Parts Program/Parts Selection List (PPSL)

The contractor shall select parts and conduct a parts management program, in accordance with the contractor's standard procedures, which assures the equipment will meet the specification performance requirements.

3.6 Electromagnetic Environmental Effects (applicable to Phase I)
The Contractor shall establish an Electromagnetic Compatibility (EMC) program to ensure EMC is accounted for and operational effectiveness is in accordance with MIL-HDBK-237C.

The Contractor shall conduct Electromagnetic Interface (EMI) and EMC tests. The Parallel KG-40AR System shall conform to the Emission and Susceptibility requirements according to MIL-STD-461E.

CDRL #A007: Test Procedure – EMI/EMC

CDRL #A008: Test Report – EMI/EMC

3.7 Configuration Management (applicable to Phase I)
The Contractor shall implement a Configuration Management (CM) system that includes:

· Initial Hardware and Software Baseline for each configuration item created. This baseline shall include hardware drawings and software programs/code that represent the planned end-items.

· CM reviews during formal technical program reviews at the Contractor and subcontractor facilities to verify that high-level system requirements have been incorporated and implemented into the evolving detailed baseline.

· A Change Control System for identifying, evaluating, dispositioning, and implementing changes that shows proposed hardware and software changes to the established baseline.

· A system that provides for periodic audits, including subcontractors, to ensure the overall requirements and objectives of the program are being accomplished and satisfied.

MIL-HDBK-61A may be used for guidance.

The Contractor shall identify configuration items (CIs) and establish hardware and software configuration baselines.

The Contractor shall establish a configuration status accounting system to do the following:

· Maintain a current listing of all program baseline documentation.

· Maintain and disseminate the current hardware/software configuration identification.

· Maintain correlation among the configuration documentation of the various equipment's software, and support elements.

· Maintain current and accurate records of the status of changes both completed and in process.

MIL-HDBK-61A may be used for guidance.

CDRL #A009: Configuration Management Plan

CDRL #A010: Configuration Status Accounting Information

3.7.1 Hardware Configuration Management
The contractor shall establish and maintain an adequate system for generating and controlling changes and variances to INFOSEC-Boundary hardware configuration items (CIs). The system shall be subject to NSA review at any time during the performance of the UPA. Hardware changes shall be accompanied by supporting documentation (graphics and text). Engineering drawings of custom hardware interfaces (CIs) shall be submitted in the Initial Graphics Exchange Specification (IGES) format. The Contractor shall be responsible for conducting IGES Compatibility testing using the test data and instructions provided by the NSA. Engineering drawings containing classified, restricted, or proprietary information shall reflect the appropriate caveat and clearly identify the information requiring special handling, as applicable. Classification (Secret, Confidential, etc.) and dissemination (US/UK Only, No Foreign National (NOFORN), For Official Use Only (FOUO), etc.) markings shall appear in the upper left and lower right corners, in the margin areas. Proprietary markings shall be located adjacent to the drawing title block and shall be sufficient size/style so the marking is readily evident. The Contractor is responsible for ensuring that all information requiring special handling is properly identified and appropriately marked.

3.7.2 Software Configuration Management
Executable object code and software configuration index records for custom software CIs shall be developed in accordance with IEEE/EIA 12207.1–1997 (IEEE standard for Software Life Cycle Processes – Life Cycle Data). If the software configuration index records do not include the executable software, source “files” and compilation, build and modification procedures, the Contractor shall submit these “files” under separate cover. All magnetic media shall be appropriately labeled with identification number(s), title(s), date(s) version number(s), and release number(s). In addition, all magnetic media containing classified, restricted, or proprietary information shall be appropriately labeled with applicable caveat(s). All identification markings shall be annotated on label(s) and applied to the face of the media. The Contractor shall ensure that the software configuration index records include an inventory of the software contents and a list of all the changes previously incorporated into the software version including, as applicable, problem reports, change requests and modifications, and the effects, if any, of each change on system operation and on interfaces with other hardware and software. The list of changes does not apply to the initial software version.

Configuration item (CI) technical documentation consisting of 1) engineering drawings that accurately reflect the custom CIs comprised by the INFOSEC Boundary; 2) executable software and source files for operational and custom support software utilized with the INFOSEC Boundary; including any batch, command, data, or other software files needed to successfully install/operate the software, and a version description of the software; and 3) a CI database reflecting the INFOSEC-Boundary shall be produced and maintained by the Contractor. The contractor shall use NSA assigned “0N” numbers to identify all custom hardware, firmware, and software CIs within or related to the INFOSEC-Boundary. The contractor shall ensure that the assigned “0N” number is also reflected on custom CI technical documentation. The Contractor shall update custom CI engineering drawings, executable software and source files, and the CI database, as applicable, incorporating those changes approved by the NSA. The CI database (composite listing reflecting all CIs composing the INFOSEC Boundary) shall be prepared in a flat-file validated format using the Flat-File Validation Software and Users Manual provided by the NSA.

The Contractor shall complete and enclose a copy of the Certificate of Conformance (see Attachment 1), signed by an officer of the company, with each delivery of engineering drawings and software.

CDRL #B012: Engineering Drawings, Software, and Configuration Item Database

3.7.3 Configuration Management Documentation

The Contractor shall establish configuration identification through the development of formal documentation (e.g., specifications, drawings) that describes the baseline for use in controlling program requirements. The Contractor shall document the configuration of all the KG-40AR system’s ancillary equipment and, if applicable, software. The documentation shall include configuration item performance requirements, design, test procedures, maintenance, and version description.

CDRL #A009: Configuration Management Plan

3.7.4 Configuration Identification

The Contractor shall submit a Request for Nomenclature via Type Designation Automated System (TDAS) for all KG-40AR equipment in accordance with MIL-STD-196E. The Contractor shall recommend for Government approval a list of hardware requiring new nomenclature no later than 120 days prior to need for use in specifications, drawings, technical manuals, and equipment identification plates.

The Contractor shall establish configuration identification through the development of formal documentation (specifications, drawings, and documents) that describes the baseline to be used for controlling program requirements. The Contractor shall submit a Request Assignment for Nomenclature via Joint Electronic Type Designation Automated System (JETDAS) for all KG-40AR equipment in accordance with MIL-STD-196E. The Contractor shall recommend for Government approval a list of hardware requiring new nomenclature no later than 120 days prior to need for use in specifications, LMM, drawings, technical manuals, and equipment identification plates.

3.7.5 Configuration CHANGE Control

The Contractor shall identify configuration items (CIs) and maintain configuration change control through the systematic evaluation, coordination, approval/disapproval, and implementations of all approved changes (Class I or Class II) after the functional and product configuration baselines are established.

After the CIs and the CI database are baselined, all proposed changes and variances within, or that affect, the INFOSEC-Boundary shall be submitted to the NSA and the Program Manager for processing and approval. NSA approval of changes and variances must be obtained prior to the shipment of any product/system affected by the change or variance. The Contractor shall ensure that proposed changes and variances do not degrade the security integrity, specified performance, interchangeability, or reliability of the product/system. All changes and variances shall be submitted electronically utilizing a separate notice for each ”0N” number. A single notice may be utilized to depict changes to a drawing and associated parts list reflecting same “0N” numbers. Changes, variances, and modifications to INFOSEC-Boundary shall be prepared and delivered to the NSA in accordance with this SOW.

The Contractor shall implement a configuration change control process for the KG-40AR program. Changes to the established baseline may be submitted to the Government for approval at any time.

3.7.5.1 Engineering Change Proposal

The Contractor shall prepare and submit for Government approval Class I Engineering Change Proposals (ECPs) for any changes after the configuration baseline has been defined. Class I ECPs shall be submitted to the Government Program Office for approval. Class II changes shall be submitted to the Government designated DCMA for concurrence. The ECP shall identify each item of technical data and computer software delivered by the Contractor under any prior Government contract, required to be revised as a result of the proposed change and shall include an estimated price and cost proposal to furnish the revisions.

DD Form 1692 shall be utilized for a Class I ECP. Contractor forms and format may be used in submitting the specific changes accompanying the ECP provided “WAS” and “NOW” conditions are defined. Specification changes that incorporate Government review comments shall be submitted concurrent with ECP submittal for approval. MIL-HDBK-61A may be used for guidance.

After notification of ECP approval, appropriate Notice of Revision (NOR) to all affected documentation shall be forwarded to the appropriate document custodian so required documentation changes can be made.

CDRL #A011: Engineering Change Proposal

CDRL #A012: Notice of Revision

3.7.5.2 Deviations

The Contractor shall prepare and submit for Government approval Requests for Deviation (RFD) for limited affectivity departures from established baselines. The RFD shall identify the specific baseline requirement/design affected by the RFD, the condition to be approved by the RFD, and the long-term mitigation plan for returning to the functional/product baseline. MIL-HDBK-61A may be used for guidance.

CDRL #A013: Request for Deviation

3.7.6 Configuration Audits

The Contractor shall conduct, with Government participation, configuration audits to verify the actual configuration of the configuration items and identify the differences, if any, between an item's defined configuration and actual configuration.

The Functional Configuration Audit (FCA) and Physical Configuration Audit (PCA) will include the system equipment and software that require audits. The audits will provide assurance of the following:

· Product (i.e., hardware and software) technical requirements are adequately specified and recorded to enable definitive contracting. These requirements provide a base for change control and product acceptance.
· Configuration definition of the product matches its technical description.
· Systems and records are auditable and specific personnel are designated as having cm responsibilities.
· "As designed" configuration equals the "as built/completed" configuration, plus authorized deviations and waivers can be verified.
· Status of class I and II ECP processing from initiation to physical incorporation in the software or hardware.
The Contractor shall conduct a hardware, software, and system FCA to verify that the performance complies with the specification requirements for all KG-40AR systems and equipment.

The Contractor shall conduct a PCA on the KG-40AR equipment. The PCA will be a formal examination of the "as built" hardware and software of the equipment in comparison with its delivered technical documentation.

3.7.6.1 Functional Configuration Audit

The Contractor shall conduct a Functional Configuration Audit (FCA) to verify that KG-40AR systems and equipment comply with the requirements of the KG-40AR Specification 20 Oct03. Successful completion of the FCA is a prerequisite for conducting the associated Physical Configuration Audit (PCA). The FCA shall be conducted with Government participation and may be conducted separately for each KG-40AR piece of equipment or system. To support this audit, a compliance record, Verification Cross Reference Index (VCRI), shall be used to identify each specification paragraph that requires compliance, as well as its compliance requirement, verification method, and approach to satisfying the requirement. The VCRI and the audit shall be prepared and conducted in accordance with the Contractor’s internal process and procedures. The FCA will be conducted for the system and related equipment. The following documents shall be made available:

· Verification Cross Reference Matrix FAT Procedures and Reports

· Qualification Test Procedures and Reports

· EMC Test Procedures and Reports

· TEMPEST Test Procedures and Reports

· Security Fault Analysis Report

· Reliability Allocation, Assessment, and Analysis Report

CDRL #A014: Configuration Audit Summary Report – Functional

3.7.6.2 Physical Configuration Audit

The Contractor shall conduct a Physical Configuration Audit (PCA) with Government participation. The purpose of the audit is to verify that the KG-40AR and ancillary equipment is fabricated in accordance with the current documentation and that the documentation is adequate for production, for acceptance of subsequent KG-40AR equipment, and for support of operations, maintenance, and logistics. The PCA will be conducted for both the system and ancillary equipment. The INFOSEC-Boundary items listed in this SOW, and on the KG-40AR TSRD shall be specifically called out in the PCA.

3.7.6.3 Physical Configuration Audit Plan and Report

The Contractor shall provide a KG-40AR Physical Configuration Audit (PCA) Plan and a PCA Report related to the INFOSEC Boundary. The PCA Plan and PCA Report shall be submitted for Government approval in accordance with CDRLs #A015 and A016 and structured per the KG-40AR Telecommunications Security Requirements Document (TSRD). Both the plan and report will address custom hardware and software, as applicable, and describe when and how the initial PCA shall be conducted. The PCA Plan must be approved by NSA and the Program Office prior to the actual performance of the PCA. The PCA validates the deliverable executable software file(s) and verifies the accuracy of the “as built” configuration of the INFOSEC-Boundary against the technical documentation package. All changes required as a result of the initial PCA shall be incorporated prior to the NSA and Program Office approval of the PCA. Subsequent to the successful completion of the initial PCA required for certification, the executable custom software file(s), the INFOSEC-Boundary custom engineering drawings and the CI database shall be considered to be baselined. Any and all changes to these baselines will require NSA and Program Office approval.

CDRL #A015: Scientific and Technical Report – Physical Configuration Audit Plan

CDRL #A016: Scientific and Technical Report – Physical Configuration Audit Report

3.7.6.3.1 Hardware PCA

The hardware PCA compares every assembly, subassembly, and piece part within the INFOSEC-Boundary against the technical documentation (engineering drawings, parts lists, specifications, acceptance test procedure, manuals, etc.) used in the production of the custom CI. The Contractor shall be responsible for disassembly and subsequent reassembly of the product and system unit audited during the hardware PCA. The hardware PCA should be performed after the successful completion of all required testing and prior to the initiation of production efforts. Subsequent to certification, a periodic hardware PCAs may be performed to ensure that the technical data accurately and completely describe all changes made to the custom CIs, to verify the security integrity and ensure the continued certification of the product/system.

3.7.6.3.2 Software PCA

Requests to identify changes or modifications to INFOSEC-Boundary software CIs shall be in accordance with IEEE 12207.1-1997 (IEEE Standard for Software Life Cycle Processes – Life Cycle Data).  Software changes throughout the life of the product and system shall be supported by electronic submissions (CD-ROM or disk) of the new source code, and the Software Version Description document shall be updated to reflect the changes.

Subsequent to the completion of each PCA, the Contractor shall provide the NSA and the Program Office with a report containing the following:

· Audit identification including the name and nomenclature of the system, subsystem, equipment, or parts; name of the Contractor; and date the PCA was conducted:

· A list of all documentation subjected to the PCA, assembly description, software identification numbers, and serial numbers;

· A list of discrepancies found during the PCA, and a description of how each discrepancy shall be specifically resolved, including actual or projected completion date; and

· A list of all unincorporated changes in drawing/software number order.

CDRL #A017: Software Version Description

3.8 Software (applicable to Phase I)
All software development shall be in accordance with IEEE/EIA 12207.0-1996 (IEEE Standard for Industry Implementation of Internal Standard ISO/IEC 12207:1995) as appropriately tailored using IEEE/EIA 12207.2-1997 (IEEE Standard for Software Life Cycle Processes – Implementation Consideration). The contents of the deliverables shall be compliant with IEEE/EIA 12207.1-1997 (IEEE Standards for Software Life Cycle Process – Life Cycle Data). If other IEEE 12207 compliant standards are used, then a matrix shall be prepared with the deliverable that shows how the deliverable maps to the IEEE/EIA 12207.1 content requirements. All software shall be structured in accordance with the KG-40AR TSRD.
3.8.1 Software Development Plan

The Software Development Plan (SDP) describes the developer’s plans for conducting a software development effort. Software development includes new development, modification, reuse, reengineering, maintenance, and all other activities resulting in software products. The Contractor shall provide an up-to-date SDP for software within the INFOSEC-Boundary. 

CDRL #A018: Software Development Plan

3.8.2 System Software Design Description

The Contractor shall provide a KG-40AR System Software Design Description (SSDD), describing the design of a CSCI. 

CDRL #A019: Software Design Description

3.8.3 Software Requirements Specification

The Software Requirements Specification (SRS) specifies the requirements for a CSCI and its external interfaces. Software is documented in the SRS to provide traceability of the functional, performance, design, interface, and security requirements for the software CIs. Security functions implemented in software shall be clearly mapped to the FSRS. See IEEE Std 830-1998, 20 Oct. 1998 for guidance.

CDRL #A020: Software Requirements Specification

3.8.4 Software Product Specification

The Software Product Specification (SPS) contains all executable software, source files, and software support information, including “as built” design information and compilation, build, and modification procedures, for CSCI.

CDRL #A021: Software Product Specification

3.8.5 Software Test Plan

The Contractor shall prepare a Software Test Plan (STP) that describes plans for qualification testing of Computer Software Configuration Items (CSCIs) and software systems within the INFOSEC Boundary. The STP describes the software test environment to be used for testing, identifies the tests to be performed, and the schedules for test activities. The STP shall clearly map testing of the FSRS security functions implemented in software. See IEEE Std 829-1998, 16 Sep. 1998 for guidance.

CDRL #A022: Software Test Plan

3.8.6 Software Test Description

The Software Test Description (STD) describes the test preparations, test cases, and test procedures to be used to perform qualification testing of a CSCI or a software system or subsystem.

CDRL #A023: Software Test Description

3.8.7 Software Development Laboratory Testing

The vendor shall plan for, conduct, and support a software system Laboratory Testing program to verify that the design and development of the software system is complete. Approval of the test results is part of the requirements for product endorsement.  The Laboratory Testing program organization/ personnel shall be functionally independent from those personnel designing/coding the software.

3.8.8 Software Test Report

The Software Test Report (STR) is a record of the qualification testing performed on a CSCI, a software system or subsystem, or other software-related item. Following the completion of qualification testing, the Contractor shall submit a Software Test Report (STR). See Std 829-1988, 16 Sep. 1998 for guidance.

CDRL #A024: Software Test Report

3.8.9 Software Virus Certification

The Contractor shall certify that, to the best of its knowledge and belief, software provided and the software development environment, does not contain any viruses and has undergone virus scan using the latest approved scanner of known viruses that could damage, destroy, or alter software, firmware, or hardware or that could reveal any data or other information accessed through or processed by the software. Further, the Contractor shall immediately inform the NSA upon reasonable suspicion that any software provided may cause harm.

CDRL #A025: Software Virus and Malicious Code Certification

3.8.10 Malicious Code Prevention Certification

The Contractor shall certify that, to the best of its knowledge and belief, software provided does not contain any malicious code, program, or other internal component (e.g., computer virus) that could damage, destroy, or alter software, firmware, or hardware or that could reveal any data or other information accessed through or processed by the software. The Contractor certifies that controls and processes are in place such that the software development environment and programmers are deterred from inserting such. The Contractor Software Development Plan shall delineate the components, controls, and processes to prevent such cases. Further, the Contractor shall immediately inform the NSA upon reasonable suspicion that any software provided hereunder may cause harm.

The SVD shall identify and describe a software version consisting of one or more software CIs. The SVD is used to release, track, and control software versions. The content of the SVD shall be IAW an appropriate IEEE 12207 compliant standard or best practice that includes proof of compliance with IEEE/EIA 12207.

CDRL #A017: Software Version Description

CDRL #A018: Software Development Plan

CDRL #A025: Software Virus and Malicious Code Certification

3.9 Information SECURITY (applicable to Phases I & II)

The Contractor shall meet all requirements of the KG-40AR SOW and TSRD pertaining to Information Security (INFOSEC) to successfully achieve the NSA’s cryptographic certification. This includes: demonstrating a sound cryptographic architecture; developing a Cryptographic Verification Testing Plan; identifying INFOSEC-Boundary and all interface items; document the Theory of Equipment Operation; and meet all software INFOSEC requirements.

3.9.1 INFOSEC Certification

The KG-40AR shall undergo security evaluation by the NSA. The Contractor shall submit to the NSA and the Program Office, as necessary, the following data items to support the NSA certification of the KG-40AR System. If existing the NSA certification documentation or equivalent documentation originally developed for another product will be reused, such documentation shall be updated as required to support the KG-40AR contract certification effort. The Contractor shall provide updated INFOSEC data items or change pages to existing data items per Government direction to document design changes within or that affect the INFOSEC Boundary.

The Government will provide a block of numbers with the prefix “0N” for the Contractor to identify hardware, firmware, software programs, and data requirements, including every drawing, tape, integrated circuit, and document related to the INFOSEC-Boundary and its interfaces, within 45 days of contract award.

Every document and tape assigned an “0N” number becomes a Configuration Item (CI). All CIs must be approved by the Government as a condition for product certification.

The Contractor shall establish and maintain an adequate system for controlling changes to engineering hardware, software, and manufacturing documentation. Upon the NSA approval of the system, the Contractor shall not change the system without further the NSA approval. The NSA approval of changes must be obtained prior to shipment of any product affected by the change. After an engineering data baseline is established, all affected documentation changes, deviations, and waivers proposed by the Contractor, within or affecting the INFOSEC Boundary, must be processed through the NSA. The Contractor shall ensure that proposed changes, deviations, and waivers do not degrade the security integrity, specified performance, interchangeability, or reliability.

3.9.1.1 Identification of INFOSEC-Boundary and Interface Items

The INFOSEC-Boundary encompasses those portions of the product/system (e.g., chips, hybrids, PWAs, modules, subassemblies, components, fill port(s), control/zeroize functions, signal and power line filters, buffers, and related software) that perform or implement the security-related functions specified in the KG-40AR TSRD. The INFOSEC Boundary, to include both hardware and software, shall be captured, and the CI drawings baselined, by the performance of a physical configuration audit (PCA) in accordance with the PCA Plan specified in the KG-40AR TSRD. The Contractor is responsible for identifying those CIs composing the INFOSEC Boundary, for controlling changes to those CIs and the INFOSEC Boundary, and for identifying and marking those CIs.

The KG-40AR shall undergo security evaluation by the NSA. The Contractor shall ensure the system’s design and cryptographic architecture is capable of achieving the NSA certification within the program schedule. The Contractor shall submit, as necessary, the data items included in the SOW required to meet the NSA certification of the KG-40AR system. Any existing NSA certification documentation or equivalent documentation originally developed for another product that can be reused must be updated as required to support the KG-40AR contract certification effort. The Contractor shall provide updated INFOSEC data items or change pages to existing data items per Government direction to document design changes within or that affect the INFOSEC Boundary.

3.9.1.1.1 INFOSEC Markings

3.9.1.1.1.1 Marking (reference NSTISSI 4001)

All custom parts, subassemblies, and assemblies within the INFOSEC-Boundary must be conspicuously marked and identified by the Contractor with NSA-furnished zero-N (“0N”) part numbers. (These are part numbers that have an “0N”“0N” prefix.) The NSA will provide a series of “0N”“0N” part numbers to the Contractor. The Contractor’s five-digit Commercial and Government Entity (CAGE) code, as shown in the CAGE H4-Series Handbook, may be included on INFOSEC Boundary hardware. In such a case, the NSA’s identification numbers must be included as suffixes to the Contractor’s CAGE code. However, if limited marking space is available, the NSA marking must take precedence over any other markings.

3.9.1.1.1.2 Marking of Modules, Printed Wiring Assemblies (PWAs), or Hybrids

The NSA will provide a block of “0N” numbers for the Contractor to assign to modules, PWAs, and hybrids, as appropriate. Marking of Modules, PWAs, and Hybrids shall be done as follows:

· All modules, PWAs, or hybrids within the INFOSEC-Boundary must be conspicuously marked with identifiers pursuant to the sections below, the trademark of the Contractor, and, space permitting, the part number selected by the Contractor.

· The identifiers for a CCI module shall be as follows: a Trigraph (as appropriate for modules), “0N” number and the designator Controlled Cryptographic Item or CCI. The module’s markings shall be readily visible to allow identification at the level of intended use. 

· The identifiers for a CCI PWA shall be as follows: a Trigraph (such as E-ABC), “0N” number, and the designator Controlled Cryptographic Item, or CCI.

· The identifiers for a CCI hybrid shall be as follows: a Trigraph (such as U-ABC), “0N” number and the designator CCI.

· The CCI modules, WAs, or hybrids designators shall be permanently affixed to a location on the module, PWA, or hybrid, respectively.

3.9.1.1.1.3 Marking of End-Item

All End-Items shall be marked in the following manner:

· All NSA-certified product/system(s) containing modules, PWAs, or hybrids shall conspicuously bear the designator CCI quotes, an identifier pursuant to the selections below, a serial number assigned by the NSA, the trademark of the Contractor, and the model number selected by the Contractor. 

· The identifier for a product/system containing NSA-certified cryptographic algorithm shall be the product/system’s name or short title of the product/system’s name followed by a space and then “EC” (Endorsed for Classified Traffic) (e.g., MX300S (EC)). Where a product/system consists of two or more sections not contained in a single enclosure, each section must have separate identifiers. 

· All required markings shall be permanently affixed to the product/system.

· The CCI designator, the EC identifier, and the serial number assigned by the NSA shall be in a size of type large enough to be readily legible, consistent with the dimensions of the product/system and their nameplates.

3.9.1.1.1.4 Marking of Documentation Submitted

All documentation submitted for evaluation shall be clearly and completely identified. Include the CDRL sequence number; Contractor’s name, address, and point of contact; Contract number; name of project and/or product/system; classification of project; date of submittal; revision level of documentation; “0N” number(s), if assigned; name and designator of the NSA program manager; and other data deemed appropriate by the Contractor. 

3.9.1.1.1.5 Marking of Resubmitted Documentation

Plans and reports that are resubmitted for evaluation shall include a Revision Status page indicating the revision level of each page contained in the re-submission. Additionally, the individual changes on each page shall be highlighted (e.g., change-bar symbols, underlining, asterisks, bold or emphasized print). Although highlighting is not required, it will expedite the NSA evaluation of the re-submission. Do not highlight changes on engineering drawings.

3.9.1.1.1.6  Bar Code Marking

Unless otherwise specified, nameplates, PWAs, and shipping containers are subject to the following bar code marking requirements using the Standard DoD Bar Coding Symbology (SDS) in accordance with MIL-STD-1189 and NSA-2:

· Nameplates. Bar codes  shall be printed on identifying nameplates. The bar code message shall contain, as a minimum for product/system, the short title, sequential serial number assigned by the Government, and National Stock Number (NSN).

· CCI Printed Wiring Assemblies. For PWAs, the bar code message shall contain only the short title (nomenclature) and NSN.

· Shipping Containers. Bar code symbols shall be placed on the exterior of shipping containers of end items and shall include the following: sequential serial number assigned by the Government; the NSN, if applicable; and the contract/UPA number. If more than one end item will be packed in a shipping container, the unit of issue and the quantity shall also be included. Where the symbol width must be reduced, the “stacking procedure” is preferred. The clear-text message shall be printed adjacent to the bar code. Depot level repair part shipping containers shall also be bar coded except that the word “spares” shall be used in lieu of serial numbers.

3.9.1.2 Acquisition of INFOSEC Equipment, Sofware, Components, and Parts Outside of the United States

INFOSEC equipment is uniquely sensitive, requiring specific procedures to ensure security. The cryptographic principles, technology, and critical design features employed in INFOSEC equipment must be carefully protected. Therefore, the acquisition of INFOSEC equipment, software, components, or parts outside of the United States is prohibited without written approval from the NSA. This prohibition includes design, manufacture, production, assembly, inspection, or test in a location not in the United States, of equipment, assemblies, subassemblies, accessories, or parts that are not covered by a Government specification or standard. Standard commercial-off-the-shelf parts do not require approval.

Exceptions to the above policy will be handled by the NSA on a case-by-case basis. When an exception is granted, it is understood that the Contractor may be required to perform a security evaluation on a random sampling of parts to include an external visual, internal visual, and die comparison against a reference photo. An x-ray analysis may be required in some cases. Additionally, the Contractor agrees to maintain anonymity to the Government. Information identifying the Government as the intended recipient or the intended use of the components or parts shall not be sent offshore. This includes drawings, purchase orders, or part markings that reference the NSA or are unique to the NSA or other Government agencies.

Integrated Circuits (ICs): All ICs shall conform to the requirements of MIL-PRF-38535.

Hybrids and Multi-Chip Modules: All hybrids and multi-chip modules (MCMs) shall conform to the requirements of MIL-PRF-35834E.

Discrete Semiconductors: All discrete semiconductors shall conform to the requirements of MIL-PRF-19500M.

Transformers and Inductors: All transformers and inductors shall conform to the requirements of MIL-PRF-27.

Passive Components: All passive components shall be procured to the applicable reliability and performance level required for the program.

Commercial Off the Shelf (COTS) Parts: COTS parts are becoming increasingly popular for use in programs due to the lower cost and positive impact to schedule that is induced. Care must be taken by the prime Contractor and program management office (PMO) to ensure that the use of COTS parts will not adversely impact the reliability of the product. Many COTS parts have no established reliability history data, and in some cases are not even tested by the manufacturer. The PMO and prime Contractor should work as a team to ensure only quality COTS parts are selected.

3.9.2 Theory of Equipment Operation

The Theory of Operation (TEO) shall consist of two main sections: a system/equipment description (functional/ physical relationships) and specific security requirements. The first section is the submittal as described in DS-58. The second section addresses by section and by requirement, in a generic way, all of the Requirements Specifications and goals in the NSA-provided Functional Security Requirements Specification (FSRS) that the Contractor’s product/system shall meet. It shall also include a more detailed discussion and justification of those requirements and goals in the FSRS that the system shall not meet. This section shall not contain a restatement of the requirements and goals in the FSRS, but instead it shall reference them by FSRS section title and number within the respective section. The Contractor shall provide KG-40AR Theory of Equipment Operation Report prepared in accordance with the KG-40AR TSRD.

CDRL #A026: Scientific and Technical Report ​– Theory of Equipment Operation

3.9.3 KG-40AR Security Fault Analysis (SFA)

The Contractor shall provide a KG-40AR System Security Fault Analysis (SFA) report for Government approval. The SFA shall be structured in accordance with the Tailored FSRS for KG-40AR. Data delivery shall be submitted as follows:

· Section A submitted 60 days after PDR

· Sections B & C submitted 60 days before CDR

· Section D submitted 60 days after CDR

· Section E, if required, submitted 120 days after CDR

CDRL #A027: Scientific and Technical Report – Security Fault Analysis

3.9.4 Key Management Plan

The Government will the require the Contractor to provide input into the Program Office’s preparation and submittal to the NSA for approval of a Key Management Plan (KMP), in accordance with the KG-40AR SOW and the KG-40AR TSRD. The NSA will review and approval of this plan to ensure the security and integrity of the KG-40AR during the design, production, repair, and any subsequent changes during its life cycle. The final Key Management Plan must be approved by the NSA prior to product/system approval for use.

The KMP is the document that describes the management of all key management products and services used by a cryptographic application (cryptographic engine, End Cryptographic Unit {ECU}, or system as defined in the bulleted list in this section) throughout its lifetime. The KMP documents the capabilities that the cryptographic application requires from the current and planned Key Management Infrastructure (KMI). This ensures that any lifecycle key management services are supportable by and available from the KMI in a timely manner. Refer to Information Assurance Directive (IAD) Regulation No. 25-6, Key Management Planning, for the policy regarding KMPs.

The KMP described in this document uses an incremental three-step process. This will allow insight into the development of a cryptographic application and its key management requirements to assess compatibility with the current and planned KMI. The three-step process includes the KMP1, Cryptographic Application Description and Security Services document; the KMP2, Key Management Products and Services Requirements document; and the KMP3, Total Key Management Plan. However, depending on the type of cryptographic application, whether the KMP is being written for an ECU, a cryptographic engine, or at the system level, and where it is in the development cycle, tailoring of the process can be arranged between the NSA KMP Technical Advocate and PMO.
Terminology used in a KMP will be in accordance with the National INFOSEC Glossary (NSTISSI 4009). The Government will author the KMPs and provide the data detailing the process from the generation of the cryptographic key and key related products to the point of entry into the ECU. The contractor shall be responsible for providing the data necessary for the KMP from the point of entry into the ECU (fill port, software, etc.) to the point of consumption and destruction by the cryptographic engine within the ECU.  
CDRL #A028: Communication Security Equipment Description – Key Management Plan

3.9.5 Cryptographic Verification Test Plan & Report

The Contractor shall conduct cryptographic verification tests to ensure that the KG-40AR complies with all security requirements. The Cryptographic Verification Plan and Test Report shall be structured in accordance with KG-40AR Security Requirements Document and the KG-40AR TSRD.

CDRL #A029: Scientific and Technical Report – Cryptographic Verification Test Plan

CDRL #A030: Scientific and Technical Report – Cryptographic Verification Test Report

3.9.5.1 Anti-Tamper Protection Requirements

Anti-tamper protection is the collection of mechanisms, design features, and manufacturing techniques that minimize the probability if undetected penetration of an equipment and compromise of classified information.

A description of the proposed tamper security design implementation of the INFOSEC-Boundary level and at the unit (box) level shall be provided at Preliminary Design Review. The tamper security design implementation shall identify both the physical (interlocks and chassis features) and electrical characteristics (microelectronics either containing or processing sensitive data) of the proposed design.

A detailed description of the actual tamper security design implementation at the INFOSEC-Boundary level and unit level shall be provided at Critical Design Review. This description shall include either a non-functional (mock-up) chassis prototype (on loan) and/or drawing (computer model) of the design in addition to an electrical diagram of the tamper and zeroization circuitry.

Defense mechanisms are required to protect communication equipment against forced disclosure of classified or sensitive information. These mechanisms are also appropriate for implementation in ancillary or peripheral devices that may also be exploited to obtain the same information. The equipment design and physical security controls afforded these devices must be sufficient to assure a very high probability of detecting tampering attacks and thwarting attempts to obtain classified or sensitive information either directly or indirectly. Further, there must not be any recoverable sensitive information remnant in the protected device following a penetration.

All anti-tamper protection security specifications that are outlined in the FSRS must be met for the device to be approved by the NSA. A detailed description of the Anti-Tamper design features that fulfill each requirement stated in the FSRS shall be given in the appropriate sections of the Theory of Equipment Operation (CDRL #A026). The full text of each FSRS requirement shall not be re-stated in these reports; rather, each FSRS section shall be referenced by paragraph number.

CDRL #A031: Scientific and Technical Report – Anti-Tamper Design Report

3.9.6 Custom Integrated Circuits

If the Contractor develops a new custom integrated circuit (IC), the technical information shall be submitted to the Government for approval in accordance with the KG-40AR TSRD.

3.9.6.1 Custom Integrated Circuit Design Validation

The vendor shall generate and submit integrated circuit design data used to fabricate custom Application Specific Integrated Circuit (ASIC) devices in non-Government controlled (commercial) facilities to the NSA for review and approval.  The ASIC data shall be in accordance with the following requirements:

3.9.6.2 Integrated Circuit Graphics Database

The Integrated Circuit Graphics Database shall be used to document all geometric and associated layout information used in the fabrication of ASIC device(s). The Integrated Circuit Graphics Database shall adhere to the guidelines set forth in the KG-40AR TSRD.

CDRL #A032: Scientific and Technical Report – Integrated Circuit Graphics Database

3.9.6.3 Computer Aided ASIC Development Data

The Computer Aided Application Specific Integrated Circuit (ASIC) Development Data shall document the fabrication of an ASIC device using computer aids. The Computer Aided ASIC Development Data shall adhere to the guidelines set forth in the KG-40AR TSRD.

CDRL #A033: Scientific and Technical Report – Computer Aided ASIC Development Data

3.9.6.4 Computer Aided Cell Development Data

The Computer Aided Cell Development Data shall document the fabrication of an integrated circuit cells using computer aids. The Computer Aided Cell Development Data shall adhere to the guidelines set forth in the KG-40AR TSRD.

CDRL # A034: Scientific and Technical Report – Computer Aided Cell Development Data

3.9.7 TEMPEST

The Contractor shall develop a TEMPEST Control Plan, TEMPEST Test Plan, TEMPEST Test Report, Security Production Assurance (SPA) program, and an INFOSEC-Boundary Verification Test for controlling and testing TEMPEST aspects of the product/system.

3.9.7.1 TEMPEST Control Plan

A TEMPEST Control Plan shall be prepared as specified and approved by the NSA. Format and delivery requirements are described in CDRL #A035 and the KG-40AR TSRD. The TEMPEST Control Plan shall, at a minimum, include the information in the KG-40AR TEMPEST Template (see Attachment 2).

CDRL #A035: TEMPEST Control Plan

3.9.7.2 TEMPEST Test Plan

The TEMPEST Test Plan shall be prepared as specified in NSTISSAM TEMPEST/1-92. If a NONSTOP Test Plan is required, it shall be prepared as specified in CNSS Advisory Memorandum TEMPEST 01-02 and combined with the TEMPEST Test Plan. If a HIJACK Test Plan is required, it shall be prepared as specified in KAG-30A, and combined with the TEMPEST Test Plan. Format and delivery requirements are described in CDRL #A036, the KG-40AR TSRD, and the Tailored KG-40AR FSRS.

CDRL #A036: Test Procedure – TEMPEST Test Plan

3.9.7.3 TEMPEST Test Report

A Test Report shall be submitted after completion of TEMPEST testing. The report shall contain only original photographs and signatures. The TEMPEST Test Report shall be prepared as specified in NSTISSAM TEMPEST/1-92, and shall include the certification requirements. If a NONSTOP Test Report is required (see FSRS), it shall be prepared as specified in NASCEM 5112, and shall include the certification requirements, and combined with the TEMPEST Test Report. If a HIJACK Test Report is required, as determined by the NSA, it shall be prepared as specified in KAG-30A, shall include certification requirements, and be integrated into the TEMPEST Test Report. Format and delivery requirements are described in CDRL #A037, the KG-40AR TSRD, and the Tailored KG-40AR FSRS.

CDRL #A037: Test/Inspection Report – TEMPEST Test Report

3.9.7.4 Security Production Assurance

The Contractor shall prepare and implement a Security Production Assurance (SPA) program that ensures the security integrity of the UPP product/system. The SPA shall address both the Physical Configuration and Functional Performance of the product/system and shall be based on comprehensive review of the requirements utilizing drawings, specifications, component screening, testing, and assembly. The SPA shall consider the complete manufacturing process and identify the essential HW/SW security checkpoints, making reference to the Contractors’ documents that provide the criteria for inspection and test that validate and protect the security integrity of the UPP product/system. The Contractor shall ensure that the SPA is maintained in a current status satisfying the requirements of the UPA, and as specified herein, to ensure continued approval for use of the UPP product/system. Format and delivery requirements are described in CDRL #A038. The SPA shall be submitted to the NSA for approval, and as a minimum, shall contain an organizational structure; a product/system flow diagram; a parts control program; and a configuration control system.

CDRL #A038: Scientific and Technical Report – Security Production Assurance

3.9.7.4.1 Organizational Structure

 The SPA shall include a block diagram of key personnel, including their applicable element, to identify and facilitate points of contact.

3.9.7.4.2 Product/System Flow Diagram

The SPA shall include a production flow diagram that identifies the security inspection/test checkpoints and references applicable Contractor documents that specify inspection and test criteria/procedures used throughout the manufacturing process. The flow diagram, as a minimum, shall include the following:

· A list of the types of inspection and testing that a Contractor plans to perform during the manufacture and assembly of the product/system (IC testing, PWA tests, etc.)

· A list of the security features that shall be tested and a description stating how the Contractor plans to implement the test(s).

· A list of the test equipment that shall be used to perform the testing and a brief technical description of its capabilities.

3.9.7.4.3 Parts Control Program

The SPA shall include a program to ensure the security integrity of the INFOSEC subsystem. The program shall, as a minimum, include the Contractor’s system implemented to ensure that the INFOSEC subsystems contain the authorized/proper parts.

3.9.7.4.4 Configuration Control System

The SPA shall include a control system for implementing product/system configuration changes to the UPP product/system. The system shall include procedures to ensure that engineering changes, variances, and modifications are submitted to the Government in accordance with the applicable CDRL, and that the proposed changes receive a Security Assessment, including appropriate technical and management concurrence, prior to their being submitted. Documentation changes shall be made prior to the product/system being changed. Periodically, after product/system approval for use, the NSA Product Assurance representative will use the current the NSA baseline documentation to perform an INFOSEC product/system audit of the contractor’s current production hardware, software, and documentation at the Contractor’s facility.

3.9.7.5 INFOSEC-Boundary Verification Test

 The Contractor shall generate and implement the INFOSEC-Boundary Verification Test (IVT), which is a test or series of tests used to verify that the INFOSEC-Boundary is functioning as intended (including protective alarms and security features). The security functions contained in the product/system’s INFOSEC-Boundary must pass all levels of the IVT (IVT-I and IVT-II) as part of the continuing evaluation process. The Contractor, in conjunction with the NSA, shall select the test(s) that are to be performed by the IVT. The test(s) to be selected shall be based on the following areas:

· Cryptographic Verification Test plan (CVT), 

· Security Fault Analysis, 

· Cryptographic algorithm to be used, 

· Functional security requirements, 

· INFOSEC Boundary, 

· Anti-tamper requirements, 

· Keying methods, and 

· In-process production testing that is used (IC wafer and package test, PWA tests, etc.) 

Key parameters of the IVT are:

· The IVT shall be non-destructive.

· The IVT, whenever possible, shall be written for and implemented on commercially available automated test equipment. While some manual intervention/testing may be required, the IVT shall be implemented so as to minimize operator intervention. 

· Whenever possible, INFOSEC-Boundary circuitry (custom ICs, PWAs, modules, assemblies, etc.) shall be designed to be testable on commercially available automated test equipment.

· The IVT shall be developed for two levels of testing with each level based on a cumulative effort that shall build confidence in the overall security integrity of the product/system.

· IVT-I test routines shall be developed and performed by the Contractor on 100% of the INFOSEC-Boundary circuitry produced and/or embedded in the product/system. IVT-I testing shall incorporate all agreed upon production line testing used by the Contractor (which may include IC tests, module tests, PWA tests, etc.). The IVT-I shall include a test that uses a test key(s) and word(s) to verify the HW/SW security features of the product/system and selected tests from the areas described in the IVT introductory paragraph.

· At the NSA’s option, IVT-II test routines may be developed and performed by the NSA on a periodic sample of the product/system. IVT-II shall include any testing performed in IVT-I and selected tests from the areas described in the IVT introductory paragraph.

· As part of the continuing evaluation process, the Contractor shall perform the IVT at all approved levels, with the NSA reserving the right to witness the testing. The Contractor shall provide the necessary personnel, documentation, hardware, and facilities (including test equipment and training) to perform this effort. The NSA also reserves the right to perform the IVT tests at the NSA’s facilities.

· The IVT documentation shall be included as an appendix to the SPA and prepared in accordance with CDRL #A039. The IVT shall be submitted for approval prior to initial evaluation and shall, as a minimum, include the following:

· A description of each test, the method/technique used to test and/or verify each specific function and HW/SW security features (e.g., LSI test, shift register test, randomizer test etc.), and the sequence in which the tests are applied.

· A cross-reference list that shows where each test resides in the software routines and test flow.

· A listing of the expected results of each test.

· A functional description of the test setup and test equipment that is to be used.

· A copy of all the software that is necessary to perform the test.

· A copy of the programmer’s and User’s manual for any custom (Contractor-generated) automatic test equipment (ATE) that shall be used to perform the IVT. If using a commercially available ATE system, a part and/or identification number for the programmer’s and User’s manual shall be provided.

· Successful completion of the IVT shall be based on: (1) performance of the product when using test data with a test or maintenance key and (2) the performance of the IVT versus the expected results as reported in the Cryptographic Verification Testing Report, the Security Fault Analysis, and the IVT.

· The NSA shall be included in the approval cycle for changes that affect the functionality of IVT procedures.

CDRL #A039: Scientific and Technical Report – INFOSEC-Boundary Verification Test

3.9.8 In-Process Accounting Procedures Documentation

The Contractor shall prepare written In-Process Accounting Procedures in compliance with the INFOSEC Supplement to the Industrial Security Manual (DoD 5220.22-S). As an alternative, the contractor may submit a copy of its “boilerplate” In-Process Accounting Procedures if those procedures have been reviewed and approved by an IAD program office within the last year. A copy of the approval shall be provided with the submitted procedures. Any In-Process Accounting Procedures unique to the program shall be submitted to the NSA Program Office for review and approval in addition to the boilerplate document.

CDRL #A040: In-Process Accounting Procedures Documentation

3.10 Integrated Logistics Support (applicable to Phase II)

The Integrated Logistics Support (ILS) program shall be an integral part of the Contractor’s management system. The Contractor shall ensure that all products are logistically supportable, and the Contractor is capable of supporting the KG-40AR, as necessary, for the entire length of the contract.

3.10.1 Maintenance

The KG-40AR shall be built from Commercial Off-The-Shelf (COTS) parts to the extent possible taking full advantage of the current KG-40A maintenance capabilities, including documentation, built-in-test equipment, fault isolation capabilities, and spares. The Maintenance Concept shall be developed by the Contractor and requires the Government’s approval prior to implementation. The Contractor-developed maintenance concept shall minimize corrective and preventive maintenance required while providing redundancy to system critical modules. The objective of the COTS design is to provide maximum parts availability at the lowest life cycle cost. The maintenance concept for the KG-40AR consists of the following two levels of maintenance:

1) Organizational/Operator’s Level:  Removal and replacement of the KG-40AR as an end item unit (EIU).

2) Depot Level:  Shall be conducted at the Government’s Cryptographic Repair Facilities (CRFs). The CRFs will track and coordinate all warranty repairs and replacement with the Contractor. The CRFs will also perform post warranty remove and replace at the LRU (usually circuit card assemblies) level.

3.10.1.1 Maintenance and Training Support

The Contractor shall ensure that all users (unless User training is permitted) and Contractor service technicians who perform maintenance on the INFOSEC product/system receive formal maintenance training from the Contractor commensurate with the level of maintenance they will be performing. The formal maintenance training shall meet the requirements specified in this SOW. The Contractor shall provide a list of technicians who have satisfactorily completed the Contractor formal maintenance-training course to the Government. After the initial core personnel are trained and certified by the Contractor, on-the-job training (OJT) performed by the trained Government core personnel will meet future training requirements of other technicians at the CRFs.

3.10.1.1.1 Contractor Maintenance Training Plan

The Contractor shall prepare and submit a maintenance training plan including INFOSEC Security awareness training as a minimum, using NSTISSI 4000 - COMSEC Equipment Maintenance and Training instruction as a guideline. The INFOSEC awareness training shall include the following:

· INFOSEC doctrine, policy, and procedures;

· Principles and applications of TEMPEST;

· Security and technical threat awareness;

· Awareness of special hardware protective technology (where appropriate);

· Unique security requirements pertaining to the equipment or system;

· Documents and related reference material;

· Physical handling, accounting, and destruction requirements;

· Applicable Federal Government department and/or regulations; and

· Standard operating procedures.

3.10.1.1.2 Contractor Formal Maintenance Training Course of Instruction

Criterion-referenced formal maintenance training Course of Instructions (COIs) shall be prepared for teaching maintenance of certified product/systems and shall be submitted to the NSA for review and approval of INFOSEC portions prior to being made available to Users or implemented at the Contractor’s facility. These COIs shall be prepared in accordance with the Government’s requirements, NSTISSI 4000 - COMSEC Equipment Maintenance and Training instruction, and shall:

· Be designed to enable maintenance technicians to diagnose and repair the INFOSEC product/system;

· Include appropriate INFOSEC paragraphs, illustrations, etc., from the LMM to be used by the technicians;

· Include all required security precautions, etc., and identify unique restrictions or precautions necessary to maintain the security integrity (such as TEMPEST) of the INFOSEC product/system;

· Include instruction on any special equipment required to be used in maintaining the INFOSEC product/system.

3.10.1.1.3 Follow-On Training

A system of follow-on training and testing shall be performed to ensure that technicians retain the skills required to maintain the equipment. Additional formal maintenance training shall be required if the configuration of the product/system undergoes a major change.

CDRL #B013: Maintenance Training Plan and Course of Instruction

3.10.2 Technical Documentation

3.10.2.1 Maintenance, INterface, and operators manual

A Maintenance, Interface, and Operators Manual shall be prepared to provide documentation necessary to support operation and maintenance of the KG-40AR. This manual will be unclassified and not accountable within the COMSEC system (such as KAM’s and KAO’s). KAM-270C - KG-40A Depot Level Manual, and KAO-230A - KG-40A Operator’s Manual may be used as a reference. As a minimum, the manual shall adhere to the following guidelines:

· Be clear, concise, and logical, and written for the education level of the operators and technicians who will be performing operation and maintenance of the product/system.

· Contain sufficient operating information to allow the operator to perform basic troubleshooting, removal and replacement of knobs, batteries, lamps and fuses, as well as identification and replacement of defective devices and installation of a replacement devices.

· Contain sufficient theory of operation and interface requirements to give the technician the level of understanding necessary to perform required maintenance.

· Be complete in its description of the procedures required to maintain the KG-40AR including troubleshooting charts; wiring diagrams; illustrations; fault isolation; corrective maintenance procedures; as well as remove and replace procedures for all circuit card assemblies, power supplies, batteries, and assemblies that are planned as depot maintenance actions necessary to perform required maintenance on the INFOSEC product/system.

· Identify INFOSEC portions of the KG-40AR for technician reference.

· Include all required security precautions, handling instructions, etc.

· Identify unique restrictions or precautions necessary to maintain the INFOSEC product/system.

· Incorporate all changes in maintenance procedures resulting from changes in configuration of the INFOSEC product/system.

· Identify tools and test equipment required to maintain the KG-40AR.

· The technical manual shall be developed using best commercial practices but shall use LMM-1B (Limited Maintenance Manual KG-40/40A) as a format and content guide. The deliverable manual shall be in electronic copy with rights for the Government to make unlimited copies.

Any deviation in the above requirements for Controlled Cryptographic Item (CCI) must have approval of the NSA and the Program Office.

CDRL #B014: Scientific and Technical Report – Maintenance, Interface, and Operator’s Manual

3.10.3 Spares

The Contractor shall submit a recommended list of Lowest Replaceable Unit (LRU) Spares that can be replaced at the Depot level Cryptographic Repair Facilities (CRFs). The list shall include the following data elements: description, price, quantity, and part number. The Government shall have the option to tailor the recommended spares list and procure the spares as a lot. All spares shall be retained at the Contractor’s facility as Government owned material until a repair capability can be established at the CRFs.

CDRL #B015: Provisioning Technical Documentation

3.10.4 Warranty

The Contractor shall provide information on guarantees and other warranty coverage. The Contractor shall provide warranty coverage for the INFOSEC-Boundary components to the same extent provided for the product/system as a whole. It is also expected that the warranty coverage offered by other contractors to the Contractor shall be extended to the Government.

3.11 Engineering Drawings (applicable to Phases I & II)

3.11.1 Engineering Drawings, Software and Configuration Item Database

Engineering drawings shall be maintained in accordance with the Contractor’s Standard Drafting Procedure for each piece of equipment supplied to the Government. All drawings developed under this contract will represent the current system configuration. As a minimum, engineering drawings must be capable of providing the following:

· Technical identification of items for maintenance support considerations;

· Preparation of item identifications for the purpose of assigning National Stock Numbers;

· Review for potential interchangeability and substitutability;

· Preparation of provisioning parts lists; and

· Replacement spares from Contractor, supplier, or original manufacturer.

CDRL #B012: Engineering Drawings, Software, and Configuration Item Database

3.11.2 Drawing Level

Production Level Engineering Drawings may be required. If so, they shall be prepared in accordance with MIL-DTL-31000B, ASME Y14.100, ASME Y14.24, ASME Y14.34M, ASME Y14.35M, and the accompanying Ordering Data Form (SSC-SD- Form 4270-1).

Attachment 1 

KG-40AR Certificate of Conformance

 “I certify that on……………[insert date], ……………………………[insert Contractor’s name] furnished custom engineering drawings or software required by TSRD No.

……………………… via letter of transmittal.

I further certify that all classified, restricted or proprietary custom engineering drawings or software have been properly isolated and submitted on separate media to ensure proper handling upon receipt by the NSA.”


Date of Execution: ………………………………………………………….


Signature: …………………………………………………………………...


Title: ………………………………………………………………………...

Attachment 2

KG-40AR TEMPEST Template

(1)
Title Page

(2)
Management Control

(3)
General Description of product/system

(4)
Statement of TEMPEST Requirements 

(5)
Mechanical Design, which shall include the following:



(a)
Construction Techniques:




- Housing material




- Compartmentalization (RED/BLACK)




- Penetration (windows, air vents, access plates)




- Drawings, including an exploded view




- RF Gasketing



(b)
Interface Techniques:




- Signal filtering




- Power filtering




- Location and mounting of filters




- Connection/Junction Boxes



(c)
Other Design Features:

- List any other mechanical design features that may have an impact on the TEMPEST characteristics of the unit.


(6)
RED/BLACK signals

(a)
RED/BLACK signal flow description and block flow diagram

- RED/BLACK power distribution description and block flow diagram

- RED/BLACK Logic (type, signal amplitude, and signal transition times)

- RED/BLACK Interfaces (signal amplitude, transition times, design considerations)

(b)
Other RED/BLACK Design Features

- Physical RED/BLACK circuit layout (multi-layer PWAs partitioning of circuits)

- Type of cabling

- Grounding

- Clocking
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