DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

(The requirements of the DoD Industrial Security Manual apply to all
security aspects of this effort.)

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED
TOP SECRET

b. LEVEL OF SAFEGUARDING REQUIRED
TOP SECRET

2. THIS SPECIFICATION IS FOR: (X and complete as applicable)

| 3. THIS SPECIFICATION IS: (X and complete as applicable)

a. PRIME CONTRACT NUMBER a. ORIGINAL (Complete date in all cases) DATE (YYYYMMDD)
X 20031205
b. SUBCONTRACT NUMBER b. REVISED (Supersedes | REVISION NO. DATE (YYYYMMDD)
all previous specs)
c. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMMDD) c. FINAL (Complete Item 5 in all cases) DATE (YYYYMMDD)
X | N00039-04-R-0004

4. ISTHIS A FOLLOW-ON CONTRACT? X YES

L1 No. if Yes, complete the following:

Classified material received or generated under N00039-03-C-0093 is transferred to this follow-on contract.

5. IS THIS A FINAL DD FORM 254? L1 ves

In response to the contractor's request dated

X NO. If Yes, complete the following:

, retention of the classified material is authorized for the period of

6. CONTRACTOR (Include Commercial and Government Entity (CAGE) Code)

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE [ c. COGNIZANT SECURITY OFFICE (Name, Address, Zip)
GENERAL DYNAMICS DECISION SYSTEMS, INC. 1VPW8 DEFENSE SECURITY SERVICE (DSS)

8201 EAST MCDOWELL ROAD 10050 N. 25™ AVENUE, SUITE 306
SCOTTSDALE, AZ 85252-1417 PHOENIX, AZ 85021-1664

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip)
8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip)

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
CABLE HANDLING/LOADING/REFURBISHMENT

10. CONTRACTOR WILL REQUIRE ACCESS TO: YES NO 11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER
CONTRACTOR'S FACILITY OR A GOVERNMENT ACTIVITY
b. RESTRICTED DATA X b. RECEIVE CLASSIFIED DOCUMENTS ONLY
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X c. RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA X d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
e. INTELLIGENCE INFORMATION: e. PERFORM SERVICES ONLY X
(1) Sensitive Compartmented Information (SCI) f. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO X
RICO, U.S. POSSESSIONS AND TRUST TERRITORIES
(2) Non-SCI g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION
CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
f. SPECIAL ACCESS INFORMATION h. REQUIRE A COMSEC ACCOUNT X
g. NATO INFORMATION X i. HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X J. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
i. LIMITED DISSEMINATION INFORMATION X k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE X
j. FOR OFFICIAL USE ONLY INFORMATION X I. OTHER (Specify) X
k. OTHER (Specify) X Classified AIS processing is authorized.
PR NO.:

DD FORM 254, DEC 1999

PREVIOUS EDITION IS OBSOLETE SPAWAR (O/P) 5500/3 (REV. 2-2001)




PR NO.: SOLICITATION NUMBER: N00039-04-R-0004

12. PUBLIC RELEASE. Anyinformation (classified or unclassified) pertaining to this contract shall not be released for public dssemination except as provided by the Industrial
Security Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shall be submitted for approval prior to
release [ Direct X Through (Specify):

COMMANDER, SPACE AND NAVAL WARFARE SYSTEMS COMMAND, CODE 00L, 4301 PACIFIC HIGHWAY, SAN DIEGO CA 92110-3127

RELEASE OF COMSEC INFORMATION IS NOT AUTHORIZED

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.
* In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this guidance or if any
other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or
the classification assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official
identified below . Pending final decision, the information involved shall be handled and protected at the highest level of classification assigned or recommended. (Fill in as appropriate
for the classified effort. Attach, or forward under separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as needed to provide complete
guidance.)

CLASSIFICATION GUIDES: (PROVIDED UNDER SEPARATE COVER BY PMW 173-11)

OPNAVINST S5513.6C, ENCL. 21, SUBJECT: SATELLITE COMMUNICATIONS, FLEET

ACCESS REQUIREMENTS:

10.A FURTHER DISCLOSURE, TO INCLUDE SUBCONTRACTING, OF COMSEC INFORMATION BY A CONTRACTOR REQUIRES PRIOR APPROVAL OF
SPAWARSYSCOM TECHNICAL CONTRACTING OFFICER REPRESENTATIVE (COR)/TECHNICAL REPRESENTATIVE (TR), PMW 173-11. ACCESS TO ANY
COMSEC INFORMATION REQUIRES SPECIAL BRIEFINGS AT THE CONTRACTOR FACILITY. ACCESS TO CLASSIFIED COMSEC INFORMATION REQUIRES
AFINAL U.S. GOVERNMENT CLEARANCE AT THE APPROPRIATE LEVEL.

10.G  PRIOR APPROVAL OF SPAWARSYSCOM TECHNICAL COR/TR, PMW 173-11, IS REQUIRED FOR SUBCONTRACTING. FOR THE DURATION OF
ENDURING FREEDOM, ACCESS TO NATO INFORMATION REQUIRES AN INTERIM U.S. GOVERNMENT CLEARANCE GRANTED CLEARANCE AT THE
APPROPRIATE LEVEL AND SPECIAL BRIEFING.

10.J TO OBTAIN “FOR OFFICIAL USE ONLY” (FOU O) GUIDANCE REFER TO THE DOD INFORMATION SECURITY PROGRAM REGULATION, DOD 5200.1
APPENDIX 3, LOCATED AT HTTP://WWW.DTIC.MIL/WHS/DIRECTIVES/CORRES/HMTL/52001R.HTM ."

ACCESS REQUIREMENTS CONTINUE ON NEXT PAGE**** *

VISIT REQUEST TO ACTIVITIES, OTHER THAN SPAWARSYSCOM, SHALL BE CERTIFIED BY PMW 173-11.
SPAWARSYSCOM TECHNICAL REPRESENTATIVE: MR. STEVE VALVONIS, PMW 173-11, TELEPHONE (619) 524-7618.

ALL CLASSIFIED INFORMATION MUST BE MARKED IN ACCORDANCE WITH EXECUTIVE ORDER 12958-CLASSIFIED NATIONAL SECURITY
INFORMATION, OF 17 APRIL 1995. YOUR DEFENSE SECURITY SERVICE (DSS) INDUSTRIAL SECURITY REPRESENTATIVE (IS REP) SHOULD BE
CONTACTED FOR ASSISTANCE.

COPIES OF ALL SUBCONTRACT DD FORM 254S MUST BE PROVIDED TO THE DISTRIBUTION LISTED IN BLOCK 17.

14. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are established for this contract. X vEs L1 no
(If Yes, identify the pertinent contractual clauses in the contract document itself, or provide an appropriate statement
which identifies the additional requirements. Provide a copy of the requirements to the cognizant security office. Use Item 13 if additional space is needed.)

ATTACHMENT (1): INFORMATION TECHNOLOGY SYSTEM PERSONNEL SECURITY PROGRAM REQUIREMENTS MUST BE PROVIDED TO ALL
SUBCONTRACTORS REQUIRING ACCESS TO U.S. GOVERNMENT OWNED OR U.S. GOVERNMENT MANAGED IT SYSTEMS.

ATTACHMENT (2): SPECIFIC ON -SITE SECUIRTY REQUIREMENTS FOR SPAWARSYSCOM. FOR AUTHORIZED VISITS TO OTHER U.S. GOVERNMENT
ACTIVITIES, THE CONTRACTING OFFICER MUST COMPLY WITH ALL ON -SITE SECURITY REQUIREMENTS OF THE HOST COMMAND.

ATTACHMENT (3): CONTRACTOR TEMPEST QUESTIONNAIRE AND MAY BE PASSED ON TO SUBCONTRACTORS.

15. INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. L] ves X No
(If Yes, explain and identify specific areas or elements carved out and the activity responsible for inspections. Use Item 13 if additional space is needed.)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be
released or generated under this classified effort. All questions shall be referred to the official named below.

a. TYPED NAME OF CERTIFYING OFFICIAL b. TITLE C. TELEPHONE (Include Area Code)

SUE.VILLARREAL@NAVY.MIL SECURITY’S CONTRACTING OFFICER’S (619) 524-2672

SUSAN VILLARREAL REPRESENTATIVE (COR)

d. ADDRESS (Include Zip Code) 17. REQUIRED DISTRIBUTION

COMMANDING OFFICER X a CONTRACTOR

SPAWAR SYSTEMS CENTER CODE 20351 [] b. SUBCONTRACTOR

53560 HULL STREET X . COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

SAN DIEGO, CA 92152-5001

e. SIGNATURE [] d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
X e. ADMINISTRATIVE CONTRACTING OFFICER

20031205 SJM/,\_)‘T)’) MW/Q/ X f. OTHERS AS NECESSARY SSC SD CODE 20351 ATTN: SUE VILLARREAL AND
Code 173-11 ATTN: STEVE VALVONIS

DD FORM 254 (BACK), DEC 1999 SPAWAR (OIP) 550073 (REV. 2-2001) (BACK)




ADDENDUM TO DD 254, RE: SOLICITATION #N00039-04-R-0004 (Dated 20031205) PAGE 3 OF 3

[TEM 13: ACCESS REQUIREMENTS (CONTINUES):

11.D TOP SECRET MATERIAL SHALL BE STORED IN A GSA-APPROVED SECURITY CONTAINER, AN APPROVED VAULT OR AN APPROVED CLOSED
AREA (ESTIMATED 20’ X 20"), TO INCLUDE DSS APPROVAL FOR SUPPLEMENTAL PROTECTION REQUIREMENTS.

11.G THE CONTRACTOR IS AUTHORIZED THE USE OF DTIC REGARDING SPECIFIC CONTRACT RELATED INFORMATION AND WILL PREPARE AND
PROCESS DD FORM 1540 IN ACCORDANCE WITH THE NISPOM, CHAPTER 11, SECTION 2. THE TECHNICAL COR/TR, PMW 173-11, WILL CERTIFY NEED-
TO-KNOW TO DTIC.

11.| CONTRACTOR TEMPEST QUESTIONNAIRE ATTACHED.

11.K THE SPAWARSYSCOM TECHNICAL COR/TR, PMW 173-11, AUTHORIZES THE CONTRACTOR TO HAVE A DEFENSE COURIER SERVICE (DCS)
ACCOUNT WITH PRIOR VALIDATION.

11.L CLASSIFIED INFORMATION TECHNOLOGY (COMPUTER) PROCESING SHALL BE IN ACCORDANCE WITH THE PROVISION OF THE NATIONAL
INDUSTRIAL SECURITY PROGRAM OPERATING MANUAL (NISPOM), CHAPTER 8, AND MUST BE PERFORMED ON AN ACCREDITED COMPUTER
SYSTEMS APPROVED BY DSS. ALL TECHNICIANS AS WELL AS ANY OTHER CONTRACTOR PERSONNEL REQUIRING ACCESS TO IT GOVERNMENT
SYSTEMS MUST BE U.S. CITIZENS AND MEET THE SECURITY CLEARANCE ACCESS REQUIREMENTS OF THE SITE. ADDITIONAL INSTRUCTIONS ARE
ATTACHED.

NO FURTHER ENTRIES ON THIS PAGE.
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