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statement of work

for the 

digital Modular radio

and power amplifier

1.0 scope

This Statement of Work (SOW) sets forth Contractor tasks required for the fabrication and test of the software reconfigurable, programmable Digital Modular Radio (DMR) and Power Amplifier (PA), together referred to hereinafter as the Radio Set.   

1.1 background

The current inventory of 2 Megahertz to 2 Gigahertz communications equipment represents outdated technology.  This outdated technology is based on non-modular design and is not conducive to cost-effective improvement or modification to satisfy current, projected, or future interoperability requirements.

2.0 applicable documents

The following specifications and standards form a part of this SOW to the extent specified herein.  Unless otherwise specified, the issues of these documents shall be listed in the DoD Index of Specifications and Standards and supplements thereto, cited in the solicitation.  Unless otherwise stipulated, the applicable versions will be the versions identified in the following lists.  Documents referenced within the documents cited herein shall not be applicable to this SOW.  If there is a conflict within the documentation, the contract specification has precedence.

2.1 military/federal documents

	MIL-HDBK-1379-3
	Development of Interactive Multimedia Instruction

	SPAWAR-D-900
	Performance Specification, Communications Set for the Digital Modular Radio (DMR) and Power Amplifier (herein referred to as the contract specification), 5 April 2004

	TMCR #NDMS-040140-000
	Technical Manual Contract Requirement, 5 February 2004

	NSA TSRD NO. V3-98-2003
	Telecommunications Security Requirements Document for Digital Modular Radio (DMR) Basic Configuration


	
	Joint Programmable Modular Communication System Guidance Document

	
	Joint Technical Architecture, Version 1.0

	NACSEM 5112
	National Communications Security Emanations Memorandum Nonstop Evaluation Techniques

	NSTISSAM

TEMPEST /1-92
	Compromising Emanations Laboratory Test Standard - Electromagnetics

	All commercial standards which are used by the Contractor shall be identified and made available to the procuring activity for informational purposes only.


2.2 non-government documents

	IEEE 802.3
	Local and Metropolitan Area Networks – Part 3:  Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical Layer Specification


3.0 requirements

3.1 general

The Radio Set shall satisfy the contract specification SPAWAR‑D‑900, dated 5 April 2004. 

3.2 electronic data access

The Contractor shall provide the Government electronic access to all Contract Data Requirements List (CDRL) data generated under this contract.  Data shall include, but not be limited to, program metrics, trade studies with related decision rationales and design information, hardware and software test procedures, logistics documentation, and databases used or generated by the Contractor in the performance of this contract.  The Contractor shall be capable of archiving all current and previous versions of documentation that have been created from the date of contract award forward.  Access to unclassified data shall be provided on-line.  Classified data shall be provided on magnetic or optical media.  Classified data shall be handled in accordance with DoD 5220.22M, “National Industrial Security Program Operating Manual”, and DD Form 254 attached to the contract.  Any restrictions on the use of electronic data shall be as prescribed in the Data Rights Clause.

3.2.1 deliverable data

The Microsoft (MS) Office 2000 suite of applications (MS Word, MS Excel, MS PowerPoint, MS Access, and MS Project) are the preferred file formats for data furnished under this contract.  Data deliverables required under this contract as set forth on DD Form 1423 shall, to the maximum extent practical, be delivered on optical media on a Compact Disc,  on-line, or via electronic mail.

3.3 Contractor programs

The Contractor shall implement and maintain, for the life of the contract, all programs in accordance with their own internal plan.  These plans include: Quality Assurance, Safety; Configuration Management (CM); and Integrated Logistics Support (ILS).
3.4 system safety

3.4.1 safety assessment

If ordered, the Contractor shall update the existing Radio Set Safety Assessment Report to include System Safety Analyses of all Radio Set design, operational use, installation, and maintenance changes from the previously analyzed Radio Set.    The Radio Set System Safety Assessment Report shall identify, evaluate, and include all potential equipment and personnel hazard information, and status on all hazard resolution and/or mitigation actions planned and implemented.  The Radio Set System Safety Assessment Report shall also include information on compliance to all applicable safety requirements.

CDRL D001 (Digital Modular Radio Safety Assessment)

3.4.2 hazardous material 

If ordered, the Contractor shall provide an updated material safety data sheet (OSHA Form 174) and written justification to the Government, for informational purposes only, describing the necessity for each type, container size, and quantity of any newly identified hazardous material, as defined in SPAWAR-D-900, recommended for use internally or in association with the supply or support of the Radio Set.

The Contractor shall also provide a list of any newly identified material recommended for use internally or in association with the supply or support of the Radio Set, for Government informational purposes only, which results in hazardous waste.  The Contractor shall provide a list of less hazardous potential substitute materials that were considered, and the reasons why the substitutes cannot be used.  Hazardous materials and materials that result in hazardous waste shall only be utilized internally or recommended for use in association with the supply or support of the Radio Set, for Government informational purposes only.

CDRL E001 (Hazardous Material Report/Hazardous Waste Report)

CDRL F001 (Hazardous Material Potential Substitute Report)

3.5 quality assurance

The Radio Set will be used in a military environment requiring high reliability.  The Contractor shall follow its established quality program to ensure the reliability of the Radio Set to be delivered, and that it will meet all inspection and test requirements of the contract, this SOW, and the contract specification.  Evidence that the best commercial practices are followed in soldering, printed circuit manufacturing, or any other processes applicable to the quality of the equipment, including statistical process control data, shall be made available at the Contractor’s plant, on a noninterference basis, for review and use by representatives of the procuring activity.  The Contractor may use any facility suitable for the performance of the inspection and test requirements.  The Government reserves the right to observe any of the inspections or tests where such inspections or tests are deemed necessary to assure supplies and services conform to prescribed requirements.

3.5.1 responsibility for compliance

The inspections and tests set forth herein shall become part of the Contractor’s overall quality program.  The absence of individual inspection or test requirements in SPAWAR‑D‑900 shall not relieve the Contractor of the responsibility for assuring that all equipment submitted to the Government complies with all requirements of the contract, this SOW, and the contract specification.

3.5.2 government verification

The quality assurance operations, including inspections and tests, performed by the Contractor shall be subject to Government verification at any time.  Verification will consist of, but not be limited to: (a) surveillance of operations to determine that practices, methods, and procedures are being properly applied; (b) Government product inspection to measure the quality of the product to be offered for acceptance; (c) Government inspection of delivered products to assure compliance with all requirements of the contract, this SOW, and the contract specification.

Failure of the Contractor to promptly correct deficiencies discovered by the Contractor, or of which the Contractor is notified, shall be cause for suspension of acceptance until corrective action has been taken or until conformance of the product to the prescribed criteria has been demonstrated.

3.5.3 validation testing

Validation testing of all requirements shall be performed by the Contractor to confirm that the Radio Set meets the requirements of the contract.  Validation testing shall be conducted in accordance with the Validation Test Plan and Validation Test Procedures. The Government reserves the right to witness, on a noninterference basis, each inspection, examination, and test required to be conducted under this contract.

3.5.3.1
validation test plan

If ordered, the Contractor shall utilize the existing, previously Government-approved, DMR Validation Test Plan which describes plans for verifying compliance with DMR performance requirements. The Contractor shall prepare revisions/updates to the Validation Test Plan for approval by the procuring activity to reflect upgrades to the Radio Set or other testing methodology.  The Government’s approval of the updated Validation Test Plan will be based on its ability to assure that testing demonstrates compliance with all requirements.

CDRL G001 (Validation Test Plan)

3.5.3.2 Validation test procedures

If ordered, the Contractor shall utilize the existing, previously Government-approved DMR Validation Test Procedures.  The Test Procedures describe the procedures the Contractor will utilize for testing compliance with DMR performance requirements.  The Contractor shall prepare revisions/updates to the Validation Test Procedures for approval by the procuring activity, in the event it is determined that the procedures need to be revised.

CDRL G002 (Validation Test Procedures)

3.5.3.3
validation test report and approval

If ordered, the Contractor shall submit a Validation Test Report after completion of Validation testing.  

CDRL G003 (Validation Test Report)

3.5.3.4
electromagnetic environmental effects

If ordered, the DMR and PA shall be electromagnetically compatible among its components and with the external Electromagnetic Environment (EME) in accordance with the Electromagnetic Environmental Effects (E3) interface requirements of the contract specification.  For each communication capability requirement, the Contractor shall conduct a thorough analysis of the intended operational EME and Electromagnetic Compatibility (EMC) requirements, described in the contract, this SOW, and the contract specification.  

The Contractor shall conduct and document E3 testing on one Radio Set offered for delivery to the Government.  The Contractor shall also submit, for Government approval, the results of all E3 testing in Test Reports documenting the compliance of the end product to the EMC performance requirements of the contract specification.  The Test Reports shall also document the compliance of the end product to the environmental performance requirements of the contract.  The Test Reports shall also discuss corrective actions/environmental fix(es) for any non-compliant conditions.

CDRL H001 (Electromagnetic Environmental Effects (E3) Test Plan)

CDRL H002 (Electromagnetic Environmental Effects (E3) Test Procedures)

CDRL H003 (Electromagnetic Environmental Effects (E3) Test Report)

3.5.3.5
environmental Effects testing

If ordered, the Contractor shall prepare, for Government approval, an Environmental Effects Test Plan and Environmental Effects Test Procedures.  Environmental testing shall verify compliance with the environmental requirements of SPAWAR-D-900 and this SOW.  The Contractor shall submit, for Government approval, the results of all environmental testing in Environmental Test Reports documenting the compliance of the end product to the environmental performance requirements of the contract specification.  

CDRL H004 (Environmental Effects Test Plan)

CDRL H005 (Environmental Effects Test Procedures)

CDRL H006 (Environmental Effects Test Report)

3.5.4 maintainability and reliability

If ordered, the Contractor shall review and submit any revisions to the previously Government-approved maintainability and reliability information related to the Radio Set equipment and software.  The revised information must include data for the overall system, and individual hardware and software Mean Time Between Failures (MTBF); identification of LRU MTBF; identification of software MTBF for each functionality; and information on how the MTBFs were calculated.  The Contractor shall also submit for approval the results of a maintainability/testability demonstration test. 

CDRL J001 (DMR Maintainability and Reliability Information)

CDRL J002 (DMR Maintainability/Testability Demonstration Test Report)

3.6 interface control 

If ordered, the Contractor shall update and submit for Government approval the previously submitted ICDs that describe all hardware interfaces necessary to support integration and installation of the radio set for shipboard, submarine and shore communications suites.

CDRL K001 (Hardware Interface Control Documents)

3.7 Hardware acceptance Testing

The Contractor shall prepare, for Government approval, a Hardware Acceptance Test Plan and Hardware Acceptance Test Procedures.  The Contractor shall conduct and document acceptance testing on all Radio Sets offered for delivery to the Government based on the approved Test Plan and Procedures.  The Contractor shall submit a Hardware Acceptance Test Report after completion of testing.  After the Government receives the report, the Contracting Officer shall notify the Contractor, in writing, of the conditional acceptance, acceptance, or disapproval of the test results.  The notice of conditional acceptance or acceptance shall not relieve the Contractor from complying with all requirements of the specifications and all other terms and conditions of the contract.  A notice of conditional acceptance shall state any further action required of the Contractor.  A notice of disapproval shall cite reasons for the disapproval.
CDRL A001 (Hardware Acceptance Test Plan)

CDRL A002 (Hardware Acceptance Test Procedures)

CDRL A003 (Hardware Acceptance Test Report)

3.8 software Requirements

The Contractor shall deliver DMR Information Transfer Unit (ITU) and Human Machine Interface (HMI) software executables with each DMR unit.  Software shall be installed on the DMR unit as well as provided via optical media on a 
Compact Disc.

CDRL L001 (DMR Information Transfer Unit and Human Machine Interface Software)

3.9 fail safe design analysis 

If ordered, the Contractor shall conduct a Fail Safe Design Analysis for each Radio Set security-related function to determine their performance with respect to security-related failures.  The Contractor shall submit updated Fail Safe Design Analysis reports as necessary, for Government approval, for each specified Fail Safe Design Analysis task.

CDRL M001 (Fail Safe Design Analysis Report)

3.10 Tempest program

If ordered, the Contractor shall ensure that the Radio Set, in its various configurations, satisfies the TEMPEST requirements of the applicable Functional Security Requirements Specification (FSRS).  The Contractor shall ensure the facility utilized to conduct TEMPEST tests meets or exceeds the requirements set forth in National Security Telecommunications and Information Systems Security Advisory/Information Memorandum TEMPEST/1-92.  The Contractor shall ensure that the DMR meets the HIJACK requirements of National Communications Security Emanations Memorandum 5112.  The Contractor shall maintain suitable TEMPEST testing facilities and shall conduct TEMPEST testing of DMR equipment.  The Contractor shall submit, for Government approval, TEMPEST documentation that addresses the methods being employed to control TEMPEST signals, and the facilities and test setups employed to conduct TEMPEST testing.  This documentation shall include a TEMPEST Test Facility Certification Report, a TEMPEST Test Setup Ambient Signal Control Certification Report, a TEMPEST Detection System Certification Report, and a TEMPEST Control Plan.  The Contractor shall submit, if necessary, for Government approval, a revised TEMPEST Test Plan and updated Test Reports for the Radio Set.

CDRL N001 (TEMPEST Test Facility Certification Report)

CDRL N002 (TEMPEST Test Setup Ambient Signal Control Certification Report)

CDRL N003 (TEMPEST Detection System Certification Report)

CDRL N004 (TEMPEST Test Reports)

CDRL N005 (TEMPEST Test Plan)

CDRL N006 (TEMPEST Control Plan)

3.11 equipment anti-tamper 

If ordered, the Contractor shall ensure that the Radio Set satisfies the anti-tamper requirements of the FSRS.  The Contractor shall submit, for Government approval, if necessary, an updated Anti‑Tamper Report, which documents the results of anti-tamper design measures and findings.  The use of explosive devices for anti-tamper is prohibited.

CDRL P001 (Anti-Tamper Report)

3.12 contractor/government meetings

Quarterly Program Reviews between the Contractor and the Government will be conducted to cover the status of the DMR program.  The Contractor shall also participate in and support joint Government/Contractor Integrated Product Team (IPT) meetings.  The IPT shall address all issues related to the performance of the contract and the DMR program.  The first IPT meeting shall be conducted at the Contractor’s facility no later than thirty (30) days after contract award, and shall serve as the Post Award Conference.    IPT meetings may be conducted as video teleconferences if mutually agreed upon by both the Contractor and the Government.  Action items resulting from Contractor/Government reviews and meetings will be considered complete upon approval by the Government at the next program review.  All meetings and reviews shall be held at the Contractor’s facility unless otherwise specified by the Government. 

3.12.1 contractor reports

The Contractor shall provide visibility into technical performance, as well as cost and schedule performance, measured against the contract baseline through Monthly Status Reports, a Contractor’s Progress Status and Management Report, a Plan of Actions and Milestones (POA&M) chart, and a Program Metrics Report.

CDRL B001 (Monthly Status Report)

CDRL B002 (Contractor’s Progress Status and Management Report)

CDRL B003 (Plan of Actions and Milestones)

CDRL B004 (Program Metrics)

3.12.2 Master project schedule

The Contractor shall provide a Master Project Schedule for all activities under the DMR Follow‑On contract.

CDRL B005 (Master Project Schedule)

3.13 configuration management

The CM program shall be an integral part of the Contractor’s management system.  CM shall be conducted to the LRU level for Hardware Configuration Items (HWCI).

3.13.1 configuration audit

Configuration audits will be conducted by the Government to verify the contents of the engineering data provided under the contract.  Engineering data includes documentation of HWCIs and CSCIs.  The Contractor shall support these audits at the Contractors’ facility and shall provide copies of the engineering data to be reviewed, engineering support personnel, sample equipment, facilities, tools, and test equipment required to perform a Physical Configuration Audit (PCA) of the engineering data.

3.13.1.1
physical configuration audit

A PCA will verify that the configuration item “as built” conforms to the technical documentation which defines the configuration.  The PCA shall also include only the Information Security (INFOSEC)-critical components of the Radio Set.  The INFOSEC product baseline will be established upon completion of the PCA.  

CDRL Q001 (INFOSEC Boundary Physical Configuration Audit Plan/Report)

3.13.2 configuration Identification

If ordered, the Contractor shall prepare, maintain, and submit to the Government, configuration identification records for each DMR produced, to provide for configuration identification, change control, status accounting, compatibility, traceability, and integrity of configuration items.  These identification records shall be refined and updated throughout the duration of the contract and shall be made available to representatives of the procuring activity via electronic access.  These baseline identification records shall include, at a minimum, the following information:

List all configuration documentation, including identification numbers for each LRU, drawing, Specification, Engineering Change Proposal (ECP), Request for Deviation (RFD), and ECN.  

CDRL R001 (DMR Configuration Identification)

3.13.2.1
UNIQUE IDENTIFICATION (UID)

The Contractor will implement Unique Identification (UID) requirements of Military Standard-130L, “Identification Marking of U.S. Military Property”.  Defense Federal Acquisition Regulation Supplement 211.274, “Item Identification and Valuation”, provides comprehensive guidance for this requirement, as does the following UID Website: http://www.acq.osd.mil/uid.

CDRL C001 (DMR UID Requirements)

3.13.3 configuration control

3.13.3.1
deviations, waivers, and engineering change proposals/NOTICES

RFDs and Requests for Waiver (RFW) shall be submitted for Government approval.  RFDs/RFWs may only be authorized or incorporated into the contract by the signature of the Contracting Officer and only for a specific number of items.  The Contracting Officer is not obligated to accept RFDs/RFWs.  Class I ECPs shall be prepared for Government approval whenever the Contractor believes that an alternative method, enhanced method, or an additional functionality is available to satisfy the contract specification or a proposed change will affect form/fit/function.  Any substitute LRU which is approved by the Class I ECP process shall have the same warranty provisions as those which apply to the LRU being replaced.  Class I ECPs for INFOSEC-critical components or functions shall include estimates of impact on system security and required changes to documentation.  A Security INFOSEC Boundary Engineering Change Notices (ECN) must be submitted for any changes affecting form/fit/function, forward/backward compatibility, or part number in the INFOSEC boundary.

CDRL C002 (Security INFOSEC Boundary Engineering Change Notice)
CDRL C003 (Engineering Change Proposal)

CDRL C004 (Request for Deviation)

CDRL C005 (Request for Waiver)

Class II ECPs shall be used to correct grammatical errors in documentation and substitution of material or the addition of a device that does not affect any factor listed under the criteria for a Class I change.  Class II ECPs shall be reviewed by Defense Contract Management Operations.  Class II ECPs do not require approval by the Government.  The Contractor has the option of independently incorporating Class II ECPs that prevent obsolescence, improve reliability, or lower the cost of ownership.  All costs associated with Contractor-initiated Class II ECPs shall be borne by the Contractor.  In the event the Contractor directs a change in maintenance philosophy that necessitates new piece parts, the Contractor agrees to provide parts support and a technical data package for all new parts.  It will be the Government’s intention to provision these items utilizing the technical data package provided by the Contractor.

3.13.3.2
line replaceable unit substitution notification report

The Contractor may substitute any LRU with a form/fit/function interchangeable LRU, provided that the substitute LRU provides at least equivalent performance at no additional cost to the Government.  The Contractor shall submit an LRU Substitution Report within five (5) working days of implementation of each LRU substitution, and shall describe the change to the LRU, showing that the substitute LRU is form/fit/function interchangeable with the LRU being replaced.  All substitute LRUs shall have the same warranty provisions as those which apply to the LRU being replaced.  The Contractor shall update the configuration record to reflect the substitution.  The Contractor may make product improvement changes that do not affect form/fit/function or part number and are forward/backward compatible.

CDRL C006 (Line Replaceable Unit Substitution Notification Report)

3.14 integrated logistics support

The ILS program shall be an integral part of the Contractor’s management system.  The Contractor shall ensure that all products are supportable and that the Contractor is capable of supporting them as necessary for the entire length of the contract.

3.14.1 technical documentation

3.14.2.1
commercial manuals and operations and maintenance interactive electronic technical manual

If ordered, the Contractor shall develop System level Operations and Maintenance technical manual change pages to the previously approved Interactive Electronic Technical Manual (IETM) and change pages, in accordance with Technical Manual Contract Requirement (TMCR) #NDMS‑040140‑000.

CDRL S001 (Interactive Electronic Technical Manual Change Pages)

3.14.2.2
interactive electronic technical manual validation certificate

If ordered, the Contractor shall prepare an IETM Validation Certificate in accordance with TMCR #NDMS‑040140-000.

CDRL S002 (Interactive Electronic Technical Manual Validation Certificate)

3.14.2.3
interactive electronic technical manual schedule and status reports

If ordered, the Contractor shall prepare an IETM Schedule and Status Report in accordance with TMCR #NDMS-040140-000.  The Contractor shall provide a milestone schedule of the IETM change pages development program in Contractor format.

CDRL S003 (Interactive Electronic Technical Manual Schedule and Status Report)

3.14.3.1
warranty status report

The Contractor shall develop a tracking system to track warranty and out-of-warranty items.  The Contractor shall provide a quarterly Warranty Status Report, as required by the contract.

CDRL B006 (Warranty Status Report)

3.14.3.2
out-of-warranty repair (time and material)

3.14.3.2.1
repair

The Contractor shall, at the Contractor’s discretion, replace or repair the Radio Set equipment and all Contractor furnished ancillary equipment returned from the Government that is not covered by the warranty provisions of this contract within the same Reliability, Availability, and Maintainability (RAM) parameters of the contract specification.

3.14.3.2.2
turnaround time

Turnaround time shall be defined in the contract.  The turnaround time for out-of-warranty DMR items shall be identical to those under warranty and sufficient to support the DMR operational RAM requirements.

3.14.3.2.3
repair action reporting

The Contractor shall document and report all out-of-warranty repair actions occurring under this requirement.  Reporting shall include a listing of items repaired (part number, serial number), reason for repair, action taken, dates received, and invoiced prices charged to the Government for each repair.  Quarterly reporting of out-of-warranty information shall be included in the Warranty Status Report.

3.14.2 Interactive courseware (computer based training)

3.14.4.1
interactive courseware (computer based training) material

If ordered, the Contractor shall develop revisions to the previously approved Interactive Courseware (ICW)/Computer Based Training (CBT).  The ICW/CBT level shall limit the required interactivity of the student to making simple responses to instructional cues.  The Contractor shall provide a POA&M.  The POA&M shall include a development schedule, documentation requirements, integration plan, and if necessary for the revisions, an In-Process Review schedule.  The development of the ICW/CBT material shall be accomplished in accordance with the Government-approved POA&M.  The Contractor shall also provide, for Government approval, an instructional media design package for the revisions, a revised instructional media package, a revised test package, and revised training system support documents.  The Contractor shall use a commercially available authoring tool such as Click2Learn Aspen and Toolbook suites for developing the ICW/CBT, and shall ensure that all ICW/CBT developed operates in a MS Office 2000 environment.  The software shall be Advanced Technical Information System compliant. 

CDRL T001 (Plan of Actions and Milestones)

CDRL T002 (Instructional Media Design Package)

CDRL T003 (Instructional Media Package)

CDRL T004 (Instructional Test Package)

CDRL T005 (CBT Training System Administrator’s and User’s Guides)

3.14.4.2
interactive courseware (computer based training) general requirements

The Government shall not be required to pay royalties, recurring run-time or license fees, use tax, or similar payments for any developed ICW/CBT, or associated presentation programs necessary to interpret or execute the ICW/CBT.

3.15 field engineering support and special study services (TIME AND MATERIAL) 

The Contractor shall be prepared to provide qualified electrical/electronic/mechanical engineers, technicians, logisticians, and other qualified personnel, with a minimum of a SECRET security clearance, for field engineering or other technical services.  These services shall include assisting Government personnel in the installation, integration, checkout of the DMR and PA, and in performing dockside tests, and assisting in resolving other technical issues.  As required, the personnel shall perform their duties both in-plant and on-site.

3.16 training support services (TIME AND MATERIAL)

The Contractor shall be prepared to provide qualified logisticians, and other qualified personnel, with a minimum of a SECRET security clearance, for training advisory and other logistics related services.  These services shall include providing training and assisting in resolving other logistics issues.  As required, the personnel shall perform their duties both in-plant and on-site. 
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