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1.0
Introduction

The SCN platforms have designated that radio communications will use the Digital Modular Radio (DMR), AN/USC-61(C) to replace individual radio assets that provide functions of VHF/UHF LOS, UHF SATCOM, SINCGARS and HAVEQUICK transceiver communications.  Replacing this unique unit level hardware legacy equipment with the programmable Digital Modular Radio (DMR) USC-61(C) impacts the approach previously taken to provide a remote digital control and status of radio assets / functions.  A reliable deterministic digital means of interacting with the DMR was selected for the operation of the system.  The proven Integrated Services Digital Network (ISDN) protocol fulfilled the requirements and is successfully being used both tactically and within commercial aircraft phone air to satellite/ground communications.  ISDN allows multiple digital channels to be operated simultaneously through the same regular phone wiring pairs used for analog lines.  This method permits a much higher data transfer rate than analog lines.

The integration of new Tactical Voice Terminal (TVT) is in support of the Tactical Variant Switch (TVS) system. The new architecture specifies the Remote Control Processor (RCP) as the intelligent communication device that interfaces the DMR control messages with the user’s tactical voice terminal.  The TVS matrix system makes conference connections between one or more TVT’s to an array of crypto & DMR devices.  This document describes communication interchange between the TVT and the Remote Control Processor (RCP), via TVS.

1.1
References

The following documentation may provide additional background information:

A. “Concept of Operation and System Architecture for LPD 17 Radio Shipboard Communications”, SPAWAR, Version 2.3, 3 May 2002.

B. “Security Profile for the TVT/TVS/DMR Tactical Voice Sub-System for LPD 17 External Communications”, SPAWAR System Center San Diego, July 2000.

C. Red and Black Switch/RCP Interface Design Document, Ver 1.1, 10 July 2000.

D. ICS-RCS RED Switch Signal Interface Specification, 28 May 2002 or update.

E. ITU-T ISDN Recommendations.

F.
DMR ITU/RCP Interface Design Document (IDD), 31 October 2001

2.0 Scope

The TVT/TVS/DMR functional system architecture is shown in Figure 2-1. The bi-directional signal between TVTs and TVS supports up to twenty-two TVT connections per PRI to the Red TVS.  The Red TVS parses the incoming messages between the crypto and the RCP.  This IDD is primarily concerned with message traffic between the TVTs and the RCP.  This message traffic is transferred via the PRI interface of the TVS and the Remote Control interface of the TVS.


Figure 2-1 TVT/TVS/DMR Functional System Architecture

2.1
Relevant tvt-tvs-rcp Subsystem components and functionalities

2.1.1
TVT 

The Tactical Voice Terminal (TVT) will replace the radio control functions of an analog red phones for all voice terminal functions in the SCN platform.  The TVT is designed to inter-operate with a TVT concentrator/PRI I/O facility that translates and multiplexes TVT signals to ISDN PRI connections to the TVS.  The TVT can function as a multiple line phone, an intercom, and as either a secure or un-secure radio crypto controller.  The TVT is restricted to transmitting on one single endpoint/interface at a time for security reasons.  The connected non-active endpoints are automatically placed into a Monitor mode.  The TVT user interface accommodates either a headset or handset at an operator front panel connector.  With a headset the Active endpoint is in one earpiece co-located with the microphone, while the other earpiece will have a dynamic line level of the summed audio  from the endpoints (circuits) being monitored.  Since a handset has only a single earpiece the outputs may be mixed together.  There is a provision for a PTT foot switch input and an output for an externally powered speaker.

2.1.2 TVS

The device manager for the Tactical Variant Switch (TVS) is used to configure the ship communications channels.  This device manager application program resides within the TVS and  is hosted on an NT workstation.  TVS Control PC will be used by the operators to assign external encryption units to USC-61(C) radio channels through the black TVS.  In the red TVS, each encryption unit is assigned an address that equates to a shipboard communications channel identifier, crypto SPIDs.  These crypto SPIDs are then correlated to operational circuits and promulgated throughout the ship to end-users.  In this way the TVS provides the capability to channelize communications circuits.  End-users will be able to select a channel by entering a four digit crypto phone number (equates to a crypto SPID) that will then conference the end-user on to the selected channelized communications circuit, or channel.

The Red TVS is a digital PBX-like, matrix switch that provides crosspoint connectivity of up to 32 PRIs (maximum 32 * 22 channels = 704 voice channels) into 256 crypto devices.  The Red TVS outputs logical extensions of the Red Switch that convert digital voice data into analog and provide signal interfaces for the crypto discrete mode signals.  Primary Rate Interface (PRI) shall provide all the physical, data, and protocol (Q921/Q931) interface to support the transfer of call setup and discrete data received on the PRI through the Red Switch.  Digital voice data received on T1/DS1 rate time slots 1-22 are routed directly to the backplane for availability to all switch cards.  The assignment of time slots is on a first come first serve basis.  All the DMR code data form the RCP, as well as the discrete signaling from the Crypto are appended together into time slot 23 received from the backplane.  All the “D” channel call setup / disconnect information are aggregated into time slot 24.  All DMR Code information (all none crypto messages) received from the PRI I/O will be routed to the DMR I/O board for message reformatting and retransmission to the DMR RCP.  All crypto messages are passed to the crypto (PTT, mode select) messages.
2.1.3
DMR Remote Control Processor (RCP)

The DMR RCP is an NT Windows based PC device manager that will process TVT radio remote control requests (DMR code bytes).  The radio room Operators will be responsible for configuring this device manager for proper handling of TVT radio control/status requests to the DMR radio.  Operators will assign radio control privileges based on the ship’s communications plan and end-user radio control requirements.  The RCP’s communication plan database will acknowledge with a per channel conference broadcast of the new frequency setting or the existing setting.  All TVTs in conference will be updated with the current frequency preset or net ids whenever they select a channel with these capabilities.  TVT user stations will have access to established shipboard communications channels (via crypto SPID) based on conferencing configurations controlled by the Red TVS.

3.0 Technical Requirements

The following sections describe the operation of the TVT/TVS/DMR system with regard to communication between the TVT and the RCP.  Communication between the TVT and the RCP involves the transfer and interpretation of Radio Control Byte Codes defined in the following sections. The Radio Control Codes have meaning only to the TVT and the RCP and are handled within a standard HDLC protocol format. 

3.1
Radio Ready Indicator

When the TVT successfully establishes a radio call by dialing the appropriate CryptoSPID, the Red TVS sends an updated conference list to the RCP.  RCP, in turn, shall query the DMR channel for operational status via an established RCP_DMR MIB.

If the response from DMR is “Non-operational”, then the RCP shall send hex code <BE> to convey Radio “Not Ready” status to the TVT.  Upon receipt of <BE>, TVT shall display to the user with a Radio “Not RDY” indication.  

On the other hand, if the response from DMR is “Operational”, then the RCP shall send hex code <BF> to convey Radio “Ready” status to the TVT.  Upon receipt of <BF>, TVT shall display to the user with a Radio “RDY” indication.

These Radio Ready codes are for visual status indication only and no interlocks are placed on the call processing.  There are no timing constraints placed upon the reception of Remote Control (RC) codes from the RCP.  All conference participants will be updated with this RC code.

Table 3-1.  Code Definitions for Radio Control Functions (Radio Ready)

	Function @ TVT
	Function @ RCP
	Action
	Signal Direction
	RC Code

	 Dial Crypto SPID to join circuit
	
	Adds TVT to the conference
	TVT > RCP
	

	
	Upon receipt of non-operational circuit status from DMR, send RC code to TVT
	Broadcast radio NOT RDY status or 
	RCP> TVT
	BE

	
	Upon receipt of Operational circuit status from DMR, send RC code to TVT
	Broadcast radio RDY status
	RCP> TVT
	BF


3.2
LOS Frequency Presets

When the TVT successfully initiates a radio call by dialing the appropriate LOS-capable CryptoSPID, the Red TVS sends an updated conference list to the RCP.  RCP, in turn, shall query the DMR channel for Waveform verification status via an established RCP_DMR MIB.

If the response from DMR is “AM or FM” which is synonymous with LOS waveform, then the RCP shall send hex code <F1> to enable “RADIO FREQ SELECT” button on the TVT.  Upon receipt of <F1>, TVT shall display and enable “RADIO FREQ SELECT” functionality.    

Furthermore, twenty frequency presets are allowed per channel.  TVT shall enable 20 frequency preset selectable option though the terminal may not be authorized all 20 presets..  [refer to Note 1]  During the selection of frequency presets, TVT shall disregard any illegal entries.  

[Note 1:  TVT is required to only send the hex code associated with integers 1 through 20 for frequency preset selection.  RCP will translate the selected preset to the actual frequency setting as pre-programmed in accordance with the Communication Plan.]

During the selection request and prior to response from the RCP, TVT shall provide some local indication via color scheme and/or flashing to show request being processed. 

In case of negative acknowledgement from the DMR, RCP will send <DF> to the TVT.  There are no timing constraints placed upon the reception of Remote Control (RC) codes from the RCP.

In addition to the sending of <F1>, The RCP sends out the current frequency <C1 to D4> to all TVT’s on the conference.  All the TVTs will indicate the current setting of the Preset Selection value 01-20. 

“RADIO FREQ SEL” button will indicate its ability to accept another entry.  The RCP sends an RC code <C0> to alert all the TVTs  after every frequency or netid change.  Also, the RCP sends this alert code upon call connection to notify of new conferencee.  

Table 3-2.  Code Definitions for Radio Control Functions (LOS)

	Function @ TVT
	Function @ RCP
	Action
	Signal Direction
	RC Code

	
	Once verified with LOS capability, send RC code to TVT.  
	Turn on RADIO FREQ SEL, then broadcast current Fq setting (1of 20)
	RCP> TVT 
	F1                   

	
	
	
	RCP> TVT
	C1 - D4 

	Depress RADIO FREQ SEL Enter 01-20 
	
	A request by the user for frequency change.
	TVT > RCP
	C1 - D4

	
	Upon acknowledgement of requested freq change from DMR, send RC code to TVT.
	Broadcast new Fq setting
	RCP> TVT
	C1 - D4 

	
	
	send “beep” sound to alert to successful freq change
	RCP> TVT
	C0

	
	Upon negative acknowledgement of requested freq change from DMR or absence of frequency in the RCP dialer plan, send RC code to TVT.
	
	RCP> TVT
	DF


3.3
SINCGARS Net Presets

When the TVT successfully establishes a radio call by dialing the appropriate SINCGARS-capable CryptoSPID, the Red TVS sends an updated conference list to the RCP.  RCP, in turn, shall query the DMR channel for Waveform verification status via an established RCP_DMR MIB. 

If the response from DMR is “Sincgars”, then the RCP shall send hex code <F2> to enable “RADIO NETID SELECT” button on the TVT.  Upon receipt of <F2>, TVT shall display and enable “RADIO NETID SELECT” functionality.    

Furthermore, six NetId presets are allowed per channel.  TVT shall enable 6 NetId preset selectable option.  [refer to Note 2]  During the selection of NetId presets, TVT shall disregard any illegal or out of bound entries.  

[Note 2:  TVT is required to only send the hex code associated with integers 1 through 6 for NetId preset selection.  RCP will translate the selected NetId preset to the actual SINCGARS NetId code to invoke the correct waveform in the DMR.]

In addition to sending of <F2>, The RCP sends a valid netid <0A – 0F> to all TVT’s on the conference.  

During the selection request and prior to response from the RCP, TVT shall provide some local indication via color scheme and/or flashing to show request being processed. 

In case of negative acknowledgement from the DMR, RCP will send <DF> to the TVT.  There are no timing constraints placed upon the reception of Remote Control (RC) codes from the RCP.

All the TVTs will indicate the current setting of the Preset Selection value 01-06. 

“RADIO NETID SEL” button will indicate its ability to accept another entry.  The RCP sends an RC code <C0> to alert all the users to the change.  

Table 3-3.  Code Definitions for Radio Control Functions (SINCGARS)

	Function @ TVT
	Function @ RCP
	Action
	Signal Direction
	RC Code

	
	Once verified with SINCGARS capability, send RC code to TVT.  
	Turn on RADIO NET SEL
	RCP> TVT 
	F2   



	
	
	Send current netid setting (1of 6)
	RCP> TVT
	0A – 0F

	Depress RADIO NET SEL Enter 01-06 
	
	A request by the user for NetId change.
	TVT > RCP
	0A – 0F

	
	Upon acknowledgement of requested NetId change from DMR, send RC code to TVT.
	Broadcast new NetId setting.  
	RCP> TVT
	0A – 0F



	
	
	RCP sends “alert” for successful netid change.
	RCP> TVT
	C0

	
	Upon negative acknowledgement of requested netid change from DMR, send RC code to TVT.
	
	RCP> TVT
	DF


3.4
 Havequick Time Of Day Transmission & Reception

When the TVT successfully establishes a radio call by dialing the appropriate HaveQuick-capable CryptoSPID, the Red TVS sends an updated conference list to the RCP.  RCP, in turn, shall query the DMR channel for Waveform verification status via an established RCP_DMR MIB.

If the response from DMR is “HaveQuick”, then the RCP shall send hex code <46> to enable “SEND TOD” and “RECEIVE TOD” buttons on the TVT.  Upon receipt of <46>, TVT shall display and enable “SEND TOD” and “RECEIVE TOD” functionality.    

While the TVT is connected to a HaveQuick circuit, these buttons can be selected one at a time.  Upon pressing the button, the respective RC code (SEND TOD <43> or RECEIVE TOD <44>) will be sent to the RCP.  The process maybe repeated by the operators at both ends any number of times to ensure radio circuit synchronization.

During the selection request and prior to response from the RCP, TVT shall provide some local indication via color scheme and/or flashing to show request being processed. 

Upon positive acknowledgement of the requested SEND TOD from the DMR, RCP will send hex code <48> to the TVT.  Upon positive acknowledgement of the requested RECEIVE TOD from the DMR, RCP will send hex code <49> to the TVT.  TVT would indicate via turning flashing light to solid acknowledgement or on a separate indication comfirming this synchronization.

In case of negative acknowledgement from the DMR, RCP will send <DF> to the TVT.  There are no timing constraints placed upon the reception of Remote Control (RC) codes from the RCP.

Table 3-4.  Code Definitions for Radio Control Functions (HaveQuick)

	Function @ TVT
	Function @ RCP
	Action
	Signal Direction
	RC Code

	
	Once verified with HaveQuick capability, send RC code to TVT.  
	Turn on SEND TOD, & RECEIVE TOD selection
	RCP> TVT
	46

	Depress SEND TOD,    OR
	
	Enable Remote SYNC
	TVT >RCP >DMR
	43

	Depress RECEIVE TOD
	
	Enable Local SYNC
	TVT >RCP >DMR
	44

	
	Upon acknowledgement of requested SEND TOD, send RC code to TVT.
	Turn on SEND TOD indication
	RCP> TVT
	48

	
	Upon acknowledgement of requested RECEIVE TOD, send RC code to TVT.
	Turn on RECEIVE TOD indication
	RCP> TVT
	49

	
	Upon negative acknowledgement of requested TOD Tx or Rx from DMR, send RC code to TVT.
	
	RCP> TVT
	DF


3.5
 RC Function Disabler

The TVT will remove the “RADIO FREQ SEL”, “RADIO NET SEL”, “TOD SEND” and “TOD RECEIVE” buttons via RCP command <F0> when the endpoints is inactive (time-out, system disconnect) and/or user initiated hang up (ON-HOOK).  

Table 3-5.  Code Definitions for Radio Control Functions (Disabler)

	Function @ TVT
	Function @ RCP
	Action
	Signal Direction
	RC Code

	
	RCP send this RC Code to disable RC Function Buttons on TVT.
	Reset to default state and disable RC Function Buttons.
	RCP> TVT
	F0
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