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1.0
Introduction

The SCN platforms have designated that radio communications will use the secure digital Tactical Variant Switch (TVS) in both the Red and Black sides.  The TVS will replace the legacy analog Single Audio Switch (SAS) also known as the Secure Voice Switch (SVS) SA-2112.  The TVS is also provisioned to support the Digital Modular Radio (DMR), AN/USC-61(C).  The DMR is to replace individual radio assets that provide the functions of VHF/UHF LOS, UHF SATCOM, SINCGARS and HAVEQUICK transceiver communications.  Replacing these unique unit level hardware legacy equipment with the software programmable Digital Modular Radio (DMR) allows for more remote digital control and status of radio assignments, assets / functions then previous analog functions.  A fast reliable bi-directional digital means of interfacing with the TVS/DMR was selected for the operation of the system.  The established commercial phone system of Integrated Services Digital Network (ISDN) protocol fulfilled the requirements and is successfully being used both tactically and within commercial aircraft phone air to satellite/ground communications.  ISDN allows two digital channels to be operated simultaneously through the same regular phone wiring pairs used for analog lines.  An ISDN BRI 2B +D S/T remote terminal will be the replacements for the TA-970, via the Red Switch, a PBX-like matrix switch that makes conference connections between one of more terminals to multiple crypto & DMR devices.  This document describes this new Tactical Voice System architecture and the communication paths and content between the Red Switch and the RCP.

The new architecture specifies a standalone Remote Control Processor (RCP) as the intelligent agent for communication administration devices that interfaces the DMR , the switches, and another standalone authentication processor TVS Control Processor. 

The integration of new Tactical Voice Terminal (TVT) is in support of the Tactical Variant Switch (TVS) system. The new architecture specifies the Remote Control Processor (RCP) as the intelligent communication device that interfaces the DMR control messages with the user’s tactical voice terminal.  The TVS matrix system makes conference connections between one or more TVT’s to an array of crypto & DMR devices.  This document describes communication interchange between the TVT and the Remote Control Processor (RCP), via TVS.

This document assumes the reader is familiar with the TVS architecture and the basics of its functionality and theory of operation of ISDN, RS-422, SNMP, HDLC protocols, and red/black isolation security measures.

2.0
References

The following documentation may provide additional background information:

A. ITU-T ISDN Recommandations.

3.0   System Architecture

3.0.1  Component Definitions

The TVT/TVS/DMR functional system architecture is shown in Figure 3-1. The bi-directional signal between TVTs and TVS supports up to twenty-two TVT connections (nominally configured for twenty) per PRI to the Red TVS.  The Red TVS parses the incoming messages between the crypto and the RCP.  This IDD is primarily concerned with message traffic between the TVTs and the RCP.  This message traffic is transferred via the PRI interface of the TVS and the Remote Control interface of the TVS.


Figure 3-1 TVT/TVS/DMR Functional System Architecture

3.1
Subsystem components and functionalities

3.1.1
Tactical Voice Terminal (TVT)

The Tactical Voice Terminal (TVT) will replace the radio control functions of an analog red phone for all voice terminal functions in the SCN platforms.  The TVT is designed to inter-operate with a TVT concentrator/PRI I/O facility that translates and multiplexes TVT signals to ISDN PRI connections to the TVS.  The TVT can function as a multiple line interior phone, an intercom, and as either a secure or unsecure radio crypto controller.  The TVT is restricted to transmitting on one single endpoint/interface at a time for security reasons.  The connected non-active endpoints are automatically placed into a Monitor mode.  The TVT user auxiliary interface accommodates either a headset or handset at an operator front panel connector with a supervisor jack position for monitoring or transmit override.  With a headset the Active endpoint is in one earpiece co-located with the microphone, while the other earpiece will have a dynamic line level of the summed audio from the endpoints (circuits) being monitored.  Since a handset has only a single earpiece the outputs are combined together.  There is also a provision for a foot activated PTT switch input and a line output for an externally powered speaker.

3.1.2
TVT Concentrator

The Concentrator /Multiplexer is a concentrator of ISDN/BRI lines (22 non-blocking) into a single Primary Rate Interface (PRI), the resulting DS1 (T1 rate) interface consisting of 24 time slots each with 64Kbps channels for voice (1-22) and control data (B2’s > 23) , and the “D” channel reserved into time slot 24.  The Mux converts ISDN  “BRI” connections into a single “PRI”  interfacing with the TVS Red Switch.  Channels 1-22 of the PRI are reserved for digital voice communications; while Channel 23 is utilized for aggregated all the B2-channelsof the TVT discrete messaging (Hook Switch, Push-to-Talk, Mode Select/Indicate, Cipher Detect, and the DMR control code); Channel 24 is utilized for aggregated TVT D-channel call setup and disconnect control signaling information.  Channels 23 uses HDLC while 24 employ the Q921/Q931 protocol to ensure point-to-point ISO message delivery.  

3.1.3
Remote Control Processor (RCP)

The RCP device manager for the Tactical Variant Switch (TVS) is used to configure the ship communications channels “Commo Plan”.  This device manager application program resides within the TVS, but is sourced and hosted on an NT workstation.  If the RCP goes down the TVS will continue to function using its last copy.  The TVS Control PC will be used by the operators to assign external encryption units to USC-61(C) radio channels through the black TVS.  In the red TVS, each of the encryption unit is assigned an address that equates to a shipboard communications channel identifier, crypto SPIDs.  These crypto SPIDs are then correlated to operational circuits and promulgated throughout the ship to end-users.  In this way the TVS provides the capability to channelize communications circuits.  End-users will be able to select a channel by entering a four digit crypto phone number (equates to a crypto SPID) that will then conference the end-user on to the selected channelized communications circuit, or channel.

The RCP unit is an NT Windows based PC device manager that will process TVT radio remote control requests (DMR code bytes).  The radio room Operators will be responsible for configuring this device manager for proper handling of TVT radio control/status requests to the DMR radio.  Operators will assign radio control privileges based on the ship’s communications plan and end-user radio control requirements.  The RCP’s communication plan database will acknowledge with a per channel conference broadcast of the new frequency setting or the existing setting.  All TVTs in conference will be updated with the current frequency preset or net ids whenever they select a channel with these capabilities.  TVT user stations will have access to established shipboard communications channels (via crypto SPID) based on conferencing configurations controlled by the Red TVS.

3.1.4 Red Switch

The Red TVS is a digital PBX-like, matrix switch that provides crosspoint connectivity of up to 32 PRI's (maximum 32 * 22 channels = 704 voice channels) into 256 crypto devices and conferencing to the TVT’s.  The Red TVS PCU cards outputs logical extensions of the Red Switch that convert digital voice data into analog for the analog crytpo’s and provide signal interfaces for the crypto discrete mode signals.  Primary Rate Interface (PRI) shall provide all the physical, data, and protocol (Q921/Q931) interface to support the transfer of call setup and discrete data received on the PRI through the Red Switch.  Digital voice data received on T1/DS1 rate time slots 1-22 are routed directly to the backplane for availability to all switch cards.  The assignment of time slots is on a first come first serve basis.  All the DMR code data form the RCP, as well as the discrete signaling from the Crypto are appended together into time slot 23 received from the backplane.  All the “D” channel call setup / disconnect information are aggregated into time slot 24.  All DMR Code information (all none crypto messages) received from the PRI I/O will be routed to the DMR I/O board for message reformatting and retransmission to the RCP.  All crypto messages are passed to the crypto (PTT, mode select) messages.  The paint on the chassis and paneling are painted the color red. 

Modular Card Components of the Red Switch include:

PRI Cards – These cards (single and dual PRI) provide all the physical, data, and protocol (Q921/Q931) interface to support the transfer of call setup and discrete data received on the PRI to the Red Switch controller card.  Digital voice data received on PRI channels 1-22 are routed directly to the backplane for availability to all switch cards.  Conversely, voice data received from the backplane and call setup / disconnect information, as well as discrete signaling, are routed to the T1 for transmission to the BPM-32.  As discussed in this document, all DMR Code information received from the TVT Concentrator will be routed to the DMR I/O board (via the controller) for retransmission to the RCP.

Switch Cards – These cards provide the conferencing capability to connect one or more (limits vary by switch card type – 30 maximum) voice calls to a given crypto interface.  A switch card supports a maximum of 16 outputs that are routed (indirectly across the backplane through a dedicated port on an I/O card) to a PCU port.  Conference connections are established (and broken) by the Red Switch controller card; which processes call setup and disconnect requests received from all PRI's.
Controller Cards – There are two controller cards – primary and companion (hot backup) that perform all the configuration and control of the Red and Black Switches.  Configuration data is received from the TVS Control PC software application.  For the Red Switch, TVS Control PC provides the list of TVT SPIDs (phone numbers), assigned phone numbers for crypto devices (attached to PCU ports), and a mapping of authorized connections between TVT’s and crypto’s.  For the Black Switch, TVS Control PC communicates (static) connection/disconnection requests as made by the TVS Control PC operator.
DMR I/O Card – This card will perform all communication of DMR Codes between the Red Switch and the RCP, and other connection information as is necessary for the RCP to manage the DMR device and potentially other system devices.

3.1.5 Port Controller Unit (PCU)

A controller chassis contains up to17 card slots (16 port cards, 1 controller); each port card contains one, two or three ports, which provide the switch interface to external devices.  For the Red Switch, there are two ports per PCU card.  The Red Switch PCU card provides D/A conversion of voice data from the TVS, and provides proper signaling for discrete control to the crypto’s.  Conversely, analog voice data received from the crypto is converted to digital, and discrete signals are converted to TTL for internal transmission/handling within the TVS.  Leds indicators visible at all times provide visual status for the maintainer.  Redundant power supplies with no-break connectivity source regulated conditioned power.
3.1.6
TVS Control PC

This is an external standalone Windows NT-based computer application program used to configure the authenticate channels through the Red and Black matrices.  Since the Red Switch responds to dynamic call requests over a PRI, authentication program does not make permanent connections through the switch (from a given input PRI to a given output crypto, via a PCU port).  Instead it provides a call authorization list as well as a list of phone number assignments for specific SPID terminals and crypto devices also given SPID address.  The Black Switch is static by comparison, and accepts specific input to output port connections from TVS Control PC, while the other inputs into the switch are either encrypted elsewhere or are dedicated clear channels.
3.1.6 Black Switch
The Black Switch is a bi-directional matrix switch that connects 1 of 256 inputs to 1 of 256 outputs as enabled by TVS Control PC authentication.  The Black Switch functions like an automated monitored patch panel.  The input and output external interfaces of the Black Switch are the PCU's; that convert analog voice to digital data for internal transmission and routing.  The Black Switch is fairly static, and accepts specific input from the crypto’s or dedicated sources to the output port connections to the radios directed from TVS Control PC; while the other inputs into the switch are either encrypted elsewhere or are dedicated clear channels.  The Black card set utilizes the same types of cards as are within the red switch.  The paint on the chassis and paneling are painted the color black. 

3.2
Technical Requirements

The following sections describe the operation of the /TVS/RCP/DMR system with regard to communication between the TVS and the RCP.  Communication between the TVS and the RCP involves the transfer and interpretation of Radio Control Byte Codes defined in the following sections. The Radio Control Codes have meaning only to the TVT and the RCP and are handled within a standard HDLC protocol format. 

3.2.1
RCP /TVS Interfaces

The RCP has two primary communication interfaces to the Red and to the Black Switches respectively.  It has a keyboard, mouse, and video monitor interface for operator maintainer operations that are not covered within this document.

One interface is to the Red Switch DMR I/O board for exchanging broadcasting information about connections (and subsequent disconnections) between SPID’s and crypto devices.  The second interface is with the TVS Control PC connection for the administration of the Red Switch and the Black Switch.  The purpose of this connection is to transmit bi-directional information about crypto port numbering, naming (physical to logical), status, and how this relates to end to end connections through the Black Switch to a DMR Radio.

Using this information from these units: DMR I/O board, and Red and Black Control application, the RCP can detect the modification delta’s.  The DMR device for which a group of SPID is associated with, and respond quickly the latest information.

3.2.2
RCP / Red Switch Interface

This section defines the interface between the Red Switch DMR I/O board and the RCP processor.

3.2.2.1

Hardware Link Definition

There shall be two identical serial port links between the Red Switch DMR I/O board and the RCP.  Both links shall operate identically – one being considered a hot standby redundant channel while both carry the same (active) communications traffic.

Each communication link shall be a balanced RS-422 using asynchronous transmission at a selectable baud rate of 9.6, 19.2 or 38.4 kbps, formatted for 8 data bits, no parity, and 2 stop bits (19.2 kbps shall be the default setting).

3.2.2.2

Software Message Format

Messages originating from either the DMR I/O board or the RCP shall be transmitted according to the following format.

	Character
	Bytes
	Definition

	Start of Message
	1
	This is the start of message identifier, defined as ‘@’ (40 hex)

	Command ID
	1
	A command ID is assigned for each message type.  These are identified in Section 4.1.3.  Command IDs range from 0 to 127.  Bit 7 is reserved for transmission Knack’s, as described in Section 4.1.4.?

	Sequence #
	1
	A (pseudo) unique number is assigned by the transmitting party to identify the message sequence.  Bits 0-6 (modulo 128) specify the sequence number.  Bit 7 shall be 0 for transmissions originating from the DMR I/O board, and shall be 1 for transmissions originating from the RCP.  ACK and NACK messages shall not modify the transmitted setting of bit 7.

	Data Length
	2
	The Data Length specifies the length, in bytes, of the data field to follow – under certain circumstances it may be 0.  The MSB is transmitted first and followed by the LSB.

	Data
	0 - n
	The Data field contains the information to be transmitted for a given command type.  Data for the differing message types is defined in Section 4.1.3.?

	Checksum
	1
	The Checksum is calculated using all of the fields in the message with the exception of the Start and End of Message delimiters (and the Checksum itself).  The Checksum shall be calculated by adding together (no carry) all the data bytes and inverting the result.

	End of Message
	1
	This is the end of message identifier, defined as ‘%’ (25 hex).


Table 3-1  DMR I/O Board / RCP Message Format

3.2.2.2.1
Message Definitions

a)
Code Initiation

The DMR Code Transfer can be initiated by either the DMR I/O board or the RCP.  A message from the DMR I/O board contains a SPID request for a specific action – e.g. frequency select.  An RCP message can occur (1) in response to a DMR Code request submitted by the SPID (via the DMR I/O), (2) in response to the addition of a new conference member in a Red Switch (discussed in “Conference Connections), or (3) in response to a DMR radio message that is not related to a TVT request, but affects an active TVT conference.  The Command ID for this message is 17 (11 hex), and is the same when the message is transmitted by either side.

	Field
	Bytes
	Definition

	TVT Phone #
	2
	BCD representation, most significant digit first

	Crypto Phone #
	2
	BCD representation, most significant digit first

	Crypto Port Number
	1
	Value 0-255 representing the Red Switch port number for the specified crypto device

	DMR Code(s)
	n
	Represents 1 or more DMR Codes to be transmitted to the same destination.  DMR Codes are shown in Figure 3.2.3-2.


Table 3-2  DMR Code Transfer Message Data to RCP

	Field
	Bytes
	Definition

	Crypto Phone #
	2
	BCD representation, most significant digit first

	Crypto Port Number
	1
	Value 0-255 representing the Red Switch port number for the specified crypto device. (Optional, if known)

	TVT Phone #
	2
	BCD representation, most significant digit first

	DMR Code(s)
	n
	Represents 1 or more DMR Codes to be transmitted to the same destination.  DMR Codes are shown in Figure 3.2.3-2.


Table 3-3   DMR Code Transfer Message Data from RCP

Note: Independent of the origin of this message, the Data field is variable in length depending upon the number of passed DMR Codes, and shall be reflected in the Data Length field of the message such that the length (in bytes) = 5 + (number of DMR Codes).

b)
Conference Connections

The Conference Connections message is initiated only by the Red Switch DMR I/O board.  It is intended to inform the RCP of crypto conferences and its members so that the RCP can determine which member shall have the authority to make DMR Code changes.  The Conference Connections message contains a list of all current members in a conference for a particular crypto, and is updated when conference members are added or deleted.  The Command ID for this message is 21 (15 hex).  

	Field
	Bytes
	Definition

	Crypto Phone #
	2
	BCD representation, most significant digit first

	Crypto Port Number
	1
	Value 0-255 representing the Red Switch port number for the specified crypto device.

	TVT1 Phone #
	2
	BCD representation, most significant digit first

	TVT2 Phone #
	2
	BCD representation, most significant digit first

	TVTn Phone #
	2
	BCD representation, most significant digit first


Table 3-4   Conference Connections Message Data

Note: That the Data field is variable in length depending upon the number of members currently in the conference, and shall be reflected in the Data Length field of the message such that the length (in bytes) = 3 + (number of conference members * 2).

To reduce uncertainties, the DMR I/O board shall transmit an update the Conference Connections message each time a member is either added or deleted from the conference list.  Therefore, each successive transmission shall have only one change from the previous (excepting catastrophic events such as link failures, power outages or brown-outs, etc).  In the situation where multiple changes occur in subsequent transmissions, the RCP may suspect a synchronization problem and request from the DMR I/O board a connection update (See Connection Data Request).

When the RCP detects that a new member has been added to the conference, it shall return to the DMR I/O board the current DMR "radio state" for that conference as a DMR Code.  While it may be addressed to the newly added TVT, the Red Switch will, in effect, the result is a broadcast of the DMR Code as if from the conference crypto.  This broadcast ensures that all MUX devices connected to the crypto conference will receive and act upon the DMR Code simultaneously.

Note: That when the Data Length is 3, which indicates the presence of a Crypto Phone # (2 bytes) and the Crypto Port Number (1 byte) with no TVT phone #s supplied (no conference members), this means the conference connection of this crypto has been completely disconnected from the users, but still connected to the radio.  

c)
Connection Data Request

The Connection Data Request message is initiated by the RCP.  It is intended to give the RCP the ability to update its connection tables whenever: (1) successive Conference Connection messages from the DMR I/O board contain multiple changes, (2) the DMR I/O has informed the RCP that the Red Switch has been reset and therefore its connection tables have changed (likely cleared), or (3) the RCP has been reset and requires an updated connection list.  The Command ID for this message is 24 (18 hex).  

	Field
	Bytes
	Definition

	Sub Command
	1
	Defined as follows:

Value = 1 (01 hex): Specific crypto phone # to follow

All other values are reserved

	Option Bytes
	2
	If specified, Crypto Phone #  (2 bytes, BCD)


Table 3-5   Connection Data Request Message Data

Note:  That a Data Length value of 0 implies that no data follows and that connection lists for all (defined) crypto's shall be transmitted.

d)
Red Switch Reset

The Red Switch Reset message is initiated by the DMR I/O board after the Red Switch chassis or Red Switch controller has performed a reset indicating a likely change in the connection data.  The Command ID for this message is 26 (1A hex); the message data length is 0.

3.2.2.3

Frame Format

The frame format used by both the DMR I/O board and the RCP shall provide a high degree of assurance for delivery of byte data between these devices (parity & 2 stop bits).  The protocol shall provide handshaking for positive acknowledgment for messages properly received, and retransmission in the event of a Negative Acknowledgment response or a timeout condition.  Additionally, there are dual redundant serial links between the DMR I/O board and the RCP to provide a hot redundant on-line connection to guarantee the delivery of messages between units.  While both links shall be considered active, meaning that identical messages shall be transmitted across both links, and the receiver shall acknowledge across both links respectively.  However, it is the responsibility of the receiving processor (DMR I/O vs. RCP) to act upon a particular message only once.

a)
Receive Acknowledgment

The party receiving a message shall check the message for correct syntax and checksum, and upon determining a successful transmission shall respond with a message acknowledgment (ACK) to the transmitting party.  The ACK shall echo certain elements of the received message, as follows:

	Character
	Bytes
	Definition

	Start of Message
	1
	This is the start of message identifier, defined as ‘@’ (40 hex)

	Command ID
	1
	This is command ID of the received message.  Bit 7 is unmodified if this is a message acknowledgment; if it is a message NACK, then bit 7 is set.

	Sequence #
	1
	This is sequence # of the received message, unmodified.

	End of Message
	1
	This is the end of message identifier, defined as ‘%’ (25 hex)


Table 3-6   Transmission Protocol ACK Format

Note:  It is possible for either party to have properly formatted and received the message, but not have the proper resources to further process the message.  For example, the DMR I/O board may detect that the interface to the Red Switch controller is blocked, or alternately the RCP may not have the necessary Control configuration data to process a DMR Code request.  If the message is properly received, the receiving party shall respond with an ACK despite its resource situation.

b)
Message Retransmission

If the transmitting party does not receive an ACK within a cycle period of 1 second following a message transmission, then the message shall be retransmitted with another 1 second wait period.  If again an ACK is not received then the message shall be transmitted for a third and final time.

If the receiving party discovers a syntax error with the received message, or an incorrect checksum value, then it shall transmit a Negative Acknowledgment (NACK) to signify a problem with the transmission.  The format of the NACK is the same as the ACK except that Bit 7 of the Command ID shall be set to a 1 (forming a negative value for the Command ID).  As with the timeout condition, the message shall be retransmitted a maximum of two additional times.

3.2.3
RCP to Control PC Interface

In addition to the Red Switch connection exchange passing from the DMR I/O board to the RCP, the RCP requires information exchange to complete the connection from the crypto interfaced with the Red Switch to the DMR radio.  Using connection and port labeling information available from both the Red Switch Control and the Black Switch Control, the RCP can determine the name and communications path (e.g. IP address) of the intended radio device.  When a DMR Code is received from the Red Switch DMR I/O (after a call connection has been made between a TVT and a crypto), it may be retransmitted to the proper DMR radio.  Conversely, responses from DMR radio devices intended for a TVT (or all TVT’s) connected to a conferenced crypto may be retransmitted by the RCP to the DMR I/O board for subsequent broadcast by the Red Switch to all conference members (TVT’s).

This section describes that data which is received from the Red and Black Switch Control application(s)

3.2.3.1
Network Management Definition

The RCP shall have an Ethernet port connections for network monitoring and commands to both the Red and Black Switch Control PC’s.  If dual Control applications are being used, then the RCP shall communicate with each Control PC’s independently.  The protocol over this Ethernet link shall be Simple Network Management Protocol (SNMPv3) based using Management Information Bases (MIB) structures over TCP/IP layers.  Management Information Bases (MIB) describes all of the manageable objects on that device.  Common items defined by a MIB are a text description of the object a definition of the data type and read/write access allowed.  SNMP exchanges shall be by request and also event trap generated.

3.2.3.2

General Message Format

The Control application shall operate as a secure SNMPv3 agent, and the RCP shall act as an SNMPv3 manager.  Two types of communications shall occur between these devices, (1) the RCP shall retrieve PCU port information for both the Red and Black Switch as described in Section 4.2.3 ?, (2) both the Red and Black Switch Control PC’s shall transmit an SNMPv3 trap to all SNMP managers, including the RCP when PCU port definition data has been changed as described in Section 4.2.4.? 

3.2.3.3

MIB Data

The RCP shall collect port information via MIB’s from the Red and Black Control applications referenced in the tables below.  Data shall be transmitted in the form of SNMP OID’s.  Even though the Red and Black Switches may be using a common Control application, they are to be  treated as separate systems, and therefore, the database shall contain separate tables for the Red and Black Switch port definitions.  For security purposes, access to the Control MIB information shall be protected by a private community string and encryption portions SNMPv3 and use MIBII formats.

The Red Switch may interface up to a maximum of 256 crypto’s (via PCU’s); and therefore, the RCP shall ‘Get’ a maximum of 256 port structures.  The Black Switch is a static up to a maximum of 256 x 256 port switch; and therefore, the DMR shall ‘Get’ a maximum of 512 port structures (256 in, & 256 out).

	Field Name
	Type
	Comment

	mtxportSysID
	Integer
	N/A

	mtxportPortNo
	Integer
	Value of 1-256 representing the switch port number – this value will match the crypto Port Number received in several messages from the Red Switch DMR I/O board.

	mtxportCPortNo
	Integer
	N/A

	mtxportPort
	String (1-16)
	Using Control program, this is the operator-label assigned name of the port.  Ideally, the Red Switch output port and the Black Switch input port shall be named identically, and denote the crypto device that connects between these ports.

	mtxportCPort
	String (1-16)
	This value is assigned at connection time; for the Red Switch when a call request is completed successfully, for the Black Switch when the operator-requested connection is made.  This value represents the operator-assigned name of the port to which the port is presently connected.

	mtxportPCUNo
	Integer
	N/A

	mtxportPCUPortNo
	Integer
	N/A

	mtxportProtected
	Integer
	N/A

	mtxportBus
	Integer
	N/A

	mtxportMonitored
	Integer
	N/A

	mtxportTested
	Integer
	N/A

	mtxportAvailable
	Integer
	N/A

	mtxportAccess
	Integer
	N/A

	mtxportAttribute
	Integer
	N/A

	mtxportInterface
	Integer
	N/A

	mtxportConfig
	String (48)
	N/A

	mtxportUserID
	String (1-16)
	N/A

	mtxportDateTime
	String (1-32)
	N/A

	mtxportAlarm1
	String (1-64)
	N/A

	mtxportAlarm2
	String (1-64)
	N/A


Table 3-7   Control MIB Data

A new field will be added to specify the port phone number in the case of the Red Switch:

	Added Field Name
	Type
	Comment

	mtxportPhone
	String (5)
	Using the Control program, this is the operator-assigned 4-digit phone number of the Red Switch crypto port.  Note the field length is for a maximum of 5 digits – a leading ‘0’ shall precede the true 4-digit number.


Table 3-8  Control MIB Data Additions

3.2.3.4

SNMP Traps

The Red and Black Switch Control SNMP agents shall be able to generate and transmit an SNMP trap to all clients whenever a port or connection data has been updated within the Control database.  This shall be a trigger to the RCP to retrieve the latest port and connection information from the Red and Black Switch Control database.

SNMP traps sent by Control are of three varieties:

· Informational:
provides general information about system changes reflected at Control

· Warning:
provides information about events which affect the system, but generated by the switch

· Error:
provides information about error situations

For changes relative to system configuration (e.g. port names, connections, etc.), all traps of interest to the RCP will be Informational types. 

Each trap consists of the same data set, as follows:

· Date/Time:
a string (1-32) denoting the recorded system time stamp of the event

· Device:
a string (1-20) denoting the device ID generating the event

· User ID:
a string (1-25) denoting the ID of the Control operator at the time of the event

Description:
a string (1-100) giving a brief textual description of the event

Note:   Of particular interest to the RCP will be the following event strings that denote specifically updates and changes to port configurations (name, phone numbers – if applicable, connected port names – black switch only):

	Event String
	Description

	“The Phone Numbers of System 1 have been saved.”
	The phone numbers assigned to crypto’s and TVT’s have been updated, saved in the database and downloaded to the switch controller (Red Switch only).

	“’PORT NAME’ reconfigured with updated parameters.”
	The PCU port, named ‘PORT NAME’, has been updated.  For the Red Switch, this implies the phone number or access privileges have been set/modified.  For the Black Switch, this implies that the port name has been modified.

	“’PORT NAME’ hardware configuration uploaded into the server.”
	Configuration for the PCU port, named ‘PORT NAME’, has been uploaded into the Control database – this implies the phone number or access privileges have been set/modified.

	TBD
	Others TBD


Table 3-9   Control SNMP Traps

3.3

RCP Processing

The RCP will collect information about the DMR radio device including its name, and a communications address or path from the operator.  Using the derived Out PCU Port Name of the Black Switch and matching against the operator input DMR radio name, the radio communications path can be found and the DMR Code can be transmitted.

The Red Switch Conference Connection data assists the RCP in determining the TVT that will have control of the DMR Radio, and therefore can filter, or give priority to, DMR Code requests.  The RCP requires specific data before it can process DMR Code requests from TVT’s, as outlined here:

Path associations from the Red Switch crypto port to the DMR device through the Black Switch:

	From DMR I/O
	Match
	Red Control
	Match
	Black Control

	DMR Code
	
	
	
	

	TVT phone #
	
	
	
	

	Crypto phone #


	( (
	Crypto phone #

(MIB: mtxportPhone)
	
	

	Crypto Port Number
	(or)

( (
	Crypto Port Number

(MIB: mtxportPortNo)
	
	

	
	
	Port Name

(MIB: mtxportPort)
	( (
	In Port Name

(MIB: mtxportPort)

	
	
	
	
	Out Port Name

(MIB: mtxportCPort)


Table 3-10   String Matching from Red Switch to DMR Radio Port

Ethernet






































































































































Control











Voice











DMR Remote


Control


Processor





Control





Voice





Configuration


 Control





Configuration Control





Serial





Remote Control


RS-422 Serial





Serial (RS-422)





BLACK TVS





TVS Control PC


Server





Crypto








RED TVS





Control





Voice





TVT Concentrator/   PRI I/O





TVT





hub





Ethernet





Ethernet





DMR


ITU





DMR HMI


HMI








iv

