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1.0

SCOPE

1.1

Identification

This specification covers the design, construction, performance and testing requirements for a Red (unencrypted) / Black (encrypted) Tactical Variant Switch (TVS) System, which provides a means of switching both secure and non-secure information signals on-board US Navy ships to meet external communication requirements.  This specification provides separate requirements for voice conference and digital applications.

1.2

System Overview

(a)  The TVS System shall provide  selectable electronic interconnections of Red and Black data and voice information signals between terminals, Communication Security (COMSEC) and radio components of shipboard external communications systems.  

(b)  The Black Tactical Switch (BTS) shall provide the selectable connection between the secured (“black” side) input/output (I/O) of COMSEC devices, and the baseband data and voice I/O of radio components.  The BTS shall connect the baseband voice and data I/O of other communications support equipment, such as modems or multiplexers.  

(c)  The Red Conference Switch shall provide the selectable connection between the unencrypted I/O of voice instruments such as Tactical Voice Terminals (TVTs), TA type radio telephones or recorders, and the unsecured (“red” side) I/O of COMSEC devices.  The Red Conference Switch shall interface with a Remote Control Processor (RCP) for radio control signaling.  

(d)  The Red Data Switch (RDS) shall provide the selectable connection between the non-secured data communication user devices and the ("red" side) data I/O of the COMSEC devices.

(e)  The three basic variants of switch systems: i.e, Red Conference (voice only), Red Data (data only) and Black Tactical (voice and data) are represented by the five configurations, as described in Tables IV, V and VI. The system shall be developed based on a non-blocking design where any line can be connected to any trunk.  The distributive architecture and scalability capabilities are explained in paragraphs 3.4.1 and 3.5.3, respectively.   

(f)  The switches shall be controllable  via a System Control and Administrator Terminal (SCAT) and via a Higher Order Computer (HOC) utilizing Simple Network Management Protocol (SNMP) .

1.3

Document Overview

(a)  This document contains information which includes, but is not limited to, switch requirements covering performance, operational states and modes, capabilities and capability relationships, external interfaces, physical characteristics and logistic considerations.

2.0

APPLICABLE DOCUMENTS

2.1

Government Documents

(a)  Parts of the following documents form a part of this Specification to the extent specified herein.  Unless otherwise indicated, the issue stated shall apply.  In the event of a conflict between the documents referenced herein and the contents of this specification, this specification shall be considered the superseding requirement.

2.1.1 

Specifications

Military

MIL-S-901D
Shock Test H.I. (High Impact) Shipboard Machinery, Equipment and Systems; Requirements for

2.1.2

Standards

Federal

FED-STD-1037B


Glossary of Telecommunication Terms

Military

MIL-STD-167/1 NOT 1


Mechanical Vibrations of Shipboard

Equipment (Type I – Environmental and

Type II – Internally Excited)

MIL-STD-188-114A(1) 
Electrical Characteristics of Digital Interface Circuits

MIL-STD-188/145(1) NOT 2
Interoperability and Performance Standards for Digital LOS Microwave Radio Equipment

MIL-STD-188/203-1A
Subsystem Design And Engineering Standards For Tactical Digital Information Link (TADIL) A

MIL-STD-188-203-3
Subsystem Design And Engineering Standards For Tactical Digital Information Link (TADIL) C

MIL-STD-461E 
Requirements for the Control of Electromagnetic Interference 

Characteristics of Subsystems and    Equipment

MIL-STD-740B NOT 1
Airborne and Structure borne Noise Measurements And Acceptance Criteria Of Shipboard Equipment

MIL-STD-810F(1)
Environmental Engineering Considerations and Laboratory Tests

MIL-STD-1310G 
Shipboard Bonding, Grounding and other

(NAVY) Techniques for Electromagnetic

Compatibility and Safety

MIL-STD-1399/300A
Interface Standard for Shipboard Systems Section 300A Electrical Power, Alternating Current (Metric)

MIL-STD-1683B
Connectors and Jacketed Cable, Electric, Selection Standard For Shipboard Use

MIL-STD-1686C 


Electrostatic Discharge Control Program

for Protection of Electrical and

Electronic Parts, Assemblies and

Equipment (Excluding Electrically

Initiated Explosive Devices) (Metric)

2.1.3

Other Publications

DON IA PUB 5239-31
Department of the Navy Information Assurance Publication – Shipboard Red/Black Installation Publication

MIL-HDBK-217F(2)
Reliability Prediction Of Electronic Equipment
MIL-PRF-15160H(2) SUP 1 
Fuses, Instrument, Power, And Telephone, General Specification For

MIL-HDBK-2036 


General Requirements for Electronic

Equipment Specifications



MIL-HDBK-454A
General Guidelines for Electronic Equipment

DOD-STD-1399B
Interface Standard for Shipboard Systems

TVT/RCP IDD
Tactical Voice Terminal/Radio Control Processor Interface Design Document

TVS System/RCP IDD
Tactical Variant Switch/Radio Control Processor Interface Design Document

C-10276 IDD
C-10276 remote channel selector Interface Design Document 

Copies of specifications, standards, and publications required by suppliers in connection with specified procurement functions will be obtained from the contracting agency or as directed by the contracting officer. http://assist.daps.dla.mil

2.2 
Non-Government Documents



American National Standards Institute (ANSI)

ANSI C63.16
Guide For Electrostatic Discharge Test Methodologies and Criteria For Electronic Equipment 

Copies of the above documents may be obtained from the American National Standards Institute at American National Standards Institute Headquarters: 1819 

L Street, NW, Washington, DC 20036 Customer Service: Telephone: 212-642-4980   General Inquiries: Telephone: 212-642-4900 Telephone: 202.293.8020; Fax: 202.293.9287 New York Office: 25 West 43rd Street, New York, NY 10036 Telephone: 212.642.4900; Fax: 212.398.0023 
Electronic Industries Association (EIA)

EIA/TIA RS-232
Interface between Data Terminal Equipment (DTE) and Data-Circuit Terminating (DCE) Equipment employing serial binary data interchange

EIA/TIA-530-A



High Speed 25-position interface

for Data Terminal Equipment (DTE) and Data-Circuit Terminating (DCE) Equipment

Requests for copies should be addressed to Electronic Industries Association, 2001 Pennsylvania Ave. NW, Washington DC  20006

Institute of Electrical and Electronic Engineers (IEEE)



IEEE 802.3



Ethernet Standard

Application for copies should be addressed to IEEE Service Center, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ  08855-1331


International Telecommunications Union (ITU)

I.211




ITU-T B-ISDN Service Aspects

I.412
ISDN User-Network Interfaces - Interface Structures and Access Capabilities

I.431
Primary Rate User-Network Interface - Layer 1 - Specification

I.441
ISDN User-Network Interface - Data Link Layer Specification

I.451
ISDN User-Network Interface Layer 3 Specification for Basic Call Control

P.16
Subjective Effects of Direct Crosstalk; Thresholds of Audibility and Intelligibility

Q.920
ISDN User-Network Interface Data Link Layer - General Aspects

Q.921
ISDN User-Network Interface - Data Link Layer Specification

Q.931
ISDN User-Network Interface Layer 3 Specification for Basic Call Control

Application for copies should be addressed to International

Telecommunication Union, Place des Nations, 1211 Geneva 20, Switzerland.
3.0

SYSTEM REQUIREMENTS
3.1

Definition

(a)  The TVS System forms a part of a system for US Navy shipboard use that provides switch connections of various types of communication system components.  Provisions shall be made for control and management of TVS System connections and other designated TVS System functions through a Higher Order Computer (HOC) or a System Control and Administrator Terminal (SCAT).  The TVS System shall provide the major functions specified as follows:

1) Interface Function

2) Information Exchange Function (Switching and Signal Conversion)

3) Control and Management Function

3.1.1

Interface Function

(a)  The Interface Function shall provide the electrical and mechanical interfaces to connect external equipment to the TVS System.  The electrical interface accommodates the proper voltage, current, impedance and grounding levels to effect signal transfer to and from the TVS System.  The mechanical interface provides appropriate cable connector coupling. 

3.1.2

Information Exchange Function

(a)  The Information Exchange Function shall provide the through connection means for switching connection oriented data or voice services and signal conversion.  This function shall provide the capability for the following:

1) The establishment of permanent virtual circuits (PVC) shall be accomplished by the TVS System connecting external classified communications terminal equipment, external COMSEC equipment and radio resource equipment.

2) An end user to establish a logical circuit connection between a voice terminal and COMSEC equipment through switched virtual circuits (SVC) established via standard protocols.

3.1.3

Control and Management Function

(a)  The Control and Management of the TVS System shall be provided through SCAT or a HOC.  The Control and Management Function shall provide the required 

interfaces, network, transport and management protocols and Management Information Base (MIB) to permit the exchange of management information between the SCAT or HOC and the TVS System, its agent (s) or proxy agent (s).  The Control and Management Function shall contain facilities for monitor and error reporting through Built-In-Test (BIT) features.  The Control and Management function shall provide the capabilities of authorizing, establishing, monitoring system performance, disconnecting and displaying all TVS System connections.

3.2

Performance Characteristics

3.2.1

Off State

(a)  No TVS System functions shall be executable in the off state.  Power shall be secured from the TVS System.  Manual patch capability shall be supported per paragraph 3.2.8.

3.2.2

Initialization State


(a)  All Lowest Replaceable Units (LRUs) shall enter this state when power is applied to the TVS System and after a TVS System reset.  Built-In-Tests (BIT) shall be performed to verify proper operation of the TVS System and TVS System components.  BIT information (pass/fail) shall be collected and stored so that it can be displayed by the SCAT.

3.2.3

Operational State

(a)  This state shall be entered upon completion of the Initialization state.  When in the Operational state, all TVS System functions shall be available.  The TVS System shall be controlled and managed by the SCAT or HOC.

3.2.4

Operational Mode

(a)  The Operational mode is the only mode provided by the TVS System when in the Operational state.  When in the Operational mode, all the capabilities specified in paragraphs 3.2.4.1 through 3.2.17 shall be provided by the TVS System.

3.2.4.1

Input/Output Capability

(a) The Input/Output capability shall provide for connection of equipment with the I/O characteristics as specified in paragraphs 3.2.4.1.1 through 3.2.4.1.3 to the TVS System.

3.2.4.1.1
Red Conference Information I/O Capabilities

(a)  Table I lists the I/O specifications of secure equipment the TVS System shall connect.  The ISDN specification only applies to Line Side connections to the switch.  The ISDN connection shall be converted to support signals called out in Red Trunk I/O Table VIII.

Table I – I/O Standards for the TVS System Red Conference Switch

	I/O
	I/O Description

	Recorder/Radio Telephone
	12 wire analog interface as described in Table VII

	Receive Only Monitor (ROM)
	2 wire 600 ohm analog interface

	C-10276 Remote Channel Selector
	C-10276 IDD

	Voice COMSEC Device
	12 wire analog interface as described in Table VIII

	ISDN BRI
	ITU-T ISDN Recommendations and Appendix D

	ISDN PRI
	ITU-T ISDN Recommendations, Appendix B, and C

	RCP
	TVS System/RCP IDD


3.2.4.1.2
Red Data Information I/O Capabilities

Table II lists the I/O specifications of secure equipment the TVS System shall connect.

Table II – I/O Standards for the TVS System Red Data Switch

	I/O
	I/O Description/Standard

	Simple Serial Data
	MIL-STD-188/114A(1)

	EIA/TIA-530-A
	EIA/TIA-530-A

	EIA/TIA RS-232
	EIA/TIA RS-232

	DS-1
	DS-1

	V.35
	V.35


3.2.4.1.3
Black Tactical Information I/O Capabilities

Table III lists the I/O specifications of non-secure equipment the TVS System shall connect.

Table III – I/O Standards for the TVS System Black Tactical Switch

	I/O
	I/O Description/Standard

	Voice COMSEC Device
	12 wire analog interface as described in Table IX

	Simple Serial Data
	MIL-STD-188/114A(1)

	EIA/TIA-530-A
	EIA/TIA-530-A

	EIA/TIA RS-232
	EIA/TIA RS-232

	V.35
	V.35

	DS-1
	DS-1

	Link 4A
	MIL-STD-188-203-3

	Link 11
	MIL-STD-188/203-1A


3.2.5

Switch Assignment Capabilities

The connection assignment capability shall be as described in paragraphs 3.2.5.1 through 3.2.5.2. All switches within the TVS System shall provide full non-blocking interconnection capability.

3.2.5.1

Red Conference Switch

3.2.5.1.1
Connections

(a)  The Red Conference Switch shall provide the ability to assign connectivity through the TVS System.  The time required to establish each ISDN I/O shall not exceed 500 milliseconds.  Prior to allowing an audio signal to pass through the switch, the Red Conference Switch shall validate the receipt of the "Off-Hook" discrete. The Red Switch shall send a Mode Indicate of current Crypto state to the connected terminal.  In the case of the first conferee, and prior to receiving a Mode Select, the Red Switch shall immediately send a Mode Select of Secure to the called Crypto and, in conjunction, send the current Mode Indicate back to the calling terminal.  If a single conferee or the first conferee of a conference call attempts to connect to a Crypto that is hard-wired in the Plain state, the switch shall send a Secure Mode Select to the Crypto, which shall result in the Crypto remaining in the Plain state so the switch shall send a Plain Mode Indicate to the connected terminal.

(b)  The Red Conference Switch time required to establish or reconnect each analog I/O shall not exceed 150 milliseconds, as measured from the connection command initiated by the SCAT.  A request for an incompatible connection shall result in an error prompt.  The TVS System shall conform to switch assignment capability requirements without multiple porting.  Multiple porting is the use of more than one I/O port to meet a single interface requirement (i.e., a second I/O port required for additional signals that exceed the capacity of the first port).

3.2.5.1.2
Conferencing

(a)  The Red Conference Switch shall allow a minimum of 30 users to be conferenced to a single trunk (i.e., the switch shall provide the capability of summing the audio signal from multiple users to a single audio trunk connection and the trunk receiving audio shall be distributed to all connected users accessing that same trunk).  All users on the conference shall have the same level of discrete control (as specified in Appendix C, paragraph 4.2.2), and the conference shall remain active until the last conferee exits the call.  The switch shall be capable of operating with no audio transmit restrictions or priorities on all established connections.

(b)  The Red Conference Switch shall have the ability to maintain records that identify trunk connection authorization and shall refuse connection to unauthorized requests.  Authorization for each established trunk port shall be identified for each connected line (user).  This authorization control shall be administrated through the SCAT.  The Red Conference Switch shall have the capability of recognizing a minimum of 1500 unique line addresses regardless of the line capacity. Line addresses are described in Appendix B, paragraphs 3.3 and 4.1, Appendix C, Table 1, and Appendix D, paragraph 4.1.

3.2.5.1.3
Converting Signal Types

(a)  The Red Conference Switch shall convert discrete control functions identified in Table I of Appendix C to the appropriate analog discrete signal characteristics of Table VIII of this specification and conversely. In addition, the Red Switch shall convert the audio signal between the ISDN digital format according to Appendix C and the analog format according to audio characteristics called out in Table VIII of this specification.

3.2.5.1.4
Radio Control Signals

(a)  The Red Conference Switch shall recognize when Radio Control commands as identified in the TVT/RCP IDD are present in the ISDN signal connections.  When present the Red Conference switch shall forward the Radio Control commands to the Radio Control Processor (RCP) as defined in TVS System/RCP IDD.

3.2.5.2

Red Data and Black Tactical Switches

3.2.5.2.1
Connections

(a)  The Red Data and Black Tactical Switches shall provide the ability to assign connectivity through the TVS System.  The time required to establish or reconnect each I/O shall not exceed 150 milliseconds, as measured from the connection command initiated by the SCAT.  The switch assignment shall only allow connection of a compatible I/O.  

(b)  A request for an incompatible connection shall result in an error prompt.  The TVS System shall conform to switch assignment capability requirements without multiple porting.  Multiple porting is the use of more than one I/O port to meet a single interface requirement.  For example, a second I/O port required for additional signals that exceed the capacity of the first port.

(c)  The Black Tactical Switch shall be able to connect the transmit and receive signals independently.  In this mode, a line’s transmit signal may be connected to any single trunk and the line’s receive signal may be connected to the same trunk or any other trunk.

3.2.5.2.2
Converting Signal Types

(a)  The Red Data and Black Tactical Switches shall be capable of converting between MIL-STD-188-114A(1), EIA/TIA-530-A, RS-232, and V.35 signal types from the line to trunk side I/O connections.  Consequently, the conversion capability shall allow these interface types to be compatible with one another.

3.2.6

Built In Test (BIT) Capability

(a)  The BIT capability shall provide for continuous, automatic self monitoring of the TVS System to detect failure (s) or degradation.  Indication of a failed BIT shall be made to the SCAT.  BIT capability shall be as specified in paragraphs 3.5.2.1 Self Test, 3.8.1 Maintenance Concept, and 3.8.3 Built in Test / Built in Test Equipment (BIT/BITE).

3.2.6.1

BIT Monitor Capability

(a)  The system shall provide a Graphical User Interface (GUI) indication at the SCAT of all BIT failures. In the case where TVS interfaces with a HOC, BIT testing and monitoring shall be capable of being initiated by the HOC and shall be reportable to the HOC via SNMP interface.

3.2.7

Power Failure Recovery Capability

(a)  The power failure recovery capability shall enable the TVS System to restore the last connection configuration prior to a power failure in accordance with paragraphs 3.2.7.1 and 3.2.7.2.

3.2.7.1

Red Conference Switch

(a)  The Red Conference Switch shall be designed for the user to re-establish call connection.  The interval between power recovery and for the user to be able to restore a call shall not exceed 5 seconds. 

3.2.7.2

Red Data and Black Switches

(a)  The Red Data and Black switches shall be designed to hold or automatically re-establish all I/O connections which were in effect prior to the power loss.  The interval between power recovery and connectivity restoration shall not exceed 5 seconds. 

3.2.8

Emergency Manual Patch Capability

(a)  In the event of electronic failure of the TVS System, the capability shall exist to establish a hard-wired manual patch between line and trunk terminations with identical interfaces.  A TVS System shall have a manual patch capability of any pre-established line to any equivalent pre-established trunk.  The number of lines and trunks that can be re-established shall be at least 20 percent of the equivalent configured connections.  TVS System shall be manually set up with a maximum of one minute per manual patch.

3.2.9

Data Rate Capability

(a)  The TVS System shall be capable of switching and passing digital signals at data rates, as specified in paragraphs 3.2.9.1 and 3.2.9.2.

3.2.9.1

Synchronous Data Rate

(a)  The TVS System shall support synchronous data rates from 75 bps to 1544 kbps including, but not limited to, 75, 150, 300, 600 bps, 1.2, 2.4, 4.8, 7.2, 9.6, 14.4, 16, 19.2, 32, 48, 56, 64, 128, 256, 512 and 1544 kbps.  Data ports shall be capable of accepting transmit clock from a user or providing transmit clock to the user equipment.  

3.2.9.2

Asynchronous Data Rate

(a)  The TVS System shall be capable of switching asynchronous signals of data rates from 75 bps to 1544 kbps.

3.2.10

Size Capability

(a)  The TVS System shall have the capability to accommodate the I/O types, as specified in paragraphs 3.2.10.1 through 3.2.10.3.

3.2.10.1
Types and Quantities - Red Conference

(a)  The minimum requirements of red conference switching I/O types and quantities vary from ship to ship within each type group.  Table IV describes types and quantities by ship type to be used as a guide for logistics support planning and other procurement related activities.

Table IV – Red Conference Switch Nominal Configurations

	I/O
	(V) 3 TYPE I

(MSC, and USCG)
	(V) 3 TYPE II

(DDG)


	(V) 3 TYPE III

(LPD)


	(V) 3 TYPE IV

(CVN)


	(V) 3 TYPE V

(LHD, Flag,

Command)



	Recorder/Radio Telephone
	16
	32
	32
	48
	48

	Receive Only Monitor (ROM)
	16
	16
	16
	32
	32

	C-10276 Remote Channel Selector
	0
	5
	0
	0
	0

	Voice COMSEC Device
	16
	32
	48
	64
	96

	ISDN BRI
	22
	44
	88
	200
	220

	ISDN PRI
	2
	2
	4
	20
	10

	RCP
	2
	2
	2
	2
	2


Note:  The BRI and PRI counts each assume all BRI or all PRI ISDN interfaces.  However, the RCS shall be configurable for a combination of BRI and PRI.

3.2.10.2
Types and Quantities - Red Data

(a)  The minimum requirements of Red Data switching I/O types and quantities vary from ship to ship within each type group.  Table V describes types and quantities by ship type to be used for logistics support planning and other procurement related activities.

Table V – Red Data Switch Nominal Configurations

	I/O
	(V)4 TYPE I

(MSC, and USCG)
	(V) 4 TYPE II

(DDG)


	(V) 4 TYPE III

(LPD)


	(V) 4 TYPE IV

(CVN)


	(V) 4 TYPE V

(LHD, Flag

Command)



	Simple Serial Data, EIA/TIA-530-A, EIA/TIA RS-232, V.35
	32x32 Ports
	64x64 Ports
	80x80 Ports
	144x144 Ports
	144x144 Ports

	DS-1
	1
	1
	1
	1
	1


3.2.10.3
Types and Quantities – Black Tactical

(a)  The minimum requirements of black switching I/O types and quantities vary from ship to ship within each type group.  Table VI describes types and quantities by ship type to be used for logistics support planning and other procurement related activities.

Table VI – Black Tactical Switch Nominal Configurations

	I/O
	V2 TYPE I

(T-AKE, MSC, USCG)

VOICE & DATA
	V2 TYPE II

(DDG)

VOICE & DATA
	V2 TYPE III

(LPD)

VOICE & DATA
	V2 TYPE IV

(CVN)

VOICE & DATA
	V2 TYPE V

(LHD, Flag,

Command)

VOICE & DATA

	Voice COMSEC Device
	16
	32
	48
	64
	96

	Simple Serial Data, EIA/TIA-530-A, EIA/TIA RS-232, V.35
	32 Ports
	112 Ports
	112 Ports
	256 Ports
	256 Ports

	DS-1
	2
	2
	6
	10
	10

	Link 4A
	0
	6
	6
	6
	6

	Link 11
	0
	8
	8
	8
	8


3.2.11

System Timing

(a)  The TVS System shall be capable of generating timing sources for system operation, as well as providing timing reference for connected external equipments.  The TVS System shall be capable of accepting external timing.  The provisioning or accepting of external system timing shall be via the T1 ISDN ports.  In the event of the loss of externally provided timing, automatic switchover to internal timing shall occur until external timing is restored with no loss or degradation of established connections.

3.2.12

Signal Propagation Delay Capability

(a)  The propagation delay for all discrete signals for Red Data and Black Tactical Switches through each individual switch shall not exceed 500 microseconds (us), except for PTT or keyline signals which shall not exceed 40us for the open to ground transition and 80us for the ground to open transition. The propagation delay through the Red Conference switch shall not exceed 25 milliseconds (ms).

3.2.13

Internal BIT Error Rate (BER) Capability

(a)  The contribution by each individual switch to the error rate of a digital signal shall not exceed a bit error rate (BER) of 1 x 10​-10 (back-to-back connection FED-STD-1037B) when measured at a receive signal circuit of an I/O of each individual switch with a transmit signal circuit of an I/O looped back of the same I/O receive signal circuit.

3.2.14

Transmission Path/External BER Capability

(a)  Each individual switch shall operate in environments as specified in MIL-STD-188-203-1A with respect to I/O BER and shall not degrade the circuit path below these levels.

3.2.15

Delay Difference Capability

(a)  In each individual switch I/O interface where the data signal is an output from the individual switch and its associated clock is an input to the individual switch, and where the data and clock signals pass through the individual switch in the same direction, the data and clock timing relationship shall conform to the requirements as specified in MIL-STD-188/145(1) NOT 2.

3.2.16

Red Conference Switch Crosstalk Isolation

(a)  The TVS System shall provide an isolation of 83 db between any two voice channels and between any voice channel and all other interfacing control and power supply lines over the frequency range of 100 Hz to 10 KHz.  A voice channel shall be a single line-to-trunk interconnection including all control and status functions or a net.  Crosstalk isolation is 20 log (E1 divided by E2) where E1 is input voltage and E2 is detected crosstalk voltage with a 600-ohm source and load impedance at the TVS System interface terminal. The crosstalk isolation shall not include isolation degradation due to ship cables and externally connected devices. The specified isolation shall be maintained for all TVS System configurations.

3.2.17

Black Tactical Switch Crosstalk Isolation

(a)  The TVS System shall provide an isolation of 83 db between any two voice channels and between any voice channel and all other interfacing control and power supply lines over the frequency range of 100 Hz to 10 kHz.  Isolation shall be 60dB minimum from 10KHz to 50KHz.  A voice channel shall be a single line-to-trunk interconnection including all control and status functions or a net.  Crosstalk isolation is 20 log (E1 divided by E2), where E1 is input voltage and E2 is detected crosstalk voltage with a 600-ohm source and load impedance at the TVS System interface terminals. The cross talk isolation shall not include isolation degradation due to ship cables and externally connected devices.  The specified isolation shall be maintained for all TVS System configurations.

3.2.18

System Capability Relationships

(a)  A red switch and a black switch within the TVS System shall operate independently of each other.  The TVS System shall prohibit the direct connection of any Red interface to any Black interface.

3.3                 
External Interface Requirements  

(a)  The TVS System shall support multiple external interfaces as defined in paragraphs 3.3.1 thru 3.3.4.

 3.3.1

Red Conference Switch
(a)  The Red Conference Switch shall support multiple external interfaces, as defined in paragraphs 3.3.1.1 thru 3.3.1.7.

3.3.1.1

Recorder/Radio Telephone

(a)  Characteristics shall be in accordance with Table VII.

3.3.1.2

Receive Only Monitor (ROM)

(a)  The TVS System shall provide a two wire 600 ohms interface to an external audio amplifier (AM-3729/SR) and speaker (LS-474).  

3.3.1.3

C-10276 Remote Channel Selector

(a)  Characteristics shall be in accordance with C-10276 IDD.

3.3.1.4

Voice COMSEC Device

(a)  Characteristics shall be in accordance with Table VIII.

3.3.1.5

ISDN BRI

(a)  Characteristics shall be in accordance with ITU-T recommendations and application unique control signaling specification in Appendix D.

3.3.1.6

ISDN PRI

(a)  Characteristics shall be in accordance with ITU-T recommendations and application unique control signaling specifications in Appendix B and Appendix C.  This interface shall be operator configurable to support either configuration.

3.3.1.7

RCP

(a)  Characteristics shall be in accordance with TVS System/RCP IDD.

Table VII – Red Conference Switch Analog Line EID (Recorder/Radio Telephones)

	ITEM
	SIGNAL
	CHARACTERISTICS

	1
	Transmit Audio Input
	Level:  -6 dBm nominal, +14 dBm peak

Impedance:  600 ohms, balanced or unbalanced

Freq. Range:  300 Hz to 3400 Hz

	2
	Transmit Audio Return
	Return for Item 1

	3
	Receive Audio Output
	Level:  0 dBm nominal, +10 dBm peak

Impedance:  600 ohms, balanced or unbalanced

Freq. Range:  300 Hz to 3400 Hz

	4
	Receive Audio Return
	Return for Item 3

	5
	Mode Indicate Output
	Cipher mode :  Signal ground (200 ohms max.)

Plain mode:  +24VDC through 200 ohms max.

No Select: Open circuit (100 kilohms (kohms) min.)

	6
	Mode Select Input
	Cipher mode:  Signal ground (100 ohms max.) momentary pulse >20ms of up to 30 mA DC, followed by an open circuit 

Plain mode:  +24 VDC -/-10% pulse >20ms of up to 30 milliamperes (mA) DC, followed by an open circuit (100 kohms min.)

	7
	PTT Input
	Transmit: Signal ground (100 ohms max.) 

Receive: Open circuit (greater than 100 kohms)

Transient:  During the switching from transmit to receive, the PTT circuit shall withstand the voltage transient produced by an inductive PTT relay.

	8
	Hookswitch Input
	On hook:  Open circuit (100 kohms minimum.)

Off hook:  Signal ground (100 ohms max,)

	9
	Detect Output
	Detect:  A phantom signal presented on the transmit lines to indicate the receive cipher condition

ON:  +6 VDC +/-20%

OFF:  Open circuit, or 0 +/-0.5 VDC

	10
	C-10276 Power
	Operating Voltage: 24VDC +/-10 percent

Operating current: 20 mA C-10276 Data Received for RCS

	11
	Radio Telephone PWR
	+24 VDC +/-10 percent @250 mA

	12
	Radio Telephone GND
	Ground

	13
	Disconnect Output
	A phantom signal presented on the receive lines to indicate connect/disconnect 

Disconnect: OPEN circuit (> 100 kohms)

Connect: Signal ground (100 ohms max.) 

	14
	C-10276 Ground
	Isolated connection Point


Table VIII – Red Conference Switch Analog Line EID (COMSEC Devices)

	ITEM
	SIGNAL
	CHARACTERISTICS

	1
	Transmit Audio Output
	Level:  -6 dBm nominal, +14 dBm peak

Impedance:  600 ohms, balanced or unbalanced

Freq. Range:  300 Hz to 3400 Hz

	2
	Transmit Audio Return
	Return for Item 1

	3
	Receive Audio Input
	Level:  0 dBm nominal, +10 dBm peak

Impedance:  600 ohms, balanced or unbalanced

Freq. Range:  300 Hz to 3400 Hz

	4
	Receive Audio Return
	Return for Item 3

	5
	Mode Indicate Input
	Cipher mode :  Ground

Plain mode:  +4.8 VDC to +29.8 VDC

	6
	Mode Select Output
	Cipher mode:  0 VDC to +1.0 VDC Pulse >20 ms of up to 30 mA DC, followed by an open circuit

Plain mode:  +24 VDC -/-10% pulse >20 ms 
 of up to 30 mA DC, followed by an open circuit.

	7
	PTT Output
	Transmit:  +/- 0.7 VDC maximum at +/- 120 mA DC and +/- 0.3 VDC maximum at +/- 2 mA DC

Receive:  Open Circuit (100 kohms minimum) capable of withstanding up to +/-30 VDC

Transient:  During the switching from transmit to receive, the PTT circuit shall withstand the voltage transient produced by an inductive PTT relay.

	8
	Hookswitch Status Output
	On hook:  Open circuit (100 kohms minimum) capable of withstanding up to +/-30 VDC

Transient:  During the switching from off hook to on hook, the circuit shall withstand the voltage transient produced by an inductive relay

Off hook:  0 VDC to +1.0 VDC, capable of sinking up to 30 ma

	9
	Detect Input
	Detect:  A phantom signal presented on the transmit lines applied directly by the cryptographic equipment

ON:  +6 VDC +/-20%

OFF:  Open circuit, or 0 +/-0.5 VDC


3.3.2

Red Data Switch 

(a)  The Red Data Switch shall support multiple external interfaces as defined in paragraphs 3.3.2.1 thru 3.3.2.5.

3.3.2.1

Simple Serial Data

(a)  Electrical characteristics shall be in accordance with MIL-STD-188/114A(1).

3.3.2.2

EIA/TIA 530A

(a)  Electrical characteristics shall be in accordance with EIA/TIA-530-A.

3.3.2.3

EIA/TIA RS-232

(a)  Electrical characteristics shall be in accordance with EIA/TIA RS-232.

3.3.2.4

DS-1

(a)  Physical and electrical characteristics shall be in accordance with current United States telecommunications industry standards.

3.3.2.5

V.35

(a)  Physical and electrical characteristics shall be in accordance with current United States telecommunications industry standards.

3.3.3

Black Tactical Switch  

(a)  The Black Tactical Switch shall support multiple external interfaces as defined in paragraphs 3.3.3.1 thru 3.3.3.8.

3.3.3.1

Voice COMSEC Line/Trunk

(a)  Physical and electrical characteristics shall be in accordance with Table IX.

3.3.3.2

Simple Serial Data

(a)  Electrical characteristics shall be in accordance with MIL-STD-188-114A(1).

3.3.3.3

EIA/TIA-530-A

(a)  Electrical characteristics shall be in accordance with EIA/TIA-530-A.

3.3.3.4

EIA/TIA RS-232

(a)  Physical and electrical characteristics shall be in accordance with EIA/TIA RS-232.

3.3.3.5

V.35

(a)  Physical and electrical characteristics shall be in accordance with current United States telecommunications industry standards.

3.3.3.6

DS-1

(a)  Physical and electrical characteristics shall be in accordance with current United States telecommunications industry standards.

3.3.3.7

Link 4A

(a)  Characteristics shall be in accordance with MIL-STD-188/212.

3.3.3.8

Link 11

(a)  Characteristics shall be in accordance with MIL-STD-188/203-1A.
Table IX – Black Tactical Switch Line/Trunk Voice COMSEC EID

	ITEM
	SIGNAL
	CHARACTERISTICS

	
	
	

	1
	Transmit A/D

(Link 11 Key)* 


	Level:  0 dBm nominal, 14 dBm peak

Impedance:  600 ohms, balanced or unbalanced

Freq. Range:  10 Hz to 50 kHz

Link 11 Key Transmit: +6.0 VDC (+1.0 to –0.25)

No transmit: 0VDC (+0.75 to –0.25) 

	2
	Transmit A/D Return

(Link 11 Key)*


	Return for Item 1

	3
	Receive A/D
	Level:  0 dBm nominal, 14 dBm peak

Impedance:  600 ohms, balanced or unbalanced

Freq. Range:  10 Hz to 50 kHz

	4
	Receive A/D Return
	Return for Item 3

	5
	PTT or Keyline
	Transmit:  Signal ground, 0 +/-2 V +/- 10 ma maximum

Listen:  Open Circuit, >100K Ohms, +/- 10 VDC max.

	6
	PTT or Keyline Return
	Return for Item 5

	7
	WB / NB Control
	WB:  Ground 0 +/-2 V +/-10 ma maximum

NB:  Open Circuit, >250K Ohms 

	8
	BB / DP Control or

HF/LOS
	BB/HF: Open circuit, >100K Ohms, +/-30 VDC max.

DP/LOS:  Ground +/-0.7 VDC maximum at 120 ma DC, or +/-0.3 VDC maximum at 2 ma DC

	9
	Squelch
	Squelch:  Open circuit >90K Ohms,  +/-10 VDC max. 

Unsquelch:  Ground +/-0.7 VDC maximum at 120 ma DC or +/-0.3 VDC maximum at 2 ma DC

	10
	Link-4A Data
	Logic “1” = -4.0 +/-0.5 VDC, 1.5 ma max. 

Logic “0” = 0 +/- 0.25 VDC, 1.5 ma max.

	11
	Link-4A Keyline/Data
	Transmit: Logic “1” = -4.0 +/- 0.5 VDC

Receive: Logic “0” = 0 +/- 0.5 VDC, 4.3K ohms min.

	12


	Detect/Alt Link-11
	On: +6 VDC +/-20 percent

Off: Open 0 VDC +/-0.5 VDC

	13
	Ground
	Ground


Note:  A nominal +6.0 Vdc phantom signal on the transmit audio (center-tap) lines are passed to the connected trunk transmit audio lines for use in Link 11 keying.  Refer to MIL-STD-188/203-1A for Link 11 signal and keyline characteristics.  Link 11 Keyline (phantom signal) shall operate in the balanced mode only.

3.3.4

Higher Order Computer (HOC) EID

(a)  The TVS System shall interface with a HOC.

3.3.4.1

Hardware

(a)  The interface shall conform to the IEEE 802.3 (Ethernet) Standard.

3.3.4.2

Software

(a)  The TVS System shall communicate with the HOC using the Simple Network Management Protocol (SNMP) Version 3 over an Internet Protocol (IP) Version 6 (IPv6) environment.  The TVS System shall be capable of being controlled and managed from an external controller using SNMP protocol over Transmission Control Protocol (TCP)/IP and User Datagram Protocol (UDP)/IP with a MIB that is MIB II compliant.

3.3.5

System Control and Administrator Terminal (SCAT)

(a)  The TVS System shall include the System Control and Administrator Terminal (SCAT) software capable of operating on an Windows-based platform.  The SCAT shall support the same interface requirements as specified in paragraph 3.3.4 of this document.  The SCAT program shall enable full control and administration capability for all switch variants included in any TVS System configuration from one computer.

3.3.5.1 

SCAT Server

(a)  The SCAT software shall include Client-Server functionality.  Normal operation of the SCAT program shall enable all SCAT functions while concurrently supporting the capability of a system operator to initiate SCAT operation and to interface with SCAT at a remote client platform.  The Client-Server interface shall conform to the requirements of paragraph 3.3.4 of this document.  The TVS System shall support operation of primary and secondary SCAT programs on separate computer platforms running concurrently such that the secondary program shall be available with current configuration data in the event of failure of the primary.   

3.3.5.2

SCAT Client

(a)  The TVS System shall include a SCAT client program capable of operating on a remote Windows-based  platform.   

3.4

Physical Characteristics

(a)  The physical characteristics of the TVS System shall be as specified in paragraphs 3.4.1 through 3.4.5.

3.4.1

Distributed Architecture

(a)  The TVS System design shall employ a distributed architecture capability.  Conversion Units (CUs) containing the interface port CCAs shall be capable of being distributed through the ship within a maximum of 800 feet from their associated Switch Matrix.  The ports shall be grouped in distributable blocks of 16 or less.  Each CU shall be configurable for either copper or fiber optic interconnection to the switch matrix.  The CU to Switch Matrix connection shall include the capability for physical redundancy.  Additionally, the units shall have “stand-alone” power supplies with primary and secondary capability built-in.  Each CU shall employ sufficient redundancy with automatic failure recovery capability to ensure that failure of any switch interface or control component shall not result in interruption or degradation of CU capability beyond loss of a single 

user port.

3.4.2

Flexibility and Expansion

(a)  The basic design of the TVS System shall make maximum use of interchangeable LRUs. The Conversion Units (CUs) containing the interface ports shall be capable of supporting multiple I/O types. The installed TVS System switching and control components shall support 20% expansion of I/O ports within each type without any impact to the performance characteristics defined within this specification. 

3.4.3

Weight

(a)  The cumulative weight of all the TVS System components shall not exceed the manufacturer’s specification for the enclosure utilized.

3.4.4

Size

(a)  The TVS System shall be sized for surface ship installation.  Allowance for partial disassembly of the TVS System shall be made to facilitate the installation of the TVS System on surface ship platforms.  Physical TVS System components shall be designed so 

separate physical units may be installed in standard 19 inch equipment enclosures (width 19" x depth 36" x height 72").

(b)  The TVS System shall be capable of passing through a doorway 66 cm wide by 167 cm high (reduced by rounded corners with a 20 cm radius) and through a hatch 152 cm long by 76 cm wide (reduced by rounded corners with a 19 cm radius).

3.4.5

Cable Entrances

(a)  All cable entrances to the TVS System shall be provided on the rear vertical surface of the equipment, except for the Manual Patch capability which shall be from the front of the equipment.  Unused cable connectors shall be capped to prevent the entrance of moisture.  

3.5

System Quality Factors

3.5.1

Reliability

(a)  The TVS System shall employ sufficient redundancy, with automatic failure recovery capability, to ensure that failure of any single interface, connection, processing, control or switching component shall not result in interruption or degradation of capability beyond loss of a single user port connection.  Reliability Developmental/Growth Test (RDGT) shall be performed on the TVS System in accordance with MIL-HDBK-217F(2), RDGT to verify compliance with the quantitative requirements of paragraphs 3.2.5.1 thru 3.2.5.1.4. The Mean-Time-Between-Failure (MTBF) shall not be less than 1000 hours.  MTBF shall be computed as follows:

MTBF
=
__________Total Operating Hours___________






    Number of System Failures

3.5.1.1

Fault  

(a)  A condition in which a component or module has failed, but does not affect the operation of the switch, shall be considered a fault.

3.5.1.2

Circuit Failure  

(a)  A condition in which a single connection is disrupted/degraded or that causes the inability of a circuit to be established shall be considered a circuit failure.    

3.5.1.3

System Failure  

(a)  A condition that causes two or more circuit failures within an I/O category shall be considered a system failure.  Also, any condition that causes the loss of monitor or control capabilities shall be considered a system failure.  Additionally, the occurrence of two or more circuit failures within a 1,000 hour period shall constitute a system failure.

3.5.1.4

Catastrophic Failure 

(a)  A catastrophic failure shall be defined as any condition that causes a 

complete loss of a single interface category.  The TVS System shall be designed with redundant capabilities, where applicable, to prevent a catastrophic failure in the event of any component failure.  

3.5.2

Maintainability

(a)  The TVS System shall have a Mean-Time-to-Repair (MTTR) of 10 minutes and a Maximum-Time-to-Repair (MaxTTR) (95th percentile) of 30 minutes.  The MTTR includes localization, isolation, disassembly, interchange, reassembly, alignment and checkout for all maintenance actions.  The requirement shall apply to all corrective maintenance and not just the actions which occur as a result of a failure.

3.5.2.1

Self Test

(a)  The TVS System shall incorporate self test provisions to determine if the equipment is functioning within the performance limits specified in the specification and shall also isolate malfunctions to the Lowest Replaceable Unit (LRU).

3.5.2.2

Design for Maintainability

(a)  The TVS System design shall permit easy access to perform corrective and preventative maintenance and rapid replacement of LRU's.

(b)  The equipment shall be designed for the following:

1. LRU's normally replaced as part of a maintenance action shall be a plug-in design and shall not require the power to be turned off.

2. Replacement of an LRU shall not require the removal of any other LRU.

3. Electrically and functionally identical items shall be interchangeable.

4. Physically similar but functionally different LRU's shall be keyed to prevent inadvertent erroneous installation.

5. No LRU's replaced as a maintenance action shall require alignment or adjustment in the equipment with the exception of power supplies, if necessary.

6. LRU's shall incorporate resettable fuses.

3.5.3

Scalability

(a)  The TVS System design shall be scaleable at the port level at least to the range of Table IV through Table VI of this document.

3.5.4

Availability

(a)  Availability is the probability that the system is operable and in a committable state to perform its mission at any (random) point in time.  The inherent availability shall meet .99 defined as:

AVAILABILITY (AI)

=
_______MTBF_______





      MTBF + MTTR

3.6

Environmental Conditions

(a)  The TVS System shall operate reliably in a Navy shipboard environment under the conditions specified in paragraphs 3.6.1 through 3.6.10 and MIL-STD-810F.  The TVS System shall perform the operations as specified in 3.2.1 throughout the tests specified in Section 4 of this specification without alignment or adjustment other than those prescribed in the system technical manual for system initialization and operation.  

3.6.1

Altitude, Non-Operating

(a)  The TVS System shall not be damaged when in transit in the unpressurized cargo bay of an aircraft at an altitude of 4.6 km.  Altitude tests shall be tailored in accordance with MIL-STD-810F(1), method 500.

3.6.2

DC Magnetic Field Environment

(a)  The TVS System shall comply with the requirements of RS101 in MIL-STD-461E.

3.6.3

Electromagnetic Susceptibility

(a)  The TVS System shall comply with the requirements of RS103, CS116, CS114, and CS101 in MIL-STD-461E.

3.6.4

Humidity

(a)  The TVS System shall be capable of operating as specified herein for humidity conditions of 95 percent (non-condensing).

3.6.5

Ship Motion and Attitude

(a)  The TVS System shall comply with the requirements of DOD-STD-1399B, Section 301.  Inclination tests shall be in accordance with paragraph 5.2.1.12 of MIL-HDBK-2036.

3.6.6

Shock

(a)  The TVS System shall comply with the requirements of MIL-S-901D for Grade A equipment.

3.6.7

Temperature Ranges

(a)  The TVS System shall comply with operating temperatures of 0ºC to +50ºC.  The non-operating temperature range shall be minus -40ºC to +70ºC.

3.6.8

Vibration

(a)  The TVS System shall comply with the requirements of MIL-STD-167/ NOT 1 for equipment, with the exception of limiting the maximum vibration frequency to 33 Hz.

3.6.9

Fungus

(a)  The TVS System shall not support fungal growth, as defined in MIL-STD-810F(1), method 508.5.

3.6.10

Transportability

(a)  The TVS System shall be designed for transportability by land, sea or air, and comply with requirements for shipping as specified in MIL-HDBK-2036 paragraph 5.2.2.3.

3.7

Design and Construction

(a)  The following paragraphs define the electro-mechanical qualities, manufacturing practices and man-machine interface characteristics which shall be exhibited by the TVS System.  The minimum acceptable design and construction standards for the TVS System are specified in paragraphs 3.7.1 through 3.7.7.  The equipment shall have a designed life objective of 20 years.  Design construction requirements shall be in accordance with this specification.

3.7.1

Materials

(a)  Materials and parts used in the TVS System shall satisfy the performance requirements of this specification.

3.7.1.1

Toxic Products and Formulations

(a)  Materials which will liberate gases or liquids may become corrosive or produce toxic fumes or combustible mixtures under service conditions defined in paragraph 4.9.1 of MIL-HDBK-454A shall not be used.
3.7.1.2

Parts
(a)  All components used in construction of this equipment shall conform to the performance requirements of this specification in the specified environment.  The contractor shall maintain configuration control over the assemblies and 

subassemblies to assure the parts installed in the First Article unit (s) are called for on assembly drawings and are installed in production units.

3.7.1.2.1
Parts Selection

(a)  Used or damaged parts or parts containing materials listed in TABLE X are restricted from use.

Table X – TVS System Restricted Materials

	ITEM
	MIL-HDBK-454A Guideline Section

	Use of the following material is restricted:
	

	Adhesives
	23

	Arc resistant
	26

	Encapsulation and embedment (potting)
	47

	Ferrous alloys
	15

	Flammable
	3

	Fungus-inert
	4

	Insulating, electrical
	11

	Lubricants
	43

	Dissimilar metals
	16

	Use of the following material is prohibited:
	

	Adhesive tape, except for coil wrapping and conductor markers

	Aluminum electrical conducting tape

	Asbestos, asbestos compounds, or asbestos-filled molding compounds

	Cadium, where it may be necessary to heat it for soldering, brazing or welding during installation or repair

	Cellulose, acetate

	Cellulose, nitrate

	Cellulose, regenerate

	Cork

	Cotton filled molding compounds

	Felt, hair or wool

	Fiber, fragile or brittle

	Jute

	Leather

	Linen filled molding compounds

	Lithium or lithium compounds

	Magnesium or magnesium alloys

	Mercury or its compounds and amalgams

	Organic fibrous materials

	Paper or cardboard

	Plastic having a cotton fabric base laminate

	Polychlorinated biphenyls (PCBs)

	Radioactive material

	Wood, wood-flour-filled molding compound

	Zinc or zinc alloys unless otherwise specified


3.7.1.2.2
Electrostatic Discharge (ESD)

(a)  ESD control shall meet the requirements of MIL-STD-1686C.

3.7.1.2.3
Prohibited Parts

(a)  The TVS System shall not employ banana plugs and jacks, electrochemical meters or vibrator power supplies.

3.7.2

Electromagnetic Radiation

3.7.2.1

Electromagnetic Emissions

(a)  The TVS System shall comply with the requirements of CE101, CE102, RE101 and RE102 of MIL-STD-461E.

3.7.2.2

Tempest

(a)  The TVS System shall comply with Appendix B of DON IA PUB5239-31.
3.7.3

Product Marking

(a)  LRU's shall be marked or identified with part number, serial number, and version, at a minimum.  All configurable or replaceable software/firmware components shall be marked with a unique version identifier. 

3.7.4

Workmanship

(a)  The manufacturing processes employed in fabrication of the TVS System shall be in compliance with paragraph 3.7.4.1.

3.7.4.1

General Workmanship
(a)  The TVS System, including assemblies and subassemblies, shall be produced in accordance with MIL-HDBK-454A.

3.7.4.2

Painting

(a)  The TVS System shall be painted in accordance with MIL-HDBK-2036 Appendix A, paragraph A.5.4.

3.7.4.3

Protective Coatings 

(a)  A protective coating shall be applied to all system components.

3.7.4.4

Surface Temperature

(a)  The temperature of exposed parts, including equipment enclosures, front panels and operating controls shall not exceed the temperature for such items listed in MIL-HDBK-454A.

3.7.5

Interchangeability

(a)  The use of standard parts, wherever possible in the TVS System, is highly desirable.  Equipment or LRUs with the same physical, electrical and functional characteristics shall be directly interchangeable.

3.7.6

Safety

(a)  The TVS System shall be manufactured to comply with safety requirements contained in MIL-HDBK-454A.

3.7.7

Human Engineering


3.7.7.1

Accessibility

(a)  Access to equipment mounted in cabinets or racks with chassis withdrawal shall be from the front of the enclosure.  TVS System controls shall not be closer than 1 foot from the deck.  The TVS System shall allow for front access to all subassemblies and LRU's for all required preventive and corrective organization-level maintenance.

3.7.7.2

Internal Controls

(a)  The contractor shall identify in the system technical manual any LRU containing internal controls, adjustments, jumpers, and switches that would preclude the substitution of a similar form and fit LRU without proper configuration for the particular application.

3.7.8

Electronic Construction

3.7.8.1

Electrical Power Requirements

3.7.8.1.1
Power Supplies

(a)  The TVS System shall be capable of operating using alternating current as specified in MIL-STD-1399/300A, Section 300, Type I power.  The TVS System shall be designed for power access and control in accordance with Section 5 of MIL-HDBK-2036.  The TVS System shall use load sharing power supplies with automatic switchover to provide a redundant capability in the event one power supply fails.  

3.7.8.1.2
Power Connections

(a)  The TVS System power connections shall be in compliance with Section 5 of 

MIL-HDBK-2036.

3.7.8.1.3
Electrical Equipment Protection

(a)  The TVS System shall incorporate electrical protection methodology in accordance

with Section 5 of MIL-HDBK-2036 and Guideline 8 of MIL-HDBK-454A.

3.7.8.1.4
Power Capacity

(a)  Sufficient power capacity shall be furnished to support a switch configuration growth of 50 percent over initial installation capacity.

3.7.8.1.5
Momentary Power Outages

(a)  The TVS System shall remain fully operational through power interruptions of 150ms or less in accordance with MIL-HDBK-2036, paragraph 4.2.3.1

3.7.8.1.6
Emergency Power

(a)  The TVS System shall be designed to employ an Uninterruptible Power Supply (UPS) to ensure continuous switch operation for a minimum period of one hour in the event of the loss of primary power.  The TVS System shall maintain memory of connection configuration for all circuits that were established at the time of power failure.  The functions specified herein shall be monitored and reported by BIT.

3.7.8.1.7
Batteries

(a)  Batteries used to retain switch connectivity memory during power interruption or power supply failure shall be in accordance with MIL-HDBK-2036A Appendix A, paragraphs A.4.4.5 and A.5.1.12, and MIL-HDBK-454A Guideline 27.  The battery compartment shall be constructed so the batteries will be rigidly mounted and adequate room shall be provided so no damage to the equipment will result from emitted chemicals or fumes from the batteries, either in a normal or deteriorated condition.  Connection, polarity, minimum acceptable voltage for equipment operation, nominal voltage and type (s) of battery required shall be marked in a prominent place on or adjacent to the battery compartment.  Battery-powered equipment shall be externally labeled as follows:

WARNING

REMOVE BATTERIES BEFORE SHIPMENT OR INACTIVE STORAGE

OF 30 DAYS OR MORE.

ACTIVE STORAGE LIFE_____________________________________

DATE OF REPLACEMENT____________________________________
3.7.8.1.8
Electrical Overload Protection

(a)  The TVS System shall comply with electrical overload protection contained in MIL-HDBK-454A Guideline 8 paragraph 4.1.1, and MIL-HDBK-2036A paragraph 5.1.1.1.3.  Circuit breakers are the preferred devices and the TVS System shall be in compliance with MIL-HDBK-2036A paragraph 5.1.5.5.1.  All parts which are likely to carry an overload due to malfunction of circuits, poor adjustment or other deleterious effects shall be designed to carry such an overload.  The protective devices of each branch of the power input shall be centralized and easily accessible for maintenance purposes.

3.7.8.1.8.1
Protective Devices

(a)  Devices such as fuses, circuit breakers, time delays and cutouts shall be used to open individual leads of a circuit whenever a fault occurs.  Protective devices shall be connected to the load side of the main power switch unless neutral power sensing is essential for proper protection of the equipment in accordance with MIL-HDBK-454A Guideline 8 paragraph 4.1.1, and MIL-HDBK-2036A paragraph 5.1.5.5.1.  The number of protective relays and contacts shall be held to a minimum consistent with the required equipment protection.

3.7.8.1.8.2
Fuses

(a)  All primary circuit fuses affording protection to the alternating current (AC) input of the switch shall be readily replaceable in accordance with MIL-HDBK-454A Guideline 8 paragraph 4.1.2, and MIL-HDBK-2036 paragraph 5.1.5.5.1.  No fuse shall be connected in series with the return side of the primary power circuit.  All primary circuit fuses shall conform to MIL-PRF-15160H(2) SUP 1.  Rating, type and location shall be prominently marked in close proximity to the actual fuse. The TVS System shall use resettable fuses on critical internal PCB's. 

3.7.8.1.8.3
Circuit Breakers

(a)  When circuit breakers are used, they shall be provided in accordance with  MIL-HDBK-454A Guideline 8 paragraph 4.1.3, and MIL-HDBK-2036 paragraph 5.1.5.5.1.  Circuit breakers shall be directly accessible to the operator and shall provide a visual indication when the breaker is tripped.  Holding the switching device closed on an overload shall not prevent tripping of the breaker.  Circuit breakers for DC and single-phase AC applications shall conform to the following:  0.050 ampere to 15 amperes (A) at 50 volts DC or 115 volts AC.

3.7.8.1.8.4
Normal Performance

(a)  The use of overload or other protective devices shall not alter the normal 

performance characteristics of the source or load.

3.7.8.1.8.5
Transients and Spike Voltages

(a)  In accordance with MIL-STD-1399B, the TVS System shall be capable of withstanding voltage and frequency transients and other anomalies.

3.7.8.2

Insulation Resistance

(a)  Electrical wiring contained in the TVS System shall be in accordance with DOD-STD-1399B and MIL-HDBK-454A paragraph 5.2, and shall not be less than 100 milliohms (mohms).

3.7.8.3

Internal Wiring

(a)  Wiring contained in the TVS System shall be in accordance with MIL-HDBK-454A Guideline 9 paragraph 4.4 and Guideline 69 (all paragraphs).

3.7.8.4

Inter-Cabinet Cabling

(a)  Inter-cabinet cabling for signal control and prime power shall be in accordance with MIL-STD-1683B.

3.7.8.5

Harmonic Current

(a)  Harmonic line currents shall be in accordance with MIL-STD-1399B, Section 300.

3.7.8.6

Grounding

(a)  Bonding and grounding shall be in accordance with MIL-HDBK-2036 paragraph 4.12.5.3, and shall comply with the requirements of MIL-STD-1310G, and MIL-STD-1399B, Section 406 (Digital Computer Grounding).  Electrical continuity (bonding) shall be provided to maintain metallic chassis, shields, parts, outer covers or enclosures of electronic equipment and installation (bonding) hardware at a common potential ground.  This continuity shall be provided by metal-to-metal contact which is free of paint and chemically treated to preserve the metal.  A ground terminal shall be located in the power connection and shall connect to the internal chassis where internal safety grounds terminate.  The location, design and number of bonding points shall permit bonding of the TVS System to the Ship’s structure in accordance with MIL-STD-1310G.

(b)  All TVS System signal ground terminations shall be to a "floating" ground potential  (i.e., signal ground shall be electrically isolated from all equipment chassis and ship's hull).

3.7.8.7

Leakage

(a)  Leakage shall not exceed 5 milliamperes to ground with a power input of 115 Vac, 60 Hz.

3.7.9

Mechanical Characteristics

(a)  The TVS System shall comply with the requirements as specified in paragraphs 3.7.9.1 through 3.7.9.10 below.

3.7.9.1

Enclosures

(a)  The TVS System shall be capable of being installed in standard 19 inch equipment enclosures (width 19" x depth 36" x height x 72").

3.7.9.2

Lifting Handles and Eyes

(a)  Any TVS System equipment or components weighing more than 80 kilograms (kg) shall have two handles mounted on the front panels and the notice “Two Man Lift” affixed.   Equipment in excess of 350kg shall have lifting eyes with the notice “Lift Here” affixed.  Each lifting handle/eye shall be capable of supporting the equipment. 

3.7.9.3

External Connections

(a)  The TVS System electrical interface connections with other ship systems shall be at the back of the console(s) or cabinet(s) and shall not require modification to existing equipment.

3.7.9.4

Connector Receptacles

(a)  All interface connector receptacles shall be located on the rear of the switch enclosure.  Connector receptacle mating connectors and back shells shall be furnished with each piece of equipment for all intra-system cabling for the procured configuration.

3.7.9.5

Mounting/Installation

(a)  All TVS System equipment shall be designed for mounting into hard-mounted enclosures without using resilient enclosure shock mounts.    

3.7.9.6

Captive Hardware

(a)  Captive hardware, as defined in MIL-HDBK-454A paragraph 5.3.2.3, and  MIL-HDBK-2036 Appendix A paragraph 5.2.8.2 shall be used to secure any panel or module which would normally be opened or removed as part of a normal maintenance action.

3.7.9.7

Airborne Noise

(a)  The TVS System shall be manufactured in accordance with MIL-HDBK-2036 paragraph 5.4.2.15.  Equipment generated noise shall be in accordance with MIL-STD-740B NOT 1.

3.7.9.8

Structureborne Noise

(a)  The TVS System shall be manufactured in accordance with MIL-HDBK-2036 paragraph 5.1.3.2, and MIL-STD-740B NOT 1 for Type III equipment.

3.7.9.9

Thermal Design

(a)  The thermal design requirements and criteria shall be in accordance with MIL-STD-454A Appendix A paragraph 5.2.11.

3.7.9.10
Over-Temperature Protection

(a)  The TVS System shall contain sensors to detect the following:

1. Failure of any portion of the heat removal system.

2. Individual switch equipment configuration items shall be equipped with over-temperature sensors.  The TVS System design shall insure automatic, independent disabling of the power to any component or equipment configuration item which activated an over-temperature sensor.  This automatic shutdown shall not cut off power to the thermal indicator (s) and internal cooling fans.  A positive action switch ("battle-short") shall be provided to override automatic shutdown due to maximum thermal stress temperature (listed in paragraph 3.6.7).

3.8

Maintenance

3.8.1

Maintenance Concept

(a)  The maintenance concept for the TVS System shall be based on the use of BIT/BITE, which is capable of automatic fault isolation to a Lowest Replaceable Unit (LRU). The maintenance concept requires automatic fault detection and localization be provided to the extent specified in paragraph 3.8.3.  The correction of malfunctions through replacement of printed circuit cards and chassis-mounted parts shall be accomplished by Electronic Technicians (ET).  Auxiliary test points shall be provided to isolate faulty components using general purpose test equipment.  Equipment restoration shall be accomplished by replacement of the appropriate Printed Circuit Board (PCB) or module unit.  Repair policies at each of the two maintenance levels are summarized in paragraphs 3.8.2.1 and 3.8.2.2.

3.8.2

Maintenance Levels

(a)  Two levels of maintenance shall exist for the equipment as described in this specification: organizational and depot.

3.8.2.1

Organizational (Shipboard)–Level Maintenance

(a)  The TVS System shall be designed to maximize the ability of organizational-level maintenance personnel to restore the equipment to full operational capability by fault isolation to the lowest replaceable unit (LRU) and to replace the LRU from authorized spares.  LRU, in this context, is defined as a replaceable subassembly (e.g., slide-in printed wiring assembly) or chassis-mounted part (e.g., front-panel switches).  The preventive maintenance of paragraph 3.8.6 shall be performed at the organizational maintenance level.

3.8.2.2

Depot-Level Maintenance

(a)  Depot level maintenance shall consist of fault isolation to piece parts on the LRU's separated from the TVS System and repair or replacement of those piece parts.  Depot personnel shall repair and perform overhaul, rebuild or refurbish the TVS System, if required.  Depot personnel shall perform those alignments which require more precise electronic equipment or standards than are available at the organizational maintenance level.

3.8.3

Built In Test / Built In Test Equipment (BIT/BITE)

(a)  The TVS System shall employ two types of BIT/BITE: on-line BIT and off-line (initialization (BIT/BITE). 

(b)  On-line BIT shall operate continuously and not interfere with the normal system operation.

(c)  On-line BIT shall detect 85 percent of the faults or failures identified in paragraphs 3.5.1.1 thru 3.5.1.4.  

(d)  Off-line BIT shall be invoked by:

1. System power up, and

2. System reset

(e)  Off-line BIT/BITE is used for fault detection and isolation while the system is off-line and not performing its mission operation.  Off-line BIT/BITE shall determine if the processor is operating properly and it shall perform RAM and EPROM checks.  Additional functions may also be checked, depending on the port card type.

(f)  Off-line BIT/BITE shall detect 50 percent of the failures and isolate 85 percent of the detected failures.

(g)  The TVS System on-line BIT shall perform a continuous polling sequence of all boards in the system. 

3.8.4

Repair

(a)  The TVS System shall be designed to accomplish repair by removal and replacement of plug-in cards or modules for not less than 90 percent of equipment faults/failures.

3.8.5

On-Line Repair

(a)  The TVS System shall be designed so fault isolation and card or module replacement may be accomplished without disrupting operational performance of circuits not served by the card or module being replaced.

3.8.6

Preventive Maintenance

(a)  The TVS System shall be designed so that preventative maintenance is at an absolute minimum and no periodic adjustment or alignment is required on the TVS System equipment which might cause disruption during normal operation.

4.0 
Verification
4.1

Requirements Verification Cross Reference Matrix   

(a)  Table XII contains the Verification Cross-Reference Matrix to determine verification methods. 


4.1.1

System Definition 

(a)  The TVS System shall comply with Section 3 of this specification.

4.2
First Article Verification

The TVS System shall be inspected to verify compliance with Section 3 of this specification. 

4.3
Quality Conformance Verification 

The TVS System production units shall be verified in accordance with the requirements identified in Table XI under the heading “Quality Conformance Verification”

4.2
Verification Methods

The following sections define the examination and test methods used to verify compliance with specified requirements. A test method is identified in table XI both the first article and production units.  In some cases, combinations of test methods are identified in the matrix for a particular requirement. In these cases, the contractor shall recommend the mix of the combination, subject to Government approval. 

4.4.1
Analysis 
Requirements verified by analysis will be based on measurements and/or calculations by the contractor. When the analysis is used to satisfy a specification requirement, the analysis will be included in the test report and submitted to the Government for approval. Measurements taken to support the analysis will be subject to witnessing by Government representatives. 

Analysis verifies satisfaction of a requirement through technical documentation (such as parts lists, interconnect diagrams, white papers, studies, calculations, etc.) that proves the soundness and adequacy of the design to meet the subject requirement.

4.4.2
Demonstration 
The TVS System will be subjected to demonstrations to verify compliance with functional requirements as listed in table XI.  Demonstrations will be performed under actual or simulated operating conditions in accordance with test plans and test procedures developed by the contractor and approved by the Government.

A demonstration verifies satisfaction of a requirement by performing a function, which does not necessarily yield a quantitative answer. 

4.4.3
Inspection 
Verification will be performed by visual or mechanical inspections consisting of one or more of the following categories: 

a.  Incoming Inspection

b.  In-Process Inspection

c.  Final Inspection

d.  Packing and Shipping Inspection

4.4.4
Test 
The TVS System will be subjected to tests to verify compliance with the specified performance and safety requirements as listed in table XI. Tests will be performed in accordance with test plans and test procedures developed by the contractor and approved by the Government.


A test verifies satisfaction of a requirement by measuring the specified parameter and obtaining a quantifiable answer or answers. 



Table XI – Verification Cross-Reference Matrix

	Test Requirement
	Test Applicability

	Paragraph
	Name
	First Article Inspection
	Quality Conformance

	
	
	RCS
	RDS
	BTS
	RCS
	RDS
	BTS

	3.2
	Performance Characteristics

	3.2.2
	Initialization State
	T
	T
	T
	T
	T
	T

	3.2.4.1
	Input/Output Capability
	T
	T
	T
	
	
	

	3.2.5
	Switch Assignment Capability
	T
	T
	T
	T
	T
	T

	3.2.6
	Built-In-Test (BIT) Capability
	T
	T
	T
	
	
	

	3.2.6.1
	BIT Monitor Capability
	D
	D
	D
	
	
	

	3.2.7
	Power Failure Recovery Capability
	D
	D
	D
	
	
	

	3.2.8
	Emergency Manual Patch Capability
	D
	D
	D
	
	
	

	3.2.9
	Data Rate Capability
	T
	T
	T
	
	
	

	3.2.10
	Size Capability
	A
	A
	A
	
	
	

	3.2.11
	System Timing
	T
	T
	T
	
	
	

	3.2.12
	Signal Propagation Delay Capability
	T
	T
	T
	
	
	

	3.2.13
	Internal BIT Error Rate (BER) Capability
	T
	T
	T
	
	
	

	3.2.14
	Transmission Path/External BER Capability
	T
	T
	T
	
	
	

	3.2.15
	Delay Difference Capability
	
	T
	T
	
	
	

	3.2.16
	Red Crosstalk Isolation Capability
	T
	
	
	
	
	

	3.2.17
	Black Crosstalk Isolation Capability
	
	
	T
	
	
	

	3.2.18
	System Capability Relationships
	T
	T
	T
	
	
	

	3.3
	External Interface Requirements

	3.3.1
	Red Conference Switch
	T
	
	
	T
	
	

	3.3.2
	Red Data Switch
	
	T
	
	
	T
	

	3.3.3
	Black Tactical Switch
	
	
	T
	
	
	T

	3.3.4
	Higher Order Computer
	D
	D
	D
	D
	D
	D

	3.3.5
	System Control and Administrator (SCAT)
	D
	D
	D
	D
	D
	D

	3.4
	Physical Characteristics

	3.4.1
	Distributed Architecture
	D
	D
	D
	
	
	

	3.4.2
	Flexibility and Expansion
	D/A
	D/A
	D/A
	
	
	

	3.4.3
	Weight
	D
	D
	D
	
	
	

	3.4.4
	Size
	D
	D
	D
	
	
	

	3.4.5
	Cable Entrances
	I
	I
	I
	
	
	

	3.5
	System Quality Factors

	3.5.1
	Reliability
	T
	T
	T
	
	
	

	3.5.2
	Maintainability Demonstration
	D
	D
	D
	
	
	

	3.5.3
	Scalability
	A
	A
	A
	
	
	

	3.5.4
	Availability
	A
	A
	A
	
	
	

	3.6
	Environmental Conditions
	
	
	
	
	
	

	3.6.1
	Altitude, Non-Operating
	T
	T
	T
	
	
	

	3.6.2
	DC Magnetic Field Environment
	T
	T
	T
	
	
	

	3.6.3
	Electromagnetic Susceptibility
	T
	T
	T
	
	
	

	3.6.4
	Humidity
	T
	T
	T
	
	
	

	3.6.5
	Ship Motion and Attitude
	T
	T
	T
	
	
	

	3.6.6
	Shock
	T
	T
	T
	
	
	

	3.6.7
	Temperature Ranges
	T
	T
	T
	
	
	

	3.6.8
	Vibration
	T
	T
	T
	
	
	

	3.6.9
	Fungus
	A
	A
	A
	
	
	

	3.6.10
	Transportability
	T
	T
	T
	
	
	

	3.7
	Design and Construction
	
	
	
	
	
	

	3.7.1
	Materials
	I
	I
	I
	I
	I
	I

	3.7.1.1
	Toxic Products and Formulations
	A
	A
	A
	A
	A
	A

	3.7.1.2
	Parts
	A
	A
	A
	A
	A
	A

	3.7.1.2.2
	Electrostatic Discharge
	T
	T
	T
	
	
	

	3.7.1.2.3
	Prohibited Parts
	I/A
	I/A
	I/A
	
	
	

	3.7.2
	Electromagnetic Radiation
	
	
	
	
	
	

	3.7.2.1
	Electromagnetic Emissions
	T
	T
	T
	
	
	

	3.7.2.2
	Tempest
	T
	T
	T
	
	
	

	3.7.3
	Product Marking
	I
	I
	I
	I
	I
	I

	3.7.4
	Workmanship
	
	
	
	
	
	

	3.7.4.1
	General Workmanship
	I
	I
	I
	I
	I
	I

	3.7.4.2
	Painting
	I
	I
	I
	I
	I
	I

	3.7.4.3
	Protective Coating 
	I
	I
	I
	
	
	

	3.7.4.4
	Surface Temperature
	T
	T
	T
	
	
	

	3.7.5
	Interchangeability
	D
	D
	D
	
	
	

	3.7.6
	Safety
	A
	A
	A
	
	
	

	3.7.7
	Human Engineering
	
	
	
	
	
	

	3.7.7.1
	Accessibility
	I
	I
	I
	
	
	

	3.7.7.2
	Internal Controls
	A
	A
	A
	
	
	

	3.7.8
	Electronic Design and Construction
	
	
	
	
	
	

	3.7.8.1.1
	Power Supplies
	T
	T
	T
	T
	T
	T

	3.7.8.1.2
	Power Connections
	I
	I
	I
	I
	I
	I

	3.7.8.1.3
	Electrical Equipment Protection
	I
	I
	I
	I
	I
	I

	3.7.8.1.4
	Power Capacity
	A
	A
	A
	
	
	

	3.7.8.1.5
	Momentary Power Outages
	T
	T
	T
	
	
	

	3.7.8.1.6
	Emergency Power
	D
	D
	D
	D
	D
	D

	3.7.8.1.7
	Batteries
	D
	D
	D
	D
	D
	D

	3.7.8.1.8
	Electrical Overload Protection
	A
	A
	A
	
	
	

	3.7.8.3
	Insulation Resistance
	A
	A
	A
	
	
	

	3.7.8.3
	Internal Wiring
	I
	I
	I
	I
	I
	I

	3.7.8.4
	Inter-Cabinet Cabling
	I
	I
	I
	I
	I
	I

	3.7.8.5
	Harmonic Current
	T
	T
	T
	
	
	

	3.7.8.6
	Grounding
	I/A
	I/A
	I/A
	
	
	

	3.7.8.7
	Leakage Current
	T
	T
	T
	
	
	

	3.7.9
	Mechanical Characteristics
	
	
	
	
	
	

	3.7.9.1
	Enclosures
	I
	I
	I
	
	
	

	3.7.9.2
	Lifting Handles and Eyes
	I/D
	I/D
	I/D
	I
	I
	I

	3.7.9.3
	External Connections
	I
	I
	I
	
	
	

	3.7.9.4
	Connector Receptacle
	I
	I
	I
	I
	I
	I

	3.7.9.5
	Mounting/Installation
	I
	I
	I
	
	
	

	3.7.9.6
	Captive Hardware
	I
	I
	I
	
	
	

	3.7.9.7
	Airborne Noise
	T
	T
	T
	
	
	

	3.7.9.8
	Structureborne Noise
	T
	T
	T
	
	
	

	3.7.9.9
	Thermal Design
	T
	T
	T
	
	
	

	3.7.9.10
	Over-Temperature Protection
	I/D
	I/D
	I/D
	
	
	

	3.8
	Maintenance
	A
	A
	A
	
	
	

	3.8.3
	BIT/BITE
	A
	A
	A
	
	
	

	3.8.4
	Repair
	A
	A
	A
	
	
	

	3.8.5
	On-Line Repair
	D
	D
	D
	
	
	

	3.8.6
	Preventive Maintenance
	A
	A
	A
	
	
	


Verification Cross-Reference Matrix Legend:

	Letter
	Action
	Description

	A
	Analysis
	Report; may or may not include data gather

	D
	Demonstrate
	Operational; observation, no data gather

	I
	Inspect
	Visual; non-operational

	T
	Test
	Operational; data gathered

	RCS
	
	Red Conference Switch

	RDS
	
	Red Data Switch

	BTS
	
	Black Tactical Switch 


APPENDIX A

      LIST OF ACRONYMS
AC



Alternating Current

AI



Inherent Availability

ANSI



American National Standards Institute

BB



Baseband

BER



Bit Error Rate

BIT



Built-in-Test

BITE



Built-in-Test-Equipment

Bps



Bits Per Second

BRI



Basic Rate Interface

BTS



Black Tactical Switch

CCITT

International Telegraph and Telephone Consultative Committee (currently the ITU)

CM



Centimeter

COMSEC



Communication Security

COTS



Commercial-Off-The-Shelf

DB



Decibel

DCE



Data Communications Equipment

DP



Diphase

DTE



Data Terminal Equipment

EIA



Electronic Industries Association

EID



External Interface Description

EMS



Element Management System

EPROM



Electronic Programmable Read Only Memory

ESD



Electrostatic Discharge

ET



Electronic Technician

FAR



Federal Acquisition Regulation

GFE



Government Furnished Equipment

GFI



Government Furnished Information

GFP



Government Furnished Property

GPETE



General Purpose Electronic Test Equipment

GUI



Graphical User Interface

HDLC



High Level Data Link Control

HI



High Impact

HOC



Higher Order Computer

Hz



Hertz

IA



Information Assurance

ICAN



Integrated Communications Advanced Network

IDD



Interface Design Document
IEEE



Institute of Electrical and Electronics Engineers

I/O



Input/Output

ISDN



Integrated Service Digital Network

ISDN BRI



Integrated Service Digital Network Basic Rate Interface

ISDN PRI

Integrated Service Digital Network Primary Rate Interface

ISO

International Organization for Standardization

ITU-T

International Telecommunications Union-Telecommunications Standards Sector 

Kbps



Kilo bits per second

LCC



Local Control Computer

LRU



Lowest Replaceable Unit

MaxTTR



Maximum-Time-To-Repair

MIB



Management Information Base

MTBF



Mean-Time-Between-Failures

MTTR



Mean
-Time-To-Repair

NEC



Naval Enlisted Classification

PDL



Program Design Language

PDU



Protocol Data Unit

PICT



Programmable Integrated Communications Terminal

PRI

Primary Rate Interface

PTT



Push To Talk

PVC



Permanent Virtual Circuits

QAR



Quality Assurance Representative

RAM



Random Access Memory

RCP



Radio Control Processor

RCS 



Red Conference Switch

RCS



Remote Channel Selector

RDGT



Reliability Development/Growth Test

RDS



Red Data Switch

RF



Radio Frequency

RFC



Request For Comments




RM



Radioman

ROM



Read Only Memory

ROM



Receive Only Monitor

Rx



Receive

SCAT



System Control and Administrator Terminal

SMI



Structure of Management Information

SNMP



Simple Network Management Protocol

SVC



Switched Virtual Circuits

SVT



Secure Voice Terminal

TADIL



Tactical Digital Information Link

TIA



Telecommunications Industry Association

TVS System



Tactical Variant Switch

TVT



Tactical Voice Terminal

Tx



Transmit

VCD



Voice COMSEC Device


VCRM



Verification Cross-Reference Matrix

APPENDIX B

TVS System/ICAN INTERFACE SPECIFICATION
1.0

PURPOSE

(a)  This document provides the basic design including protocols and essential code information for signal control functions to and from Tactical Voice Terminals (TVTs) which interact with COMSEC and radio devices on navy ship platforms.  The transfer of information, via the Integrated Communications Advanced Network (ICAN) PBXs to which the TVTs interface, to the Red switch (RS) for interpretation and translation to the appropriate control signals (radio and crypto) is defined.

2.0

SYSTEM ARCHITECTURE BACKGROUND
(a)  The traditional method of connecting to the Encrypted Radio circuits on CVNs has been through special dedicated phone sets such as the TA-970 which utilize segregated cables to a centralized single purpose RS.  Using dedicated radio telephones adds clutter to watch stations and contributes to the difficulty in moving or adding user TVTs.  The predominant “Red Switch” currently in use, and which is being replaced by Tactical Variant Switch (TVS) System, is the SA-2112 Analog Matrix Switch with fixed limits on the number of users and radio channels.  The TVS System provides the SA-2112 feature sets and more.  This switching system consists of a Red switch side, a black switch side and a control interface.  It exceeds the SA-2112 user capacity and has added features such as true conferencing.

(b)  The purpose of this document is to specify the interface for the utilization of the user TVTs with the TVS System to control radio circuits.   Each radio circuit consists of a Crypto and an associated radio channel.

(c)  Radio communication circuits are routed from a TVT through the serving PBX(s) within the ICAN to the TVS System via DS-1 trunk ISDN Primary Rate Interface (PRI) circuits utilizing extended superframe (esf) and bipolar with 8 zeroes substitution (b8zs) line coding.  The ICAN PBXs and interconnection high speed backbone or “Core Network” do not modify information transmitted between the TVTs and the TVS System.

2.1

Basic Features Supported by the TVTs and TVS System



(a)  The TVS System includes the following features.

1. The TVS System verifies all connection requests, and using the calling number identification, accepts only pre-authorized connections.

2. Multiple TVTs may access the same radio.  There is no lock-out of other TVTs.  Users at any TVT who press the PTT will key and may talk.

3. Switchover operation of single connections at a time is explained in Section 4.3 of this appendix.

4. Users may control the encryption status for a radio channel.  All users of a specific radio channel are notified of the present status of the associated Crypto unit by the TVS System.  

5. TVS System informs all users of the encryption status of received signals.  The TVT display indicates encrypted or non-encrypted receive audio at all units connected to that radio.

6. User TVTs are configured by the Administrator to allow access to radios as specified on the ship’s Communication Plan.  Additionally, the TVS System also limits users by comparing the incoming Calling Party number to an internal list.  Only those TVTs on the list are permitted access.  At the TVT, the user may select up to 4 radios from the list for simultaneous monitoring.   The TVT permits only one radio channel to be placed in the Transmit/Receive mode.  Other radio channels are automatically placed in the Monitor Only mode.

2.2

Design Capacity

(a)  The ship configuration of the TVS System supports at least 200 input ports and at least 80 radio channels.  The TVS System and interface combination design is flexible and permits configuration for various numbers of users and radios.  The number of participants on a particular radio channel is fixed at 30. 

2.3

ICAN  Redundancy

(a)  All connections from the TVTs to the TVS System are dual-homed.  The TVS System “parks” (refer to Section 4.2) the secondary homing connections unless and until the primary homing connection associated fails.  Audio signaling is muted by the TVTs on the secondary homing connection whereas control information is sent across both primary and secondary connections.

(b)  Control information within ICAN is sent to all attached TVTs.  This means that all status and command messages from any device are aggregated with all of the other such messages from all attached TVTs as they are sent and returned to the original TVT and all other devices on the ICAN.  In this manner, all TVTs can receive and act on information from all other TVTs when required.  To do so, however, an attached device must know if the information is addressed to it.  Information from an originating TVT is transmitted as an HDLC frame.  The frame contains the originator and destination addresses (phone numbers).   The TVS System uses the originator address to determine its access privileges while the destination address is used by all TVTs to determine if the frame is destined for them.  The byte and bit representations of the frame are defined in Section 3.2 of this Appendix.  Because there can be rare instances of frame slip on the ICAN in heavy traffic periods, each command message generated by ICAN will be repeated three times, to be transmitted sequentially.

3.0

PRI INTERFACE DEFINITION

3.1 

D Channel (Time Slot 24) Definition and the Connection Control Process

(a)  The D channel, while a designated timeslot within the DS-1

transmitted signal, shall operate with link and network layer protocols between the ICAN and RS endpoints.  Layer 2, the link layer protocol, shall operate according to Link Access Procedures for D-Channel (LAPD) based on ITU-T Recommendations I.440 and I.441.  LAPD provides the mechanism for managing logical link connections (i.e., robust information transfer path, isolating the 

network layer protocol from transmission errors, and providing packet sequencing, flow control, and retransmission).

(b)  Layer 3, the network layer, specifies the message-oriented

signaling procedures for the control of circuit switched connections.  It shall be based on ITU-T Recommendation Q.931.  Figure 1 shows a typical exchange used to setup a switched connection between a TVT via ICAN and a crypto device via the RS.

	ICAN
	RS

	Call Setup (
	

	
	( Call Proceeding

	
	( Alerting

	
	( Connect Request

	Connect Acknowledge (
	


Figure 1.  D Channel Call Setup Message Exchange

(c)  Call origination begins in response to a TVT requesting a

connection to a crypto device via ICAN.  The ICAN then transmits a call setup request over time slot 24 of the PRI to the RS.  For the purposes of facility control signaling over the PRI D channel, the ICAN will serve as the “network” end of the connection and the RS shall serve as the “user” end according to the ISDN protocols.  During the call connect procedure between the ICAN and the RS, the call is assigned a PRI B channel (1-22) for audio use during the duration of the call.  Once connected, a voice signal transmitted from the TVT is directed by the ICAN to the assigned B channel of the PRI.  A voice signal received by ICAN from the RS on that PRI time slot will conversely be directed by the ICAN to the connected TVT.

(d)  Once the call setup procedure is completed device control information, which originates in the TVT, can be transmitted by the ICAN to the RS using time slot 23 of the PRI.  Likewise, device control information from crypto and radio devices shall be transmitted over time slot 23 from the RS to the ICAN.  The ICAN will forward device control information to all TVTs connected to the same “radio channel,” i.e., the crypto device associated with the device control message.  Description of this device control information and the message structure is addressed in Section 3.3 of this appendix.

(e)  Disconnecting a call may be initiated by either ICAN or the

RS; typically, the RS will disconnect a call only upon detecting a failure condition.  As with the call setup process, the Q.931 protocol shall be used.  A typical exchange is shown in Figure 2.

	ICAN
	RS

	
	

	Disconnect (
	

	
	( Release

	Release Complete (
	


Figure 2.  D Channel Call Disconnect Message Exchange

3.2

Audio Channels

(a)  The voice connectivity uses standard ISDN (National ISDN 2) protocols.  Channels 1-22 of the PRI are utilized for the audio connections and are assigned during each call setup process.

3.3

Device Control Channel

(a)  Channel 23 of the PRI is reserved from audio use and is exclusively utilized  for all device discretes (crypto and radio control).   This “device control channel” does not require the call setup process for each call.  Rather, it is permanently established when the ICAN and TVS System systems are initialized.   The device control channel uses National ISDN 2 for transmission of an HDLC frame with bit-specific information included.    The ICAN system will aggregate all discrete data associated with the calls on a particular PRI onto this channel.  The implementation of the HDLC frame does not use the ISO 3309 standard.  It uses the starting and ending flags and the CRC check before the end flag, but the frame inside of that uses the bit and byte pattern described below and in Table 1.  The HDLC communications is a Command Response type with addressing (source and destination) accomplished by including the source and destination telephone numbers in bytes 5 through 24.  This information is always in this position.   When the TVT transmits, the source address is the TVT’s line SPID and the destination address is the trunk port’s address associated to the Crypto device it is calling (Crypto SPID).  Conversely, when the RS transmits the opposite applies.  Information transmitted denotes status of the TVT and is used to control the crypto or radio device, such as when PTT is asserted.  The TVS System converts the parameter data received in digital form into the format required by a device.  When the TVS System transmits, the source address is the telephone number of the attached crypto device.  Also, when the TVS System transmits, the destination address bytes 15-19 are populated with “FF” to signify a broadcast message and fills the remainder of the field with nulls.  The TVS System converts analog status signals received from a crypto device into the digital parameter for transmission to the TVT. This and other information is contained in the packet format as follows:



Packet ID


(byte 0),



Total packet count per message
(byte 1),



Current packet sequence count
(byte 2),



Pad



(byte 3),



Source message type

(byte 4),



Source phone number

(bytes 5-14),



Destination number

(bytes 15-24),



Priority



(byte 25),



Parameter data


(bytes 26-31),



Spares



(bytes 32-39).

(b)  The design total packet length is equal to 32 bytes, however spare bytes are allocated to accommodate added functionality, if required at a later time.

(c)  The information contained in each message packet and the number of bytes used in the packet is expanded on below:




Packet ID – (1 byte)


The ID which is unique for each packet, increases from 0 to 255 decimal, with rollover to 0 if the number exceeds 255.  The ID is the same value within all packets of a multi-packet message.




Total packet count per message – (1 byte)

Radio messages are 1 packet in length.




Current packet sequence count – (1 byte)

Radio message’s current packet sequence count is always equal to 1.




Pad – (1 byte)






This is a space filler with value set to 0.



Source message type – (1 byte) –



0 – TVT data message (TVS System Receive).



2 – TVS System data message (TVS System Transmit).


Source phone number – (10 bytes)



ASCII characters 0 through 9.


Destination phone number – (10 bytes)



ASCII characters 0 through 9.


Priority – (1 byte) 




This byte is utilized by ICAN and not the RS. 

The RS shall ignore the priority in messages from the ICAN and will treat all messages equally.


The RS shall set the Priority byte to 0 on all messages transmitted to the ICAN.


Parameter data – (6 bytes – active high)

Parameters are as defined below.  Message packets are bi-directional.

	bitBilevel3MC
	bit  0 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitBilevel1MC
	bit  1 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitAlarm5MCWarning
	bit  2 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitAlarm5MCCrash
	bit  3 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitAlarm1MCGeneral
	bit  4 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitAlarm1MCFire
	bit  5 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitAlarm1MCCollision
	bit  6 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitAlarm1MCChemical
	bit  7 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitPtt6MC
	bit  8 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitPtt5MC
	bit  9 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitPtt1and3MC
	bit 10 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitPtt3MC
	bit 11 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitPtt1MC
	bit 12 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitBilevelX5J
	bit 13 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitBilevel6MC
	bit 14 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitBilevel5MC
	bit 15 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	BitSelectOfficer
	bit 16 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	BitSelectCrew
	bit 17 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	BitRadioHookStatus
	bit 18 (Not Used.)


	BitRadioDetect
	bit 19 (TVS System sends CIPHER state of Received signal “Clear or CIPHER”.  The bit asserted indicated “CIPHER”.  The obverse is true with the unasserted bit.)

	BitRadioSecurity
	bit 20 (The TVT asserts the bit to indicate that the COMSEC is to be in the CIPHER mode and the TVS System returns the bit asserted to indicate that the COMSEC is in the CIPHER mode.  The obverse is true with the unasserted bit.)

	BitRadioDisconnect
	bit 21 (TVS System asserts this bit when a COMSEC device is unavailable.  On TVS System receive, a 0 is put in this bit position.)

	BitPttRadio
	bit 22 (This bit is asserted by the TVT when the PTT is pressed.  The TVS System closes PTT on receipt of this asserted bit.  Receipt of the unasserted bit releases PTT.)

	bitPtt5J
	bit 23 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitSelectMachine2
	bit 24 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitSelectMachine1
	bit 25 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitSelect Walkway3MC
	bit 26 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitSelectHanger3MC
	bit 27 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitSelect Walkway1MC
	bit 28 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitSelectHanger1MC
	bit 29 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	BitSelectEngineer
	bit 30 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	BitSelectTopside
	bit 31 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	BitReadBack
	bit 32 (This bit is asserted by the TVT and indicates that this address wants the mode and detect information of the COMSEC in the destination address.  This bit is for status only and is always transmitted as 0 by the TVS System.)

	bitFailX5J
	bit 33 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitFail6MC
	bit 34 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitFail5MC
	bit 35 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitFail3MC
	bit 36 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitFail1MC
	bit 37 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitSelectReactor2
	bit 38 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitSelectReactor1
	bit 39 (TVS System Ignores this bit on Rx and sends a 0 on Tx)

	bitSpare8
	bit 40 (Spare)

	bitSpare7
	bit 41 (Spare)

	bitSpare6
	bit 42 (Spare)

	bitSpare5
	bit 43 (Spare)

	bitSpare4
	bit 44 (Spare)

	bitSpare3
	bit 45 (Spare)

	bitSpare2
	bit 46 (Spare)

	bitSpare1
	bit 47 (Spare)


Table 1.  Bit Representation of Ch. 23 (Device Control Channel)

4.0

PRI OPERATION

4.1

Dual-Homed Connections

(a)  A TVT has multiple BRI connections to two PBXs. For each call a TVT establishes a pair of calls via its BRI lines through diverse channels (i.e., primary and secondary B Channels) which in turn sets up two independent call paths (dual-homed) in the ICAN network.  The purpose of the dual-homed connectivity is to enhance the survivability of TVT calls.  From the operational point of view, the dual-homed nature of the TVT call is hidden from the end user, i.e., no 

special operation is required for the user in order to establish such a dual-homed call. 

(b)  In operation, the TVT calls the TVS System, via the PBX.  The Call Status flashes on the TVT as the call proceeds, and a ringback signal is provided to the TVT.  The RS has the capability of determining the circuit access privilege of the caller by using information contained within the call setup message.  If the RS determines that the caller does not have access rights, it does not make the call.  In that event, the TVT receives a DISCONNECT message, hangs-up and extinguishes the radio button.

(c)  Upon successful call completion, the RS shall respond with a message giving the present status of the selected Crypto.  For proper communication, the operation mode for the TVT and encrypting equipment must be identical.

(d)  When an operator presses a button to connect to a radio circuit via the TVS System, the TVT dials into a PBX to a number that has been administered to the TVS System via a PRI connection.  This number corresponds to an assigned Crypto device which corresponds to a particular radio via the static connection through the TVS System Black switch.  The connectivity thus established rides on an ISDN PRI and contains audio and device control information and is handled as a standard ISDN call.

(e)  The TVT also establishes a call to the TVS System on the Secondary homed circuit in the same manner to that just described.  The RS “parks” the secondary call until if and when it determines the primary path has failed, or it has been requested to switch to the secondary path by the TVT.  Data for the TVS System such as COMSEC mode and status as well as Push-To-Talk (PTT) are carried over the ISDN PRI which may be separate from the voice path PRI.  Each TVT establishes a data call to the ICAN which aggregates data to and from other TVTs, as well as to/from the TVS System via an administered connection in the PBX.  This data is resent out to all devices so that every device receives all information.

(f)  The ICAN protocol for the device control channel is an HDLC frame containing application specific data including the source and destination addresses (phone numbers).   An IP address is assigned to each attached TVT.  Using a conversion table, IP addresses are matched to the corresponding telephone number of source or destination.

(g)  The TVT Phone Numbers shall be in accordance with the following rules:

1. A TVT shall host two groups of numbers (SPIDS) – primary and secondary. Platforms may employ 4 or 5 digit numbers hence the 10 digit address fields.

2. The dual homing scheme shall employ one number each from the primary and secondary groups for the two connection requests, (audio and mute), per phone call placed by a TVT through the TVS System.

3. There shall not be more than one audio call or more than one mute call from a TVT to a specific Crypto number at a time.

4. No device (TVT or Crypto) shall be assigned a number already assigned to another device.

4.2

Connection Rules

(a)  Connections shall be in accordance with the following rules:

1. The TVT shall place its first connection request using a phone number assigned to either the primary or secondary group depending upon conditions as determined by the TVT, e.g., status of trunks, availability of line.  If the TVS System rejects the initial call by sending a disconnect (access denied or no resources available), then the TVT will attempt a call from the alternate group of lines (primary or secondary).  A second reject will be interpreted as “access denied”.

2. Upon successful connection of the first (audio) call, the TVT will send a discrete message to the TVS System with “Readback” bit (bit 32 of parameter data) asserted.  Within the discrete message, which contains a 10-digit source number field (left justified), the TVT will specify its audio line number in the first 5 digits.  In the second 5 digits the TVT may declare the phone number of the mute connection request to be placed by the TVT subsequent to this message, or optionally, 5 nulls (binary 0) may be used to indicate that resources for a mute connection are not yet determined or available.  The destination number field is a 4 or 5 digit Crypto number (left justified) within the 10-digit field with the remaining digits set to nulls.  Hereafter the TVT may send additional “Readback” messages specifying or re-specifying an intended mute connection number; the most recently received message by the TVS System shall supercede any others previously received.  For 4-digit systems, the first 4 digits of the 5 digit field shall be used with the 5th digit set to null as default.

3. The response from the TVS System for the “Readback” request shall echo in the destination field the source number passed in the initial request, including both the audio and intended mute number, if the mute number was specified (non-null), and the TVS System determined that the number has the proper Crypto connection privileges.  If the mute specified is not acceptable, then the TVS System shall substitute nulls for the mute number in the response, and shall reject any incoming mute connection request using this mute number by returning a disconnect message.  (All other discrete messages from the TVS System are generated autonomously, although they may result from a prior TVT discrete request (e.g., mode select), and shall specify the 4 or 5-digit Crypto number in the source field padded with nulls to 10 digits, and a 4 or 5 byte field of “FF” (hex) for the destination number, also padded to 10 digits.  These messages shall be broadcasted on all PRIs connected to the TVS System.  

4. After sending the “Readback” discrete message to the TVS System, the TVT will send a mute connection request utilizing the mute number specified in the most recent “Readback” message.  If the first connection (audio) request utilized a primary number, then the mute connection shall use a secondary number, and vice versa.  If the mute connection request fails, the TVT will attempt to establish another mute connection using a different line.  Before sending the connection request with the different line, the TVT will first send the TVS System a new “Readback” message specifying the existing audio number and the new number of the mute 

connection request.  The “Readback” message is used by the TVT to signal any change in audio/mute status.  Should a mute connection fail during a session, 

5. A “Readback” message will be sent with the nulls for the mute SPID.  Once a new mute is available, the TVT will send a new “Readback” message containing the new mute SPID.

6. Upon receipt of the mute connection request, the TVS System shall determine if the source number has been reserved as a mute connection in a prior discrete message from the TVT.  If so, the TVS System shall “park” the call, i.e., the connection request shall be acknowledged although the channel shall not actually be connected to the conference.  The connection shall remain parked until either the call is normally disconnected or a failure condition exists in the audio path.  If the mute number has not already been declared, it shall be connected into the conference until such time as the discrete message declaring the mute number arrives, and then the mute connection shall be removed from the conference, but not disconnected (ie, it shall be parked).  Once the mute connection is made, the TVT will not change the mute number in the discrete message unless to indicate a switchover.  In this case, the mute connection will move its SPID into the audio field to signify a switchover condition, or set to null to indicate that the mute connection is no longer valid.

7. While the connection, audio or mute, remains active, discrete messages shall employ both the audio and mute numbers in the 10-digit source number field as defined above.

4.3

Switchover Rules

(a)  This section describes switchover in conjunction with the dual-homed connections which was described in Section 4.1.  Switchover shall be in accordance with the following rules:

1. The TVS System shall detect a switchover condition by monitoring the audio or mute call paths for any of the following:

a. A call disconnect on channel 24 of the audio connection which may be received from ICAN or determined internal to the TVS System (a Q.921 timeout state, or T1 Receive Loss or Sync (RLOS) on channel 24 of the audio path PRI).

b. A “Readback” type message specifying the prior mute number in the audio number portion of the source number field.  The mute number digits may specify a replacement mute number, or nulls if a new mute number is not determined.

2.
Upon detection of a switchover condition, the TVS System shall remove the primary audio connection from the conference and include the mute connection (which has been “parked”).  Upon successful switchover, the TVS System shall disconnect the primary call connection.

4.4

TVS System Ramifications
(a)  Since in the Dual-Homing configuration, each TVT is provided with Primary and Secondary connectivity, the effective required capacity of the TVS System doubles in terms of the number of PRIs that must be supported. 

(b)  The connection and switchover rules have the following ramifications for the TVS System:

1. All TVT numbers (primary and secondary) need to be entered into the TVS System via its Controlling PC.  There is no requirement to assign numbers according to any predetermined algorithm.

2. All primary and secondary numbers per TVT must have the same Crypto connection privileges programmed within the TVS System.  Incompatible connection privileges shall result in the TVS System rejecting one or both the primary and secondary calls.

APPENDIX C

ICS-RCS (RED SWITCH) SIGNAL INTERFACE SPECIFICATION
1.0

PURPOSE

(a)  This document describes the design and utilization of the digital

communications interface between the tactical Red Switch, located in the Radio Communications Space (RCS) on naval ships, and the Interior Communications System (ICS).

2.0

SYSTEM ARCHITECTURE BACKGROUND

(a)  The tactical Red Switch (RS) is a matrix switch with commercial

private branch exchange (PBX)-like connection and switching capabilities that provides crosspoint connectivity for bi-directional signaling between “input line” ports transmitting digital voice and data from the ICS on a Primary Rate Interface (PRI) and “output trunk” ports connected to COMSEC devices (cryptos, which are then connected on a one-to-one basis to physical radio “channels”).  In addition, the RS connects directly to a radio control device for transmission of radio control data associated with the crypto/radio channel connection.  The PRI is defined by the physical, link and network layers [as defined by the International Standards Organization’s seven-layer Open Systems Interconnection (ISO OSI) communications architecture model] that provide the digital connectivity between endpoints.

(b)  The PRI connects the RS to the ICS.  The PRI provides voice and control signal connectivity to the RS for Tactical Voice Terminals (TVTs) within the ICS.  The ICS terminates PRIs from the RS and concentrates connections from multiple TVTs.  Within the ICS:

1. Audio data is multiplexed (and de-multiplexed) between separate links to TVTs and allocated audio channels of the PRI.

2. Crypto and radio control data transmitted by multiple TVTs are aggregated onto a single PRI control channel, and return device control data is distributed to the TVTs connected to the device, and

3. Connection control signaling is processed over a designated PRI facility control channel in response to connection requests from TVTs, connection status and disconnect requests from either end.

(c)  TVTs place calls to selected crypto (and, therefore, radio) devices

via the PRI and the RS.  Connection requests and connection control signals are exchanged over the PRI using the facility control channel.  Once a call connection is established, crypto and radio control data are exchanged over the PRI using a designated device control channel.  Audio data is routed by the ICS between PRI audio channels and the audio connections to each TVT.

3.0

PRI INTERFACE DEFINITION

(a)  The Primary Rate Interface is a multi-purpose high-speed multiplexed interface.  It shall be based on the 1988 International Telecommunication Union-Telecommunication Standardization Sector (ITU-T) Recommendations for Integrated Services Digital Networks (ISDN).  (Note:  The ITU was previously named International Telegraph and Telephone Consultative Committee (CCITT)).   These Recommendations specify the use of a 1.544 Mbps “DS-1” digital interface, structured to contain “bearer channels” for the transport of end user 

information (i.e. voice, data, etc.) and a message-oriented out-of-band signaling “data channel” for facility control used to manage the bearer channels.  

(b)  The data channel follows a layered protocol structure based on the ITU-T I.441 and I.451 Recommendations (also called Q.921 and Q.931), for ISO OSI layers 2 and 3, respectively.

(c)  Physically, the PRI shall be based on the use of a standard DS-1 (1.544 Mbps) interface and ITU-T Recommendations I.211, I.412, and I.431.  These standards describe electrical characteristics, channel structure, line coding, pulse density, clear and restricted channel operation, and the use of bit-inverted High Level Data Link Control (HDLC) protocol on the control signaling channel.

(d)  The PRI structure consists of 23 bearer channels (B channels) and one data channel (D channel) for a total of 24 channels, each operating at a rate of 64 Kbps.  The twenty-four 64 Kbps channels operate over the single 1.544 Mbps PRI bit stream by virtue of time division multiplexing.  Hence, each “channel” occupies a prescribed “time slot” (TS) within the PRI link.

(e)  The D channel, time slot 24, shall be dedicated for facility control signaling.  In this application twenty-two of the B channels, those occupying time slots 1 through 22, shall be allocated for voice communications.  The remaining B channel, time slot 23, shall be used to support crypto and/or radio control functions.
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(f)  Figure 1 shows the structure of the PRI.  Each TVT’s voice data is routed by the ICS onto a dynamically selected B channel represented by time slots 1 through 22.  One PRI, therefore, shall accommodate 22 TVTs with no call blocking.  The voice signals are encoded in standard 64 Kbps Pulse Code Modulation (PCM) according to the ISDN Recommendations.

Figure 1.  PRI Channel Allocation

Note that crypto and radio device control signal information shall be aggregated onto time slot 23 of the PRI.  The device control signal information associated with any and all TVTs connected over the PRI shall be multiplexed onto this channel.  Device control messages received from TVTs within the ICS and from crypto and radio devices by the RS shall be framed and transmitted over time slot 23 on a first-in-first-out basis with no segmentation and reassembly performed on these frames over the PRI.  The full 64 Kbps bandwidth of time slot 23 shall be available for transmission of control message frames associated with active channels as required.  There shall be no predistribution or dedication of bandwidth within time slot 23 to each connected TVT.

4.0

PRI OPERATION
4.1      

D Channel (Time Slot 24) Definition and the Connection Control Process

(a)  The D channel, while a designated timeslot within the DS-1 transmitted signal, shall operate with link and network layer protocols between the ICS and RS endpoints.  Layer 2, the link layer protocol, shall operate according to Link Access Procedures for D-Channel (LAPD) based on ITU-T Recommendations I.440 and I.441.  LAPD provides the mechanism for managing logical link connections including a robust information transfer path, isolating the network layer protocol from transmission errors, and providing packet sequencing, flow control, and retransmission, etc.

(b)  Layer 3, the network layer, specifies the message-oriented

signaling procedures for the control of circuit switched connections.  It shall be based on ITU-T Recommendation Q.931.  Figure 2 shows a typical exchange used to setup a switched connection between the ICS and a crypto device.

	ICS
	RS

	Call Setup (
	

	
	( Call Proceeding

	
	( Alerting

	
	( Connect Request

	Connect Acknowledge (
	


Figure 2.  D Channel Call Setup Message Exchange

(c)  Call origination begins in response to a TVT requesting a connection to a crypto device.  The ICS transmits a call setup request over time slot 24 of the PRI to the RS.  For the purposes of facility control signaling over the PRI D channel, the ICS shall serve as the “network” end of the connection and the RS the “user” end according to the ISDN protocols.  During the call connect procedure between the ICS and the RS, the call is assigned a PRI B channel (1-22) for use during the duration of the call.  Once connected, a voice signal transmitted from the TVT is directed by the ICS to the assigned B channel of the PRI.  A voice signal received by the ICS on that PRI time slot will be directed by the ICS to the connected TVT.

(d)  Once the call setup procedure is completed successfully device control information, which originates in the TVT, can be transmitted by the ICS to the RS using time slot 23 of the PRI.  Likewise, control information from crypto and radio devices can be transmitted over time slot 23 from the RS to the ICS.  

(e)  The ICS will forward device control information to all TVTs connected to the “radio channel,” i.e., the crypto device associated with the control message.  Description of this device control information and the message structure is addressed in the following section.

(f)  Disconnecting a PRI call may originate at either the ICS or the RS; typically, the RS will disconnect a call only upon detecting a failure condition.  As with the call setup process, the Q.931 protocol shall be used.  A typical exchange is shown in Figure 3.

	ICS
	RS

	
	

	Disconnect (
	

	
	( Release

	Release Complete (
	


Figure 3.  D Channel Call Disconnect Message Exchange

4.2      

Control B Channel (Time Slot 23) Definition
(a)  The Device Control signal channel, like the Facility Control channel,

shall also utilize the Q.921/Q.931 protocol for the transmission of frames between the ICS and the RS but only through layer 2 as a point-to-point connection.  Layer 3 protocol shall not apply here. This channel, as it operates with crypto and radio control information specific to this application, shall employ only application-unique User type messages as defined by the Q.931 protocol.  The message format and data description are addressed in the following sections.

4.2.1

Message Structure
(a)  The device control information originating from a TVT, as consolidated by the  ICS onto the device control signal channel of the PRI shall be contained within the HDLC message format as defined in Table 1.  The RS uses the information within the device control message to perform the appropriate actions required of the crypto/radio devices and relays actions taken / responses by this equipment back to the ICS for distribution to the appropriate TVTs.  The return control information shall be contained within this same message format.  The description of bytes 16 through 19 in Table 1 defines the functionality of control information resident in each frame as a function of the direction of the message.

Table 1.  Time Slot 23 Control Frame Format

	BYTE
	DESCRIPTION
	BIT DETAILS/COMMENTS

	1
	SAPI / C/R / AE
	SAPI = Service Access Point Identifier, Bits 7 – 2 = 0;

C/R = Command/Response

Command =0, Response = 1;

AE = Address Extension,

Bit 0 = 0

Byte Summary:

00 = Command, Response = 02

	2
	TEI / AE
	TEI = Terminal Endpoint Identifier, Bits 7 –1 = 0, Pt-Pt Connection;

AE = Address Extension, Bit 0 = 1

Byte Summary: 01 Always

	3
	N(S) / 0
	Send Sequence Number, Bits 7 – 1;

Bit 0 = 0

	4
	N(R) / 0
	Receive Sequence Number, Bits 7 – 1;

Bit 0 = 0

	5
	Protocol Discriminator
	08

	6
	CRV Length
	CRV = Call Reference Value,

Length in Bytes,

Bits 7 – 2 = 0,

Bit 1 = 0, Bit 0 = 1 if Length is 1 Byte,

Bit 1 = 1, Bit 0 = 0 if Length is 2 Bytes

	7
	CRV First Byte
	Call Reference Value, Most Significant Byte,

Bit 7 = 0 set by Origination Side,

Bit 7 = 1 set by Destination Side

	8
	CRV Second Byte
	Call Reference Value, Least Significant Byte

	9
	Message Type
	55

	10
	Message Length
	Number of bytes remaining in message, starting with byte 11, excluding checksum bytes 

	11
	User Message
	00

	12
	Source Phone Number

(Most Significant Byte)


	Binary Coded Decimal,

BCD Bits 7 – 4, Most Significant Digit,

BCD Bits 3 – 0, Next Digit

	13
	Source Phone Number

(Least Significant Byte)


	Binary Coded Decimal,

BCD Bits 7 – 4, Next Significant Digit,

BCD Bits 3 – 0, Last Digit

	14
	Destination Phone Number

(Most Significant Byte)


	Binary Coded Decimal,

BCD Bits 7 – 4, Most Significant Digit,

BCD Bits 3 – 0, Next Digit

	15
	Destination Phone Number

(Least Significant Byte)


	Binary Coded Decimal,

BCD Bits 7 – 4, Next Significant Digit,

BCD Bits 3 – 0, Last Digit

	16
	Push to Talk (PTT) – to RS

Cipher Detect – from RS
	See Table 2 for Representation

	17
	Hook Switch – to RS

“F,F” – from RS
	See Table 2 for Representation

	18
	Mode Select – to RS

Mode Indicate – from RS
	See Table 2 for Representation


	(19)
	Radio Control Code

[Byte 19 Used 

Only When Required From ICS]
	See Table 2 for Representation

	20
	Frame Checksum

(Most Significant Byte)
	Bits are in Reverse Order,

Bit 0 is the Most Significant Bit

	21
	Frame Checksum

(Least Significant Byte)
	Bits are in Reverse Order,

Bit 7 is the Least Significant Bit


Note that the transfer of device control information shall be preceded by telephone numbers that declare the message originator and destination phone numbers (ISDN Service Profile Identification Numbers or SPIDs).  When the message is transmitted from the RS, the destination address shall be set to “FFFF” indicating that this is a broadcast address.  The ICS then must distribute the contents to all TVTs who are conferenced to the source crypto device.  The Device Control signal transmission between the ICS and the RS shall be a fixed length at twenty-one bytes, except in the case of ICS to RS and when no Radio Control code is attached.  Under such circumstances, the message length shall be decreased by one byte (to twenty) to accommodate the absence of an RC code value.  (See byte 19 in Table 1.)

4.2.2

Control Data Description and Usage

(a)  Device Control code definitions representing the PTT/Cipher Detect, Hook Switch, Mode Select/Mode Indicate, and Radio Control Code fields identified in Table 1 are listed in Table 2.  The signal direction is also indicated, i.e., whether the signal originates at the RS (from the crypto or radio device) or from the ICS (in response to an output from a voice terminal).  The code representations in Table 2, presented as hexadecimal (HEX) where the byte is partitioned into the upper and lower 4 bits, shall be used in transmitting Device Control data.  Each of these four-bit codes is referred to as a symbol.  Function designation is represented by the first symbol (e.g. 9 for PTT) and an action or state is represented by the second symbol (on, off).  The code FF shall be reserved for interpretation as “No Action.”

(b)  Table 2 defines unique codes for each Crypto Control function: PTT, Mode Select, Hook Switch, Mode Indicate, and Cipher Detect.  Radio Control functions and unique codes for them will be defined in separate Radio Control System documentation.  Only codes in the range of 00 through FE other than those defined in Table 2 for Crypto Control functions shall be available for Radio Control functions.    FF shall be used in the Radio Control byte only from RS to the ICS and only to indicate lack of RC function messaging in the transmission.

Table 2.  Code Definitions for Device Control Functions

	Function
	Action
	Signal Direction
	Assigned Codes

	Push to Talk (PTT)
	Press

Release

None
	From TVT
	9,9

9,6

9,8

	Cipher Detect
	Encrypted

Not Encrypted
	From RS


	3,7

3,8

	Hook Switch
	Off

On

None
	From TVT
	E,1

E,E

E,8

	Mode Select
	Plain

Cipher

None
	From TVT
	5,5

5,A

5,8

	Mode Indicate
	Plain

Cipher
	From RS


	6,6

6,9

	Radio Control Functions
	As defined

in radio system documentation
	From TVT,

From RS
	All HEX codes acceptable

except FF for RC commands;  FF from RS when no RC command

	Reserved
	Not Applicable (byte has no function)
	From RS;

 Used for byte 17 (always) and byte 19 (when no radio control command) 
	F,F


(c)  Device Control code messages shall be generated under the following conditions:

1. in response to changes in crypto state (generating a RS to ICS control message),

2. for operator crypto control action at a TVT (generating an ICS to RS control message), or

3. for transmission of radio control messages from a TVT to the RS or by the RS from the radio equipment.

(d)  Code values representing PTT, Hook Switch, and Mode Select, initiated by messages from the TVTs, shall be transmitted from the ICS to the RS.  In cases where no change in state has occurred to a Device Control code in this direction, a “None” state code for that control function is transmitted within the message.  For example, if PTT had been pressed, but the Hook and Mode states have not changed, then PTT shall be transmitted as Press (9,9) while the other values shall be None (E,8 and 5,8, respectively).  There shall always be at least one control action defined in a message.  Therefore, a message containing all three “None” actions shall not occur unless a radio control code is included.

(e)  When the RS transmits a Device Control message, it shall place the Cipher Detect value in the byte slot shared with PTT in the reverse direction.  Mode Indicate shall share the byte slot with Mode Select.  The byte slot occupied by Hook Switch when transmitting to the RS does not have an assigned value when transmitting from the RS, and therefore a value of F,F shall be sent.

(f)  Radio Control codes shall be independent of the Crypto Control functions.  From the ICS a Radio Control byte shall be included in a Device Control message only if a Radio Control message had been generated by a TVT. If a Radio Control code is not included 

(g)  in a Device Control message from the ICS the Radio Control Code byte from the ICS shall not be included in the message.  Therefore, a Radio Control byte from ICS to RS shall never contain the code FF.  In the reverse direction the RC byte shall always appear.  If the RS is not forwarding a RC message from the radio system in the transmission the RC byte shall be coded F,F.  A Radio Control code from the ICS may not always be accompanied by a Crypto Control command (PTT, Hook Switch, or Mode Select).  In that case the Crypto Control byte fields shall be set to their respective “None” values.  Only one radio control byte shall be transmitted per message.  When a radio control code is transmitted from the Red Switch, the current states of Cipher Detect and Mode Indicate shall also be transmitted.  

(h)  In the case of a RS Device Control message transmission initiated by a change of state of a crypto, the second crypto state function shall be coded according to its current state.  That is, whether the message is being sent due to a change of state for mode indicate (byte 18) or cipher detect (byte 16), both bytes will be coded according to the current state of the crypto.

APPENDIX D

TVT-RCS (RED SWITCH) BRI SIGNAL INTERFACE SPECIFICATION

1.0

PURPOSE

(a)  This document describes the design and utilization of the Integrated

Services Digital Network (ISDN) basic rate interface (BRI) which serves as a digital path between a Tactical Voice Terminal (TVT) and the Tactical Variant Switch (TVS) System System on Navy ships.  The BRI serves as a transmission path for digital audio, digital device control and facility control signaling data between a TVT and the TVS System.  Connection to the TVS System is for the purpose of switched connectivity to COMSEC devices and ultimately secure radio devices in the Radio Communication Space (RCS) on Navy ships.

2.0

SYSTEM ARCHITECTURE BACKGROUND

(a)  A TVT employs an ISDN BRI to connect to a digital communications connection facility supporting crypto and radio equipment.  In this application, the TVT connects to the TVS System via the BRI directly to the Red Conference Switch, or “Red Switch” (RS) variant of the TVS System.  The RS supports BRI connections on its “front end” or “line side.”  The RS provides switched connectivity of the BRI line connections to encryption devices (cryptos) on its “back end” or “trunk side.”  The cryptos maintain a one-to-one connection to physical radio channels via a Black Tactical Switch variant within the TVS System.  Separate line connections to the RS may or may not originate at separate TVTs.  The actual source instrumentation of the BRI connection is transparent to the RS.

(b)  The BRI connection contains channels for facility control (call management), digitized audio, and device control data for signaling to and from crypto and radio devices.  The RS converts the BRI signals into analog audio and discrete control signals compatible with the crypto devices and appropriate digital signaling format for radio control.

(c)  TVTs place calls to selected radio channels by requesting a connection, using the BRI facility control channel, to a particular crypto or RS trunk port.  The port is addressed using a four digit ISDN “service profile identifier” (SPID) that the RS shall associate with the trunk port.  This called address is referred to as the “crypto SPID.”  The calling address of the BRI line connection is referred to as the “line SPID.”  Once a call connection is established, crypto and radio control data are exchanged using the designated BRI device control channel.  At the same time, the BRI audio channel is activated enabling audio data transmission.


3.0

BRI INTERFACE DEFINITION

(a)  The ISDN Basic Rate Interface (BRI) is a multi-purpose, multiplexed digital interface based on the ITU-T ISDN Recommendations.  These


Recommendations specify the structure of the BRI to contain bearer channels (2)


for the transport of end user information (voice and device control data in this


application) and a (1) message-oriented signaling channel.

(b)  The BRI consists of two Bearer channels (B1 & B2) and a Data channel (D), represented as 2B+D; each channel transmitting in full-duplex fashion.  The B channels operate at the rate of 64 Kbps; the D channel operates at 16 Kbps and is dedicated for facility signaling.  In this application, the B1 channel is used for 

(c)  audio, transmitted using Pulse Code Modulation PCM (-law encoding in accordance with ITU-T G.711; the B2 channel is used for device control 

data (crypto and radio) and is described in more detail in Section 4.2.  The D channel is used for facility control signaling and follows a layered protocol structure based on the ITU-T Q.921 and Q.931 Recommendations for Layers 2 and 3, respectively.  

(d)  Physically, the BRI shall be based on ITU-T Recommendations I.411, I.412 and I.430 for Layer 1 basic user-network interface.  These standards describe the electrical characteristics, channel structure, line coding, pulse density, clear and restricted channel operation, and the use of bit-inverted High Level Data Link Control (HDLC) protocol on the control signaling channel.

4.0

BRI OPERATION

4.1

D Channel Definition and Call Setup

(a)  The D channel shall operate with link and network level protocols between the TVT and RS endpoints.  The link layer protocol shall operate according to Link Access Procedures for D-Channel (LAPD) based on ITU-T Recommendations Q.920 and Q.921.  LAPD provides the mechanism for managing logical link connections including a robust information transfer path, isolating the network layer protocol from transmission errors, and providing packet sequencing, flow control, and retransmission, etc.  For the purposes of facility control signaling, the RS shall operate as the “network” end with the TVT operating as the “user” end according to ISDN protocols.

(b)  Layer 3, the network layer, specifies the message-oriented signaling procedures for the control of circuit switched connections and shall be based on ITU-T Recommendation Q.931.  Figure 1 shows a typical exchange used to setup a logical connection between a TVT and the RS.

	TVT
	RS

	Call Setup (
	

	
	( Setup Acknowledge

	Info (Keypad #) (
	

	
	( Progress

	Info (Keypad #) (
	

	Info (Keypad #) (
	

	Info (Keypad #) (
	

	
	( Call Proceeding

	
	( Connect Request

	Connect Acknowledge (
	


Figure 1.  D Channel Call Setup Message Exchange

(c)  Call origination begins at the TVT where a call setup message is transmitted to the RS.  The RS acknowledges the call setup request by returning a Setup Acknowledge message.  As the called phone number (“crypto SPID”) is dialed at the TVT, the individual digits are transmitted to the RS.  The first digit transmitted to the RS incurs a Progress response, indicating receipt of the first digit and readiness to accept three additional digits.  Upon receiving the 4-digit phone number, the RS responds with a Call Proceeding message followed by a 

Connect Request.  The call setup exchange is completed when the TVT sends a Connect Acknowledge message to the RS.

(d)  Prior to establishing a connection through the RS to a crypto/radio, the Red

Switch shall determine the privileges and restrictions of the TVT connectivity based upon the called and calling  phone numbers (crypto SPID and line SPID) within the call setup message exchange.  If the connection is authorized the RS shall connect the BRI connection to the requested crypto SPID.  If the connection is not authorized the RS shall immediately ensure disconnect of the requested BRI connection.

(e)  Upon successful completion of the call setup process, transmission

of digitized audio data, which is compatible with standard 64 kbps PCM ((-law), on the BRI B1 channel shall be enabled to and from the RS.  

(f)  The RS shall ensure automatic activation of device control data

communication over the B2 channel when the BRI connection is established.  The RS shall maintain the association between the B1 (audio) and the B2 (device control) channels to ensure that messages are forwarded to the appropriate TVT or radio crypto device.  When the B1 channel is disconnected the associated B2 channel shall be inactive.

(g)  After successful connection of a call from a TVT to a crypto disconnection of the call may originate at either the TVT or the RS.  Typically, the Red Switch will disconnect a call only upon detecting a failure condition.  As with the call setup process, the Q.931 protocol shall also be used for call disconnection.  A typical exchange is shown in Figure 2.

	          TVT
	            RS

	Disconnect (
	

	
	( Release

	Release Complete (
	


Figure 2.  D Channel Call Disconnect Message Exchange

4.2

Control Signal Channel (B2) Definition
(a)  The device control signal channel (B2), unlike the facility control channel, shall not utilize the LAPD protocol between a TVT and the RS, but instead shall transmit an HDLC frame using a Q.931 User type message format.  The message format and data description are addressed in the following sections.

4.2.1

Message Structure

(a)  The device control information originating at the TVT and sent to the RS is contained within a message format as defined in Table 1.  The same message format shall be used in the reverse direction.

Table 1.  Device Control Channel (B2) Frame Format

	BYTE
	DESCRIPTION
	BIT DETAILS/COMMENTS

	1
	Protocol Discriminator
	08

	2
	CRV Length
	CRV = Call Reference Value,

Length in Bytes,

Bits 7 – 2 = 0,

Bit 1 = 0, Bit 0 = 1 if Length is 1 Byte,

Bit 1 = 1, Bit 0 = 0 if Length is 2 Bytes

	3
	CRV First Byte
	Call Reference Value, Most Significant Byte

	(4)
	CRV Second Byte

(if used per Byte 2)
	Call Reference Value, Least Significant Byte

	5
	Message Type
	55

	6
	Message Length
	N+5, where N = number of discrete control codes

	7
	User Message
	00

	8
	Source Phone Number

(Most Significant Byte)


	Binary Coded Decimal,

BCD Bits 7 – 4, Most Significant Digit,

BCD Bits 3 – 0, Next Digit

	9
	Source Phone Number

(Least Significant Byte)


	Binary Coded Decimal,

BCD Bits 7 – 4, Next Significant Digit,

BCD Bits 3 – 0, Last Digit

	10
	Destination Phone Number

(Most Significant Byte)


	Binary Coded Decimal,

BCD Bits 7 – 4, Most Significant Digit,

BCD Bits 3 – 0, Next Digit

	11
	Destination Phone Number

(Least Significant Byte)


	Binary Coded Decimal,

BCD Bits 7 – 4, Next Significant Digit,

BCD Bits 3 – 0, Last Digit

	12
	Discrete Code Number 1
	See Table 2 for Representation

	  12 + 

  (n-1)
	Discrete Code Number n
	See Table 2 for Representation

	13 + (N-1)
	Frame Checksum

(Most Significant Byte)
	Bits are in Reverse Order,

Bit 0 is the Most Significant Bit

	14 + (N-1)
	Frame Checksum

(Least Significant Byte)
	Bits are in Reverse Order,

Bit 7 is the Least Significant Bit


(b)  Within the frame, the device control information shall be preceded by the source and destination phone numbers.  These phone numbers correspond to the SPIDs assigned to a line port associated with a TVT (line SPID) and the trunk port associated with a particular crypto (crypto SPID).  Unlike the D channel called and calling phone numbers, the phone numbers in these fields shall be dependent upon the direction of the message.  If the message is from the TVT to the RS then the source phone number would be the line SPID and the destination the crypto SPID.  Conversely, if the message is from the RS to a TVT then the source phone number shall be the crypto SPID and the destination the line SPID.  

(c)  The device control information shall be represented by discrete codes which are defined in Table 2.  A variable number of discrete codes may be sent between a TVT and the RS.  Device control information transmission shall be initiated at the completion of the D-channel call setup process.  It is critical that the control status be current for the duration of the call, therefore, device control information shall be exchanged whenever the state of a discrete signal changes.  To ensure data validity, the current state of Mode Indicate and Cipher Detect shall be transmitted by the RS once every 200ms to the TVT.

(d)  The message checksum shall be calculated with respect to the full HDLC frame content.

4.2.2

Control Data Description

(a)  The discrete code definitions for the required control functionality are presented in Table 2.  The signal direction is also indicated, i.e., whether the signal originates at the RS (from the crypto or radio device) or at the TVT.

                        Table 2.  Discrete Code Definitions for Tactical Voice Terminal Functions
	Function
	Action
	Signal Direction
	Assigned Codes

	Push to Talk (PTT)
	On

Off
	From TVT
	9,9

9,6

	Mode Select
	Plain

Cipher
	From TVT
	5,5

5,A

	Hook Switch
	Off

On
	From TVT
	E,1

E,E

	Mode Indicate
	Plain

Cipher
	From RS
	6,6

6,9

	Cipher Detect
	Encrypted

Not Encrypted
	From RS
	3,7

3,8

	Radio Control

Functions
	As Defined in TVT/RCP IDD




(b)  The code representations presented in Table 2 as hexadecimal (HEX), where the byte is partitioned into the upper and lower 4 bits, shall be used in transmitting device control data.  Each of these four-bit HEX codes is referred to as a symbol.  Function designation is represented by the first symbol (e.g., 9 for PTT) and an action or state is represented by the second symbol (on or off).  Unique codes are used for each function: PTT, Mode Select, Hook Switch, Mode Indicate, and Cipher Detect.

(c)  All other codes in the range 00 through FF may be defined for radio control functions.  The definition and proper use of these radio control codes is explained in full detail in the TVT/RCP IDD.  
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