
STATEMENT OF WORKPRIVATE 

1.0 INTRODUCTION

Space and Naval Warfare Systems Center, San Diego (SPAWARSYSCEN SD) has approximately 2000 General Services Administration (GSA) classified containers, 223 buildings, 7000 key locks, 8500 keys.  Contractor support is required to fulfill the locksmith requirements for servicing government owned security containers, locks, buildings and government owned vehicles (GOV).

2.0  SCOPE

The scope of this effort will cover the following areas:

1. Change, repair, replace and install combination locks on classified containers and strong rooms

2. Force open and repair locked containers and strong rooms


3.  Re-key cylinder locks


4.  Manufacture keys


5.  Repair/replace or install various locking hardware


6.  Open locked government vehicles


7.  Basic windows based computer skills

These tasks are representative of the type of requirements that are to be performed under this contract.  Specific work effort will be initiated by means of service requests that shall be issued in accordance with this Statement of Work (SOW) and other provisions of this contract.

3.0  APPLICABLE DOCUMENTS

SECNAV INSTRUCTION 5510.36, Department of the Navy (DON) Information Security Program (ISP) Regulation

SECNAV INSTRUCTION 5510.30(series), DON Personnel Security Program. 

OPNAV INSTRUCTION 5530.14(series), Navy Physical Security Manual

4.0  TECHNICAL REQUIREMENTS

The technical tasks include services to accomplish combination changes, repairs and installations; re-key, repair, replacement of and installation of mechanical access control hardware and systems; and manufacture of keys.

4.1 TECHNICAL TASKS

The contractor shall perform in the following technical areas.

4.1.1  Change combinations on classified containers:  The combinations to classified containers require changing on a biannual basis, whenever there are changes in custodians, downgrade of custodians clearance, suspected compromise, apparent security violation, when containers are placed into or taken out of service. Periodically combination locks must be repaired or replaced to prevent lockouts.  When a lock out occurs, forced entry utilizing approved methods must be accomplished.  New room construction requires installation of combination locks.  GSA approved X-07,X-08, X-09, CDX-07, CDX-08 and CDX-09 are the standard combination locks used at SPAWARSYSCEN SD.

4.1.2  Re-key cylinder locks:  SPAWARSYSCEN SD has master key systems which all cylinders are keyed.  These cylinders need re-keying when personnel move offices, keys are lost/stolen, buildings and rooms are put into or out of service.

 4.1.3  Manufacture of keys:  Cut various types of keys using below methods:


a.  automatic duplicating machine


b.  manual duplicating machine


c.  code cutting machine


d.  impressioning

4.1.4  Repair, replace, install various locking hardware:  Repair, replace, install locking hardware ensuring proper operation to protect Government property.  

4.1.5  Open locked government vehicles:  Utilizing various methods, open government vehicles when keys are locked inside or lost.  

4.1.6  Computer Tracking:  Use of computers and established SPAWARSYSCEN SD Physical Security office procedures to track key and lock records, master key charts, safe locations and custodian information, receive work assignments and reports and receive and send electronic mail.

5.0 SECURITY REQUIREMENTS
The contractor shall follow all security guidance pertained in DD254 DOD Contract Security Classification Specification.  All technicians shall have TOP SECRET Security Clearances.

6.0 GOVERNMENT FURNISHED EQUIPMENT
The Government shall furnish the following equipment for use by the contractor:

a.  Shop space.  Approximately 250 square feet.


b.  Government owned vehicles (GOV).  Two vehicles and 1 electric cart.


c.  Computers.  The Government will provide computers, printers and software for receiving work assignments and receiving/sending electronic mail.


d.  Shop equipment.  Electric and manual key duplicating machines, safe opening tools and equipment, safe repairing materials and equipment, welder, hand tools, electric drill motors, battery operated drill motors.

e. Pagers.  The Government will provide pagers.

