INFORMATION TECHNOLOGY (IT) SYSTEMS PERSONNEL SECURITY PROGRAM REQUIREMENTS-Attachment (2)

Authority and Purpose:

The U.S. Government conducts trustworthiness investigations of personnel who are assigned to positions that directly or indirectly affect the operation of unclassified IT resources and systems that process Department of Defense (DoD) information, to include For Official Use Only (FOUO) and other controlled unclassified information.  

The United States Office of Personnel Management (OPM), Federal Investigations Processing Center (FIPC) process all requests for U.S. Government trustworthiness investigations.  Requirements for these investigations are outlined in paragraph C3.6.15 and Appendix 10 of DoD 5200.2-R, available at http://www.dtic.mil/whs/directives/corres/html/52002r.htm.  
.  Personnel occupying an IT Position shall be designated as filling one of the IT Position Categories listed below.  The contractor shall include all of these requirements in any subcontracts involving IT support. (Note: Terminology used in DoD 5200.2R references “ADP” vice “IT”.  For purposes of this requirement, the terms ADP and IT are synonymous.)  

The Program Manager (PM), Contracting Officer’s Representative (COR) or Technical Representative (TR) shall determine if they or the contractor shall assign the IT Position category to contractor personnel and inform the contractor of their determination.  If it is decided the contractor shall make the assignment, the PM, COR, or TR must concur with the designation.  

DoD Directive 8500.1, Subject: Information Assurance (IA), paragraph 4.8 states "Access to all DoD information systems shall be based on a demonstrated need-to-know, and granted in accordance with applicable laws and DoD 5200.2R for background investigations, special access and IT position designations and requirements."  DoD 5200.2R and DoD 5200.2 require all persons assigned to sensitive positions or assigned to sensitive duties be U.S. citizens.  All persons assigned to IT-I and IT-II positions, as well as all persons with access to controlled unclassified information (without regard to degree of IT access) or performing other duties that are considered "sensitive" as defined in DoD 5200.2 and DoD 5200.2R must be U.S. citizens.  Furthermore, access by non-U.S. citizens to unclassified export controlled data will only be granted to persons pursuant to the export control laws of the U.S.  The categories of controlled unclassified information are contained in Appendix C of DoD 5200.1R.  These same restrictions apply to "Representatives of a Foreign Interest" as defined by DoD 5220.22-M (National Industrial Security Program Operating Manual, NISPOM).

Criteria For Designating Positions:

IT-I Position (Privileged) 

· Responsibility or the development and administration of Government computer security programs, and including direction and control of risk analysis an/or threat assessment. 

· Significant involvement in life-critical or mission-critical systems.

· Responsibility for the preparation or approval of data for input into a system, which does not necessarily involve personal access to the system, but with relatively high risk for effecting grave damage or realizing significant personal gain.

· Relatively high risk assignments associated with or directly involving the accounting, disbursement, or authorization for disbursement from systems of (1) dollar amounts of $10 million per year or greater, or (2) lesser amounts if the activities of the individual are not subject to technical review by higher authority in the IT-I category to ensure the integrity of the system.

· Positions involving major responsibility for the direction, planning, design, testing, maintenance, operation, monitoring, and/or management of systems hardware and software.

· Other positions as designated by the appropriate Command within the SPAWAR claimancy that involve relatively high risk for effecting grave damage or realizing significant personal gain.

Personnel whose duties meet the criteria for IT-I Position designation require a favorably adjudicated Single Scope Background Investigation (SSBI) or SSBI Periodic Reinvestigation (SSBI-PR).  The SSBI or SSBI-PR shall be updated every 5 years.

IT-II Position (Limited Privileged)  

Responsibility for systems design, operation, testing, maintenance, and/or monitoring that is carried out under technical review of higher authority in the IT-I category, includes but is not limited to:

· Access to and/or processing of proprietary data, information requiring protection under the Privacy Act of 1974, and Government-developed privileged information involving the award of contracts; 

· Accounting, disbursement, or authorization for disbursement from systems of dollar amounts less than $10 million per year.  Other positions are designated by the appropriate Command within the SPAWAR claimancy that involve a degree of access to a system that creates a significant potential for damage or personal gain less than that in IT-I positions.  Personnel whose duties meet the criteria for an IT-II Position require a favorably adjudicated National Agency Check (NAC).

IT-III Position (Non-Privileged)  

· All other positions involving Federal IT activities.  Incumbent in this position has non-privileged access to one or more DoD information systems, application, or database to which they are authorized access.  Personnel whose duties meet the criteria for an IT-III Position designation require a favorably adjudicated NAC.

Qualified Cleared Personnel Do NOT Require Trustworthiness Investigations: 

If an employee is in a position that does not require a personnel security clearance, do not submit a request for clearance, simply submit the Public Trust Position Application, Standard Form (SF) 85P, for trustworthiness determination.  If an employee has already been granted a personnel security clearance at the appropriate level without a break in service for more than 24 months, and in the case of IT-I Position has had a completed Personnel Security Investigation (a Single Scope Background Investigation-SSBI) less than 5 years old, you do not need to submit an additional investigation for the trustworthiness determination.  

Procedures for submitting U.S. Government Trustworthiness Investigations: 

Only hard copy SF85Ps are acceptable by OPM-FIPC. The contractor will ensure personnel complete either the hard copy SF 85P or the online—fillable form (Electronic Personnel Security Questionnaire—EPSQ) version of the SF85P. The SF85P is available from OPM at http://www.opm.gov/forms/html/sf.asp 
 with additional assistance at http://www.dss.mil/.

The hard copy (non-EPSQ) request package will consist of the following:  

· Completed and Validated Error-free SF85P; 

· OPM Fingerprint Card FD 258; 

· Security Officer’s portion of the SF85P; and

· Signed Privacy Act release (to include a signed Medical release, when applicable).

In the “Your Employment Activities” block add the contract number requiring the Trustworthiness Investigation.  Note: Do not complete a separate OPM coversheet if using this SF85P form.  

The SF85P--EPSQ version, shall include: 

· A hard copy of the SF85P; 

· All pertinent signed release forms; 

· OPM Fingerprint Card FD 258; 

· Employee’s and Security Officer’s validation certificates; and

· An OPM coversheet signed and dated by the employee and FSO.

In the “Your Employment Activities” block add the contract number requiring the Trustworthiness Investigation. 

The FSO is responsible for completing the OPM coversheet that is available for downloading with instructions at: http://www.opm.gov/extra/investigate/dodsf85.pdf.  Note:  For item “J” on this coversheet, use your company’s Submitting Office Number (SON).  If this is not available, contact OPM-FIPC Program Services Office (PSO) to apply for a SON by calling 724.794.5612.  For item “ L” insert  “N030”.  Then for item “N” enter “DSS-IND”.  

The company shall review the SF85P for completeness and use SECNAVINST 5510.30A, Appendix G available at http://neds.nebt.daps.mil/551030.htm to determine if any adverse information is present.  Additional guidance for requesting investigations from OPM is found at http://www.opm.gov/extra/investigate/IS-15.pdf.  Completed SF85P packages will be mailed to:  OPM-FIPC, P.O. Box 618, Boyers, PA, 16018-0618.  Note:  All forms must be signed within 120 days of the date of submission to OPM.  Submitted forms, which are not received within these 120 days, will be delayed or returned.  If no change has occurred, forms must be re-dated and initialed by the Subject/employee.  

If you require additional assistance for SF85P or related concerns, you may contact SPAWAR-ITC Visit Authorization Letters (VALs) for Qualified Employees: 

The contractor will include the IT Position Category for each person so designated on a VAL once the COR or TR has approved the Category.  Visits to SPAWAR-ITC, VALs will be sent to the following address: SPAWAR-ITC, Security Department, Code ITC02S, 2251 Lakeshore Drive, New Orleans, LA  70145.  Visits to other Commands within the SPAWAR Claimancy, send the VAL to the site specific Visitor Reception Office (VRO).  

Employment Terminations:  

The contractor shall: 

· Immediately notify the COR or TR at the appropriate Command within the SPAWAR claimancy of the employee’s termination.  

· Fax a termination VAL and return all Command issued badges and vehicle decals to the issuing Command’s VRO.

Note:  For SPAWAR-ITC fax a termination VAL to Code ITC02S at (504) 697-1655.  

· Notify the SPAWAR-ITC Security POC of the termination.

If an individual received a negative trustworthiness determination, they will be immediately removed from their position of trust, the contractor will follow the same employee termination processing above, and they will replace any individual who has received a negative trustworthiness determination.
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