CONTRACTOR REQUIREMENTS FOR ACCESS TO INTELLIGENCE INFORMATION-Attachment (2)

1.
Intelligence material and information, either furnished by the user agency or generated under the contract performance, will not be:

a.
Reproduced without prior approval of the originator of the material.  All Intelligence material shall bear a prohibition against reproduction while in your custody; or

b.
Released to foreign nationals or immigrant aliens who you may employ, regardless of their security clearance or access authorization, except with the specific permission of the Office of Naval Intelligence (ONI-5), via Security’s Contracting Officer’s Representative (COR); or

c.
Released to any activity or person of the contractor’s organization not directly engaged in providing services under the contract or to another contractor (including subcontractors), government agency, private individual, or organization without prior approval of the originator of the material, and prior approval and certification of need-to-know by the designated project manager/contract sponsor.

2.
Intelligence material does not become the property of the contractor and may be withdrawn at any time.  Upon expiration of the contract, all intelligence released and any material using data from the Intelligence must be returned to the COR or authorized representative for final disposition.  The contractor shall maintain such records as will permit them to furnish, on demand, the names of individuals who have access to Intelligence material in their custody.

3.
Access to Intelligence data will only be through cognizant government program managers/project engineers.  Independent access is not inferred or intended.

4.
Classified Intelligence, even though it bears no control markings, will not be released in any form to foreign nationals or immigrant aliens (including u.s. government employed, utilized or integrated foreign nationals and immigrant aliens) without permission of the originator.

5.
You will maintain records that will permit you to furnish, on demand, the names of individuals who have access to Intelligence material in your custody.
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