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SPACE AND NAVAL WARFARE SYSTEMS CENTER
SAN DIEGO
SECURE DIGITAL COMMUNICATIONS CONTROL SYSTEM (SDCCS)
PERFORMANCE SPECIFICATION

This performance specification is for use only with Space and Naval Warfare Systems Center solicitation number N66001-02-R-5017.

1.0 SCOPE

1.1 IDENTIFICATION

This specification establishes the performance, acceptance, hardware, software, interface, and installation requirements for the Secure Digital Communications Control System prime item at the Joint Southern Surveillance Reconnaissance Operations Center (JSSROC), hereinafter referred to as the SDCCS.

1.2 SYSTEM OVERVIEW

The SDCCS shall provide operators access to and control of secure and non-secure multi-channel radiophone, intercom, and telephone communications. This system shall provide all necessary processing equipment, operator stations, control equipment, and interfacing equipment required to integrate the SDCCS with the JSSROC communications system. The SDCCS shall provide rapid, reliable communications between system operators and other operators within the facility, operators at other facilities, and participating operational units.

1.3 DOCUMENT OVERVIEW

This document specifies the essential operational functions and technical parameters required of the SDCCS. The requirements stated herein shall be utilized as a basis for providing the hardware and software of the switching system necessary to achieve the performance and capability requirements of the system.

2.0 APPLICABLE DOCUMENTS
These documents shall be applicable to the SDCCS hardware and software/firmware as produced, modified, or developed. Any additional documents (i.e., second tier) listed in the Reference/Applicable Documents section of an invoked document shall be used for guidance and information purposes only, unless it is specifically called out in a referenced section of the invoked document.

2.1 GOVERNMENT DOCUMENTS

The following Government documents form a part of this specification to the extent specified herein.

STANDARDS

MILITARY

MIL-STD-188/154A
Subsystem, Equipment, and Interface Standards for Common Long Haul and Tactical Telecommunications Control Facilities
MIL-STD-461E
Requirements for the Control of Electromagnetic Interference Characteristics of Subsystem & Equipment
MIL-STD-464
Electromagnetic Environmental Effects Requirements For Systems

MIL-STD-882D
System Safety

MIL-STD-1472F
Human Engineering

HANDBOOKS

MIL-HDBK-232A
Red/Black Engineering Installation Guidelines

MIL-HDBK-419A
Grounding, Bonding & Shielding for Electronic Equipment and Facilities, Vol I & II

MIL-HDBK-454A
General Guidelines for Electronic Equipment

MIL-HDBK-470A
Designing and Developing Maintainable Products and Systems, Vol I & II

MIL-HDBK-2036A
Preparation of Electronic Equipment Specifications

MIL-HDBK-46855A
Human Engineering Program Process and Procedures

2.1.1 OTHER GOVERNMENT DOCUMENTS

The following other Government documents form a part of this specification to the extent specified herein.  Unless otherwise specified, the issues shall be those in effect on the date of the solicitation.

DEPARTMENT OF DEFENSE (DOD)

DOD 5200.28-STD
Trusted Computer System Evaluation Criteria

NATIONAL SECURITY TELECOMMUNICATION & INFORMATION SYSTEMS SECURITY COMMITTEE (NSTISSC)
NSTISSAM TEMPEST/2-95A
National Security Telecommunications and Information System Security Advisory Memorandum
NSTISSI 7000
(C) TEMPEST Countermeasures for Facilities
NSTISSI No. 7003
Protected Distribution System (PDS) dated 13 Dec 96
DEFENSE INFORMATION SYSTEMS AGENCY (DISA)
DISAC 300-175-9
DII Operation – Maintenance Electrical Performance Standards
2.2 OTHER DOCUMENTS

The following documents form a part of this specification to the extent specified herein.

NATIONAL FIRE PROTECTION ASSOCIATION (NFPA)


NFPA-70-2000
National Electrical Code

AMERICAN NATIONAL STANDARD

ANSI/ISO/ASQC A8402-1994
Quality Management and Quality Assurance Vocabulary

ASQC Q9000 (series)
Quality Management and Quality Assurance Standards-Guidelines for Selection and Use

(Copies of specifications, standards, handbooks, and publications required by contractors in connection with specific acquisition functions should be obtained from the contracting activity or as directed by the contracting officer.)

3.0   SYSTEM REQUIREMENTS

The system shall provide communications over radio, telephone, and intercom circuits and shall support both secure and non-secure communications.
3.1 SYSTEM DESCRIPTION

The SDCCS shall be a distributive processing and digital based electronic switching system. Functionally, the SDCCS shall consist of switching control processors, multiple operator stations, redundant electronic switching networks, internal Built-In-Test-Equipment (BITE), magnetic storage device, printers, power supplies, and multiple Input/Output (I/O) ports for interfacing to external devices. A conceptual block diagram of the SDCCS is provided in Figure A-1 for illustrative purposes only. The SDCCS shall be programmable and easily reconfigurable to provide flexible operational adaptation to meet communication requirements. The SDCCS shall be compatible with and interface to a number of external devices, as specified herein and in other sections of this specification, including but not limited to: cryptographic devices for secure communications, networking multiplex/demultiplex subsystem, communications recorder/playback subsystem, telephone equipment, and remote radios.

The SDCCS shall provide internal communications between operator stations and shall be designed to be fail-safe with built in redundancy. The SDCCS, as delivered shall consist of hardware, software, firmware, cabling, interfaces, maintenance equipment/tools, and documentation. The SDCCS shall contain a minimum of 27 operator stations and shall be expandable to connect a minimum of 40 operator stations without engineering or software modifications/changes to the system. The SDCCS shall provide fully automated voice communications capabilities for Red and Black devices, interfaces and networks. The SDCCS shall provide a minimum 100 dB of isolation between Red and Black matrices, devices or ports.
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FIGURE A-1. SDCCS Conceptual Block Diagram

3.2 CHARACTERISTICS

3.2.1 MODES OF OPERATION

The modes of operation shall include: radio, intercom, telephone, simultaneous operation, non-secure operation, secure operation, and instructor mode.

3.2.1.1
RADIO OPERATION. The system shall provide radio control (wideband, narrowband select), channel selection, audio signal processing of secure and non-secure operations via KY-58 and KYV-5 (CV-3591), operator interface for HF, UHF, and VHF radios as specified herein. The system shall select or deselect specific radio channels through actions by the operator, not to exceed 3 operator actions at the operator station. The system shall provide radio control (wideband, narrowband select) and lockout by channel keying.

3.2.1.1.1
AUDIO LEVEL CONTROL. The system shall allow for separate audio level controls to be provided for each radio circuit, up to a maximum of twelve (12), radio circuits displayed at the operator station.  The audio level control shall allow the operator to independently adjust the audio level of each displayed radio circuit without degradation or interference to any other circuit.  The operator shall have the capability to independently adjust simultaneous received audio from multiple radio circuits.
3.2.1.1.2
LOCKOUT-ON-KEY. The system shall allow for any radio network to be configured for Lockout-on-Key. If a secure or non-secure radio network is configured for lockout-on-key, then multiple operators shall be able to transmit on that network, but only one operator at a time shall be able to key the radio via the Push-to-Talk (PTT) switch. Attempts to key the radio network from any other position while the radio network is already in use shall result in both an audible and visual busy signal at that position. At the keying position, a transmit status indicator shall give a positive indication that the radio has been keyed. In addition, all received radio audio shall be muted on all selected channels at that position and side tone shall be provided. 

3.2.1.1.3
CHANNEL SHARING. The system shall provide for sharing radio channels between two operators. It shall be possible to interface a remote radio site operator with the SDCCS, and share a local or remote transmitter and receiver. This operator shall hear the local operator’s transmission as well as the radio receive audio. When the remote party keys, the local operator (operator located within Bldg. 290) shall hear the remote’s transmission.



3.2.1.1.4
RADIO MUTING. The SDCCS shall be capable of radio receive muting on both a position and channel basis. Operation of the PTT or footswitch shall always mute received radio audio on all selected channels at the keying position. Under normal operation, all other programmed positions shall hear received radio audio if the particular channel is selected at those positions. However, in some cases it is required to mute receive radio audio to other positions (on selected channels) when the controlling position keys the channel.  This is especially important when attempting to eliminate feedback or operator distraction between neighboring operator stations. Selective radio receive audio channel muting shall be reconfigurable through the system database.
3.2.1.1.5
SECURE/NON-SECURE OPERATION. The SDCCS shall provide transmit and receive audio to radio assets in both secure and non-secure modes of operation. At any moment, a particular radio will be operating either in the encrypted or clear mode as selected by the operator at the operator station.
3.2.1.1.6
MONITOR FUNCTION. Operator stations configured for secure/non-secure capabilities shall have two radio indicators at their station: a single indicator on the secure display page shall provide access to the encrypted radio network, and another indicator on the non-secure display page shall provide access to the clear radio. The operator shall be able to monitor more than one radio network at a time in any combination of secure and non-secure modes, regardless of the current operator station display selected (secure or non-secure).
3.2.1.1.7
TRANSMIT FUNCTION. When a secure radio network is selected for transmit at the operator station, all non-secure networks selected for transmit shall be automatically (without operator intervention) disabled while the secure radio network is selected for transmit, and all disabled non-secure network receive indicators shall be automatically enabled to the HEADSET position. When the secure radio network is deselected for transmit at the operator station, all non-secure networks previously disabled shall automatically return to their original state. Similarly, when a non-secure radio network is selected for transmit at the operator station, all secure networks selected for transmit shall be automatically disabled, and all disabled secure network receive buttons shall be automatically enabled to the HEADSET position. When the non-secure radio network is deselected for transmit at the operator station, all secure networks previously disabled shall automatically return to their original state. It shall be possible for the operator station operator to select more than one radio network for transmit at a time up to a maximum of twelve secure or twelve non-secure radio networks. A particular radio network’s button shall not need to be visible on the operator station display in order for the operator to key the radio.
3.2.1.1.8
KYV-5/KY-58 OPERATIONS. The KYV-5 and KY-58 can receive plain text (clear) audio and cipher text (encrypted) audio. The SDCCS shall provide clear indication to the operator if clear or cipher audio is received.
3.2.1.2
INTERCOM OPERATION. The SDCCS shall provide for Direct Access (DA), Indirect Access (IA) and PTT capabilities for intercom channels. The system shall also provide a monitor only function. Each of these functions shall be reprogrammable. Intercom channels programmed for DA shall permit communication access to a designated position by a single operator action. Initiation of a direct access intercom call shall result in visual and aural signaling indicators at the called position only.

All intercom channels shall be accessible by indirect access.  Each operator station shall have a Call Answer (CA) function to allow answer of incoming calls. The Automatic Number Identification (ANI) of the caller shall be displayed at the called positions. The system shall provide call queuing for up to five (5) calls per operator station. The system shall provide an override feature for direct access and indirect access to intercom channels. Initiation of an intercom call with override shall automatically connect the calling operator station to the called operator station. Automatic connection allows the called operator station to talk without operator action to answer the call.

3.2.1.3
TELEPHONE OPERATION. The SDCCS shall provide for telephone operation and an override feature. The system shall be capable of initiating calls, receiving calls, queuing incoming calls, placing calls on hold and releasing (terminating) calls. The system shall allow calls to be initiated by a single operator action or by standard telephone dialing using the operator station’s dial keypad. The system shall provide visual and audible indication for all calls.

3.2.1.4
SIMULTANEOUS OPERATION. The system shall allow each operator station to simultaneously communicate over selected non-secure radio channels while an intercom or telephone call is in progress. Under this condition, received intercom or telephone audio shall be inhibited from transmission on any radio channel. Intercom communications in progress shall not be disturbed by PTT or footswitch activation. The system shall also allow each operator station to simultaneously monitor telephone, intercom, and both secure and non-secure radio circuits.

The system shall allow the operator, using the PTT to transmit on one non-secure telephone or radio circuit at any given time. Under this condition, activation of the transmit function on one circuit shall not disable the monitor function of any other selected circuits.  The system shall also allow the operator to simultaneously transmit on multiple non-secure telephone or radio circuits.  This shall be accomplished through the use of a broadcast function.  Under this condition the operator shall activate the broadcast function then select the desired non-secure circuits for transmit.  The broadcast function shall allow the operator to transmit on all selected non-secure circuits simultaneously through the use of the PTT.
The system shall allow the operator, using the PTT, to transmit on one intercom, or secure radio circuit at any given time. Under this condition, activation of the transmit function on one circuit shall not disable the monitor function of any other selected circuits. The system shall allow each operator station to simultaneously communicate over selected secure radio channels while an intercom call is in progress. Under this condition, received intercom audio shall be inhibited from transmission on any secure radio channel. Intercom communications in progress shall not be disturbed by PTT or footswitch activation.
The system shall also allow the operator to simultaneously transmit on multiple intercom or secure radio circuits.  This shall be accomplished through the use of a broadcast function. Under this condition the operator shall activate the broadcast function then select the desired secure circuits for transmit.  The broadcast function shall allow the operator to transmit on all selected secure circuits simultaneously through the use of the PTT.
3.2.1.5
NON-SECURE OPERATION. Each operator station shall provide two audio/control jackbox connections; one called the main operator and the second called the monitor operator. In the non-secure operation mode, the main operator shall be able to communicate on telephone channels by depressing his headset’s PTT switch. To communicate on radio, the PTT switch or the station’s footswitch must be depressed. The monitor operator shall only be able to monitor all communications unless the following actions are taken. To communicate on intercom or telephone, the monitor operator must depress his headset/handset’s PTT switch. To communicate on radio, the monitor operator must depress the headset PTT switch and the position’s footswitch.

3.2.1.6
SECURE OPERATION. The system shall provide secure radio and intercom operation. When a secure communications circuit is active on an operator station, the system shall prevent simultaneous communications on a non-secure circuit from that station. In the secure mode, the operator shall be able to communicate on radio and intercom channels only by depressing the PTT switch or the position’s footswitch. The operation of the monitor operator shall function as described in paragraph 3.2.1.5 above.

3.2.1.7
INSTRUCTOR MODE. In the instructor mode the monitor operator shall have preemptive capabilities over the main operator regardless of whether the operator is transmitting on a secure or non-secure radio, intercom or telephone channel. The monitor operator initiates preemption by depressing his headset/handset’s PTT switch. When not pre-empting, the monitor operator shall be able to monitor all radiophone, intercom and telephone communications. The monitor operator can only communicate if his PTT switch is depressed. When pre-empted, the main operator can only monitor radiophone, intercom and telephone communications.








3.2.2 SYSTEM CHARACTERISTICS

As a minimum, the SDCCS shall provide:

a. System redundancy

b. System (SDCCS) database

c. Secure and non-secure switching

d. Operator stations
e. Interface to external devices

f. Built-In-Test-Equipment (BITE)

g. Magnetic storage devices and printers.

3.2.2.1
REDUNDANCIES. The SDCCS shall have a distributive processing architecture with built-in redundancies. There shall be no loss of overall system control as the result of failure of any system component or subassembly. There shall be no loss of any SDCCS operating system capability during switchover from a primary to a secondary unit or component. Degradation of the switching system due to a single failure shall cause a loss of not more than 1 percent of the interface ports to external equipment. A single failure shall cause a loss of not more than two operator stations. The failed stations shall not be located adjacent to one another.
3.2.2.2
SYSTEM (SDCCS) DATABASE. The system shall provide a system database that permits loading, modifying, and saving database changes. As a minimum, the database shall contain the following information:

h. Positions and operators

i. Configuration data
j. Circuit designations with security access levels
k. Directory listing.

The system database shall be used for controlling the configuration, switching, and operation of the system.

3.2.2.3
SECURE AND NON-SECURE SWITCHING. The SDCCS shall support secure and non-secure communications. The SDCCS shall provide multiple levels of security, with each level denied access to higher levels. The system shall have the ability to be totally secure, totally non-secure, and a mixture of both simultaneously at the operator stations and switch level. The capability to operate in any combination of these security levels simultaneously shall be accomplished by use of Red/Black control interface equipment, which is designed and approved to the DOD 5200.28-STD guidance. The secure and non-secure switching function shall control all facets of internal and external communications. Switching control shall be provided to allow the operational features, communications assignments of all stations, and the routing of all radio, telephone, and intercom circuits to be easily configured and reconfigured using the SDCCS system database. The SDCCS shall, as a minimum, provide switching of the following:

l. Operator stations to other operator stations

m. Operator stations to internal and external interfaces

n. Radio to Telephone interface

o. Recording of all active voice circuits and operator stations.

The secure and non-secure switching function shall contain as a minimum the functional features as specified in sections 3.2.2.3.1 through 3.2.2.3.4.

p. 
q. 
r. 
s. 
3.2.2.3.1 
OPERATOR CONFIGURATION/RECONFIGURATION. Configuration and reconfiguration shall be accomplished primarily through the use of the system database, which shall contain configuration information for the system and individual operator stations. From the operator station, assignments for the entire facility and individual operator station assignments are made. The operator station shall provide the following functions:
t. Assignment of intercom and telephone channels at all stations

u. Assignment of intercom (non-override) call mode (voice or chime)

v. Assignment of radio channels at all stations

w. Assignment of main/standby channels

x. Assignment of special function indicators at all stations

y. Assignment of alphanumeric labels in station display indicators
z. Assignment of locking and non-locking indicators at all stations

aa. Assignment of alternate method of terminating intercom calls

ab. Assignment of radio channel lockout mode (Lockout-on-Key)

ac. Assignment of radio channel preemption

ad. Assignment of radio channel receiver monitoring (PTT restricted)

ae. Assignment of received radio muting modes

af. Assignment of direct access (DA) and indirect access (IA) override

ag. Assignment of telephone signaling to specific operator stations

ah. 
ai. Accomplish all of the above assignments when adding or deleting stations
aj. Assignment of intercom PTT.

3.2.2.3.2
CONFIGURATION CONTROL. The SDCCS configuration control equipment shall use the system database to configure the operational setup, communications assignments of all operator stations, and all radio, telephone, and intercom circuit routing. The system shall allow individual station configuration changes from each station. The system shall provide system configuration changes from operator stations.
3.2.2.3.3
RECONFIGURATION CONTROL. The system database shall execute system reconfiguration commands that are initiated manually via operator actions from the operator station. Operators shall be required to use preassigned passwords for access to reconfiguration function. When a reconfiguration is pending, visible and audible indications that the reconfiguration is ready shall be provided at each affected operator station. The station shall then reconfigure only when the station operator executes the appropriate indirect access code. The station shall then give an audible indication that the station reconfiguration is complete. Messages for any configuration change shall be printed. Messages for individual station reconfiguration shall include the affected station, the time of reconfiguration, and password number of who initiated the change. Messages for system reconfiguration shall include the time of reconfiguration and the password number.

3.2.2.3.4
SYSTEM CONTROLLED FEATURES. The system shall provide the system-controlled call processing and special features as specified in (a) through (c):

a. Station Number Hunting. The system shall employ station number hunting for a group of lines with consecutive or random numbers to be so arranged that if the first line called is busy, the call shall be routed to the next idle line in the hunting group until all lines in the group are tested for busy.

b. Subset Dialing. The switching system shall employ either off-hook ring-down (hotline) or Dual Tone Multi-Frequency (DTMF) dialing on a line-by-line basis. The selection/acceptance of the type of dialing shall be made by means of software controlled, class-of-service option.

c. Permanent Condition/Line Lockout. All station lines shall be arranged for line lockout following a time permanent condition. If no dialing is received within 30 seconds (+/-3 seconds) following an off-hook signal and application of dial tone, the line shall be placed in a transient condition during which a 10-second line lockout warning tone shall be applied. This tone should not be of a distinctive frequency but may be the same as intercept, reorder, or busy tone. At expiration of the warning tone, the line shall be placed in a lockout condition if the line is still off-hook. During the time the line is in either the permanent condition or lockout, it shall be treated as busy for incoming calls. A permanent condition or lockout shall be automatically cleared upon the line returning to an on-hook condition.

3.2.2.4
OPERATOR STATION. The operator station shall be ergonomically designed and configured to allow ease of operation. The system shall provide each operator the ability to initiate or receive voice communications with other local operators, operators at other facilities, air and sea platforms, or any combination thereof. The system shall support the connection of at least 40 operator stations without requiring engineering changes or software/firmware modifications. The SDCCS shall allow the operator to monitor both secure and non-secure communication channels simultaneously. The operator’s access is via either a handset or headset which utilizes PTT switches to isolate the transmit audio (mouthpiece). The system shall allow the operator to have the capability to route each individual audio circuit output to the operator station speaker, headset or both. The operator may transmit on both secure and non-secure channels separately, but not simultaneously.  The operator shall have the capability to connect non-secure radio communications to telephone communications circuits.  The system shall allow the operator to interface the non-secure radio audio signals to telephone circuits through a single action by the operator.
Isolation between the equipment modules shall meet the requirements of NSTISSAM TEMPEST/2-95A. The operator station shall be designed to conform to applicable to the Continental United States (CONUS) facilities per NSTISSI 7000 TEMPEST criteria and shall be certified for compliance with NSTISSAM TEMPEST/2-95A. Design considerations pertinent to security and secure/non-secure isolation shall be utilized.

Stations shall provide administrative/maintenance and operator functional modes. The administrative/maintenance stations shall provide administrative functions as well as all the capabilities of the operator station. Two of the four administrative/maintenance stations shall be located in room 101 of building 290. The remaining two administrative/maintenance stations shall be located in room 201 of building 290. Stations shall provide the operator with the means to initiate or respond to both secure and non-secure radiophone, intercom and telephone communications and perform interactively with the system. Each operator station shall contain as a minimum the following elements:

a. Operator Interactive Screen (OIS)

b. Audio interface equipment

c. Keying Control Equipment
d. Operator Station Controls.

3.2.2.4.1
OPERATOR INTERACTIVE SCREEN (OIS). The OIS shall be programmable and be capable of producing highlight and blink attributes. The OIS shall be easily tailored to accommodate a variety of operational requirements. Layouts for all displays shall be approved by the procuring activity. The system shall provide the operator with an audible feedback for confirmation of operator selections. Mouse and keyboard technology shall be used as the human-machine interface for the four (4) operator stations that will be operated in the maintenance/administrative modes only.  The operator shall be able to perform the following functions:

a. Access all radio channels

b. Monitor any operator via intercom/monitor DA route

c. Access all telephone channels

d. Access all other operator positions via intercom DA and IA routes

e. Adjust brightness level of display and contrast of displays
f. Select audio routing
g. Audio level control.

The OIS shall perform and display the functions of the Radiophone Display (RD), Intercom Direct Access Display (IDAD), Telephone Direct Access Display (TDAD), Dial Keypad, and Special Functions (SF) as specified in the following paragraphs. The OIS shall allow access to a minimum of 24 channels simultaneously, in any combination of radio, telephone, and intercom.
3.2.2.4.1.1
RADIOPHONE DISPLAY (RD). The OIS shall provide a RD that allows the operator to simultaneously display and access one (1) to twelve (12) radiophone channels from a single page depending on the operator’s needs and configuration selection. The RD shall have appropriate alphanumeric or symbolic legends to identify the radiophone channel, the status of transmit/receive functions available, and the radio operating frequency. The transmit enable/disable (with visual indicator per circuit), shall be separate from the receive enable/disable (with separate visual indicator per circuit) at the OIS display. This feature shall allow an operator to visually verify the status of the transmit or receive circuit.  The system shall allow the enabling and disabling of the circuit through a single action by the operator.  Once disabled or enabled the visual indicator shall change states. The RD shall enable the operator to visually verify any radio’s current operating frequency. The display shall be electronically alterable to correspond to the current SDCCS configuration. The radio channel function shall be locking (press to select and press to deselect). As a minimum, the following switch functions shall be provided for each radiophone channel:

a. RD Transmit Select Function. The RD shall provide a transmit select function for each radio channel. When transmit select is activated for a particular channel, the associated receiver monitor is automatically selected and the channel is enabled for transmitter keying by the operator. Deactivating the transmit select function shall release the transmit channel to an OFF (nonselected) state but shall not affect the status of the associated receiver monitor. 
b. RD Receiver Monitor Function. When the RD receiver monitor is activated, the particular channel’s receive audio shall be monitored in the headset, speaker, or both. The receive select function must provide for four indication modes: OFF, HEADSET, SPEAKER or HEADSET/SPEAKER. Status indications shall display the selected mode. The RD Receiver Monitor function shall override the Headset/Loudspeaker function’s setting for that particular radiophone channel. A status display shall indicate whenever received radio audio is present on a given channel. Selecting OFF on a particular receive channel will automatically turn the associated transmit channel off.
3.2.2.4.1.2
INTERCOM DIRECT ACCESS DISPLAY (IDAD). The OIS shall provide an IDAD function that allows the operator direct access to any single operator or simultaneously direct access from two (2) operators to all other operators via intercom. These channels shall provide direct access to operator positions within the same facility or operator positions by a single operator action. Appropriate alphanumeric legends shall be provided for each direct access intercom channel assignment. The IDAD shall provide for three distinct modes of intercom operation; intercom call, intercom call with override, and intercom monitor. Separate OIS activators shall be used for intercom call and intercom monitor functions. Call and monitor functions may be active simultaneously. Each IDAD OIS indicator shall be configurable as locking or non-locking. At the called position, the appropriate indicator shall indicate the presence of an incoming call. Incoming calls shall be routed to the Call Answer (CA) indicator and the ANI of the caller shall be displayed at the called position. If the CA function is already in use, the caller shall be placed in queue. The system shall queue up to five (5) calls per position. After answering, two-way conversation shall be enabled. The audio at each position shall be received according to the Headset/Loudspeaker (HL) indicator. Termination of a call made using a non-locking DA indicator shall occur as soon as the indicator is deactivated. Either party may terminate a locking DA without override call by activating the DA indicator again, or by use of the release. When the call is terminated, the visual indication at both positions shall be cleared. The ability to terminate by selecting another DA indicator or the IA indicator shall be provided on an electronically alterable basis.

3.2.2.4.1.2.1
INTERCOM DIRECT ACCESS WITH OVERRIDE. An intercom override call is when an operator communicates over an intercom circuit that is being utilized by another operator. The call may be initiated either in locking or non-locking modes, as configured, in the same way as a direct access without override call. The visual indicators at both the calling and called position shall be the same as for a direct access without override. In addition, an override indicator shall flutter at the called position as long as the call is in progress. In case the Override Headset/Loudspeaker (OHL)  indicator has previously been selected to speaker, the OHL light shall be on steady. No action shall be required on the part of the called position to receive the incoming override call. Zip tones shall be received at both the calling and called parties to indicate an override call has been connected. If the called position had a conversation in progress, the calling position enters the link in a conference mode and all parties shall be able to speak to and hear all others (including radio) with the exception that the overriding voice of the calling position shall not be transmitted over radio. Under these conditions, the zip tone shall be heard by all parties except that no zip tone shall be transmitted over radio. Termination of an override call, by the called position, shall occur only if the SDCCS operator enters a unique code into the system. Termination of an override call made by means of a non-locking indicator (press each time the operator wishes to perform the function) at the calling position shall occur as soon as the indicator is deactivated. Calls made by using a locking indicator shall be terminated by the calling party in the same manner as calls made without override. To ensure that vital communications at the called position are not interrupted, the calling party shall monitor all received audio at the called position. The audio level received by the calling position from the called position shall not be affected by the setting of the called position’s speaker or headphone level controls.
3.2.2.4.1.2.2
INTERCOM INDIRECT ACCESS WITH OVERRIDE. Override calls shall be initiated through the use of the appropriate code number in the same manner as non- override indirect access calls. A position receiving such a call shall not be required to take any action to establish the connection. Termination of IA override calls by the called party shall be allowed only in the same manner as specified for DA override.

3.2.2.4.1.2.3
INTERCOM MONITOR. Selection (locking or non- locking) of an intercom monitor function on the DA module shall cause the associated visual indicator to appear steady at the monitoring position only. All audio at the position being monitored shall be received according to the intercom/telephone HL indicator. The received audio level shall not be affected by the settings of the monitored position’s speaker or headphone level controls. Selection of the intercom monitor function shall not cause the monitoring or monitored position’s microphone circuit to be made hot. If configured for non-locking operation, monitoring is terminated by deactivating the DA function. When configured for locking operation, the operator must activate the DA function again in order to terminate monitoring. Upon initiation of a DA or IA call, received monitor audio is muted at the calling position.

3.2.2.4.1.2.4
INTERCOM BROADCAST. The OIS shall provide a broadcast function that allows the operator direct access with override to all operators simultaneously via intercom. This function shall provide intercom direct access with override to all operator positions by a single operator action.  No action shall be required on the part of the called positions to receive the incoming broadcast call. Zip tones shall be received at the broadcasting and called parties to indicate a broadcast call has been connected. If the called positions have conversations in progress, the broadcast position shall override the conversation and only the broadcast position shall be able to speak and only be heard by the called position.
3.2.2.4.1.3
TELEPHONE DIRECT ACCESS DISPLAY (TDAD). The OIS shall provide a TDAD that allows the operator to display and access one (1) to twelve (12) telephone circuits from a single page depending on the operator’s needs and configuration selection. One indicator, with appropriate alphanumeric or symbolic indication, shall be provided for each direct access telephone circuit. Direct access telephone communications shall be configurable for either locking or non-locking modes. When non-locking operation is configured, the call shall be terminated by deactivating the DA function. Otherwise, the operator may be able to terminate a call by deactivating the DA function again by selection of another intercom/telephone or by use of the release or indirect access function. Incoming telephone ringdown calls shall cause visual signaling indications at those positions which are configured for that telephone circuit. The DA indicator at each configured position shall flash. The chime shall sound at each position, which has been designated by the active configuration to receive the ring for this circuit (unless muted at the position). Any of the positions having the circuit shall be able to answer the call. When one party answers the call, the chime shall stop at all positions. Calls initiated or answered using the DA indicator shall cause the associated indication to illuminate steady green at the active position and steady amber at all other positions which have the same DA line. These indicators shall remain on until the call is terminated. 
When a called party answers, two-way communications shall be enabled. The audio at the operator position shall be received according to the Intercom/Telephone HL indicator. Incoming telephone voice calls shall cause the incoming voice of the calling party to be heard in the speakers of all positions which are configured to share the voice call circuit and which have been designated by the active configuration to receive the voice audio. The DA indicator at each configured position shall flash. When the voice call is answered, the audio shall then be connected only to the answering position. The visual indicators shall be the same as for telephone ringdown calls. Initiation of calls requiring dial signaling shall be accomplished by accessing the appropriate DA indicator and then entering a two or three digit code on the OIS specifying the particular position at the remote facility. Only the called position shall receive signaling. 

The TDAD shall provide for speed dialing. This feature shall provide a operator with the capability to speed-dial on PBX, SS-lA/SS-4 and local type telephone circuits. The system shall allow up to twenty (20) speed dial numbers per operator station. Pushing a direct-access indicator at the position shall access the appropriate circuit and generate the necessary signaling, up to ten (25) digits, to call the remote party.

3.2.2.4.1.3.1
TELEPHONE DIRECT ACCESS WITH OVERRIDE. When remote facilities are equipped with systems capable of initiating and receiving telephone override calls, then the SDCCS shall provide for receiving and initiating such calls with those facilities. Telephone override calls shall have the same characteristics as intercom override calls.

3.2.2.4.1.4
DIAL KEYPAD. The OIS shall provide a twelve (12) key standard keypad. Dial trunks shall provide both standard Dual Tone Multi-Frequency (DTMF) and dial pulse signaling capabilities (see Table A-1).

TABLE A-l. Dial Keypad Signaling Tones.

	Digit
	Pushbutton Designation
	Tone Pair

	Digit 1
	1
	697 and 1209

	Digit 2
	2
	697 and 1336

	Digit 3
	3
	697 and 1477

	Digit 4
	4
	770 and 1209

	Digit 5
	5
	770 and 1336

	Digit 6
	6
	770 and 1477

	Digit 7
	7
	852 and 1209

	Digit 8
	8
	852 and 1336

	Digit 9
	9
	852 and 1477

	Digit 0
	0
	941 and 1336

	Digit *
	*
	941 and 1209

	Digit #
	#
	941 and 1477


3.2.2.4.1.5
SPECIAL FUNCTIONS (SF). Each station shall have special functions, which shall include twelve (12) indicators with the following functions as specified in (a) through (g):

a. Call Answer (CA)

b. Hold (HLD)

c. Release (REL)

d. Headset/Loudspeaker (HL)

e. Override Headset/Loudspeaker (OHL)

f. Indirect Access (IA)

g. Programmable (Quantity 6).

Each indicator shall have a distinct legend. Each indicator, with the exception of Hold and Release, shall also have a status indicator. Selection of each indicator shall energize the associated status indicator function. 
3.2.2.4.1.5.1
CALL ANSWER. The system shall provide a Call Answer function, which shall answer all calls not directed to TDAD or IDAD indicators and provide a visual indication.

3.2.2.4.1.5.2
HOLD. The Hold function shall establish a hold condition on all operator selected intercom and telephone calls, except override calls, to enable the operator to answer or initiate another call without disconnecting the call on hold. It shall be possible to establish a hold condition on all accessible circuits/channels at a position simultaneously. The indicator of each circuit on hold shall wink as specified in Table A-2. A connection shall be reestablished by activating the indicator associated with a circuit on hold thereby removing the hold condition for that circuit.

TABLE A-2. Visual Indicators.

	Signal
	Purpose
	Interruption Rate
	Signal On (Percent)
	Signal OFF (Percent)

	FLASH
	Incoming call being received and position has not answered

	60 IPM
	50
	50

	FLUTTER
	Intercom connection completion, radio PTT received at radio interface, VOX indication

	720 IPM
	95
	5

	STEADY ON
	Intercom call or special function initiated. Telephone circuit in  use, radio circuit selected

	continuous
	-
	-

	WINK
	Circuit placed in hold condition

	60 IPM4
	95
	5

	IDLE
	Both the transmit and receive states are “OFF”
	-
	-
	-


3.2.2.4.1.5.3
RELEASE. The Release function shall disconnect the position from any existing intercom or telephone connection except an incoming override call. The Release function shall have no status indicators.

3.2.2.4.1.5.4
HEADSET/LOUDSPEAKER. The system shall provide the function to direct the audio routing of incoming intercom and telephone calls either to the headset or to the loudspeaker as chosen by the operator. The RD Receive Monitor selection for headset/loudspeaker shall have precedence (override) over the HL function.

3.2.2.4.1.5.5
OVERRIDE HEADSET/LOUDSPEAKER. Activation of the OHL function shall direct the routing of incoming override calls either to the headset or the loudspeaker as chosen by the operator, unless the HL switch is in the speaker position. In this case, the HL switch shall govern the routing of incoming override calls. It shall also provide a visual indication of an incoming override call.


	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


3.2.2.4.1.5.6
INDIRECT ACCESS (IA) FUNCTION. When used in conjunction with the dial keypad, the indirect access function shall initiate intercom and telephone calls which are not otherwise accessible through the DA function. All DA accessible parties shall also be accessible through use of the IA procedure. An indirect access shall be initiated by an initial activation of the IA function followed by the appropriate address code entered on the keypad. The IA function shall also be used for the functions as specified in (a) through (d):

a. Intercom Indirect Access. The IA function in conjunction with the dial keypad shall permit intercom communication access to any position within the system. Indirect access shall be available regardless of whether the position to be called is accessible using a direct access function. The call shall be initiated by use of the IA indicator followed by a code specifying the particular local or remote position. The IA indicator at the calling position shall provide visual indication when activated and dial tone shall be heard in the operator’s headset. The IA indicator shall remain steady on until the call is answered. When the call is answered, the IA indicator shall be updated with the called party’s ANI. Once the dial code is keyed in, the called positions chime shall sound (unless muted at the position) and the CA indicator shall flash and the caller’s ANI shall be displayed at the called position. The called position shall answer the call by depressing the CA indicator. The receive indicator shall now change to solid, the chime shall cease and the connection shall be established. If the CA function was in use, the caller shall encounter a busy condition and shall be held in queue for answering by the operator in the sequence in which such calls arrive. While one call is in progress, five subsequent calls shall be held in this queue. The sixth and later calls receive busy signals. Answering of queued calls shall be accomplished by successive depressions of the CA indicator. As each queued call is answered, the ANI of the caller shall be displayed at the answering position. The calling position shall be notified by a distinctive tone that he has been placed in queue. The CA indicator shall indicate the status of the queue with a message showing the number of callers in the queue. Each party may terminate an indirect access call without override in the same manner as a direct access non-override call. In addition, the called party shall be able to terminate the connection if he has other calls in queue, by depressing the CA indicator.

b. The IA function shall provide a self test of the position by a self test code.  This feature shall execute test routines in the position processor to perform diagnostics verifying operational status of the position.  Appropriate pass or fail indications shall be provided.  An operator station status function shall provide access to a dynamically updated station status display, which shall provide appropriate status indicators.

c. The IA function shall provide a reconfigured enable function, which allows an operator to control the timing of the reconfiguration of his position. After system reconfiguration has been initiated by the supervisor, the operator station shall receive a visual and audible indication that the position is ready for reconfiguration. However, reconfiguration can not occur until the operator executes an indirect access code on the OIS keypad. An audible indication shall then be received at the position indicating that position reconfiguration is complete.

d. The IA function shall provide a self reconfiguration function which shall allow each operator to select at least three (3) of the local pre-programmed position configurations. The reconfiguration shall be initiated by entering an indirect access code. No other positions shall be affected by this self reconfiguration. The access code shall be changeable.

3.2.2.4.1.5.7
PROGRAMMABLE FEATURE CAPABILITY. Six (6) programmable indicators shall be provided on the SF display. Each operator shall be capable of reprogramming the programmable indicators to the functions necessary for that station. Programmable assignments for each station shall be part of the system database and each station’s assignment shall be independent of other station assignments. An appropriate legend shall be displayed to indicate the assigned function for that indicator. The programmable indicators shall be used to perform those functions as specified in (a) through (l):

a. Manual Ring. This feature shall allow the operator to manually initiate ringdown telephone calls.

b. Instructor Pre-empt. This feature shall enable an instructor to pre-empt an operator on radio, intercom and telephone channels.

c. Call Forwarding. The system shall permit any operator to forward incoming intercom and telephone calls to any other local operator. Call forwarding shall be initiated and canceled by entering appropriate codes on the SF display and/or keypad. If the answering position is programmed for call forwarding, the assigned DA or SF display and Keypad shall be used for answering. If not, the CA indicator shall be used.

d. Call Transfer. This feature shall enable any operator to transfer any incoming intercom or telephone call, except override, to any other operator within the facility.

e. Conference. This feature shall provide the capability to establish conference intercom calls connecting up to 25 operators. The system shall allow initiating a conference call by the conference indicator and by use of the SF display and keypad. The received audio level at each position shall be independent of the number of positions connected in conference.

f. Call Pick-up. This feature shall allow an operator to answer incoming calls at another station. Activation of this feature can only be effected if the called and answering stations are appropriately configured as being within the same call pick-up group.

g. Call Forwarding-Busy/Don’t Answer. This feature shall allow an operator to have calls to his station routed/forwarded to another station and/or the attendant (defined as any selectively designated operator console) when an incoming call encounters a busy or if the called station is not answered by a minimum of three and a maximum of five rings.

h. Night Answer. This feature shall allow an operator to answer a call normally directed to the attendant station. The night service feature must be activated by the attendant for operation.

i. Station Disable. The operator shall be able to disable his station by means of a feature key on the instrument. Any time the instrument is disabled, the operator may enter a code to reactivate his instrument. The cipher code shall be stored in the system memory with its associated port. A disabled station may also be reactivated by command from the attendant station providing the station originates a call to the attendant (an attendant shall not be able to call a disabled station and reactivate it). Any call attempt from a disabled station shall be intercepted by the attendant. A station may also be placed out-of-service by command from the supervisor station to the on-line or standby processor. In this case, the station may be reactivated only by command from the supervisor station. An out-of-service command shall totally disable a station such that the system shall no longer communicate with the port.

j. Help. The system shall provide the operator with a HELP function to reduce the need for memorizing operator key command codes. Station commands shall be displayed on the operator display in response to the HELP command. HELP, when used with another function key, shall cause the display to show the function of the selected key. The SDCCS shall display an on-screen help message on demand for each command. The on-screen help message shall provide all information necessary to execute the command.

k. Split Operations (SO). This feature shall permit two operators to simultaneously use a single operator station. One operator shall be able to use intercom and telephone, and also monitor all radio circuits when the intercom or telephone are not in use. The second operator shall be able to use only the radio communications capabilities.

l. Chime. This feature shall provide a Chime On/Chime Off to enable or disable the chime tone. Successive operation of the indicator shall alternately mute the chime and allow incoming chimes to ring. The status indicator associated with the chime shall be illuminated only when the chime is muted.

3.2.2.4.2
AUDIO INTERFACE EQUIPMENT. The following items shall comprise the audio control capability of the SDCCS.

3.2.2.4.2.1
HEADSETS/HANDSETS. The SDCCS shall include headsets and handsets for each station that provides the audio interface between a operator and the jackbox module. The headset shall be single ear configuration, lightweight and shall use a confidential microphone that has close-talking, background-noise-canceling characteristics. The headset shall be equipped with a coiled cord with a minimum uncoiled length of 15 feet. A PTT key with belt clip shall be incorporated into the headset cord. The PTT key shall have two (2) positions: momentary PTT and continuous PTT. The headset or handset shall be capable of transmitting and receiving audio and PTT information between the jackbox module and each headset/handset. This interface shall allow removal and replacement of headsets/handsets without turning off station power. There shall be no degradation of any system performance parameter upon removal or replacement of headsets/handsets during normal operations. Removal of all headsets/handsets from a jackbox module shall automatically disable all station indicator controls and shall serve as an on-hook condition to electrically isolate the position speakers.

3.2.2.4.2.2
OPERATOR STATION SPEAKER CONTROL MODULE. Each operator station shall contain a Speaker Control Module (SCM). The SCM shall provide two (2) loudspeakers mounted within the radar display console’s load speaker panel assembly for the type I operator station. The type II operator station SCM shall be mounted behind a grill for reproducing voice and signaling audio. One of the speakers shall be dedicated to secure audio and the other speaker dedicated to non-secure audio. These two speakers shall be dedicated monitor-only speakers, which allow the operator to conference current calls and audibly monitor the progression of the call while participating in another call. The system station shall mute the secure audio speaker in the event that the operator transmits on a non-secure circuit. The SCM shall provide front panel mounted level controls, accessible to the operator, to adjust the audio levels to the loudspeakers. A chime on/chime off indicator shall allow a means of muting the chime. The chime signal shall be generated at approximately two second intervals whenever an intercom or telephone call is directed to the position. The chime shall cease when the call is answered. Maintenance controls, not accessible to the operator, shall be provided for adjusting the chime volume and frequency. The maximum chime output level shall be limited to 300 mW into a 4‑ohm resistive load.

3.2.2.4.2.3
JACKBOX MODULE. This module shall provide a multifunction interface between the system and the operators. One set of jacks shall be clearly designated for use by the operator and the other set shall be clearly designated for monitoring. For clarification purposes, the operator plugged into the operator jacks shall be referred to as the main operator while the operator plugged into the monitor jacks shall be referred to as the monitor operator.

3.2.2.4.2.4
HEADSET/HANDSET AUDIO LEVEL CONTROL. Separate audio-level controls shall be provided for each headset/handset jack, the main operator’s jack, and for the monitor operator’s jack.

3.2.2.4.3
KEYING CONTROL EQUIPMENT. Each position shall provide radio keying using either the PTT and/or a footswitch. The following keying features shall be incorporated into the SDCCS.

3.2.2.4.3.1
PUSH-TO-TALK CONTROL. A Push-to-Talk (PTT) control shall be provided in-line for the headset cord. The PTT shall be integrated in the handsets. The radio audio shall only be enabled for radio communications when the PTT or footswitch is activated (keyed). Received radio audio shall be muted when the station is keyed.
3.2.2.4.3.2
FOOTSWITCH. A movable footswitch shall be provided for each operator station. A panel connector shall be used to terminate the footswitch cable at each position. 

3.2.2.4.4
OPERATOR STATION CONTROLS.

3.2.2.4.4.1
DIMMER CONTROL. Each operator station shall have a dimmer control that allow the operator to adjust the intensity of all backlighted markings. All operator station switches and controls shall have backlighted markings.

3.2.2.4.4.2
OIS CONTRAST AND BRIGHTNESS. Each operator station’s OIS shall have contrast and brightness controls that are accessible from the front panel.

3.2.2.5
INTERFACE WITH EXTERNAL DEVICES. The SDCCS shall be compatible with and interface to external equipment as specified in 3.2.2.5.1 through 3.2.2.5.5. The system shall provide a minimum of 150 channels/ports for interfacing radios and 60 channels/ports (4 channels of which shall be line type 12 and be interfaced to the administrative phone system) for interfacing telephones, and 40 channels/ports for interfacing intercoms.

3.2.2.5.1
RADIOS. The SDCCS shall interface with Ground Air Ground (GAG) remote radios. It shall contain necessary circuitry to process radio audio and control (PTT; narrowband/wideband select) signals. This includes signal amplification, impedance matching, keying, interlock, status and protection devices for both main and standby channels. Specific radios shall include but are not limited to the AN/GRR-24 UHF receivers, AN/GRT-22 UHF transmitter, AN/GRC-171 (V)5 UHF transceiver, AN/VRC-90 VHF FM transceiver, AN/GRC-211 AM transceiver, AN/FRT-96, URC-200, URT 42, RF 590, and RF1130. All incoming audio on that radio channel shall be directed to every position, which has selected that channel. Whenever a voice signal is present on a channel, a visible indication shall be provided to each position, which has been configured to receive that channel, regardless of the physical location of the position. The interface shall be required to provide the following connections.

a. One pair for the signal to the main transmitter

b. One pair for the signal from the main receiver

c. One pair for keying for the main transmitter (dry contact, 100 mA maximum) 

3.2.2.5.2
TELEPHONE CIRCUITS. The SDCCS shall interface to telephone with the following circuit configurations and signaling methods as specified in (a) through (l). The minimum number of channels required for each circuit type are listed in the respective subparagraphs below. If additional channels are provided, the circuit ratio shall be maintained.


a. Voice Call Circuit (Navy Types 1 and 5). Shall provide a minimum of 3 Type 1 and 9 Type 5 non-secure high priority communications to a private voice network. A call is initiated by selecting the appropriate DA indicator and aurally calling the called party at the distant facility. The aural signal is heard over a programmed speaker at the distant facility. To reply, the called party simply selects the circuit. After selection, the calling party’s voice is transferred from the speaker to the headset of the called position. Likewise, calls from distant facilities are heard over the programmed position’s speaker in the SDCCS and are transferred to the headset upon selection of the appropriate DA indicator.

b. Manual ringdown circuit (Navy Types 2, 3, 4, 6, 8, 8A and 9). Shall provide a minimum of 2 Type 2, 2 Type 3, 2 Type 4, 2 Type 6, 1 Type 8, 1 Type 8A, and 1 Type 9 nonselective private line channels for point-to-point communications. A call is initiated by selecting the appropriate DA indicator and then manually signaling (by means of a ring indicator) or in some cases, by voice, depending upon the type of equipment at the distant facility. Incoming signaling is ring or in some cases, voice. Both outgoing and incoming ring signaling may be 20 Hz, 105 VAC or voice.

c. Automatic ringdown circuit (Navy Type 15 and 16). Shall provide a minimum of 5 Type 15 and 7 Type 16 nonselective private line channels for point-to-point communications. Outgoing signaling is automatic upon selection of programmed DA indicator. Incoming signaling shall be ring (20 Hz, 105 VAC).

d. Selective signaling circuit (Navy Types 7, 10 and 11). Shall provide a minimum of 3 Type 7, 2 Type 10, and 2 Type 11 channels for selective signaling (send and receive modes) over 4-wire multi-party private line voice networks. A call is initiated by first selecting the appropriate DA indicator and then dialing a 2 or 3 digit code assigned to the called position at a distant facility or a programmed position within the SDCCS. Selective signaling equipment shall be compatible with Western Electric SS-1, SS-lA and SS-4 systems. Type 10 circuits utilize selective signaling in the send mode only. Incoming signaling is voice via the station speaker.

e. Central Office (CO) and Private Branch Exchange (PBX) extension circuits (Navy Type 12). Shall provide a minimum of 12 channels for dial selective outgoing (pulse or DTMF) and nonselective (20 Hz Ring) incoming signaling over a two-wire line which is connected directly to a CO or to a local PBX.

f. Local single station circuit (Navy Type 18). Shall provide a minimum of 6 channels for private two way communication between positions within the SDCCS and local vicinity points (such as weather or line shack) over a 2-wire line. Outgoing signaling from the SDCCS may be initiated automatically, manually initiated or fully manual. Local vicinity points utilize a standard common battery telephone instrument (W. E. Type 2500 or equal). Outgoing calls from the remote instrument may be initiated automatically (removal of telephone instrument’s handset) or selectively (not less than 10 codes) via the DTMF keypad.

g. Dial pulse signaling. The SDCCS shall be capable of generating dial pulse signals. The necessary circuitry may be located at the position or in the telephone interface equipment. Outgoing dial pulses shall be transmitted at 8.5 to 10.5 pulses per second with a 58 to 62 percent break. The interdigital time between the last pulse of one digit and the first pulse of the next digit shall be not less than 600 ms.

h. Ringdown signaling. The SDCCS shall be capable of receiving and detecting 20 Hz, 55-105 VAC signaling and transmitting 20 Hz, 105 VAC signaling.

i. DTMF signaling. The SDCCS shall be capable of transmitting and receiving DTMF signals. Table A-1 specifies the keypad digits, designations, and corresponding tone frequencies to be generated.

j. Beep tone. The SDCCS shall provide a beep tone generator with multiple outputs capable of supplying beep tones to PBX circuits for recording purposes. Table A-3 specifies the level and frequency requirements.

k. PBX tie line. Two wire circuit that provides selective incoming (two and three digit DTMF receive] and outgoing (pulse or DTMF] signaling shall be capable of interfacing with a CO line, PBX extension, or a local facility administrative phone system. 

l. E & M Signaling. The SDCCS shall provide the capability to use (directly) E & M signaling on facilities leased from the common carrier or provided by the Government. DC conductor resistance in the E lead and M lead shall be limited to 25 ohms or less. The following convention shall be used on the E & M signal. When the circuit is “on hook”, the E-lead shall be open and the M-lead grounded. When the circuit is “off-hook”, the E-lead shall be grounded and the M-lead shall be -48 VDC.

3.2.2.5.2.1
CIRCUITS

3.2.2.5.2.1.1
INCOMING COMMON OPERATOR CIRCUITS. All secure circuits shall be direct dialed to individual instruments or be hotlined to a communications station. The operator shall then direct or forward the call to the appropriate end operator.

3.2.2.5.2.1.2
OUTGOING COMMON OPERATOR RESTRICTED EXTERNAL CIRCUITS. The crypto devices shall have appropriate security access level restrictions. Only specified operators shall have direct access to these devices.

3.2.2.5.2.2
AUTOMATIC INTER-CONNECTION OF SUBSCRIBERS AND CIRCUITS. The equipment shall inter-connect and automatically terminate and provide off-hook/hot line service without the aid of a operator. Specific connections shall be permitted or restricted by a stored program.

3.2.2.5.2.3
LOOP CONFERENCE NETWORK. The SDCCS shall provide up to four loop conference networks. These networks shall provide voice communications between multiple stations within the SDCCS and remote stations or remote switching systems (furnished by others). The SDCCS shall preprogram up to fifteen SDCCS operator stations to each of these networks via reconfiguration maps. Each programmed station shall enter each network via two DA indicators. One DA indicator shall provide monitor only capability while the second DA indicator provides the capability to communicate with all other stations on the network. Each network shall connect to the remote stations/remote switching systems via a 4-wire voice circuit.

3.2.2.5.2.4
RADIO TELEPHONE CONFERENCE INTERFACE. The SDCCS shall provide a radio telephone conference interface. These interfaces shall provide voice communications between the switching network, Central Office (CO)/Private Branch Exchange (PBX) extension circuits (Navy Type 12), and GAG remote radios. It shall contain the necessary circuitry to interface radio audio signals to telephone circuits. The system shall provide a minimum of 12 radio telephone interfaces.

TABLE A-3. Information Tones

	

Signal
	
Frequencies (Hz)
(+0.5%)
	Power Per 
Frequency Rate
(dBmO) (+1.5 dB)
	
Interruption Rate
	
Tone-On (Sec)
	
Tone- Off (Sec)

	Dial Tone
	350 + 440  (Mixed)
	-16
	Continuous
	-
	-

	Line Busy
	480 + 620  (Mixed)
	-24
	60 IPM
	0.5
	0.5

	Trunk Busy
	480 + 620  (Mixed)
	-24
	120 IPM
	0.2
	0.3

	Reorder
	480 + 620  (Mixed)
	-24
	120 IPM
	0.2
	0.3

	Audible Ringing Routing
	440 + 480  (Mixed)
	-16
	10 IPM
	2.0
	4.0

	Audible Ringing Preference
	440 + 480 (Mixed)
	-16
	30 IPM
	1.64
	0.36

	Preemption
	440 + 620 (Mixed)
	-18
	Continuous
	-
	-

	Conference Notification 
	852 + 1336 (Alternated)
	-24
	NOTE 1
	-
	-

	Zip Tone
	350 + 440 (Mixed)
	-16
	One Burst
	0.2
	

	Beep (NOTE 2)
	1400
	-16
	Repeated
	0.3
	15 - 17

	Chime
	500, 750, 1000, 1250, 1500
	NOTE 3
	One impulse every 2 sec. with a following delay
	-
	-

	NOTE 1:  The tones shall alternate at 300 ms intervals.

NOTE 2:  The beep tone shall be delayed at least  15 seconds after the completion of dialing. When so specified in the contract schedule, the beep tone requirement shall be deleted.

NOTE 3:  See 3.2.2.4.2.2


3.2.2.5.2.5
DELETED
3.2.2.5.3
NETWORKING MULTIPLEXER. The SDCCS shall be compatible with and interface to end instruments via the Networking Multiplexer redundant T1 interfaces.

3.2.2.5.4
CRYPTOGRAPHIC EQUIPMENT. The switching system shall be compatible  with and interface to the cryptographic devices as specified in (a) and (b):
a. 
b. KY-58 VINSON Radio Access Circuit Interfaces. VINSON Subscriber Terminal, VINSON Trunk Terminal

c. KYV-5(CV-3591) ANDVT Advanced Narrowband Digital Voice Terminal

3.2.2.5.5
RECORDING EQUIPMENT INTERFACE. The SDCCS shall be compatible with and interface to a Multi-Channel voice Recorder/Playback for recording audio (radio, telephone, and intercom) circuits in use at all operator stations. Both secure and non-secure circuits shall be recorded. The input impedance for the voice recorded is at least 20,000 ohms bridging and ungrounded with DC isolation. 

3.2.2.6
BUILT-IN TEST EQUIPMENT (BITE) AND MAINTENANCE. The SDCCS shall provide local and remote self-diagnostic capability. The SDCCS shall contain BITE which employs a fault detection capability. This fault detection capability shall detect faults, errors, and abnormal conditions in the switching, the operator stations, internal interfaces, and external interfaces to the maximum extent possible. The BITE shall also isolate the fault/error to a particular component of the SDCCS, and shall provide alarm indication of the fault location.

3.2.2.6.1
MAINTENANCE DIAGNOSTIC SUPPORT. The BITE shall provide necessary hardware and software to define system status and alert maintenance personnel of actual failures. Fault isolation down to the module shall be provided. The design and implementation of the switching system/units shall be based upon the use of redundant processors and other critical, common control equipment. Provision shall be made to ensure that standby processors are kept updated on all database changes.

The equipment shall provide audible and visual alarms indicating false operation or other malfunctions resulting from component failure, crossed or open wiring, or other conditions affecting service which can be detected automatically. System alarms and fault detection error messages shall be routed to a terminal where the system status can be visually displayed on the screen.

The system shall provide printed output information concerning unit failures, reconfiguration messages, diagnostic messages and reboots.

3.2.2.6.2
ALARM FEATURES. Alarms shall be classified catastrophic, major, and minor according to their effect on the switching system. They are as follows:

a. Catastrophic - Such as loss of service, loss of network control, or loss of the on line/redundant processors. Demands immediate attention.

b. Major - Such as loss of service to a subscriber line group or trunk ports. Demands rapid action.

c. Minor - Non-emergency conditions that may cause degraded service or a fault condition that makes the system perform at a level less than for which it is designed. A condition found in automatic routing which had not shown in operation of the equipment but requires attention.

3.2.2.6.3
ALARM PANELS. The system shall provide visual and audible alarms to indicate system faults. Alarms shall be provided on the system main equipment racks and on operator stations. Alarm panels shall provide catastrophic, major, and minor alarm indications. The audible signal shall have the capability of being silenced by operator action.

3.2.2.6.4
FAULT RECORDER. The SDCCS fault recorder shall be a function of the maintenance station and a dedicated printer shall be provided for hard copy. In addition, all logged error messages shall be stored in non-volatile memory by the system processors. This memory space shall log a minimum of 1,000 messages and shall operate such that, when full, new error messages shall overwrite the oldest logged messages currently stored.

3.2.2.6.5
FAULT RECORDER FUNCTIONS. All stored alarm and fault messages shall be capable of being presented on a terminal. The OIS shall be capable of recalling entry or group of entries for data display and instructing hard copy of any display made.

3.2.2.6.6
LINE REPLACEABLE UNIT (LRU) ISOLATION. The BITE shall include special maintenance hardware and maintenance software that shall automatically isolate, or enable the maintenance technician to isolate trouble to an individual circuit card or small functional group of cards.

3.2.2.6.7
MAINTENANCE PROGRAMS. Both on-line and off-line maintenance programs shall be provided. On-line programs shall continually monitor the status. Off-line programs shall be usable as diagnostic tools by maintenance technicians to isolate faults.

3.2.2.6.8
ERROR MESSAGES. Error messages for failures, including power supply failure and low voltage alarms, shall be printed. These messages shall be plain language format (vice alphanumeric codes) and shall include time of failure, unit name, and type of failure. Once corrected or rebooted, a report shall be printed showing the time the system came on-line.

3.2.2.6.9
DIAGNOSTIC MESSAGES. Messages printed for any position off-line in diagnostics shall include time, position number, and the time the position returned to service.

3.2.2.6.10
DEVICE INITIALIZATION MESSAGES. Device initialization messages shall be printed with unit name and time included.

3.2.2.6.11
STATUS SUMMARY DUMP. A status summary dump of the system activity, (i.e., a list of unit failures, reboots, and reconfigurations,) shall be a report printed on demand.


3.2.2.6.12
WATCHDOG TIMER CIRCUIT. A Watchdog Timer (WDT) circuit shall monitor the SDCCS microprocessors. The WDT circuit shall be separate from the microprocessors but shall be physically located on the same control Printer Wiring Assembly (PWA). In the event of a processor failure, the WDT shall disconnect audio between the internal circuits and the environment outside the headset/handset. The WDT shall operate in the fail safe mode. In the advent of any failure, the system shall ensure that secure communication channels are prevented from being routed to non-secure or lower security level channels (circuits).

3.2.2.7
MAGNETIC STORAGE DEVICE AND PRINTER. The system shall provide a magnetic storage device with removable magnetic media for storage, retrieval, editing, and saving the system database. The system shall also provide a printer for printing configuration changes, logging system faults, and assisting in system diagnostics.

3.2.3 TECHNICAL PERFORMANCE CHARACTERISTICS

The system shall meet the system delay times, response times, and performance requirements as specified in 3.2.3.1 through 3.2.3.17.7.

3.2.3.1
SYSTEM START-UP. Normal system operation with the last known system configuration shall begin within 90 seconds after the restoration of power to the SDCCS.

3.2.3.2
RECONFIGURATION. Reconfiguration of a single operator position and reconfiguration of the entire SDCCS shall be accomplished within 1 minute.

3.2.3.3
PUSH-TO-TALK (PTT) SWITCHING TIME. The time interval from actuation of the position PTT or footswitch until a keying signal appears at the system radio interface shall be 50 ms or less.

3.2.3.4
INTERCOM DA AND IA CALLS (NON-OVERRIDE). The time interval from the activation of a DA indicator or an IA indicator sequence to the actuation of the chime and the audio connect at the called position shall be less than 300 ms.

3.2.3.5
INTERCOM DA AND IA CALLS (OVERRIDE). The time interval from the activation of the DA function or the IA function until audio connection is established shall be less than 500 ms.

3.2.3.6
TELEPHONE CALLS. The time interval from the activation of the DA function until the position is connected to a telephone circuit shall be less than 500 ms.

3.2.3.7
DIAL TONE. A dial tone shall be provided to a station within a period of 100 ms after activation of the IA function and shall consist of composite 350 Hz and 440 Hz tones.

3.2.3.8
LINE BUSY TONE. A line busy tone shall consist of composite 480 Hz and 620 Hz tones interrupted at 60 Interruptions Per Minute (IPM), with tone on 0.5 seconds and off 0.5 seconds.

3.2.3.9
REORDER. The system shall provide an indication of all paths busy and no circuit available. Tone shall be composite 480 Hz and 620 Hz tones interrupted at 120 IPM, with tones on 0.2 seconds and off 0.3 seconds.

3.2.3.10
AUDIBLE RING TONE. Audible ring tone or ringback shall consist of composite 440 Hz and 480 Hz tones.

3.2.3.11
CALL HOLD. A operator shall be able to place a call on hold within 200 ms after the function has been activated.

3.2.3.12
CALL TRANSFER. The call transfer feature shall be accomplished within 200 ms after its selection.

3.2.3.13
CALL FORWARD. The call forward feature shall become active within 200 ms after its selection.

3.2.3.14
CONFERENCE CALLS. A position shall be able to enter or establish a conference call within 200 ms after the function has been selected.

3.2.3.15
CALL AND FEATURE DESELECTION. The deactivation of all functions shall occur within 200 ms after deactivation has been initiated. 
Function deactivation includes the elimination of all visual signals, audible signals and audio connects associated with each function.

3.2.3.16
VOICE FREQUENCY CIRCUITS. The voice frequency characteristics for the SDCCS up to the demarcation points shall meet the following requirements.

3.2.3.16.1
IMPEDANCE. Each voice frequency circuit shall present a 600 ohm impedance, balanced to ground, to its interface with a leased or Government-owned circuit at the point of demarcation.

3.2.3.16.2
NOISE. The combined hum and noise of any idle voice frequency circuit measured at the position headset/handset jacks or voice path interfaces with both ends of the path properly terminated shall be not greater than 50 dBrnC.

3.2.3.16.3
IMPULSE NOISE. The peak level of impulse-type noise generated within the system when measuring on a single path of an idle voice frequency circuit, with both ends properly terminated, shall be not greater than 3 bits above a level of 50 dBrnC in a 3-minute period.

3.2.3.16.4
HARMONIC DISTORTION. Total harmonic distortion in a voice frequency circuit resulting from any single frequency between 300 Hz to 3000 Hz when applied at a level of -3 dBmO shall be not greater than 2.5 percent.

3.2.3.16.5
INTERMODULATION DISTORTION. The root mean square (rms) sum of all intermodulation products resulting from any two frequencies between 300 and 3000 Hz when applied to a VF circuit at a level of -3 dBmO shall be not greater than -34 dBmO.

3.2.3.16.6
FREQUENCY RESPONSE. The frequency response (gain relative to 1004 Hz gain) of any connection through the switching system shall meet the following:

70-200 Hz
-3.0 to +0.5 dB

200-3200 Hz 
-0.5 to +0.5 dB

3200-3400 Hz
-3.0 to +0.5 dB 

3.2.3.16.7
CROSSTALK AND ISOLATION. Crosstalk power between any paths in either the Red or Black section of the SDCCS shall be attenuated greater than 100 dB below operating level at all frequencies and under all conditions of network loading. Crosstalk power between the red section and black section of the SDCCS shall be attenuated greater than 100 dB below operating level at all frequencies and under all conditions of network loading. Crosstalk power between the red section of the SDCCS and the position interfaces shall be attenuated greater than 100 dB below operating level at all frequencies and under all conditions of loading. Crosstalk power between any red and black radio, intercom and telephone paths at the operating stations shall be attenuated greater than 100 dB below normal operating level at all frequencies and under all conditions of channel selection. The test signal shall be input at the operating station microphone interface and at the operating station red input interface. The red to black signal leakage shall be measured at the operating station black output interface.

3.2.3.16.8
INHIBIT ISOLATION. RED and BLACK signals inhibited by operating station channel de-selection, or by receive-only assignment shall be attenuated greater than 100 dB below normal operating level at any frequency. Operating position black audio inhibited when any red channel is selected for transmit and receive operation shall be greater than 100 dB. The test signal shall be input at the operating station microphone interface and at the operating station red SDCCS input interface. The red to black signal leakage shall be measured at the operating station black SDCCS output interface.

3.2.3.16.9
LONGITUDINAL BALANCE. The minimum longitudinal balance is 50 dB over the frequency range from 300 Hz to 3000 Hz.

3.2.3.16.10
RETURN LOSS. A return loss of not less than 26 dB over the frequency range from 300 Hz to 3000 Hz shall be provided.

3.2.3.17
SYSTEM POWER REQUIREMENTS. The SDCCS shall consist of redundant DC power supplies. This power equipment shall provide all required power to the SDCCS. Its output capacity shall be such that it can accommodate a fully expanded SDCCS, without exceeding 75 percent of the power equipment subsystem’s rated load. The power equipment subsystem and SDCCS shall be designed such that there is not a loss of SDCCS control as the result of failure of any power equipment subsystem component or subassembly within the red/black switching sections. There shall not be a loss of any SDCCS operating capability during switchover from a primary to a secondary power equipment subsystem device. A chassis lug shall be provided to enable installation personnel the ability of terminating the interconnecting cabling to a common ground potential.
3.2.3.17.1
PRIMARY INPUT POWER. The power subsystem shall be able to operate from either a red (RFI-filtered) or a black primary power source. Prime power shall be 208 VAC, 3-phase for switch racks, and/or 120 VAC, single phase, 60 Hz for external devices.

3.2.3.17.2
CONVENIENCE OUTLETS. Equipment cabinets and frames shall be equipped with AC outlets in convenient locations for soldering irons, portable lamps, test equipment, etc. The convenience outlets shall be fused of the standard three-wire, grounded types. All AC conduit, wiring, and outlets shall conform to the current NFPA-70-2000.

3.2.3.17.3
POWER FAULT INDICATIONS, FUSING, AND WIRING. The equipment shall be completely wired and equipped with fuses and/or circuit breakers, monitored and arranged for printout and display of fault conditions. All associated power and protection equipment shall be provided for the wired capacity of the frames or cabinets provided.

3.2.3.17.4
FUSE AND CIRCUIT BREAKER TYPES. Fuses and circuit breakers shall be of a visual indicator type, except where an alarm printout and display indicates in plain text the location of a blown fuse or open circuit breaker. Fuse and circuit breaker ratings shall be designated by numerals or color code on the fuses, circuit breakers, or panels.

3.2.3.17.5
POWER DISTRIBUTION AND PROTECTION. The SDCCS shall provide necessary facilities for primary/secondary power distribution and fuse protection.

3.2.3.17.6
PRIMARY POWER PROTECTION. Fusing shall be provided for each power source. In addition, means shall be included to allow all power sources to be easily disconnected from the main power busses.

3.2.3.17.7
SECONDARY POWER PROTECTION. Fused circuit protection with blown fuse indicating circuitry shall be provided for all switching and position equipment. Switching equipment shall be fused on an individual channel basis. Each position’s electronic and illumination circuits shall be fused separately. Blown fuse indications (faults) shall be reported through the maintenance diagnostic equipment subsystem. However, visual indication of which fuse has blown shall be provided on the associated fuse panel.

3.2.4 PHYSICAL CHARACTERISTICS


a. 
b. 
The system shall be designed for the following physical characteristics.
3.2.4.1
CABLING. The contractor shall provide all necessary interconnecting cables and connectors for voice, control and power for both switching and position equipment. Inter-connecting cable type between switching and each position shall be fiber optics cable. Digital to fiber optics conversion shall be transparent to the SDCCS, operating positions, and equipment. Fiber optics cable shall be used extensively throughout the SDCCS for isolation purposes.

3.2.4.2
EQUIPMENT CABINETS/ENCLOSURES. Switching system equipment (to include processors, common equipment, line circuits, distribution frame, conference equipment, power subsystem components, fiber optics multiplexers (MUXs), and interface components shall be housed in free standing RFI/EMI cabinets/enclosures. The purpose of this enclosure is to maintain isolation of these components while still providing a compact modular assembly. Removable front and rear hinged access doors shall provide for servicing of equipment. Equipment cabinets shall be equipped with blowers and RFI intake and exhaust ports. Air filters shall be provided on all air intake ports. Design of the equipment cabinets/enclosures shall incorporate provision for inter-cabinet wiring which is independent of the facility where the equipment shall be installed.

3.2.4.3
MODULARITY. The SDCCS shall be modular in construction so that operator stations, radio, intercom and telephone channels may be added or removed incrementally without disruption to system operation. Equipment cabinets shall incorporate connectorized wiring to facilitate initial installation and future expansion. Card cages shall be populated (as required) with connectorized printed circuit boards to establish the system configuration/capabilities and facilitate both maintenance and expansion. Expansion shall be accomplished by the addition of printed circuit cards, plug-in modules, cabinet subassemblies and cabinets.
3.2.4.4
OPERATOR STATION PLACEMENT. The SDCCS operator station shall be of two operational types. Twenty-two Type I operator interfaces shall be installed within the existing radar display consoles. (Copies of drawings describing the existing radar display consoles will be provided upon request from the contracting activity or as directed by the contracting officer). Five Type II operator interfaces shall be rack mountable to a standard 19” rack.
3.2.4.5
TEMPEST CONSIDERATIONS. The TEMPEST design criteria and considerations defined for the operator stations and sub-assemblies shall conform to meet guidance of all NSTISSAM TEMPEST/2-95A standards applicable to the CONUS facilities per NSTISSI 7000.

3.2.4.6
SECURITY CONSIDERATIONS. SDCCS subsystems that process classified information shall conform to NSTISSAM TEMPEST/2-95A and shall incorporate the Red/Black installation guidelines of NSTISSAM TEMPEST/2-95A and MIL-HDBK-232A as guidance. Red/Black requirements shall be as specified in (a) through (c):

a. Components of both the Red/Black Switches shall be identified, and Red/Black isolation shall be maintained.

b. Red components shall be TEMPEST as applicable to CONUS facilities qualified and immune to external EMI.

c. Red information shall be prohibited from entering designated stations for administrative procedures.

3.2.4.6.1
MULTI-LAYER SECURITY. The SDCCS shall have multiple layers of security for protection from access and revision of the SDCCS database by the various SDCCS operators, e.g., operator and maintenance personnel, as well as unauthorized personnel. A operator at the highest-level of operational security shall be able to exercise all configuration commands and shall be able to generate passwords. Configuration security is defined as the subdivision of switches into groups, such that a given operator may control a specified set of ports, but have no access to other ports in the system. A given operator’s operational and configuration access shall be enabled by correct password matching.

3.2.4.6.2
RED/BLACK END INSTRUMENT. All Red/Black operators shall interface to both a Red and Black switching system via a Red/Black end instrument as specified in (a) through (b):

a. Red/Black Operation. The Red/Black end instrument shall monitor both Red and Black radio, telephone, and intercom simultaneously while providing protection by muting Red circuits when the Black PTT is utilized. The Red/Black isolation shall meet NSTISSAM TEMPEST/2-95A guidelines as applicable to CONUS facilities.

b. Red-Only Speaker. All Red/Black end instruments shall contain a RED-ONLY SPEAKER operation to monitor RED circuits only. The speaker shall automatically be disabled and deactivated when any BLACK line key is selected. The speaker shall mute upon detection of PTT at the equipment. Audio shall be cut off from the speaker while the PTT is held active at the handset or headset, then automatically reconnected with the PTT is released.

3.2.4.6.3
INADVERTENT OR MULTIPLE PARTY CONNECTS. The switching system shall be designed and implemented to prevent inadvertent connections. Inadvertent connections shall not exceed one in one million in accordance with guidelines of NSTISSAM TEMPEST/2-95A.

3.2.4.6.4
SECURITY ACCESS LEVEL PROTECTION. The switching system shall incorporate security access level protection to prevent any flow of higher security information into any lower security ports in the SDCCS.

3.2.4.6.5
PROTECTIVE DISTRIBUTION SYSTEM (PDS). If necessary, a PDS shall be installed to interconnect all subcomponents of the SDCCS to insure TEMPEST integrity is maintained throughout the SDCCS. The contractor shall provide the appropriate duct, conduit and hardware necessary to meet the PDS guidelines specified in CONUS NSTISSI 7003.

3.2.4.6.6
ADDITIONAL SECURITY FEATURES. The system shall have Red/Black control and security features as specified in (a) through (m):

a. All voice and data shall be DC isolated.

b. Onboard microprocessor(s) shall provide the control for the selection of secure/non-secure audio paths.

c. All database and control options for the operator stations shall be controlled from the Secure SDCCS database.

d. The microprocessor(s) shall continuously verify the current audio select path by means of a dedicated monitoring device.

e. DELETED.

f. Both secure and non-secure signals to/from the operator station shall be filtered and the isolation between the secure and non-secure portions of the chassis shall be at least 100 dB.

g. The Red switching devices shall provide at least 100 dB of isolation between all channels.

h. Chassis color coding, keyed connectors, and processor software shall prevent misconnections during initial installation and service disconnects.

i. The handset/headset microphone element shall be electrically disconnected or isolated when the console station is idle (as defined in Table II).
j. When on-hook, the audio lines from the SDCCS switch shall be disconnected from the internal circuitry and are looped back, via relays, to the switch. Also, audio at the switch interface shall be electrically disconnected when the end instrument is on-hook.

k. All I/O interface connections shall be filtered and isolation between the data links and the audio shall be maintained via fiber optics. In addition to these internal features, the headset/handset shall be constantly evaluated by the SDCCS interface such that if a fault occurs, it is disconnected, and an immediate detection message shall be printed on the system console.

l. Power isolation. Signals from the Red section to power lines shall be attenuated greater than 100 dB below operating level at all frequencies and under all conditions of network loading for all SDCCS system components.

m. The SDCCS shall provide technical control operators with the ability to ensure that the operative and maintenance standards as defined in DISAC 300-175-9 and MIL-STD-188/154A for all circuits at the operator and transmission levels are being met.

3.2.5 COMPUTER FIRMWARE/SOFTWARE REQUIREMENTS

Computer firmware and software shall be removable from the system (e.g., chip, board, or disk). In processing resource and reserve capacity, the contractor shall analyze the processing resource and reserve requirements, such as timing, memory utilization, I/O channel utilization, identified in the contract and shall allocate these resources among the Computer Software Configuration Items (CSCIs).  The allocation of these resources to a CSCI shall be documented in the Technical Plan for that CSCI.  The contractor shall monitor the utilization of processing resources for the duration of the contract and shall reallocate the resources as necessary to satisfy the reserve requirements.  Measure resource utilization at the time of delivery shall be documented in the Technical Plan for each CSCI.  Resource allocation and reserve requirements shall be applied to computer software and firmware developed for the SDCCS system. Software/firmware resource allocation shall be identified and a minimum reserve capacity of 50 percent shall be provided (e.g., input/output, processing throughput, and memory). The contractor shall identify the procedures to be used to incorporate software/firmware modifications.  Those features of software/firmware and software/firmware design that permit cost effective modification of likely functions to be changed over the system lifetime shall be identified. Software processing shall be provided on several levels.

3.2.5.1
GENERAL SYSTEM SOFTWARE FEATURES AND REQUIREMENTS. The switching system software shall provide the control of the system operational requirements. In response to requests from functional operations and associated hardware, the system software shall be able to perform or control all switch functions including, but not limited to the following:

a. Station Call Processing

b. Trunk Call Processing

c. Attendant Call Processing

d. Providing Call Service Features

e. Numbering Plan Translations

f. Maintenance/Diagnostic Operations

g. All Required Administrative Operations

h. General System Housekeeping

i. Database Update.

The time required to fully execute a single operational instruction entered into the SDCCS after the RETURN key is depressed shall not be longer than five seconds under any conditions of system loading and real time activity. This shall include a command that disconnects all system elements.

3.2.5.2
CONNECTION ERRORS. The SDCCS connection error rate shall be less than one improper connection made in one million connection commands executed. Improper connections shall include connections made that are not commanded by the operator or supervisor.

3.2.5.3
BACKUP ARRANGEMENT. The system shall provide for database backup on removable magnetic or optical media weekly or when significant changes have been made.

3.2.5.4
ACCESS LEVELS. Security access levels shall be assigned to all operator, supervisor, and maintenance stations for radio, intercom, and telephone circuits. Individual OIS indicators may have different security access levels. However, from a OIS indicator with a certain security access level, a operator can only access other OIS indicators, trunks, cryptos, or operators with an identical security access level. No access is possible across security access level boundaries.

3.2.5.5
SOFTWARE DIAGNOSTICS. The SDCCS diagnostic program, when executed on-line, shall automatically test all inactive SDCCS circuitry on a continuous basis. When executed in the maintenance mode, this diagnostic program shall automatically test all SDCCS circuitry and shall allow the system operator to specify various subsystems to be tested in addition to an entire system test. The diagnostic program shall display all faults to the printed circuit board level and shall display all detected faults to the lowest possible component level. All detected faults shall be displayed and stored in an operator retrievable diagnostic record file for printing.

3.2.5.6
DATABASE ADMINISTRATION. The system shall provide for creating, retrieving, editing, and saving the system database. The system software shall consist of the required routines/programs necessary for administration of the system database and shall be operable without interruption of the operating program or compromising the systems operation and performance.

3.2.5.7
DATABASE PROTECTION. The database shall not be alterable by normal program action but shall be alterable by the properly logged-on supervisory station.


3.2.5.8
SELF-TEST. Continual automatic self-testing under stored program control, with appropriate alarms upon fault detection, shall be provided to monitor the integrity of the switching system.

3.2.5.9
DIAGNOSTICS. The SDCCS shall fully execute the complete automated diagnostic procedure and display all faults within 2 hours. A software/firmware diagnostic program shall be provided with the system. When executed in the operational mode, this diagnostic program shall automatically test all inactive SDCCS circuitry on a continuous basis. When executed in the maintenance mode, this diagnostic program shall automatically test all SDCCS circuitry and shall allow the system operator to specify various subsystems to be tested in addition to an entire system test. The diagnostic program shall display all faults to the printed circuit board level and shall display all detected faults to the lowest possible component level, in both the operational and maintenance modes. All detected faults shall be displayed on the control terminal (if control terminal display of detected faults is enabled), stored in a operator retrievable diagnostic record file, and printed on hardcopy (if automatic hardcopy is selected).

3.2.5.10
SYSTEM HELP PROGRAM. The system shall provide an object driven program that provides a system overview and help description for all operational functions.

3.2.6 SYSTEM QUALITY FACTORS.

3.2.6.1
RELIABILITY REQUIREMENTS. The system reliability shall be stated in terms of specified Mean-Time-Between-Critical-Failure (MTBCF) (Mission Reliability) and Mean-Time-Between-Failure (MTBF) (Basic Reliability) in hours. The equipment configuration, reliability models, and reliability requirements for individual equipment or groups of equipments shall be determined and apportioned so that the reliability requirements specified below are satisfied.

a. The failure of any Line Replaceable Unit (LRU) shall not affect the performance of any other LRU.

b. Provision of power to LRUs or removal of power from LRUs shall not affect the performance of other LRUs.

c. The subsystem equipment shall be selected so that it meets the specified and apportioned reliability requirements while also meeting the specified performance requirements at minimum life cycle costs.

3.2.6.1.1 MISSION RELIABILITY. The complete SDCCS system, consisting of all contractor-furnished equipment installed, shall achieve a mission MTBCF of 5000 hours under the worse case environmental conditions specified in paragraph 3.2.7. MTBCF is defined as the total SDCCS system uptime divided by the number of critical hardware, software, and firmware failures that degrade Full Mission Capability (FMC). Failures due to incorrect instructions in the system technical documentation shall also be counted as relevant failures. FMC is that level of performance, which allows the SDCCS system to perform its mission within all the requirements of this specification. The MTBCF requirement shall be met under the maintainability requirements specified in paragraph 3.2.6.2.
3.2.6.1.2 BASIC RELIABILITY. The SDCCS system shall achieve a series configuration Mean-Time-Between-Failure as determined by the reliability modeling, allocation and prediction specified in the SOW that will provide the specified MTBCF and operational availability within the specified allowable maintenance actions (see paragraph 3.2.6.2) under the worse case environmental conditions specified in paragraph 3.2.7. However, in no case shall the series configuration MTBF be less than 300 hours. The series configuration MTBF is defined as the total system uptime (not including GFE) divided by the total number of hardware, software, and firmware failures that require corrective maintenance action. Failures due to incorrect instructions in the system technical documentation shall be counted as relevant failures.
3.2.6.2 MAINTAINABILITY. The system shall have a Mean-Time-To-Repair (MTTR) not to exceed 0.5 hours when defined as the sum of active corrective maintenance times divided by the total number of failures within a given period of time. The maximum-corrective-maintenance-time (Mmaxct) (95th percentile) shall not exceed 1.0 hour when corrective maintenance is accomplished at the organizational level by the replacement of subassemblies (e.g., PCB) and chassis-mounted parts (e.g., electronic, electrical, electromechanical and mechanical). Corrective maintenance is unscheduled on-line and off-line actions accomplished, as a result of failure, to restore the system to full operational capability. The corrective maintenance time includes localization, isolation, disassembly, interchange, reassemble, alignment, and checkout for all corrective maintenance times. BIT/BITE use is included in the corrective time requirement. The equipment is considered to be in a corrective maintenance mode whenever a failure or malfunction (including a malfunction that allows degraded operation) is detected.

3.2.6.2.1 BIT/BITE. The SDCCS system shall contain BIT/BITE, to the maximum extent possible, to provide programmed testing for failure detection, error analysis, fault isolation and localization. It shall detect and isolate faults at the level of the lowest replacement module and shall report operational status with both local and remote display.

3.2.6.2.2
SUPPORT TEST BED. The contractor shall provide a Hardware Support Test Bed.

3.2.6.2.2.1
HARDWARE SUPPORT TEST BED. The contractor shall provide, install, and check out, if and to the extent the Government exercises the option for the Hardware Support Test Bed. The hardware, software, emulation equipment, and hardware support test bed instructions required to maintain an identically configured SDCCS system for testing repaired cards, hardware, firmware, and software modifications, and general engineering support of the fielded system.

This hardware shall be identically configured to the hardware that is provided for the operational system. This hardware shall consist of a SDCCS, two type II operator stations, printer, all special test equipment required to support the operational system, and other interfaces, as well as any other peculiar support equipment necessary for maintenance and checkout of system modification developments, interface testing, and material to support operators.

The hardware support test bed SDCCS shall have a minimum of 3 channels/ports for telephones and 6 channels/ports for radios. All other design requirements are identical to the system SDCCS.

3.2.7 ENVIRONMENTAL CONDITIONS

The system environmental conditions shall be as specified in the following paragraphs, except where specified in the individual appendix.

3.2.7.1
DELETED
3.2.7.2
INTERIOR ENVIRONMENTAL CONDITIONS. All system equipment shall maintain the specified performance when exposed to the interior operating environmental conditions specified below:

a. Temperature range from +5 degrees C to +40 degrees C

b. Relative humidity of 15 to 90 percent for both continuous and intermittent periods.

3.3 DESIGN AND CONSTRUCTION.

3.3.1 PART, MATERIALS, AND PROCESSES

Unless otherwise specified herein, all parts, materials, and processes employed in the manufacture of system equipment shall use MIL-HDBK-2036 Appendix A as guidance. Soldering shall conform to best commercial practices. Parts selected in accordance with this specification shall not relieve the contractor of the responsibility for complying with the equipment performance requirements and other requirements of this specification. Used or damaged parts shall not be used in any equipment. Lead-based paint shall not be used on any system equipment and all support equipment.

3.3.1.1
UNACCEPTABLE MATERIALS. Use MIL-HDBK-2036 as guidance for unacceptable and prohibited materials. The materials specified in a. through d. shall not be used in the fabrication or construction of any system equipment, including all ancillary equipment.

a. Polychlorinated biphenyls

b. Asbestos and asbestos compounds

c. Beryllium and beryllium compounds

d. Ozone depleting substances

3.3.2 ELECTROMAGNETIC RADIATION

The system shall be designed, interfaced and installed to meet the Electromagnetic Compatibility (EMC) requirements of MIL-STD-464 and MIL-STD-461E, as specified in a. through h.

a. CE102

b. CS101

c. CS114

d. CS115

e. CS116

f. RE102

g. RS101

h. RS103

3.3.2.1 COMPROMISING EMANATIONS CONTROL. Control of compromising emanations shall be as specified in NSTISSAM TEMPEST/2-95A as applicable to CONUS facilities. Any equipment that shall be installed and operate within a Red area shall be designed and installed in compliance with the requirements of NSTISSAM TEMPEST/2-95A as applicable to CONUS facilities. The equipment and all connections to them shall be such that no compromise in secure transmission is afforded, in accordance with TEMPEST requirements.

3.3.2.2
GROUNDING. SDCCS equipment and cables shall be installed in adherence to the guidelines of NSTISSAM TEMPEST/2-95A and MIL-HDBK-419A.

3.3.3 NAMEPLATES AND PRODUCT MARKING

Nameplate and product marking shall be as specified using MIL-HDBK-454A, Guideline 67 as guidance. Caution, warning, and accident prevention marking shall be as specified using MIL-HDBK-454A, Guideline 1 as guidance. The nomenclature nameplate shall be permanently attached to the SDCCS system equipment. Foil type nameplates shall not be used.

3.3.4 INTERCHANGEABILITY

Interchangeable items shall be as specified using MIL-HDBK-454A, Guideline 7 as guidance. All parts having the same manufacturer’s part number shall be functionally and physically interchangeable. Interchangeability of assemblies shall be accomplished without the necessity for realignment of electrical circuits contained in the interchanged assembly. Readjustment is allowed for interchangeability of subassemblies and lower item levels.

3.3.5 SAFETY

The system shall be designed as specified using MIL-HDBK-454A, Guideline 1 as guidance and MIL-STD-882-154 paragraph 4.3.
3.3.6 HUMAN ENGINEERING

The system shall meet the human engineering design requirements for both male and female personnel of MIL-STD-1472F. MIL-HDBK-46855A shall be used as a guide for process and procedures.

3.3.7 SYSTEM SECURITY

The system shall comply with all applicable security requirements.

3.3.8 COMPUTER RESOURCES

Circuitry that employs a microprocessor shall conform to the following requirements.

3.3.8.1
SOFTWARE/FIRMWARE. All application software/firmware shall be removable from the system if allowed by the NDI (Non-developmental Item) nature of the equipment (e.g., chip, board, or disk).

3.3.8.2
RESOURCE ALLOCATION AND RESERVE. Resource allocation and reserve requirements shall be applied to newly developed computer software and firmware. Newly developed software/firmware resource allocation shall be identified and a minimum reserve capacity of 50 percent shall be provided (e.g. input/output, processing throughput, memory).

3.4 DOCUMENTATION

System documentation such as specifications, drawings, technical manuals, test plans and procedures, and installation instruction data shall be delivered.

3.5 PRECEDENCE

This specification shall be the governing document in any conflict of requirements between this specification and requirements in other applicable documents referenced in this specification.
4.0 QUALITY ASSURANCE PROVISIONS
4.1 QUALITY CONTROL SYSTEM

The contractor shall implement a Quality Assurance Program consistent with ASQC Q9000 (series) Quality Assurance Program to ensure the reliability of the SDCCS system. The quality assurance process shall be coordinated with the related verification, validation, joint review, and audit processes. System verification shall include the complete SDCCS, including all functional areas, and all internal and external interfaces. All verifications shall be performed by the contractor as specified herein. All non-developmental items (NDI) procured shall be tested in accordance with standard vendor practices. Certificates of conformance and/or test data shall be available for Government review. Unless otherwise specified in the contract, the contractor shall be responsible for performing all testing necessary to demonstrate compliance with this performance specification. The Defense Contract Management Area Contract Management Office’s (DCMA, CMO) shall not be responsible for performing any testing, although the Government reserves the right to witness, perform, or assist in performing any of the tests set forth in this specification where such testing is deemed necessary by the Government to assure that supplies and services conform to prescribed requirements. When Government participation is deemed necessary, the Government will provide written notice three (3) days prior to the scheduled test.

4.1.1 QUALITY ASSURANCE TERMS AND DEFINITIONS

Quality assurance terms used in this specification shall be as defined in ANSI/ISO/ASQC A8402-1994.

4.2 VERIFICATION

Verification shall include inspection, analysis, demonstration and test.
4.3 

a. 
b. 
c. 
d. 

4.3.1 INSPECTION

Inspection shall consist of visual examinations, reviewing documentation, and comparing characteristics with specified system requirements. Inspections shall verify characteristics such as construction features, document and drawing compliance, workmanship, and physical condition.

4.3.2 ANALYSIS

Analysis shall consist of theoretical analysis of system operation or computer simulations to determine conformance to specified system requirements. Analysis shall verify characteristics such as concealed design, performance, construction features, processes of manufacturing, and system operation through study, calculations, and modeling.

4.3.3 DEMONSTRATION

Demonstration shall consist of functional verifications by operation, movement, and/or adjustment of an item under test to determine conformance to specified system requirements. Demonstrations shall verify characteristics such as operational performance, human engineering features, service, access features, and transportability.

4.3.4 TEST

Test shall consist of measuring or recording system parameters and performance during or after the controlled application of operational, functional, and/or environmental stimuli. Test shall verify characteristics such as capacity, throughput, detection, and tracking.

4.2.4.1
SYSTEM TESTING. System testing shall verify compliance with the requirements of this specification and the contract and shall be conducted in the following four major testing stages:

e. Factory testing

f. Maintainability demonstration 

g. On-site testing

h. Reliability demonstration

System testing shall utilize simulated data, recorded data, assets of opportunity, and controlled live assets. Simulated and/or recorded data shall be used when controlled and known inputs are necessary to test system performance. The contractor shall be responsible for the generation of all simulated data throughout system testing. Targets of opportunity will be used to support on-site testing. Verification of the system requirements shall be conducted by analysis, visual inspection, demonstration, and/or measurement. The contractor shall develop a Requirements Traceability Matrix (RTM). The RTM shall cross-reference the SDCCS requirements to the verification method as specified herein.

4.2.4.1.1
FACTORY TESTING

. 
Factory testing shall verify that engineering and development design is complete, that design risks are minimized, and that the system is in compliance with the requirements of this specification. Verifications shall proceed from the unit level, through verification of integrated functional areas and interfaces within the system, and to the complete system, in as near an operational configuration as practical. Following system level factory testing, the contractor shall conduct a maintainability demonstration.
The contractor shall provide test plans and procedures for all factory testing. All system functions shall be tested on the complete system. Electromagnetic Interference (EMI) control and Electromagnetic Compatibility (EMC) for the system shall be approved in accordance with MIL-STD-461E and all system equipment shall be subjected to leakage current testing in accordance with the guidelines of MIL-HDBK-2036A, paragraph 5.1.3.10.1. When modifications are incorporated in any equipment, all duplicate equipment shall be modified prior to delivery. The following paragraphs identify the general requirements for factory testing.

4.2.4.1.1.1
TEST FACILITIES
. Factory testing shall be conducted by the contractor at the prime contractor’s or subcontractor’s facility or other location approved by the Government. All test equipment, chambers, and apparatus used in conducting the factory tests shall be provided by the contractor.

4.2.4.1.1.2
UNIT AND SUBSYSTEM LEVEL TESTING. 
All unit and subsystem level equipment shall be tested in accordance with the manufacturers normal practices. All specification items not certified or verified by the equipment supplier shall be verified during factory and on-site testing. The use of simulators is acceptable for their tests.

4.2.4.1.1.3
SYSTEM TESTING EQUIPMENT CONFIGURATION. 
Following unit level testing by the manufacturer/equipment supplier, the contractor shall integrate and align all system equipment in accordance with contractor provided manuals and test equipment. The integrated system shall consist of the complete SDCCS. The contractor may use a mix of real and simulated and/or recorded data during system testing. The specific use of simulated and/or recorded data shall be subject to Government approval.

4.2.4.1.1.4
HARDWARE TESTING.
 All system hardware equipment shall be validated or tested at the factory or vendor facility to assure that its performance and characteristics are in accordance with the requirements of this specification. Hardware validation or testing shall verify performance characteristics, physical characteristics, environmental characteristics, and design and construction characteristics.

4.2.4.1.1.5
SOFTWARE/FIRMWARE TESTING.
 All system software and firmware shall be tested at the factory prior to delivery. Software/ firmware testing shall be conducted according to the following guidelines:

a. Software/firmware testing shall be conducted utilizing programs, which have been compiled and assembled under configuration control.

b. Testing shall be conducted on the exact hardware to be delivered.

c. The program under test shall be subjected to its normal input data in such a way as to exercise all major functions and all interfaces. Tests shall be designed to exercise variations of all modes of operation following scenarios of typical, normal program operation, which demonstrate compliance with operational requirements. Legal and illegal inputs shall be made to test program integrity.

d. The program under test shall be required to operate at saturation levels, which stress its capabilities in terms of response terms and data handling capacity. The testing shall be conducted according to best commercial practice requirements.

e. The occurrence of a software/firmware error shall require correcting and repeating the associated test in its entirety. During the repetition of the test, the particular operation (s) in progress at the time of failure shall be repeated at least three (3) times. When patches are required to complete testing, all software shall be recompiled and retested once errors are corrected. Correction of firmware during the factory tests shall be accomplished by regeneration the firmware module or providing new modules and repeating the tests. All software/firmware modifications shall be performed under configuration control.

4.2.4.1.1.6
EMI EMISSION, SUSCEPTIBILITY, AND SYSTEM SELF COMPATIBILITY. 
EMI and Electromagnetic compatibility (EMC) of all newly designed system equipment shall be approved to ensure compliance with MIL-STD-461E and test to demonstrate compliance with MIL-STD-461E. The Government reserves the rights to conduct any or all of the EMI tests specified in MIL-STD-461E. If noncompliance with MIL-STD-461E is demonstrated, the contractor shall perform any modifications or corrections necessary.

4.4 MAINTAINABILITY VERIFICATION

The contractor shall conduct a maintainability demonstration of the system using MIL-HDBK-470A Appendix B and paragraph 4.4 as guidance. Fault detection, fault isolation, and system repair requirements shall be demonstrated and verified. The maintainability demonstration shall be conducted at a contractor test facility comparable to the actual operating environment; including location accessibility for space modules, test equipment, and technical manuals. Spare parts, test equipment, technical manuals, and repair equipment used during the maintainability demonstration shall be identical to the equipment provided with the system. The contractor shall provide a list of at least 40 faults distributed throughout the system. The Government will select 10 faults from the list for the maintainability demonstration. Fault simulation shall be accomplished using Appendix B of MIL-HDBK-470A as guidance. The contractor’s distribution of the maintainability demonstration faults shall be subject to Government approval.

4.4.1 MAINTAINABILITY DEMONSTRATION

The maintainability requirements shall be demonstrated using MIL-HDBK-470A, TEST METHOD 9 as guidance, with a customer risk of 5 percent. The maintainability demonstration shall be conducted using contractor supplied maintenance equipment.

4.4.2 ACCEPTANCE

The maintainability demonstration shall verify that the system conforms to the acceptance criteria for fault isolation and maintainability prior to the delivery of the system.

4.4.3 REJECTION

Failure to conform to the fault isolation or maintainability requirements shall be cause for rejection. If a reject decision is reached by the Government representative assigned to witness the testing, the contractor shall, at no additional cost to the Government: 

a. Develop an approach for redesign.

b. Submit the proposed redesign to the Government.

c. Upon approval of the proposed redesign, the contractor shall implement the redesigns or corrections and repeat the maintainability demonstration until the required maintainability criteria has been reached.

4.5 ON-SITE TESTS

Following system equipment installation, the complete system shall be tested in accordance with test plans and procedures provided by the contractor and approved by the Government. During on-site testing, the contractor shall conduct tests to verify operational parameters not feasible to test or evaluate during factory testing. As part of the ongoing testing, the system shall be tested for specified operation and performance using controlled test flights provided by the Government. The contractor shall develop the test plans and procedures for all on-site testing.

The contractor shall verify all requirements of the SDCCS system and its interfaces with the operator facilities during on-site testing. Electromagnetic Interference (EMI) control and Electromagnetic Compatibility (EMC) for the system shall be approved and tested in accordance with the guidelines of MIL-STD-461E and all system equipment shall be subjected to leakage current testing in accordance with the guidelines of paragraph 5.1.3.10.1 of MIL-HDBK-2036A. All on-site system testing shall be successfully completed prior to the start of the reliability demonstration.

All software delivered with the system shall be patch-free. Any patches resulting from faults detected during the on-site test shall be the responsibility of the contractor. When the software problem is rectified, all software in the equipment shall be reloaded and retested before the conclusion of the on-site tests. All firmware delivered with the system shall be error free. When firmware faults are detected during the on-site tests, the contractor shall insure the vendor fixes the problem. The contractor shall be responsible for insuring the vendor regenerates the firmware, provides new modules, and retests prior to the conclusion of on-site testing. All software/firmware changes shall be under configuration control.

4.5.1 TEST APPARATUS

All test apparatus used in conducting on-site testing shall be provided by the contractor. Any unique test fixture or test jigs developed under this project shall be delivered to the Government.

4.5.2 SDCCS SYSTEM INTEGRATION TESTING

Once the installation and check-out has been completed, the SDCCS shall be integrated. Tests shall be conducted to verify proper integration of the systems components.

4.6 RELIABILITY DEMONSTRATION

After successful completion of the on-site testing the contractor shall monitor the system reliability during the first year of system operation. Records shall be kept by the Government and the contractor during this period to evaluate the specified system reliability.

The contractor shall maintain individual records for all contractor supplied system equipment. The maintenance records shall consist of, but not be limited to, the following:

a. On/off times for all system equipment.
b. Alarm history file by month for the JSSROC SDCCS System. Data shall include the validity of the alarms and the action taken to eliminate the alarm.

c. Initial values for the Maintenance Standard control settings.
d. Any modifications to the Maintenance Standard control settings and the reason for the modification.
e. Initial values for the system monitor threshold data.
f. Any modifications to the system monitor threshold data and the reason for the modification.
g. All LRU component subsystem failures, the reason for the failure (s), and the corrective action performed to correct the failure.
h. All corrective and preventive maintenance performed on the system equipment including the time required to perform the maintenance.

Whenever the reliability of the system is in doubt, the contractor and/or Government may initiate a review of the maintenance records. The Government reserves the right to initiate a review at any time throughout the reliability demonstration. At least a seven (7) day notice shall be given for any review.

4.6.1 FAILURE CATEGORIZATION

All malfunctions during the informal reliability demonstration period shall be categorized as either a relevant failure or a nonrelevant failure. Failure categorization shall be assigned by the contractor, with Government concurrence, and shall be in accordance with the following guidelines.

4.5.1.1
RELEVANT FAILURE. A relevant failure is any failure occurring which results in the system failing to comply with the specified performance requirements of the system and which is not specifically defined as nonrelevant failure.

4.5.1.2
EXTERNALLY INDUCED FAILURE. All externally induced failures shall be classified as nonrelevant. Externally induced failures are those that result from factors external to the system. Facility power failures, which result in the system being down and damage, caused by unauthorized personnel are examples of externally induced failures.

4.5.1.3
NONRELEVANT FUNCTION FAILURES. Failures of functions not essential to the performance of the system shall be classified as nonrelevant. Illumination lamp and equipment panel meter faults are examples of nonrelevant function failures except when the failure causes secondary failures, which results in failure to comply with specified performance capabilities of the system.

4.5.1.4
REDUNDANT ELEMENT FAILURES. Failures of redundant elements, the functions of which may be performed by back-up elements while maintaining specified performance of the system shall be considered nonrelevant. Redundant equipment shall not be considered redundant elements. An example of a redundant element failure shall be a dual channel system in which the secondary channel is brought on-line within 30 seconds from the failure of the primary channel. In the event that a dual channel system is provided, system restoration within 30 seconds shall be considered a nonrelevant failure.

4.5.1.5
REDUNDANT EQUIPMENT FAILURES. Identical failures classified as relevant, occurring on redundant equipment shall be considered as one (1) relevant failure for the reliability demonstration.

4.5.1.6
ACCEPTANCE. System Acceptance shall be predicated upon successful completion of the contractor conducted On-Site Acceptance tests, as documented in the On-Site Acceptance test report, the one year reliability demonstration, and PCA. The Government conducted, contractor maintained, reliability system tests shall verify system reliability and performance in an operational environment under full duty cycle conditions. The system reliability shall be satisfied when at the end of the one year period, the system is fully operational and any failures and corrective action documented in a final report. Any changes associated with the informal reliability demonstration shall be reflected in the PCA.
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