INFORMATION TECHNOLOGY (IT) SYSTEMS PERSONNEL SECURITY PROGRAM REQUIREMENTS

Authority/Purpose:

The U.S. Government conducts trustworthiness investigations of personnel who are assigned to positions that directly or indirectly affect the operation of unclassified information technology (IT) resources and systems that process Department of Defense (DoD) information, to include For Official Use Only (FOUO) and other controlled unclassified information.  

The United States Office of Personnel Management (OPM), Investigations Service (IS), Federal Investigations Processing Center (FIPC) has been delegated authority to process all requests for U.S. Government trustworthiness investigations.  Requirements for these investigations are outlined in paragraph C3.6.15 and Appendix 10 of DoD 5200.2-R, available at http://www.ntis.gov/.  Personnel occupying an IT Position shall be designated as filling one of the IT Position Categories listed below.  The contractor shall include all of these requirements in any subcontracts involving IT support. (Note:  Terminology used in DoD 5200.2R references “ADP” vice “IT”.  For purposes of this requirement, the terms ADP and IT are synonymous.)  

The Contracting Officer’s Representative (COR) or Technical Representative (TR) shall determine if they or the contractor shall assign the IT Position category to contractor personnel and inform the contractor of their determination.  If it is decided the contractor shall make the assignment, the COR or TR must concur with the designation.  

DoD Directive 8500.1, Subject: Information Assurance (IA), paragraph 4.8 states "Access to all DoD information systems shall be based on a demonstrated need-to-know, and granted in accordance with applicable laws and DoD 5200.2R for background investigations, special access and IT position designations and requirements."  DoD 5200.2R and DoDD 5200.2 require all persons assigned to sensitive positions or assigned to sensitive duties be U.S. citizens.  All persons assigned to IT-I and IT-II positions, as well as all persons with access to controlled unclassified information (without regard to degree of IT access) or performing other duties that are considered "sensitive" as defined in DoDD 5200.2 and DoD 5200.2R must be U.S. citizens.  Furthermore, access by non-U.S. citizens to unclassified export controlled data will only be granted to persons pursuant to the export control laws of the U.S.  The categories of controlled unclassified information are contained in Appendix C of DoD 5200.1R.  These same restrictions apply to "Representatives of a Foreign Interest" as defined by DoD 5220.22-M (National Industrial Security Program Operating Manual, NISPOM).

Criteria For Designating Positions:

IT-I Position (High Risk) 

· Responsibility or the development and administration of Government computer security programs, and also including direction and control of risk analysis an/or threat assessment. 

· Significant involvement in life-critical or mission-critical systems.

· Responsibility for the preparation or approval of data for input into a system, which does not necessarily involve personal access to the system, but with relatively high risk for effecting grave damage or realizing significant personal gain.

· Relatively high risk assignments associated with or directly involving the accounting, disbursement, or authorization for disbursement from systems of (1) dollar amounts of $10 million per year or greater, or (2) lesser amounts if the activities of the individual are not subject to technical review by higher authority in the IT-I category to ensure the integrity of the system.

· Positions involving major responsibility for the direction, planning, design, testing, maintenance, operation, monitoring, and/or management of systems hardware and software.

· Other positions as designated by SPAWARSYSCEN San Diego CA that involve relatively high risk for effecting grave damage or realizing significant personal gain.

Personnel whose duties meet the criteria for IT-I Position designation require a favorably adjudicated Single Scope Background Investigation (SSBI) or SSBI Periodic Reinvestigation (SSBI-PR).  The SSBI or SSBI-PR shall be updated every 5 years.

IT-II Position (Moderate Risk)  

Responsibility for systems design, operation, testing, maintenance, and/or monitoring that is carried out under technical review of higher authority in the IT-I category, includes but is not limited to:

· Access to and/or processing of proprietary data, information requiring protection under the Privacy Act of 1974, and Government-developed privileged information involving the award of contracts; 

· Accounting, disbursement, or authorization for disbursement from systems of dollar amounts less than $10 million per year.  Other positions are designated by SPAWARSYSCEN San Diego CA that involve a degree of access to a system that creates a significant potential for damage or personal gain less than that in IT-I positions.  Personnel whose duties meet the criteria for an IT-II Position require a favorably adjudicated National Agency Check (NAC).

IT-III Position (Low Risk)  - 

· All other positions involving Federal IT activities.  Incumbent in this position has non-privileged access to one or more DoD information systems/application or database to which they are authorized access.  Personnel whose duties meet the criteria for an IT-III Position designation require a favorably adjudicated NAC.

Qualified Cleared Personnel Do NOT Require Trustworthiness Investigations: 

If an employee is in a position that does not require a personnel security clearance, do not submit a request for clearance, simply submit the Public Trust Position Application, Standard Form (SF) 85P, for trustworthiness determination.  If an employee has already been granted a personnel security clearance at the appropriate level without a break in service for more than 24 months, and in the case of IT-I Position has had a completed Personnel Security Investigation (a Single Scope Background Investigation-SSBI) less than 5 years old, you do not need to submit an additional investigation for the trustworthiness determination.  

Procedures for submitting U.S. Government Trustworthiness Investigations: 

The contractor will ensure personnel designated IT-I, II, or III complete either the hard copy SF 85P or the online—electronic (Electronic Personnel Security Questionnaire—EPSQ) version of the SF85P.  Instructions on where to obtain and how to complete the SF85P are found below.  

The investigative request package for the SF85P from the OPM web site (non-EPSQ) version consists of the following:  1) Completed and Validated Error-free SF85P; 2) OPM Fingerprint Card FD 258; 3) Security Officer’s portion of the SF85P; 4) signed Privacy Act release (to include a signed Medical release, when applicable); and 5) in the “Your Employment Activities” block add the contract number requiring the Trustworthiness Investigation.  Note: Do not complete a separate OPM coversheet if using this SF85P form.  The SF85P is available from OPM at http://www.opm.gov/forms/pdfimage/sf0085p.pdf with additional assistance at http://www.dss.mil/. 

When using the SF85P--EPSQ version, the submitted package shall include: 1) A hard copy of the SF85P; 2) all pertinent signed release forms; 3) OPM Fingerprint Card FD 258; 4) Employee’s and Security Officer’s validation certificates; 5) an OPM coversheet signed and dated by the employee and FSO; and 6) in the “Your Employment Activities” block add the contract number requiring the Trustworthiness Investigation.  The FSO is responsible for completing the OPM coversheet that is available for downloading with instructions at: http://www.opm.gov/extra/investigate/dodsf85.pdf.  Note:  For item “J” on this coversheet, use your company’s Submitting Office Number (SON).  If this is not available, contact OPM-FIPC Program Services Office (PSO) to apply for a SON by calling 724.794.5612.  For item “ L” insert  “N030”.  Then for item “N” enter “DSS-IND”.  

The company shall review the SF85P for completeness and use SECNAVINST 5510.30A, Appendix G available at http://neds.nebt.daps.mil/551030.htm to determine if any adverse information is present.  Only hard copy SF85Ps are acceptable by OPM-FIPC.  Additional guidance for requesting investigations from OPM is found at http://www.opm.gov/extra/investigate/IS-15.pdf.  Completed SF85P packages will be mailed to:  OPM-FIPC, P.O. Box 618, Boyers, PA, 16018-0618.  Note:  All forms must be signed within 120 days of the date of submission to OPM.  Submitted forms, which are not received within these 120 days, will be delayed or returned.  If no change has occurred, forms must be re-dated and initialed by the Subject/employee.  

If you require additional assistance for SF85P or related concerns, you may send email to SPAWARSYSCEN San Diego CA at SF85P@spawar.navy.mil.  

Visit Authorization Letters (VALs) for Qualified Employees: 

The contractor will include the IT Position Category for each person so designated on a VAL once the COR or TR has approved the Category.  VALs will be sent to the following address: Commanding Officer, SPAWARSYSCEN San Diego, ATTN: Code 20352, 49275 Electron Drive, San Diego, CA 92152-5435.

Employment Terminations:  

The contractor shall:

· Immediately notify the COR or TR of the employee’s termination;
· Send email to SF85P@spawar.navy.mil.
· Fax a termination VAL to Code 20352 at (619) 553-6169.
· Return any badge and decal to Code 20352.
If an individual received a negative trustworthiness determination, they will be immediately removed from their position of trust, the contractor will follow the same employee termination processing above, and they will replace any individual who has received a negative trustworthiness determination.
SPECIFIC ON-SITE SECURITY REQUIREMENTS

I.
GENERAL.

a. 
Contractor Performance.  In performance of this Contract the following security services and procedures are incorporated as an attachment to the DD 254.  The Contractor will conform to the requirements of DoD 5220.22-M, Department of Defense National Industrial Security Program, Operating Manual (NISPOM).  When visiting SPAWAR Systems Center at either the Point Loma Campus (PLC) or Old Town Campus (OTC) the Contractor will comply with the security directives used regarding the protection of classified and controlled unclassified information, SECNAVINST 5510.36 (series), SECNAVINST 5510.30 (series), and NRADINST 5720.1(series).  Both of the SECNAV Instructions are available online at http://neds.nebt.daps.mil/directives/table52.html.  A copy of NRADINST 5720.1 will be provided upon receipt of a written request from the Contractor’s Facility Security Officer (FSO) to the SPAWAR Systems Center Security’s Contracting Officer’s Representative (COR), Code 20351.  If the Contractor establishes a cleared facility or Defense Security Service (DSS) approved off-site location at SPAWAR Systems Center, the security provisions of the NISPOM will be followed within this cleared facility.  

b. 
Security Supervision.  SPAWAR Systems Center will exercise security supervision over all contractors visiting SPAWAR Systems Center and will provide security support to the Contractor as noted below.  The Contractor will identify, in writing to Security’s COR, an on-site Point of Contact to interface with Security’s COR.

II.
HANDLING CLASSIFIED MATERIAL OR INFORMATION.

a. 
Control and Safeguarding.  Contractor personnel located at SPAWAR Systems Center are responsible for the control and safeguarding of all classified material in their possession.  All contractor personnel will be briefed by their FSO on their individual responsibilities to safeguard classified material.  In addition, all contractor personnel are invited to attend SPAWAR Systems Center conducted Security Briefings, available at this time by appointment only.  In the event of possible or actual loss or compromise of classified material, the on-site Contractor will immediately report the incident to SPAWAR Systems Center's Code 20351, telephone (619) 553-3005, as well as the Contractor's FSO.  A Code 20351 representative will investigate the circumstances, determine culpability where possible, and report results of the inquiry to the FSO and the Cognizant Field Office of the DSS.  On-site contractor personnel will promptly correct any deficient security conditions identified by a SPAWAR Systems Center Security representative.


b. 
Storage.

1.
Classified material may be stored in containers authorized by SPAWAR Systems Center's PLC Physical Security Group, Code 20352 for the storage of that level of classified material.  Classified material may also be stored in Contractor owned containers brought on board SPAWAR Systems Center PLC with Code 20352's written permission.  Areas located within cleared contractor facilities on board SPAWAR Systems Center will be approved by DSS.

2.
The use of Open Storage areas must be pre-approved in writing by Code 20352 for the open storage, or processing, of classified material prior to use of that area for open storage.  Specific supplemental security controls for open storage areas, when required, will be provided by SPAWAR Systems Center, Code 20352. 


c. 
Transmission of Classified Material.



1.
All classified material transmitted by mail for use by long term visitors will be addressed as follows:

(a)
TOP SECRET, Non-Sensitive Compartmented Information (SCI) material using the Defense Courier Service:  SPAWARSYSCEN-SAN DIEGO: 271582-SN00, SPAWARSYSCEN SAN DIEGO.

(b)
CONFIDENTIAL and SECRET material transmitted by FedEx, USPS Registered, Express mail will be addressed to COMMANDING OFFICER, SPAWAR SYSTEMS CENTER, 53560 HULL ST, SAN DIEGO CA 92152-5001.  The inner envelope will be addressed to the attention of the Contracting Officer's Representative (COR) or applicable Technical Representative (TR) for this contract, to include their code number.

2. 
All SECRET material hand carried to SPAWAR Systems Center by contractor personnel must be delivered to the Classified Material Control Center (CMCC), Code 20332, building 33, room 1305, for processing.

3.
All CONFIDENTIAL material hand carried to SPAWAR Systems Center by contractor personnel must be delivered to the Mail Distribution Center, Code 20331, for processing.  This applies for either the OTC or PLC sites.

4. 
All SPAWAR Systems Center classified material transmitted by contractor personnel from the SPAWAR Systems Center will be sent via the SPAWAR Systems Center COR or TR for this contract.

5.
The sole exception to the above is items categorized as a Data Deliverable.  All contract Data Deliverables will be addressed to COMMANDING OFFICER, ATTN RECEIVING OFFICER CODE 2206, SPAWAR SYSTEMS CENTER, 53560 HULL ST, SAN DIEGO, CA 92152-5410.

III.
 INFORMATION SYSTEMS (IS) Security.  Contractors using ISs, networks, or computer resources to process classified, sensitive unclassified and/or unclassified information will comply with the provisions of SECNAVINST 5239.3 (series) and local policies and procedures.  Contractor personnel must ensure that systems they use at SPAWAR Systems Center have been granted a formal letter of approval to operate by contacting their Information System Security Officer (ISSO).

IV.  
VISITOR CONTROL PROCEDURES. 

a.
Contractor personnel assigned to SPAWAR Systems Center will be considered long-term visitors for the purpose of this contract.

b.  
Submission of valid Visit Authorization Letter (VAL) for classified access to SPAWAR Systems Center is the responsibility of the Contractor's Security Office.  All VAL's will be prepared in accordance with the NISPOM.  They will be sent to either COMMANDING OFFICER, ATTN CODE 20352, SPAWAR SYSTEMS CENTER, 49275 ELECTRON DRIVE, SAN DIEGO, CA 92152-5435 for the PLC, or COMMANDING OFFICER, VISITOR CONTROL OTC, SPAWAR SYSTEMS CENTER, 53560 HULL STREET, SAN DIEGO, CA 92152-5001 for OTC.  Visit requests may be sent via facsimile to the PLC at (619) 553-6169, and verified on 553-3203 or the OTC at (619) 524-2745, and verified on 524-2751 or 524-3124.  Visit requests may be submitted for one year.

c. 
Visit requests for long-term visitors must be received at least one week prior to the expected arrival of the visitor to ensure necessary processing of the request.

d. 
Code 20352 will issue temporary identification badges to Contractor personnel following receipt of a valid VAL from the Contractor's FSO.  The responsible SPAWAR Systems Center COR will request issuance of picture badges to contractor personnel.  Identification badges are the property of the U.S. Government, will be worn in plain sight, and used for official business only.  Unauthorized use of an SPAWAR Systems Center badge will be reported to the DSS.  

e.
Prior to the termination of a Contractor employee with a SPAWAR Systems Center badge or active VAL on file the FSO must:

1.
Notify in writing Code 20352, the COR, Security’s COR, and the laboratory managers of any laboratories into which the employee had been granted unescorted access of the termination and effective date.  In emergencies, a facsimile may be sent or a telephone notification may be used.  The telephone notification, however, must be followed up in writing within five working days.

2.
Immediately confiscate any SPAWAR Systems Center issued identification badge and vehicle decal and return them to Code 20352 no later than five working days after the effective date of the termination.

V.  
INSPECTIONS.  Code 20351 personnel may conduct periodic inspections of the security practices of the on-site Contractor.  All contractor personnel will cooperate with Code 20351 representatives during these inspections.  A report of the inspection will be forwarded to the Contractor's employing facility and COR.  The Contractor must be responsive to the Code 20351 representative's findings.

VI.  
REPORTS.  As required by the NISPOM, Chapter 1, Section 3, contractors are required to report certain events that have an impact on the status of the facility clearance (FCL), the status of an employee's personnel clearance (PCL), the proper safeguarding of classified information, or an indication classified information has been lost or compromised.  The Contractor will ensure that certain information pertaining to assigned contractor personnel or operations is reported to Security’s COR, Code 20351.  If further investigation is warranted it will be conducted by Code 20351.  This reporting will include the following:


a.
The denial, suspension, or revocation of security clearance of any assigned personnel;

b.
Any adverse information on an assigned employee's continued suitability for continued access to classified access;


c.
Any instance of loss or compromise, or suspected loss or compromise, of classified information; 


d.
Actual, probable or possible espionage, sabotage, or subversive information; or

e.
Any other circumstances of a security nature that would effect the contractor's operation on board SPAWAR Systems Center.

VII.  
PHYSICAL SECURITY. 

a.
SPAWAR Systems Center will provide appropriate response to emergencies occurring onboard this command.  The Contractor will comply with all emergency rules and procedures established for SPAWAR Systems Center.

b.
A roving Contract Security Guard patrol will be provided by SPAWAR Systems Center.  Such coverage will consist of, but not be limited to, physical checks of the window or door access points, classified containers, and improperly secured documents or spaces.  Specific questions or concerns should be addressed to Code 20352.

c.
All personnel aboard SPAWAR Systems Center are subject to random inspections of their vehicles, personal items and of themselves.  Consent to these inspections is given when personnel accept either a badge or a vehicle pass/decal permitting entrance to this command.

d.
Information about parking restrictions may be found on the Security web site at https://iweb.spawar.navy.mil/services/security/html/Parking.html.

VIII.  COR RESPONSIBILITIES. 

a.
Review requests by cleared contractors for retention of classified information beyond a two-year period and advise the contractor of disposition instructions and/or submit a Final DD 254 to Security’s COR.

b.
In conjunction with the appropriate transportation element, coordinates a suitable method of shipment for classified material when required.

c.
Certify and approve Registration For Scientific and Technical Information Services requests (DD 1540) (DTIC).

d.
Ensure timely notice of contract award is given to host commands when contractor performance is required at other locations.

e.
Certify need-to-know on visit requests and conference registration forms.

IX.  
SPECIAL CONSIDERATIONS FOR ON-SITE CLEARED FACILITIES.

Any cleared contractor facility on board SPAWAR Systems Center will be used strictly for official business associated with this contract.  No other work may be performed aboard this facility.  Additional SPAWAR Systems Center contracts may be performed in this cleared facility, but only on a case-by-case basis.  The COR, Security’s COR, and Contracting Officer must all be in agreement that this particular arrangement best suits the needs of the Government.  At the end of this contract the on-site facility must be vacated, with proper written notification being submitted to the DSS and Security’s COR.

X.
ITEMS PROHIBITED ABOARD SPAWAR SYSTEMS CENTER.

The following items are prohibited within any SSC San Diego controlled areas, with the exception of personnel authorized to possess weapons in the performance of required duties.


WEAPONS

a. Ammunition.

b. Fireworks.
c. Molotov Cocktails.
d. Pipe Bombs.
e. Black Jacks.
 f. Slingshots.
g. Billy/Sand Clubs.
h. Nunchakus.
 i. Sand Bags.
 j. Metal (Brass) Knuckles.

k. Folding Pocket Knife *.
 l. Daggers or Dirks.  

m. Switch Blade or Butterfly Knives.
 n. Bowie or Hunting Knife.  
 o. Pipe, Bar or Mallet to be used as a clubbing implement.
 p. Razor with a blade 2” or longer.
 q. Compressed air or Spring Fired Pellet Gun.
  r. Tear Gas Weapon.
 s. Pistol, Revolver, Rifle, Shotgun, or any other Firearm.
  t. Bows, Crossbows, or Arrows.
 u. Blow Guns.
v. Any weapon prohibited by State law.
w. Any object similar to the aforementioned items.
 x. Any offensive or defensive weapons not described above, but likely to cause injury (i.e., Stun Guns, Pepper    Spray).
 y. Any abrasive, caustic, acid, chemical agent or similar substance, which may inflict property damage or personal injury.

* "Federal Criminal Code and Rules.”  Chapter 44 section 930.(g)(2) "The term "dangerous weapon" means a weapon or, device, instrument, material, or substance, animate or inanimate, that is used for, or is readily capable of, causing death or serious bodily injury, except that such term does not include a pocket knife with a blade of less that 2 1/2 inches in length."

Military personnel aboard SSC SD controlled areas not authorized to possess a firearm, as part of prescribed military duties will be apprehended if found in possession.  Civilians in unauthorized possession of a firearm will be detained while civilian authorities are notified.

CONTROLLED SUBSTANCES

The unauthorized possession or use of controlled substances defined as marijuana, narcotics, hallucinogens, psychedelics, or other controlled substances included in Schedule I, II, III, IV, or V established by Section 202 of the Comprehensive Drug Abuse Prevention and Control Act of 1970 (84 Stat. 1236) is prohibited.


CONTRABAND


 Contraband defined as all equipment, products and materials of any kind which are used, intended for use, or designed for use in injecting, ingesting, inhaling, or otherwise introducing into the human body, marijuana or other controlled substances, in violation of law.  This includes: hypodermic syringes, needles, and other objects to inject controlled substances in the body or objects to ingest, inhale or otherwise introduce marijuana, cocaine or hashish oil into the body is prohibited.


ALCOHOL

Permission to possess and consume alcohol on-site at SSC San Diego is at the exclusive discretion of the Commanding Officer.  That includes the determinations of where and when alcohol may be brought on board the Center and consumed.  SSC San Diego personnel may bring unopened containers of alcohol on board the Center, if it remains in their private vehicles except where expressly authorized for an approved event.  

Alcohol will be consumed only at the designated facilities for which written permission by the Commanding Officer is granted.  The general policy is that the Dolphin Facility, Bldg. 190 Bayside, is the designated facility for employee social events involving consumption of alcohol.  Facilities on the top floor of Bldg. 33 Topside, specifically the Cloud Room and cafeteria verandas, may be designated as areas where alcohol may be served for command-hosted social functions only.  Further information is available at https://iweb.spawar.navy.mil/services/security/docs/letteralcohol.doc. 
COUNTERFEIT CURRENCY


Counterfeit currency defined as any copy, photo, or other likeness of any U.S. currency, either past or present, not authorized by the U.S. Treasury Department is prohibited.
XI.
ESCORTING POLICY.

a.
All personnel within SPAWAR Systems Center’s fenced perimeters, with the exception of emergency personnel such as fire, ambulance, or hazardous material response personnel responding to an actual emergency, must wear an SPAWAR Systems Center issued badge.  Code 2035 or Code 2038 employee’s with badges displaying the word “Security” or “Safety” authorizes the bearer to escort unbadged emergency vehicles and operators and support personnel during emergencies.  Only U.S. citizens and Permanent Residents (former immigrant aliens) may be escorted under this policy.  ALL FOREIGN NATIONAL VISITORS MUST BE PROCESSED THROUGH THE SPAWAR SYSTEMS CENTER FOREIGN DISCLOSURE OFFICE, 20351.

b.
All pictured badged SPAWAR Systems Center and tenant command employees, as well as those contractors and other government employees who have an “E” on their picture badge may escort visitors wearing a red escort-required badge.  

XII.
CONTRACTOR TRAINING.

All contractors authorized access to classified information are required to receive annual Security Training.  The training provided by this command may be found at 

https://iweb.spawar.navy.mil/services/security/training/contractor/contractor_orientation.htm.  This training is required to be repeated annually and does not take the place of the NISPOM requirement to complete annual training.

CONTRACTOR REQUIREMENTS FOR ACCESS TO INTELLIGENCE INFORMATION

1.
Intelligence material and information, either furnished by the user agency or generated under the contract performance, will not be:


a.
Reproduced without prior approval of the originator of the material.  All Intelligence material shall bear a prohibition against reproduction while in your custody; or


b.
Released to foreign nationals or immigrant aliens who you may employ, regardless of their security clearance or access authorization, except with the specific permission of ONI-5, via Security’s COR; or


c.
Released to any activity or person of the contractor’s organization not directly engaged in providing services under the contract or to another contractor (including subcontractors), government agency, private individual, or organization without prior approval of the originator of the material, and prior approval and certification of need-to-know by the designated project manager/contract sponsor.

2.
Intelligence material does not become the property of the contractor and may be withdrawn at any time.  Upon expiration of the contract, all intelligence released and any material using data from the Intelligence must be returned to the Contracting Officer’s Representative (COR) or authorized representative for final disposition. The contractor shall maintain such records as will permit them to furnish, on demand, the names of individuals who have access to Intelligence material in their custody.

3.
Access to Intelligence data will only be through cognizant government program managers/project engineers.  Independent access is not inferred or intended.

4.
Classified Intelligence, even though it bears no control markings, will not be released in any form to foreign nationals or immigrant aliens (including u.s. government employed, utilized or integrated foreign nationals and immigrant aliens) without permission of the originator.

5.
You will maintain records which will permit you to furnish, on demand, the names of individuals who have access to Intelligence material in your custody.
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