
STATEMENT OF WORK

FOR 

UNIVERSAL PROTOCOL TRANSLATOR REPLACEMENT

1.0 SCOPE: This contract tasks the contractor to provide a replacement Universal Protocol Translator.

1.1
Background:  The Universal Protocol Translator (UPT) serves as a specialized modem for sending and receiving messages via legacy protocols at the Naval Network and Space Operations Command (NNSOC) headquarters in Dahlgren, Virginia.  The existing UPT, installed at NNSOC, has multiple connections to various sites external to NNSOC, and limited connections to the NNSOC Mission Processing System (NMPS).  The NMPS primary connections are with the  Communications Host (CH) software running on a UNIX platform and with a Network File System (NFS), both via a TCP/IP based network.  The CH handles message header whereas the UPT handles message transmission and reception via the protocols.  Message data delivered via the communication circuits enters the building, passes through a cryptologic box, then a patch panel.  The patch panel connects the circuits to the UPT, which then delivers data to the CH.  The legacy protocols used at the NMPS are AUTODIN MODE I (MODE1), ADCCP 128, and Teletype (TTY).  Communication circuit connections are made to the UPT via ports in specialized serial I/O cards in the UPT.  The UPT passes messages to and from the CH via a mounted NFS and a socket-based TCP/IP interface.  It is monitored and configured via a Graphical User Interface (GUI) from a workstation on the NMPS network.  The UPT is connected to a system operating at the Secret-High level and must meet specific security requirements.

2.0 APPLICABLE DOCUMENTS:

The following documents describe the existing UPT and its interface, and provide information necessary for the replacement project:
a. Universal Protocol Translator (UPT) Graphical User Interface (GUI) User Manual, dated 14 April 1994, prepared by VARCOM Corporation.

b. Universal Protocol Translator (UPT) Application Interface Specification (APS), dated 8 April 1997, prepared by Telemetry System Inc.

c. Communications Host to UPT Interface, dated 30 January 2004, Anthony Brown, Naval Network and Space Operations Command. 

d. N/SP-STD-1200B, Advanced Data Communication Control Procedures (ADCCP) Within The Integrated Tactical Warning/Attack Assessment (TW/AA) System, dated 31 October 1990, North American Aerospace Defense Command

e. DISA AUTODIN Category III Certification Test (DISA circular 370-D195-3), date unknown

f. Controlled Access Protection Profile, dated 08 October 1999, Information Systems Security Organization.

g. ipc_lib.c software module, version 1.0

h. upt.h include file

i. channels.dat sample format file

3.0 REQUIREMENTS:

3.1 Hardware/Software Development

3.1.1 The contractor shall provide one UPT with appropriate I/O cables and connectors (hence forth called the unit) in accordance with the attached specifications.  End-of-Life component issues shall be considered when fabricating the units.  The units shall conform to functional and Assurance requirements outlined in “Controlled Access Protection Profile” document under Sections 5.0 and 6.0.

3.1.2 Upon Government approval, the contractor shall provide three additional units as specified in 3.1.1.

3.2 Testing

3.2.1 The contractor shall submit a functional test plan for in-house testing of the units and for site testing of the units.  

3.2.2 The contractor shall functionally test the 1st unit in their facility with Government personnel present.  The Contractor shall be prepared to correct any deficiencies and re-test the 1st unit with Government personnel present.  This shall be repeated until both the contractor and Government agree that the 1st unit has passed the test.

3.2.3 The contractor shall work with Government personnel to test the unit for Mode 1 certification.  The Contractor shall be prepared to correct any deficiencies and re-test the unit with Government personnel present.  This shall be repeated until both the contractor and Government agree that the unit has passed the test.

The location of testing shall be at the contractor’s facility.

3.2.4 The contractor shall work with Government personnel to test the unit for ADDCP certification.  The Contractor shall be prepared to correct any deficiencies and re-test the unit with Government personnel present.  This shall be repeated until both the contractor and Government agree that the unit has passed the test. The location of testing shall be at the contractor’s facility.  

3.2.5 The contractor shall work with Government personnel to test the unit for security certification.  The Contractor shall be prepared to correct any deficiencies and re-test the unit with Government personnel present.  This shall be repeated until both the contractor and Government agree that the unit has passed the test. The location of testing shall be at the contractor’s facility.  

3.2.6 After the 2nd, 3rd, and 4th units have been fabricated, the contractor shall functionally test these units as specified in 3.2.2.

3.3 Installation

3.3.1 The contractor shall install the 1st UPT unit at NNSOC. The contractor shall perform an on-site test with Government personnel present. The Contractor shall correct any deficiencies and be prepared to re-test the unit with Government personnel present.  This shall be repeated until both the contractor and Government agree that the unit has passed the test. The contractor shall be prepared to react to schedule changes due to NNSOC operational requirements.

3.3.2 After the 2nd, 3rd, and 4th units have been tested, the contractor shall install these units at NNSOC. The contractor shall perform an on-site test with Government personnel present. The Contractor shall correct any deficiencies and be prepared to re-test the unit(s) with Government personnel present.  This shall be repeated until both the contractor and Government agree that all units have passed the test. The contractor shall be prepared to react to schedule changes due to NNSOC operational requirements.

3.4 Training

3.4.1 The contractor shall conduct operator training at NNSOC for up to 15 Government personnel.  At a minimum, this training shall include, basic system re-boot procedures, basic monitoring, and problem identification.  The contractor shall submit a training plan and training materials for Government approval.

3.4.2 The contractor shall conduct advanced maintenance training at NNSOC for up to 9 Government personnel.  At a minimum, this training shall include, basic system re-boot procedures, basic monitoring, problem identification, regular hardware maintenance, procedures (card replacement, cable replacement, etc.), and full system installation procedures. The contractor shall submit a training plan and training materials for Government approval.

3.5 Maintenance

3.5.1 The contractor shall provide full Maintenance support to include:

- Vendor owned replacement parts required for regular maintenance to be located at NNSOC for one-year.

- Additional replacement parts available with 24 hours of notification by the Government, including weekends and holidays.

- Full software support for any functional problems or system changes required to correct security deficiencies outlined in advisory alerts provided by the Government.  The contractor shall make all software corrections within 1 business week of notification by the Government.

- 24/7 on call telephone support for system problems or anomalies.

- All system and software changes required to maintain certification for supported protocols.

3.5.2 The contractor shall provide limited maintenance support to include:

- Replacement parts available with 48 hours of notification by the Government, excluding weekends and holidays.

- On-call telephone support during normal working hours (0800 - 1700 EST), Monday through Friday, for system problems or anomalies.

- Software support for any functional problems or system changes required to correct security deficiencies outlined in advisory alerts provided by the Government.  The contractor shall make all software corrections within 2 business weeks of notification by the Government.

- All system and software changes required to maintain certification for supported protocols.

3.6 Program Management

3.6.1 The contractor shall provide a program manager to oversee the UPT Replacement IAW normal business practices.

3.6.2 The contractor shall participate in a kick-off meeting with-in 30 days after award of contract.  The Government shall determine the specific date of the meeting after contract award. The meeting shall be held at NNSOC.

3.6.3 The contractor shall submit a progress and status report throughout the life of the contract.

4.0 GOVERNMENT FURNISHED EQUIPMENT: None

5.0 TRAVEL:  Long distance travel is anticipated.  

6.0 SECURITY:  The contractor shall ensure that all personnel who require access to the NMPS operations area shall have a SECRET security clearance. .  A Contractor request for visit authorization shall be submitted in accordance with the National Industrial Security Program Operating Manual (NISPOM).

7.0 PLACE OF PERFORMANCE: Contractor’s facility and Government installation sites.

8.0 INSPECTION AND ACCEPTANCE: Inspection and Final acceptance shall be performed at NNSOC by Mr. John Metts, john.metts@nnsoc.navy.mil.

9.0 WARRANTY

Contractor shall provide one-year warranty on parts, software, and labor for each unit.  Warranty on each individual unit shall be effective from the date that unit has been accepted by the Government.

- Replacement parts available with 48 hours of notification by the Government, excluding weekends and holidays.

- On-call telephone support during normal working hours (0800 - 1700 EST), Monday through Friday, for system problems or anomalies.

- Software support for any functional problems or system changes required to correct security deficiencies outlined in advisory alerts provided by the Government.  The contractor shall make all software corrections within 2 business weeks of notification by the Government.

- All system and software changes required to maintain certification for supported protocols.

PAGE  
5

