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CONTRACTOR REQUIREMENTS FOR ACCESS TO INTELLIGENCE INFORMATION
1.
INTELLIGENCE MATERIAL AND INFORMATION, EITHER FURNISHED BY THE USER AGENCY OR GENERATED UNDER THE CONTRACT PERFORMANCE, WILL NOT BE:


A.
REPRODUCED WITHOUT PRIOR APPROVAL OF THE ORIGINATOR OF THE MATERIAL.  ALL INTELLIGENCE MATERIAL SHALL BEAR A PROHIBITION AGAINST REPRODUCTION WHILE IN YOUR CUSTODY; OR


B.
RELEASED TO FOREIGN NATIONALS OR IMMIGRANT ALIENS WHO YOU MAY EMPLOY, REGARDLESS OF THEIR SECURITY CLEARANCE OR ACCESS AUTHORIZATION, EXCEPT WITH THE SPECIFIC PERMISSION OF ONI-5, VIA THE COSR; OR


C.
RELEASE THE INTELLIGENCE MATERIAL TO ANY ACTIVITY OR PERSON OF THE CONTRACTOR’S ORGANIZATION NOT DIRECTLY ENGAGED IN PROVIDING SERVICES UNDER THE CONTRACT OR TO ANOTHER CONTRACTOR (INCLUDING SUBCONTRACTORS), GOVERNMENT AGENCY, PRIVATE INDIVIDUAL, OR ORGANIZATION WITHOUT PRIOR APPROVAL OF THE ORIGINATOR OF THE MATERIAL, AND PRIOR APPROVAL AND CERTIFICATION OF NEED-TO-KNOW BY THE DESIGNATED PROJECT MANAGER/CONTRACT SPONSOR.

2.
INTELLIGENCE MATERIAL DOES NOT BECOME THE PROPERTY OF THE CONTRACTOR AND MAY BE WITHDRAWN AT ANY TIME.  UPON EXPIRATION OF THE CONTRACT, ALL INTELLIGENCE RELEASED AND ANY MATERIAL USING DATA FROM THE INTELLIGENCE MUST BE RETURNED TO THE CONTRACTING OFFICER’S REPRESENTATIVE (COR) OR AUTHORIZED REPRESENTATIVE FOR FINAL DISPOSITION. THE CONTRACTOR SHALL MAINTAIN SUCH RECORDS AS WILL PERMIT THEM TO FURNISH, ON DEMAND, THE NAMES OF INDIVIDUALS WHO HAVE ACCESS TO INTELLIGENCE MATERIAL IN THEIR CUSTODY.

3.
ACCESS TO INTELLIGENCE DATA WILL ONLY BE THROUGH COGNIZANT GOVERNMENT PROGRAM MANAGERS/PROJECT ENGINEERS.  INDEPENDENT ACCESS IS NOT INFERRED OR INTENDED.

4.
CLASSIFIED INTELLIGENCE, EVEN THOUGH IT BEARS NO CONTROL MARKINGS, WILL NOT BE RELEASED IN ANY FORM TO FOREIGN NATIONALS OR IMMIGRANT ALIENS (INCLUDING U.S. GOVERNMENT EMPLOYED, UTILIZED OR INTEGRATED FOREIGN NATIONALS AND IMMIGRANT ALIENS) WITHOUT PERMISSION OF THE ORIGINATOR.

5.
YOU WILL MAINTAIN RECORDS WHICH WILL PERMIT YOU TO FURNISH, ON DEMAND, THE NAMES OF INDIVIDUALS WHO HAVE ACCESS TO INTELLIGENCE MATERIAL IN YOUR CUSTODY.
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FOR OFFICIAL USE ONLY (FOUO) INFORMATION
1.
The For Official User Only (FOUO) marking is assigned to information at the time of its creation.  It isn’t authorized as a substitute for a security classification marking but is used on official government information that may be withheld from the public under exemptions 2 through 9 of the Freedom of Information Act.

2.
Use of FOUO markings doesn’t mean that the information can’t be released to the public, only that it must be reviewed by SPAWAR Systems Center prior to its release to determine whether a significant and legitimate government purpose is served by withholding the information or portions of it.

3.
An UNCLASSIFIED document containing FOUO information will be marked “For Official Use Only” at the bottom of the front cover (if any), on the first page, on each page containing FOUO information, on the back cover, and on the outside of the back cover (if any).  No portion markings will be shown.

4.
Within a classified document, an individual page that contains both FOUO and classified information will be marked at the top and bottom with the highest security classification of information appearing on the page.  If an individual portion contains FOUO information but no classified information, the portion will be marked, “FOUO.”

5.
Any FOUO information released to you by COMSPAWARSYSCOM is required to be marked with the following statement prior to transfer:


THIS DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY DISCLOSURE UNDER THE FOIA.  EXEMPTIONS _____ APPLY.

6.
Removal of the FOUO marking can only be accomplished by the originator or other competent authority.  DO NOT REMOVE ANY FOUO MARKING WITHOUT WRITTEN AUTHORIZATION FROM COMSPAWARSYSCOM OR THE AUTHOR.  When the FOUO status is terminated you will be notified.

7.
You may disseminate FOUO information to your employees and subcontractors who have a need for the information in connection with this contract.

8.
During working hours FOUO information shall be placed in an out-of-sight location if the work area is accessible to persons who do not have a need for the information.  During nonworking hours, the information shall be stored to preclude unauthorized access.  Filing such material with other unclassified records in unlocked files or desks, is adequate when internal building security is provided during nonworking hours.  When such internal security control is not exercised, locked buildings or rooms will provide adequate after-hours protection or the material can be stored in locked receptacles such as file cabinets, desks or bookcases.

9.
FOUO information may be sent via first-class mail or parcel post.  Bulky shipments may be sent by fourth-class mail.

10.
When no longer needed, FOUO information may be disposed by tearing each copy into pieces to preclude reconstructing, and placing it in a regular trash container or in the uncontrolled burn.

11. 
Unauthorized disclosure of FOUO information doesn’t constitute a security violation but the releasing agency should be informed of any unauthorized disclosure.  The unauthorized disclosure of FOUO information protected by the Privacy Act may result in criminal sanctions.
TEMPEST REQUIREMENTS QUESTIONNAIRE

FOR CONTRACTOR FACILITIES

CONTRACT NO.: N00039-99-PR-DR900

1.  This TEMPEST Requirements Questionnaire (TRQ) must be completed and sent to the contracting authority and the Certified TEMPEST Technical Authority (CTTA) within 30 days after contract award for all contracts where classified National Security Information (NSI) will be processed and the requirements of item 13 of the DD Form 254 have been met.

2.  The prime contractor cannot pass TEMPEST requirements to subcontractors.  Subcontractors must submit a Contractor TRQ prior to processing.

3.  The TRQ is for information collection only.  It is not a directive or an implied requirement, nor is it an encouragement to procure TEMPEST equipment or any type of shielding for use on this contract.  Do not initiate any changes to equipment of facilities for TEMPEST unless it has been recommended by the CTTA and specifically directed by the contracting authority.

4.  The contracting authority will not issue any directives concerning TEMPEST until after the contractor submitted TRQ has been evaluated by the CTTA and resulting recommendations received.  To fully evaluate the TRQ, the CTTA may request additional information concerning the facility, its physical control, the equipment which will be used to process NSI, etc.

5.  The contractor shall ensure compliance with any TEMPEST countermeasure(s) specifically directed in writing by the contracting authority.

6.  Please provide the information requested in paragraphs 7 through 20 and return to the contracting authority identified in item 16 of the DD Form 254 and to the CTTA at:


Commanding Officer


SPAWARSYSCEN Charleston


Code 723


PO Box 190022


North Charleston, SC 29419-9022

7. Provide the name, address, position title and phone number (at the facility where classified processing will occur) of a point of contact who is knowledgeable of the processing requirements, the types of equipment to be used and the physical layout of the facility.

8. Provide the specific geographical location, address, and zip code, where classified processing will be performed.

9. What are the classification level(s) of material to be processed/handled by electronic or electromechanical information system(s) and what percentage is processed at each level?

10. What special categories of classified information are processed?

11. Is there a direct connection (wireline or fiber) to a Radio Frequency (RF) transmitter(s) located either locally or at a remote site?

12. Are there any RF transmitters located within 6 meters of the system processing National Security Information or the system’s RED signal lines?

13. Describe how access is controlled to your facility including the building, compound, plant, property, and/or parking lots.  Where are visitor’s first challenged/identified? Include controls such as alarms, guards, patrols, fences and warning signs.  Provide a simple block diagram of the equipment, the facility and the surrounding areas.  The diagram(s) should extend out to the nearest uncontrolled area on each side of the facility, such as a military base perimeter, plant property line, commercial building or residential area.

14. Are there other tenants in the building who are not U.S. department/agencies or their agents?

15. Are there any known foreign business or government offices in adjacent buildings?

16. Provide the make and model number of all equipment used to process, transfer or store classified information. Include computers, peripherals, network servers, network hardware, multiplexers, modems, encryption devices (COMSEC), etc.

17. Have on-site TEMPEST tests been conducted on any of these equipment(s)? If so, which ones? When was the test(s) conducted? Who conducted the test(s)? Have all deficiencies (if any) been resolved?

18. Has a TEMPEST Facility Zoning test been conducted? If so, who conducted the testing and when?

19.  Is this company foreign-owned or controlled?  If so, what is the country?

20.  Provide the name, code, telephone number, and address of the Contracting Officer’s Representative, the contract number and the sponsoring command.
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