
BROAD AGENCY ANNOUNCEMENT FOR DISTRIBUTED CRYPTOLOGIC OPERATIONS (DCO)  
The Program Executive Office (PEO) C4I and Space, PMW 180 is soliciting White Papers towards achieving a Distributed Cryptologic Operations (DCO) capability for the Maritime Cryptologic family of systems. The DCO will provide tactically-actionable information capabilities to the Navy through the use of a) networked and geo-spatially distributed sensors made interoperable via compliance with FORCEnet, b) Distributed Common Ground System – Navy (DCGS-N) interoperability, c) integrated Tactical Cryptologic Mission Management including mission planning, sensor tasking, sensor health and status, mission analysis and assessment capability, and d) enhanced Signal Analysis and Reporting capability.

This publication constitutes a Broad Agency Announcement (BAA) as contemplated in Federal Acquisition Regulation (FAR) 6.102(d)(2) and Department of Defense Grant and Agreement Regulations (DoDGARs) 22.315.  A formal solicitation regarding this announcement will not be issued. The Government will not issue paper copies of this announcement and does not provide funding for direct reimbursement of White Paper or proposal development costs.  Any material submitted in response to this BAA will not be returned. Awards may take the form of contracts, grants, cooperative agreements, or other transactions for research or for prototypes. Therefore, proposals submitted as a result of this announcement may fall under the purview of the FAR, the Defense Federal Acquisition Regulations Supplement (DFARS), the DoDGARs, or DoD’s Other Transaction Guide for Prototypes.

The Maritime Cryptologic Systems for the 21st Century (MCS-21) Concept of Operations (CONOPS) will be a guiding document for the DCO. Accordingly, the major purpose of this Broad Agency Announcement (BAA) is to develop innovative technical and transformational solutions leading to an operational MCS-21.

Innovative solutions should address the ability to automate as much as possible the following objectives across space, air, surface, sub-surface, and unmanned sensor domains:

Objective 1: FORCEnet Interoperability and Compliance – FORCEnet is the operational construct and architectural framework for naval warfare in the information age, integrating warriors, sensors, command and control, platforms, and weapons into a networked, distributed combat force. DCO FORCEnet compatibility development will focus on:

· Services that are scaleable in the sense of working at an individual platform level with a few sensors to the Expeditionary Strike Group (ESG) level consisting of multiple platforms, to the Fleet level, and to a Region/World /Enterprise level at the FORCEnet Security Operations Centers (FSOCs).  

· Sensor-independent integrated tasking, sensing, processing, analysis and dissemination into an end-to-end customer driven environment.

· Fully leveraged sea-based capabilities with highly sophisticated ground-based collection and analysis centers, Unmanned Aerial Vehicles (UAVs), and reconnaissance aircraft.  

· Sensors in the battlespace with "plug and play" interoperability between heterogeneous elements of the DCO infrastructure.  

· Net-centric algorithms that provide the means to transform data through pre-processing or machine-to-machine translation and exchange. 

· Time critical information that is distributed to appropriate processing and analytic nodes or directly to decision makers and weapon systems depending on the situation.  

· Net-centric services that provide the ability to telescope between fine-grain resolutions at the tactical level to major trends at operational and strategic levels.

· Data and information that are tagged as to source and classification and made available to the Network and integrated as part of an overall database maintained by the FSOCs with the proper quality control processes. 

· Services that are bandwidth-efficient processes. 

Objective 2: Interoperability via DCGS-N - DCO shall provide data/communications interoperability with Cryptologic/ Information Operations (IO) sensors via required external communications services. In this way, DCO will support network centric operations and distributed Cryptologic operations. DCO development of interoperability services should focus on:

· Sensitive Compartmented Information (SCI) networks.

· DCGS-N; particularly a Service Oriented Architecture (SOA) operating on, within, or in conjunction with the DCGS Integration Backbone (DIB).

· FORCEnet and the Global Information Grid (GIG) for General Service (GENSER) and Intelligence Community System for Information Sharing (ICSIS) for SCI network centric publish and subscribe communications. 

· NCES (Network Centric Enterprise Services); reuse of DISA's Core Enterprise Services (CES) to provide SIGINT Community Of Interest (COI) Applications, Data Stores, and XML-based Messaging/Reporting.

· Incorporating required Information Assurance (IA) provisions and technology developments (e.g. Public Key Infrastructure - PKI) in order to authenticate legitimate user access as well as deny adversaries the ability to corrupt software, data and information residing within DCO and reachable via networks. 

· When required to work at compartmented levels provide the ability to stay connected with SCI networks while ensuring the security and integrity of the compartmented information.

Objective 3: Tactical Cryptologic Mission Management (TAC-CMM) – The TAC-CMM will be interoperable and compliant with the National Security Agency (NSA) CMM system.  The DCO supports Cryptologic mission managers, Information Warfare Coordinators (IWC), and Cryptologic Resource Coordinators (CRC) to more effectively manage organic and remote, national or tactical assets. TAC-CMM as part of DCO could also be positioned at the FSOC. 

· Primary automated and semi-automated DCO services in support of TAC-CMM will focus on the following:
· Visualization/Graphical User Interfaces. Visualization capabilities for DCO Mission Management planning, execution and assessment (e.g. provide improved maritime Common Operational Tactical Picture (COTP) in support of sensor tasking, resource status, situation assessment, alerts, health and status, and to better monitor execution of the Cryptologic/IO mission).

· Distributed operations. Distributed sensor tasking, management and status assessment including effective utilization of Intelligence, Surveillance, and Reconnaissance (ISR) sensors in support of Maritime IO.

· Remote operations: Remote Cryptologic Sensor management in support of Communication Intelligence (COMINT), Electronic Intelligence (ELINT), and IO distributed operations. Remote Sensor control and routing (afloat and ashore); Collocated with any sensor or used in a remote manner interoperating with one or multiple remote sensors.

· Operate on systems with direct access to national, theater, and tactical sensors and databases capable of processing data regardless of origination point on the network. Access to and feedback from/to National and Tactical sources.

· Support to all five pillars of IO in response to tasking including support to non-kinetic and kinetic strike. Signals Intelligence (SIGINT) and IO threat and mission situation assessment.

· Sensor Management: Sensor health/status reporting, Sensor Registry, Sensor de-confliction support, Cross-cueing with other sensors.

· Software tools for planning, visualizing/observing situation, status and resources, for tasking Cryptologic resources, and Tactical decision aids (software). Perform mission planning, sensor tasking and mission assessment across the full spectrum of maritime Cryptologic and IO capabilities regardless of platform.

· Implemented and operated as a SIGINT/IO system back-end or as a separate, platform and system/sensor independent capability.

· Secondary automated and semi-automated DCO services in support of TAC-CMM will focus on the following: 

· Personnel Resource Management (availability, skill level, location, etc) integrated with CNSG's Signals Warfare Information Source (SWIS) Portal.

· Sensor Management: Support to Emission Control (EMCON) planning, Task Generation (Carrier Strike Group (CSG)/ESG level or individual sensor level) where tasking authority has been granted, Tasking Promulgation (automated means), Sensor Task receipt, Sensor Task/Re-task implementation (automated), Cryptologic Resource Management activities.

· Data distribution requirements, Reporting.

· Mission Execution activities. 

· Allow the integration of Blue Force spectrum planning and usage information as an input to Cryptologic and IO planning, execution, and monitoring.

· Measures of Effectiveness (MoE) Monitoring - Automated processes are needed that identify, collect, and report metrics accurately detailing the health and status of the Cryptologic systems (sensors) and supporting communications systems, Indications and Warning (I&W), and Strike Missions. The Performance Monitoring should include hardware, software, personnel, and associated processes. DCO capability should include performance information that allows issues/problems to be identified before a critical failure occurs. Performance problems identified should provide information to allow determination of the problem as a design, implementation, training, logistics, or combination of these key factors. DCO MoE Monitoring capability development should focus on the following:

· Provide a Sense and Respond capability based on Performance Monitoring. 
· System Health and Status Assessments via Built-In-Test (user/system) System Statistics (functional and capabilities), and Metrics.

· System Tasking results.

· System Processing results.

· Tasking Results Comparison (vs. other sensors (Group, National, other services, individual).

· Environmental comparison data. 

· Communication link status.

· Message processing status/statistics. 

· Activity logs.

· Visualization of MoE.

· DCO System Metrics and Key Performance Parameters (KPP) – Ships Signal Exploitation Equipment (SSEE) Increment F Capability Development Document (CDD), a classified document, addresses KPP thresholds and objectives for Network Readiness, Operational Availability, CMM, Autonomous Operations, Remote Operations, and Reduced Manning.

Objective 4: Signal Analysis and Reporting- As the role of the Cryptologic sensor expands to support IO and ISR, the ability to automate, as much as possible, the fusion of data and information at the appropriate data/intelligence/knowledge level is critical. 

· Data Fusion/Correlation Processes - The Dual Node Network (DNN) multi-INT data fusion model has been defined by the Data Fusion Sub-Panel of the Joint Directors of Laboratories (JDL). Fusion component interoperability is based on a shared description of the battle space and data exchange. Through the implementation of a common interface and a common battle space ontology, new and legacy fusion engines and capabilities can be encapsulated and become interoperable components within a common architecture. DCO Data Fusion capability development should focus on:

· Accommodating inferential reasoning to achieve JDL level II and III fusion and level IV queuing of sensors based on consumer feedback.   

· Integrating capabilities whenever/wherever possible that are available through National and/or other Services rather than the development of new Navy unique structure.  

· Integrating DCO fusion products, including geolocation and Combat Identification (CID), with Joint and National combat systems. 

· Creation, Dissemination, and Use of Actionable Intelligence - Interoperability with the evolving Inter-Service systems and operations within a multi-INT environment are critical to future maritime operations. Solutions are required that contribute to the successful integration of relevant Cryptologic Unified Build (CUB) and Global Command and Control System – Maritime (GCCS-M) functionality with the evolving DCGS Integration Backbone (DIB), along with FORCEnet service oriented architectures. Sharing critical ISR data across service and coalition lines will combine ISR and Command and Control (C2) into a single joint weapons system. DCO development of Actionable Intelligence capabilities should focus on:

· Developing and integrating web-based mission planning and tasking capability to support a multi-INT, multi-platform “Task, Post, Process, and Use (TPPU)” architecture that enables alignment and interoperation of DCO with the Unified Cryptologic System’s (UCS) CMM in accordance with the National CMM Architecture and Operational Requirements Document (ORD).

· Intelligent interfaces to the DCGS 10.2 Surveillance and Warning gateway is necessary to conduct near-real-time correlation, threat advisory, and technical reporting.

· Information Exchange Requirements (IER) will need to be compatible with the DIB, which includes affixing metadata tags to data with time stamps, reference information sources, and information processing pedigree, geographic reference, and target reference.

· As evolution continues toward an operational FORCEnet capability, many IERs will be replaced by Publish and Subscribe services and nodal addresses on the Network Centric GIG or ICSIS. Common output source methods are required that allow for full integration of Navy sensor information into enterprise level activities such as CMM.

· Activities need to be expanded that allow full integration of the newly established FSOCs intended to facilitate reach-back and remote operations.

· Common Data functions associated with this group include but are not limited to:

· Data (audio/digital) routing

· Data Integration

· Data Assessment

· Data queries, archiving, storage, uploading, and downloading

· Discovery (UDDI)

· Publish/Subscribe capabilities

· Metadata forwarding

· Reporting

· External distribution of Actionable Intelligence (includes all activities associated with integration outside of a Sensitive Compartmented Information Facility)

· External Database interaction (push and pull)

· Integration of geolocation into the Common Operational Picture (COP)

· Health and Status Display

· Interface to external systems (data and weapon)

Analysis of existing/planned DCO related capabilities – Numerous capabilities are in development, which may satisfy DCO requirements. These capabilities will be considered in the design of the DCO as a means of reducing development cost in order to integrate necessary capabilities. Applicable to all focus areas, the developer will examine the consolidated list of DCO requirements as a basis for comparing developing capabilities and services, perform “Gaps and Overlaps” analyses, and identify what can and shouldn’t be incorporated within the DCO.  

Cryptologic Unified Build (CUB) Tools – DCO will incorporate certain CUB and GCCS-M 4.X functionality as required. It is important to note that while some of these capabilities are needed as part of the set of DCO services, the bidder is not required to use government furnished software (GFS). Software and documentation for any GFS will be made available, but the Government does not mandate its use, accept responsibility for its support, nor guarantee it free of defects.
BAA APPLICATION AND SUBMISSION PROCESS:

White Papers are solicited that will address solutions for the above discussed capabilities including all necessary analyses. The integrated solution will address Data Fusion Levels 0-4 requirements and will also address increased availability, increased capacity for simultaneous event processing, remote operations, reduced manning, operator skill level and Human Factors considerations. Note however that a “one size fits all” solution may be impractical and, in fact, not necessarily desired. Therefore, different configurations and capabilities could be a likely fit for different installations.  We also seek means to present Cryptologic information in new, fast, user-friendly ways, and to task computers using more than the text-based and graphical user interface methods of today. Implemented technical standards will be compliant with the Maritime Cryptologic Architecture (MCA), National Cryptologic Mission Management Architecture, Net-Centric Enterprise Services (NCES), Distributed Common Ground System (DCGS) Integration Backbone (DIB), MCS-21 CONOPS, and FORCEnet mandates, as well as from the data needs from each data domain. In addition, solutions need to be consistent with National objectives, goals, and implementation standards to ensure necessary levels of interoperability.  Solutions should address capabilities starting at the Numbered Fleet and/or CRC level and below (see MCS-21 CONOPS), however the design solution must include external inputs and outputs with other customers, be it fleet, services, joint and/or national, along with corresponding interfaces. Maximum use of Non-Developmental Items (NDI) is desired.  Proposed development will meet the requirements for Technical Readiness Level (TRL) Level 6 at completion, as stated in DoD 5000.2R, Appendix 6. A suitable DCO prototype is desired leading to an Operational Evaluation with maritime and ISR sensors.

The Government desires to obtain, at a minimum, Government Purpose Rights in the technical data and computer software associated with any solution. The reason is to allow for the possibility of a follow-on competition for the DCO system. Accordingly, if an offeror’s solution contains data or software that it considers proprietary, i.e. data or software for which the Government would normally only obtain Limited or Restricted Rights, the Government requests that offerors propose a cost to acquire Government Purpose Rights in that data or software.  Complete information, including definitions, on Government license rights in the acquisition of technical data and computer software are found in DFARS Subparts 227.71 and 227.72. All who receive awards from this BAA should understand that the Government desires to share information developed under this BAA in an open procurement effort.  

Contractors/organizations are invited to submit one white paper against any or all of the objectives described in the narrative above along with a Rough Order Of Magnitude (ROM) cost for the proposed activity. The electronic White Papers shall not exceed the following limitations:

Objective 1 - 15 pages

Objective 2 – 15 pages

Objective 3 – 30 pages

Objective 4 – 30 pages

White Papers shall be formatted single-sided for 8 1⁄2 by 11-inch paper, Times New Roman, size 12 font. Only one white paper per contractor/organization will be accepted. The White Papers should include a description of the development, any proposed non-developmental prototype equipment that may be evaluated and demonstrated, interaction required with the Navy to discuss concept development and any candidate non-developmental prototype equipment. Critical aspect in the proposal will be the solutions applicability/relationship to National and other Services efforts.  Incremental development and implementation is desired.  The ROM cost should be in sufficient detail so specific portions of the White Paper can be selected for consideration.  

The White Papers are due 28 January 2005 by 3:00 PM Pacific Standard Time.

Interested parties shall submit White Papers electronically to the Space and Naval Warfare Systems Command (SPAWAR) under the instructions contained herein. White Papers shall be submitted as either scanned (“TIFF”) or “PDF” documents via SPAWAR E-Commerce Central  (SPAWAR E-CC).  Interested parties shall register in the SPAWAR E-CC and select their own password in order to submit a White Paper.  Those submitting White Papers are required to read the “Submitting a Proposal?” web page found in the SPAWAR E-CC.  The URL for the SPAWAR E-Commerce Central is https://e-commerce.spawar.navy.mil.

White Papers shall not contain classified data. Adobe Acrobat version 4.01 or greater shall be used to create the “PDF” files. White Paper submission files may be compressed (zipped) into one, ZIP file entitled “WHITEPAPER.ZIP” using WinZip version 6.3 or greater. White Papers submitted electronically will be considered “late” unless the entire transmission is completed prior to the due date and time for receipt of White Papers.  

EVALUATION INFORMATION:

White Papers will be evaluated to determine merit for further consideration. Those considered to merit further consideration will be invited to make an oral presentation for the purpose of down-selecting for award. The Government will request a full proposal from those entities that have been down-selected for award. A request to submit a full proposal is not a guarantee of an award; awards are subject to successful completion of negotiations. Instructions for full proposal submittal will be provided to those down-selected at an opportune time after oral presentations. Those who are not invited to make an oral presentation or requested to submit a full proposal will not be provided a debrief.

The White Papers and down-select oral presentations will be evaluated using the following criteria:

(1) Ability of the contractor to achieve a full understanding of the requirements as demonstrated by a functional analysis of DCO based upon activities and other requirements as described in the reference documentation in order to refine the functional design of DCO; 

(2) Ability to demonstrate understanding of applicability of FORCEnet to DCO development and operation including all Drivers listed therein and all other relevant architectures and technical standards such as compliance/conformance to FORCEnet Compliance Checklists, the FORCEnet Government Reference Architecture (GRA).

(3) Ability to achieve/meet objectives of the MCS-21 CONOPS as they apply to DCO; 

(4) Overall technical merits of the proposal against the BAA objectives; 

(5) Potential relevance and contributions of the proposed development effort to Naval Cryptologic/IO Missions and the mission of PMW 180; 

(6) The capabilities, related experience, facilities, and techniques of the contractor or unique combinations of these, which are integral factors for achieving the proposal objectives; 

(7) Interoperability, applicability, and relationship with National and other Services efforts/programs;

(8) The qualifications, capabilities and experience of the proposed Principal Investigator, team leader and key personnel who are critical in achieving the proposal objectives; and 

(9) The realism and reasonableness of the proposed cost and the availability of funds.

AWARD INFORMATION:

A competitive selection of White Papers/Oral Presentations shall be the result of a peer and/or scientific review. Awards from this announcement will depend on White Paper/Oral Presentation evaluations, the successful completion of negotiations and the availability of funds. The Government reserves the right to select for award, all, some or none of the White Papers and proposals received in response to this announcement. The Government may also only select specific tasks within a White Paper or proposal for award. It is envisioned that multiple awards may be made from this announcement. 

Evaluation of White Papers/Oral Presentations and requests for full proposals are expected to be completed by 30 June 2005. Awards are estimated for early FY06. Awarded work may be performed during the period FY06 through FY10.

BRIEFING FOR INDUSTRY:

A “Briefing for Industry” will be held at SPAWAR System Center’s facility in San

Diego, CA, on 7 December 2004.  The location and clearance information for Industry Day are included at the end of this announcement. 

Briefings will describe:

1) An overview of Navy objectives for cost, schedule and performance

2) CONOPS for MCS-21

3) Requirements analysis and known Non Developmental Items (NDI)

All attendees must be US Citizens and hold current SECRET clearances. Attendance at the briefing will be limited to two persons per company or organization. Register your intent to attend via an email to stephen.f.brown@navy.mil. All Government briefing materials and reference documents will be available only during Industry Day for attendees.  Respond prior to 1 December 2004 with up to two names, company/organization name and address, phone number, email address and security clearance information.

Stephen Brown

PMW 180-1B

4301 Pacific Highway

San Diego, CA 92110-3127

(619) 524-7895

stephen.f.brown@navy.mil
Location of Industry Day

SPAWAR Systems Center San Diego

Bldg A33, Auditorium

San Diego, CA 92152

Clearance information

A Visit Authorization Letter (VAL) must be submitted to security showing current SECRET clearance or higher. VAL must be submitted by COB 1 December 2004 to ensure access to the facility.

Security POC Data:

Visitor Control Center (SPAWAR Systems Center San Diego)

53560 Hull Street

San Diego, CA  92152

(619) 553-3203 (Voice)

(619) 553-6169 (FAX)

QUESTIONS/REQUESTS FOR ADDITIONAL INFORMATION:

All questions regarding this BAA are to be submitted via e-mail to Jon Wester, Contract Specialist, SPAWAR 02-22E at jon.wester@navy.mil. This pertains both to questions posed before and after the Briefing for Industry. Responses to questions will be posted to the E-Commerce Central web site for this BAA. Individual responses will not be issued. The Government will not entertain oral questions during the Briefing for Industry; however, written questions will be accepted. If time permits, the Briefing for Industry may include responses to questions posed in writing. 
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