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[bookmark: _Toc316366451]Scope / Introduction
This Performance Requirements Document (PRD) defines the technical requirements for  Rifleman Radio Full Rate Production (RR FRP) contract under the authority of the JTRS Handheld Manpack Small Form Fit (HMS) Program Manager (PM). The HMS Office derives its authority from the Joint Program Executive Office Joint Tactical Radio System (JPEO JTRS) Office. The requirements within the PRD are based on JTRS Operational Requirement Document (ORD), Rifleman Radio Capability Production Document (Increment 1) and HMS Performance Requirements Specification (Version 1.0) Document.
[bookmark: _Toc296594847][bookmark: _Toc297008662][bookmark: _Toc315954251][bookmark: _Toc316366452]Rifleman Radio System Description
The RR FRP PRD defines a common set of requirements for a handheld, software-defined radios and related accessories that provide flexibility and adaptability to support the varied Warfighter mission requirements.
The RR enables users to operate in a tactical voice network with other team members and team leaders. The radio also enables users to exchange Position Location Information (PLI) within a network via a networking waveform. The Rifleman Radio is classified NSA Type 2 capable of operating in frequency range from 225 MHz– 450 MHz, 1250 MHz – 1390MHz, 1755 MHz - 1850 MHz. The PRD includes a list of accessories including antennas, batteries, chargers, and carrying cases that are intended to augment the Receiver/Transmitter (R/T) Unit.
The intent of acquisitions based on this PRD is to provide the Warfighter with a selection of products on a single contract vehicle from which they can choose, in any combination and in any quantity, based upon their own operational and acquisition requirements. The products offered at any given time are those qualified products which meet or exceed the requirements established by this PRD. The HMS PM determines the technical acceptability of any specific product offered by a vendor based upon an analysis of both vendor and Government performed tests and assessments.
[bookmark: _Toc296594848][bookmark: _Toc297008663][bookmark: _Toc315954252][bookmark: _Toc316366453]Terms and Definitions
In this specification, the term “shall” is used to mean a minimum requirement. The terms “may”, “can”, shall not be considered as requirements.
The term "CORE" defines those items which each vendor is required to provide in order to be eligible for Contract award. “CORE” items shall meet or exceed all threshold requirements, indicated by "(t)" prior to the requirement text. Objective requirements, indicated by "(o)" prior to the requirement text, are desired characteristics. Objective requirements need not be met for a product to be technically acceptable; however, a product’s ability to achieve objective requirements may be a discriminator in subsequent delivery order competitions for that product.
Items defined as "Non-CORE" are optional items and vendors are not required to propose a product for them. If proposed by the vendor, these optional items shall also meet or exceed all threshold requirements, indicated by "(t)" prior to the requirement text. Objective requirements, indicated by "(o)" prior to the requirement text, are desired characteristics. Objective requirements need not be met for a product to qualify as acceptable under this document; however, a product’s ability to achieve objective requirements may be a discriminator in subsequent delivery order competitions for that product.
[bookmark: _Toc296594849][bookmark: _Toc297008664][bookmark: _Toc315954253][bookmark: _Toc316366454]Document Organization
Section 1 provides a scope and general description to the Rifleman Radio and PRD.
Section 2 provides a list of all applicable documents from which references have been cited within this PRD.
Section 3 defines the complete set of requirements that need to be fulfilled for R/T Unit, SAASM R/T Unit, R/T Set, and SAASM R/T Set.
Section 4 defines requirements that need to be fulfilled for batteries that support the requirements of R/T Set.
Section 5 defines requirements that need to be fulfilled for Antennas that support the requirements of R/T Set.
Section 6 defines requirements that need to be fulfilled for Headset, Speaker/Microphone, and Handset that support the requirements of R/T Set.
Section 7 defines requirements that need to be fulfilled for Cables that support the requirements of R/T Set.
Section 8 defines requirements that need to be fulfilled for Chargers that support the requirements of R/T Set.
Section 9 defines requirements that need to be fulfilled for Accessories that support the requirements of R/T Set.
Section 10 defines the testing, evaluation, assessment, and certification requirements that need to be fulfilled to support the requirements of Section 3, 4, 5, 6, 7, 8, and 9.
Section 11 provides a list of acronyms referenced within this PRD.
[bookmark: _Applicable_Documents][bookmark: _Ref296426452][bookmark: _Toc296594850][bookmark: _Toc297008665][bookmark: _Ref297009172][bookmark: _Toc315954254][bookmark: _Toc316366455]Applicable Documents
[bookmark: _Toc296594851][bookmark: _Toc297008666][bookmark: _Toc315954255][bookmark: _Toc316366456]Specifications
The following specifications and standards form a part of this document to the extent specified herein. The specifications and standards in effect at contract award shall be the revision listed in the Department of Defense Index of Specifications and Standards (DODISS) at the time of contract award.
[bookmark: _Toc297009848][bookmark: _Toc316366457]Military Standards
	Document
	Title
	PRD Section

	MIL-STD-810G
	Environmental Engineering Considerations and Laboratory Tests, dated 31 October 2008
	10.1

	MIL-STD-2169B 
	High Altitude Electromagnetic Pulse (HEMP) Environment, dated 17 December 1993
	10.7

	MIL-STD-130N
	Identification Marking of U.S. Military Property, dated 17 December 2007
	3.1.8.4

	MIL-STD-461F
	Requirements For The Control of Electromagnetic Interference Characteristics of Subsystem and Equipment, dated 10 December  2007
	10.6

	MIL-STD-464C
	Electromagnetic Environmental Effects Requirements for Systems, dated 1 December 2010
	10.7

	MIL-STD-882D
	Standard Practice for System Safety, dated 10 February 2000
	10.2

	MIL-STD 114A (1)
	Electrical Characteristics of Digital Interface Circuits, 13 December 1991
	3.1.1.5.9

	MIL-STD-704F NOT 1
	Aircraft Electric Power Characteristics
	8.1.5

	MIL-STD-1275D
	Characteristics of 28 Volt DC Electrical Systems in Military Vehicles
	8.1.7


[bookmark: _Toc316366458][bookmark: _Toc297009849]Military Handbooks
	Document
	Title
	PRD Section

	MIL-HDBK-454A
	General Guidelines for Electronic Equipment, dated 3 November 2000
	8.1, 8.2

	MIL-HDBK-781A
	Reliability Test Methods, Plans and Environments for Engineering Development, Qualification, and Production, dated 01 April 1996
	10.8


[bookmark: _Toc316366459]National Security Agency (NSA) Regulations and Specifications
	Document
	Title
	PRD Section

	JTRS UIC for Type 2 Systems*
	JTRS Unified INFOSEC Criteria (UIC), or NSA Information Assurance Security Requirements Document (IASRD), Security Requirements  for JTRS Cluster 5 Type 2 Applications (S), dated 10 June 2005
	3.1.5, 10.5

	EKMS 105*
	Phase 4 Technical Baseline
	3.1.6.1, 3.1.6.2

	EKMS 308*
	Data Tagging & Delivery Standard
	

	EKMS 317*
	Generic Fill Format Specification
	

	Confidential NSTISSAM TEMPEST 1-92
	Compromising Emanations Laboratory Test Requirements-Electromagnetic (U), dated 15 December 1992
	3.1.7.2

	NSTISSAM TEMPEST 2-95
	RED/BLACK Installation Guidance 
dated 1 November 1995
	3.1.5, 10.5

	Amendment to Advisory Memorandum TEMPEST 2/95
	RED/BLACK Installation Guidance, dated 3 February 2000

	3.1.7.2


*These documents are maintained in the JTRS Information Repository, vendor(s) are requested to submit appropriate access request with required level of security clearance to the JPEO JTRS Office.
[bookmark: _Toc316366460]Program Executive Officer for Command, Control and Communications Systems/Terrestrial (PEO C3T)
	Document
	PRD Section

	Program Executive Office Command, Control and Communications (Tactical) (PEO C3T) Information Assurance (IA) Policy for Developmental Systems 11 September 2002
	

	PEO C3S Secure Configuration Policy for Windows NT Hosts, 18 August 2003
	

	PEO C3S Secure Configuration Policy for UNIX Host, 29 May 2003
	


[bookmark: _Toc316366461]Department of Defense (DoD)
	Document
	Title
	PRD Section

	DoD IT Standards Registry (DISR)
	DlSR: DoD IT Systems Registry (DISR) 06-30
http://disronline.disa.mil/
	3.1


[bookmark: _Toc316366462]Department of the Army (DA)
	Document
	Title
	PRD Section

	NBC Criteria
	DA Approved NBC Contamination
Survivability Criteria for Army Material, 21
Aug 1991
	3.1.9.12, 10.11


[bookmark: _Toc316366463]Army Regulations (ARs)
	Document
	Title
	PRD Section

	AR 381-14
	Technical Counterintelligence (U), dated 30 September 2002
Reason:  This regulation implements the National Policy on the control of Compromising Emanations (TEMPEST).
	3.1.7.2

	AR 25-2
	Information Assurance, dated 14 November 2003
Available athttp://www.usapa.army.mil.pdffiles/r25_2.pdf
	10.5


[bookmark: _Toc316366464]Other Government documents, drawings and publications
	Document
	Title
	PRD Section

	JTRS ORD
	Joint Tactical Radio System Operational Requirements Document, V3.2, 9 April 2003. Amended by JTRS ORD v3.2.1 approved by Joint Requirements Oversight Committee Memorandum (JROCM), 171-06, 28 August 2006
	1

	RR  CPD
	Rifleman Radio Capability Production Document, Revision 1, v6.1, 15 February 2011.
	1

	PRD RR IOT&E 
	Performance Requirements Document Rifleman Radio Initial Operational Test and Evaluation, v1.1, 15 May 2009.
	1

	PRS  RR
	Performance Requirements Specification Rifleman Radio, v1.0,  5 April 2011
	1

	MSRC-5000SCA
	Software Communications Architecture Specification, V2.2.2
	3.1.9.4, 10.3

	MSRC–5000SEC
	Security Supplement to the Software Communication Architecture Specification, Version 1.1
	10.3

	ICD-GPS-154
	GPS Interface Specification
	3.1.3

	MIL-DTL-55116C
	Military Detail Specification. Connectors: Miniature Audio, Five Pin, and Six Pin General Specification, 22 March 2004
	3.1.1.5.4

	DODI 6055.11
	Protecting Personnel from Electromagnetic Fields
	10.12

	DoD 6055.09-STD
	DoD Ammunition and Explosives Safety Standards
	10.1.9


[bookmark: _Toc316366465]Institute of Electrical and Electronic Engineers (IEEE)
	Document
	Title
	PRD Section

	IEEE Standard C95.1-2005
	IEEE Standard for Safety Levels with Respect To Human Exposure to Radio Frequency Electromagnetic Fields, 3 kHz TO 300 GHz

http://standards.ieee.org/findstds/standard/C95.1-2005.html
	10.12


[bookmark: _Toc316366466] Underwriters Laboratory (UL)
	Document
	Title
	PRD Section

	UL 1950
	Standard for Safety of Information Technology Equipment, dated 28 July 1995. Available from UL at: http://www.ul.com/
	8.1, 8.2

	UL 969
	Standard for Marking and Labeling Systems, 4th Edition, 30-Nov-2001. Available from UL at:  http://www.ul.com/
	3.1.8.4


[bookmark: _Toc316366467] National Fire Prevention Association (NFPA)
	Document
	Title
	PRD Section

	NFPA 70 -93
	National Electric Code, 2005 Edition.
Available from NFPA at: http://www.nfpa.org/
	8.1, 8.2


[bookmark: _Toc315954256][bookmark: _Toc316366468][bookmark: _Ref296343857][bookmark: _Toc296594853][bookmark: _Toc297008668]Sources of Classified Documents
Copies of classified documents will be provided to individuals having the proper level of security clearance. Individuals can request classified documents prior to contract award from the secure JTRS Information Repository. After contract award access to classified information will be in accordance with DD Form 254 attached to the contract.
[bookmark: _Standard_R/T_Unit][bookmark: _Batteries][bookmark: _Toc315954257][bookmark: _Toc316366469][bookmark: _Toc295732832][bookmark: _Ref296425159][bookmark: _Ref296425293][bookmark: _Toc296594875][bookmark: _Toc297008691]R/T 
The requirements specified within this section are for a Receiver/Transmitter (R/T) Unit hereafter referred to simply as a R/T Unit and for a R/T Set. The R/T Unit is a form factor with a software programmable operating environment that meets requirements defined in Section 3.1. The R/T Set includes a R/T Unit equipped with an antenna, battery, headset as well as all hardware, software, connectors, cable and or adapters required to provide a standalone functionality to support controlled unclassified real-time intra-squad communication requirements as defined in Section 3.3.
[bookmark: _R/T][bookmark: _R/T_Unit_(CORE)][bookmark: _Toc315954258][bookmark: _Toc316366470]R/T Unit (CORE)
All requirements in this section apply to a R/T Unit.
[bookmark: _Toc316366471]Characteristics
Frequency Range
(t) The frequency range for a R/T Unit shall be from 225– 450 MHz, 1250-1390 MHz, and 1755-1850 MHz.
Receive Characteristics
(t) Receive sensitivity shall be at least -92 dBm in Soldier Radio Waveform (SRW) Combat Communication (CC) mode.
(t) Spurious response rejection shall be at least 60 dB.
(t) Shall sustain no damage when the Radio Frequency (RF) output port is open or shorted.
(o) Receive sensitivity shall be at least -97dBm in SRW CC mode.
(o) Spurious response rejection shall be at least 80 dB.

Transmit Characteristics
(t) Shall provide at least 33 dBm of RF output power measured at the antenna.
(t) Shall provide for all members of a squad to communicate by voice; typical dispersion of the squad is up to 2 km in complex urban terrain or 1 km in dense vegetation.
(t) Shall sustain no damage when the waveform is operating at their highest RF output power.
(t) Transmitted spurious output level shall be attenuated at least 50 dBc below carrier frequency when the operating at maximum power level.
(t) Frequency stability shall be within ±0.5 ppm.
(o) Shall provide at least 35 dBm of RF output power measured at the antenna.
Physical Characteristics
(t) Maximum size of the R/T unit including the antenna and battery shall be less than 524.38 cubic centimeters (32 cubic inches).
(t) Maximum weight of the R/T unit including the antenna and battery shall be less than 0.99 kilograms (2.2 pounds).
[bookmark: _Ref295721131]Connectors and Interfaces
(t) Shall provide U-283/U, 6 pin audio and key fill connector.
(t) Shall provide a 50 Ohm RF antenna connector.
(t) Shall provide battery connector and interface.
(t) Shall provide electrical interface for headsets, speaker/microphone, and handset in accordance with MIL-DTL-55116C.
(t) Shall provide interface for Universal Serial Bus (USB) 2.0 or later.
(t) Shall provide Recommended Standard (RS) RS-232 asynchronous interface.
(t) Shall be able to receive time and position from internal and external Global Positioning System (GPS) device.
(t) Shall provide standard software interface to allow control of the radio by Nett Warrior End User Devices.
(o) Shall provide MIL-STD-188-114A (1) interface.
Power
(t) Shall provide capability to prevent radio damage caused by battery reverse polarity.
(t) Shall monitor remaining battery power and provide the status information to the operator when requested.
(t) Shall provide capability to use either rechargeable or non-rechargeable batteries.
[bookmark: _Waveform][bookmark: _Toc295732787][bookmark: _Ref295810908][bookmark: _Ref295812853][bookmark: _Ref295812857][bookmark: _Ref295813069][bookmark: _Toc297009855][bookmark: _Toc316366472]Waveform
Soldier Radio Waveform (SRW) Requirements
(t) Shall operate SRW version 1.01 or later.
(t) Shall operate from 225 MHz to 450 MHz.
(t) Shall operate from 1250 MHz to 1390 MHz.
(t) Shall operate from 1755 MHz to 1850 MHz.
(t) Shall support all features and services of the Soldier System (SS) Domain including Combat Communications (CC) and Combat Network Radio (CNR) Voice modes.
(t) Shall meet Waveform Conformance and Interoperability Assessment as per Section 10.4.1.
(o) Shall support all feature and services of the Soldier System (SS) Domain including Combat Communications (CC) for Voice and Data Modes and Electronic Warfare (EW) Data mode.
Waveform and Mode Storage
(t) Shall store all operational parameters required by the waveform for at least 96 hours after loss of primary power source.
(t) Shall have safeguards to reduce the possibility of unintentional reprogramming and to preclude the possibility of software storage errors.
(t) Shall authenticate the waveform when downloaded to a R/T Unit.
(o) Shall store all operational parameters required by the waveform for at least 144 hours after loss of primary power source.
Waveform Network Management and Planning
(t) Shall be fully configurable using a government approved Network Manager.
(t) Shall support spectrum and network planning, management, and configuration.
(t) Shall be capable of using the existing (Data Transfer Device (DTD), Simple Key Loader (SKL) key load and mission load devices and techniques.
Voice Latency
(t) Shall support a voice latency, from the pressing of Push To Talk (PTT) on the transmitting radio to a remote user over three radio hops receiving voice on the headset.
(o) Shall support a voice latency of no more than 400 ms, from the pressing of the Push To Talk (PTT) on the transmitting radio to a remote user over two radio hops (one relay) receiving voice on the headset.
[bookmark: _Toc295732789][bookmark: _Toc297009857][bookmark: _Toc316366473]Global Positioning System (GPS)
[bookmark: _Internal_GPS]Internal GPS 
(t) Shall be capable of providing an integral commercial GPS capability.
[bookmark: _(t)_Shall_have](t) Shall have an antenna to receive commercial GPS signal.
(t) Shall receive position location information (PLI) over-the-air as supported by the waveform in Military Grid Reference System (MGRS) format. The MGRS format includes a 3-character grid zone, a 2-character 1000 km square and a 10-digit map coordinate.
(t) Shall receive PLI including latitude and longitude.
(t) Shall be capable to transmit automatic PLI message that allows selected leaders to receive the PLI information.
(t) Shall receive a 1 Pulse Per Second (PPS) signal.
(t) Shall transmit PLI, configurable by change in time or distance.
External GPS Interface Requirements
(t) Shall receive PLI inputs from a commercial and SAASM GPS device.
(t) Shall receive GPS position information and time-of-day automatically following operator set-up.
(t) Shall receive 1 PPS signal.
(t) Shall receive signals to perform the functions of Internal GPS per Section 3.1.3.1.
[bookmark: _Toc316366474][bookmark: _Toc295732790][bookmark: _Toc297009858]Information Security (INFOSEC)
(t) Shall be capable of being handled as an UNCLASSIFIED (non Controlled Cryptographic Item (CCI)) item.
[bookmark: _Toc316366475]Cryptographic Security
(t) Shall provide embedded NSA programmable cryptographic chips/modules.
(t) Shall provide the NSA and National Institute of Standards and Technology (NIST) cryptographic algorithms required by the waveform listed in Section 3.1.2.
(t) Shall be NSA Type 2 certifiable at the time of Contract Award per Statement Of Objective (SOO) document, section 2.6.5.1.
(t) Shall be NSA Type 2 certified at the time of First Article Test (FAT) as per the requirements of section 10.5.
(t) Shall be NSA Type 2 certified at the time of Delivery Order proposal and subsequent submission of Delivery Order proposals as per the requirements of section 10.5.
(t) Shall be capable of implementing NSA approved Type 2 cryptography key. 
[bookmark: _Toc316366476][bookmark: _Toc295732792][bookmark: _Toc297009860]Communications Security
For the purposes of this section, the term "keys" includes system keys, certificates, and Firefly vectors as well as user traffic keys.
COMSEC Key Management
(t) Shall be compatible with the Army Key Management System (AKMS) and Electronic Key Management System (EKMS) key distribution and net management systems in accordance with the Defense Information Infrastructure/Common Operating Environment (DII) / (COE) Key Management Infrastructure.
(t) Shall load unencrypted keys into the Cryptographic Subsystem via a single common fill device connector from AN/PYQ-10 Simple Key Loader (SKL).
(o) Shall transmit and receive Over the Air-Rekeying (OTAR)/Over The Air Transfer (OTAT) between R/T Units for all awardees under the contract.
COMSEC Key Handling and Storage
(t) Shall store COMSEC key required to operate SRW.
(t) Shall notify operator of positive confirmation following successful key load.
(t) Shall notify the operator in the event of key load failure(s).
Key Retention
(t) Shall be capable of retaining perishable key variables and other perishable parameter for at least 96 hours after loss of primary power.
(o) Shall be capable of retaining perishable key variables and other perishable parameter for at least 144 hours after loss of primary power.
Zeroization
(t) Shall provide a capability that requires two discrete actions by the operator to invoke zeroization.
(o) Shall zeroize all traffic keys in order to make R/T Unit unusable upon receiving an Over The Air Zeroize (OTAZ) command.
[bookmark: _Toc316366477]Equipment Level Security Requirements
Tamper
(t) Shall meet tamper requirements of JTRS Unified Infosec Criteria (UIC) or NSA Information Assurance Security Requirements Document (IASRD) for Type 2 Systems.
(t) Shall feature a tamper detection and zeroization capability which is in operation when the radio is delivered and can only be disabled by authorized maintenance via a design feature/process approved by NSA.
TEMPEST
(t) Shall meet TEMPEST requirements of JTRS UIC or NSA IASRD for Type 2 systems.
(t) Shall not be compromised by emanations from the R/T Unit.
[bookmark: _Toc316366478]Other Requirements
Presets, Scanning, and Cloning
(t)  Shall have the storage capacity to store at least 10 presets and configuration information.
(o)  Shall have the storage capacity to store at least 99 presets and configuration information.
(o) Shall provide Over The Air Cloning (OTAC) of preset parameters between R/T Units for all vendors under the contract.
Talk Group
(t) Shall support communications in a mobile 40 node network with up to 6 voice talk groups and transmit PLI every 20 seconds on average from each node.
(t) Shall be capable of actively participating in one voice call group in half duplex mode while monitoring two other voice call groups.
Human Machine Interface (HMI)
(t) Shall provide the operator with ability to control following basic functions:
(t) Turn R/T Unit on or off.
(t) Change the volume level.
(t) Change the preset.
(t) Zeroize the R/T Unit.
(t) Shall require two discrete actions by the operator to prevent loss of critical data that could disable or severely disrupt the system/mission.
(t) Shall notify the operator for all system level failures and faults via alert message(s).
(t) Shall detect and provide the operator with notification of antenna faults.
(t) Shall authenticate remote commands, software downloads or file transfers.
(o) Shall provide the means to allow full remote control of R/T Unit by Nett Warrior End User Devices.
[bookmark: _Ref296331116]Identification and Marking
(t) Shall provide markings in accordance with contract requirements, MIL-STD-130N, or as defined in the Delivery Order.
(t) Shall be marked with safety and disposal information as required by federal regulation.
Self Test
(t) Shall perform Power On Self Test (POST) to determine operational status.
(t) Shall be capable of performing Continuous BIT to detect and locate faults.
Interchangeability
Interchangeability is defined as a condition which exists when two or more items possess such functional and physical characteristics as to be equivalent in performance and durability, and are capable of being exchanged one for the other without alteration of the items themselves, or of adjoining items.The following items must be interchangeable on R/T Unit(s) variants produced by a single vendor.
(t) Shall provide interchangeability for Antennas.
(t) Shall provide interchangeability for Headsets.
(t) Shall provide interchangeability for Speaker/Microphone.
(t) Shall provide interchangeability for Handsets.
Testing, Evaluation, Assessments, and Certifications
The vendor is responsible for the performance of all inspections, analysis, demonstrations and tests as specified in this section. Satisfactory completion and passing of tests, evaluations, assessments and certifications are a mandatory prerequisite as of the date of delivery order.
(t) Shall be operationally tested and determined by an Operational Test Authority (OTA) to have either of following assessment, 

· Operationally effective, suitable, and survivable.
· Operationally effective, suitable, and survivable with limitations.
(t) Shall meet Environmental Testing as per Section 10.1.
(t) Shall meet Safety Testing as per Section 10.2.
(t) Shall meet Software Communications Architecture (SCA) as per 10.3.
(t) Shall meet Waveform Conformance and Interoperability Assessment as per Section 10.4 for waveform listed in Section 3.1.2.
(t) Shall be certifiable or certified to National Security Agency (NSA) Certification as per Section 10.5.
(t) Shall meet Electromagnetic Interference (EMI) & Electromagnetic Compatibility (EMC as per Section 10.6.
(t) Shall meet Electromagnetic Environmental Effects (E3) Survivability as per Section 10.7.
(t) Shall meet Reliability as per Section 10.8.
(t) Shall meet Operational Availability requirements per Section 10.9.
(t) Shall meet Spectrum Supportability Determination Certification per Section 10.10.
(t) Shall meet Nuclear, Biological and Chemical (NBC) as per Section 10.11.
(t) Shall meet Electromagnetic Radiation Hazards (EMRADHAZ) as per Section 10.12.
(t) Shall meet Configuration Management requirements as per Section 10.13.
(t) Shall meet First Article Test (FAT) requirements as per Section 10.14.
[bookmark: _Toc315954259](t) Shall meet Factory Inspection Test (FIT) requirements as per Section 10.15.
[bookmark: _Toc316366480]Selective Availability Anti-Spoofing Module (SAASM) R/T Unit (Non-CORE)
All requirements in this section apply to a SAASM R/T Unit
[bookmark: _Toc316366481]Characteristics
Frequency Range
(t) The frequency range for a SAASM R/T Unit shall be from 225– 450 MHz, 1250-1390 MHz, and 1755-1850 MHz.
Receive Characteristics
(t) Receive sensitivity shall be at least -92 dBm in Soldier Radio Waveform (SRW) Combat Communication (CC) mode.
(t) Spurious response rejection shall be at least 60 dB.
(t) Shall sustain no damage when the Radio Frequency (RF) output port is open or shorted.
(o) Receive sensitivity shall be at least -97dBm in SRW CC mode.
(o) Spurious response rejection shall be at least 80 dB.
Transmit Characteristics
(t) Shall provide at least 33 dBm of RF output power measured at the antenna.
(t) Shall provide for all members of a squad to communicate by voice; typical dispersion of the squad is up to 2 km in complex urban terrain or 1 km in dense vegetation.
(t) Shall sustain no damage when the waveform is operating at their highest RF output power.
(t) Transmitted spurious output level shall be attenuated at least 50 dBc below carrier frequency when operating at maximum power level.
(t) Frequency stability shall be within ±0.5 ppm.
(o) Shall provide at least 35 dBm of RF output power measured at the antenna.
Physical Characteristics
(t) Maximum size of SAASM R/T unit including the antenna and battery shall be less than 524.38 cubic centimeters (32 cubic inches).
(t) Maximum weight of SAASM R/T unit including the antenna and battery shall be less than 0.99 kilograms (2.2 pounds).
Connectors and Interfaces
(t) Shall provide U-283/U, 6 pin audio and key fill connector.
(t) Shall provide a 50 Ohm RF antenna connector.
(t) Shall provide battery connector and interface.
(t) Shall provide electrical interface for headsets, speaker/microphone, and headset in accordance with MIL-DTL-55116C.
(t) Shall provide interface for Universal Serial Bus (USB) 2.0 or later.
(t) Shall provide Recommended Standard (RS) RS-232 asynchronous interface.
(t) Shall be able to receive time and position from internal and external Global Positioning System (GPS) device.
(t) Shall provide standard software interface to allow control of the radio by Nett Warrior End User Devices.
(o) Shall provide MIL-STD-188-114A (1) interface.
Power
(t) Shall provide capability to prevent radio damage caused by battery reverse polarity.
(t) Shall monitor remaining battery power and provide the status information to the operator when requested.
(t) Shall provide capability to use either rechargeable or non-rechargeable batteries.
[bookmark: _Waveform_1][bookmark: _Toc316366482]Waveform
[bookmark: _Soldier_Radio_Waveform]Soldier Radio Waveform (SRW) Requirements
(t) Shall operate SRW version 1.01 or later.
(t) Shall operate from 225 MHz to 450 MHz.
(t) Shall operate from 1250 MHz to 1390 MHz.
(t) Shall operate from 1755 MHz to 1850 MHz.
(t) Shall support all features and services of the Soldier System (SS) Domain including Combat Communications (CC) and Combat Network Radio (CNR) Voice modes.
(t) Shall meet Waveform Conformance and Interoperability Assessment as per Section 10.4.1.
(o) Shall support all feature and services of the Soldier System (SS) Domain including Combat Communications (CC) Voice and Data modes and Electronic Warfare (EW) Data mode.
Waveform and Mode Storage
(t) Shall store all operational parameters required by the waveform for at least 96 hours after loss of primary power source.
(t) Shall have safeguards to reduce the possibility of unintentional reprogramming and to preclude the possibility of software storage errors.
(t) Shall authenticate the waveform when downloaded to SAASM R/T Unit.
(o) Shall store all operational parameters required by the waveform for at least 144 hours after loss of primary power source.
Waveform Network Management and Planning
(t) Shall be fully configurable using a government approved Network Manager.
(t) Shall support spectrum and network planning, management and configuration.
(t) Shall be capable of using the existing (Data Transfer Device (DTD), Simple Key Loader (SKL) key load and mission load devices and techniques.
Voice Latency
(t) Shall support a voice latency, from the pressing of Push To Talk (PTT) on the transmitting radio to a remote user over three radio hops receiving voice on the headset.
(o) Shall support a voice latency of no more than 400 ms, from the pressing of the Push To Talk (PTT) on the transmitting radio to a remote user over two radio hops (one relay) receiving voice on the headset.
[bookmark: _Toc316366483]GPS
Internal GPS 
(t) Shall be capable of providing an integral SAASM GPS capability.
[bookmark: _(t)_Shall_have_1](t) Shall have an antenna to receive commercial GPS signal.
(t) Shall receive position location information (PLI) over-the-air as supported by the waveform in Military Grid Reference System (MGRS) format. The MGRS format includes a 3-character grid zone, a 2-character 1000 km square and a 10-digit map coordinate.
(t) Shall receive PLI including latitude and longitude.
(t) Shall be capable to transmit automatic PLI message that allows selected leaders to receive the PLI information.
(t) Shall receive a 1 PPS signal.
(t) Shall transmit PLI, configurable by change in time or distance.
External GPS Interface Requirements
(t) Shall receive PLI inputs from a commercial and SAASM GPS device.
(t) Shall receive GPS position information and time-of-day automatically following operator set-up.
(t) Shall receive 1 PPS signal.
(t) Shall receive signals to perform the functions of Internal GPS per Section 3.1.3.1.
[bookmark: _Toc316366484]Information Security (INFOSEC)
(t) Shall be capable of being handled as an UNCLASSIFIED (non CCI) item.
[bookmark: _Toc316366485]Cryptographic Security
(t) Shall provide embedded NSA programmable cryptographic chips/modules.
(t) Shall provide the NSA and National Institute of Standards and Technology (NIST) cryptographic algorithms required by the waveform listed in Section 3.2.2.
(t) Shall be NSA Type 2 certifiable at the time of Contract Award per Statement Of Objective (SOO) document, section 2.6.5.1.
(t) Shall be NSA Type 2 certified at the time of First Article Test (FAT) as per the requirements of section 10.5.
(t) Shall be NSA Type 2 certified at the time of Delivery Order proposal and subsequent submission of Delivery Order proposals as per the requirements of section 10.5.
(t) Shall be capable of implementing NSA approved Type 2 cryptography key.
[bookmark: _Toc316366486]Communications Security
For the purposes of this section, the term "keys" includes system keys, certificates, and Firefly vectors as well as user traffic keys.
COMSEC Key Management
(t) Shall be compatible with the Army Key Management System (AKMS) and Electronic Key Management System (EKMS) key distribution and net management systems in accordance with the Defense Information Infrastructure/Common Operating Environment (DII) / (COE) Key Management Infrastructure.
(t) Shall load unencrypted keys into the Cryptographic Subsystem via a single common fill device connector from AN/PYQ-10 Simple Key Loader (SKL).
(o) Shall transmit and receive Over the Air-Rekeying (OTAR)/Over The Air Transfer (OTAT) between SAASM R/T Units for all awardees under the contract.
COMSEC Key Handling and Storage
(t) Shall store COMSEC key required to operate SRW.
(t) Shall notify operator of positive confirmation following each successful key load.
(t) Shall notify the operator in the event of key load failure(s).
Key Retention
(t) Shall be capable of retaining perishable key variables and other perishable parameter for at least 96 hours after loss of primary power.
(o) Shall be capable of retaining perishable key variables and other perishable parameter for at least 144 hours after loss of primary power.
Zeroization
(t) Shall provide a capability that requires two discrete actions by the operator to invoke zeroization.
(o) Shall zeroize all traffic keys in order to make SAASM R/T Unit unusable upon receiving an Over The Air Zeroize (OTAZ) command.
[bookmark: _Toc316366487]Equipment Level Security Requirements
Tamper
(t) Shall meet tamper requirements of JTRS UIC or NSA IASRD for Type 2 Systems.
(t) Shall feature a tamper detection and zeroization capability which is in operation when the radio is delivered and can only be disabled by authorized maintenance via a design feature/process approved by NSA.
TEMPEST
(t) Shall meet TEMPEST requirements of JTRS UIC or NSA IASRD for Type 2 systems.
(t) Shall not be compromised by emanations from the SAASM R/T Unit.
[bookmark: _Toc316366488]Other Requirements
Presets, Scanning, and Cloning
(t) Shall have the storage capacity to store at least 10 presets and configuration information.
(o) Shall have the storage capacity to store at least 99 presets and configuration information.
(o) Shall provide Over The Air Cloning (OTAC) of preset parameters between SAASM R/T Units for all awardees under the contract.
Talk Group
(t) Shall support communications in a mobile 40 node network with up to 6 voice talk groups and transmit PLI every 20 seconds on average from each node.
(t) Shall be capable of actively participating in one voice call group in half duplex mode while monitoring two other voice call groups.
Human Machine Interface (HMI)
(t) Shall provide the operator with ability to control following basic functions:
(t) Turn SAASM R/T Unit on or off.
(t) Change the volume level.
(t) Change the preset.
(t) Zeroize the SAASM R/T Unit.
(t) Shall require two discrete actions by the operator to prevent loss of critical data that could disable or severely disrupt the system/mission.
(t) Shall notify the operator for all system level failures and faults via alert message(s).
(t) Shall detect and provide the operator with notification of antenna faults.
(t) Shall authenticate remote commands, software downloads or file transfers.
(o) Shall provide the means to allow full remote control of SAASM R/T Unit by Nett Warrior End User Devices.
Identification and Marking
(t) Shall provide markings in accordance with contract requirements, MIL-STD-130N, or as defined in the Delivery Order.
(t) Shall be marked with safety and disposal information as required by federal regulation.
Self Test
(t) Shall perform Power On Self Test (POST) to determine operational status.
(t) Shall be capable of performing both Initiated BIT and Continuous BIT to detect and locate faults.
Interchangeability
Interchangeability is defined as a condition which exists when two or more items possess such functional and physical characteristics as to be equivalent in performance and durability, and are capable of being exchanged one for the other without alteration of the items themselves, or of adjoining items.
The following items must be interchangeable on SAASM R/T Unit(s) variants produced by a single vendor.
(t) Shall provide interchangeability for Antennas.
(t) Shall provide interchangeability for Headsets.
(t) Shall provide interchangeability for Speaker/Microphone.
(t) Shall provide interchangeability for Handsets.
Testing, Evaluation, Assessments, and Certifications
The vendor is responsible for the performance of all inspections, analysis, demonstrations and tests as specified in this section. Satisfactory completion and passing of tests, evaluations, assessments and certifications are a mandatory prerequisite as of the date of delivery order.
[bookmark: OLE_LINK2](t) Shall be operationally tested and determined by an Operational Test Authority (OTA) to have either of following assessment, 

· Operationally effective, suitable, and survivable.
· Operationally effective, suitable, and survivable with limitations.

(t) Shall meet Environmental Testing as per Section 10.1.
(t) Shall meet Safety Testing as per Section 10.2.
(t) Shall meet Software Communications Architecture (SCA) as per 10.3.
(t) Shall meet Waveform Conformance and Interoperability Assessment as per Section 10.4 for waveform listed in Section 3.2.2.
(t) Shall be certifiable or certified to National Security Agency (NSA) Certification as per Section 10.5.
(t) Shall meet Electromagnetic Interference (EMI) & Electromagnetic Compatibility (EMC as per Section 10.6.
(t) Shall meet Electromagnetic Environmental Effects (E3) Survivability as per Section 10.7.
(t) Shall meet Reliability as per Section 10.8.
(t) Shall meet Operational Availability requirements per Section 10.9.
(t) Shall meet Spectrum Supportability Determination Certification per Section 10.10.
(t) Shall meet Nuclear, Biological and Chemical (NBC) as per Section 10.11.
(t) Shall meet Electromagnetic Radiation Hazards (EMRADHAZ) as per Section 10.12.
(t) Shall meet Configuration Management requirements as per Section 10.13.
(t) Shall meet First Article Test (FAT) requirements as per Section 10.14.
(t) Shall meet Factory Inspection Test (FIT) requirements as per Section 10.15.
[bookmark: _R/T_Set_(CORE)][bookmark: _Toc315954260][bookmark: _Toc316366490]R/T Set (CORE)
The R/T Set includes a R/T Unit equipped with an antenna, battery, and either a headset or speaker/microphone as well as all hardware, software, connectors, cable and or adapters required to provide a standalone functionality to support controlled unclassified real-time intra-squad communication requirements.
[bookmark: _Toc316366491]R/T Set Configuration 
(t) Shall include One (1) R/T Unit identical to requirements as per Section 3.1.
(t) Shall include Three (3) Rechargeable Batteries identical to requirements as per Section 4.1.
(t) Shall include One (1) Antenna identical to requirements of Section 5.1.
(t) Shall include One (1) GPS Antenna identical to requirements of Section 3.1.3.1.2.
(t) Shall include either One (1) Headset identical to requirements of Section 6.1 or One (1) External Speaker/Microphone identical to requirements of Section 6.2 as specified in the Delivery Order.
(t) Shall include One (1) Holster identical to requirements of Section 9.2.
(t) Shall include One (1) Interactive Electronic Training Manual (IETM).
(t) Shall include One (1) Quick Reference Guide.
(t) Shall include One (1) Operator/Unit level maintenance manual.
(t) Shall include One (1) Data and Remote Control Cable identical to requirements of Section 7.1.
(o) Shall include Two (2) Long Life Rechargeable Batteries identical to requirements as per Section 4.2.
(o) Shall include One (1) High Performance Antenna identical to requirements of Section 5.2.
[bookmark: _SAASM_R/T_Set][bookmark: _Toc315954261][bookmark: _Toc316366492]SAASM R/T Set (Non-CORE)
The SAASM R/T Set includes a SAASM R/T Unit equipped with an antenna, battery, and either a headset or speaker/microphone as well as all hardware, software, connectors, cable and or adapters required to provide a standalone functionality to support controlled unclassified real-time intra-squad communication requirements.
[bookmark: _Toc316366493]SAASM R/T Set Configuration 
(t) Shall include One (1) SAASM R/T Unit identical to requirements as per Section 3.2.
(t) Shall include Three (3) Rechargeable Batteries identical to requirements as per Section 4.1.
(t) Shall include One (1) Antenna identical to requirements of Section 5.1.
(t) Shall include One (1) GPS Antenna identical to requirements of Section 3.2.3.1.2.
(t) Shall include either One (1) Headset identical to requirements of Section 6.1 or One (1) External Speaker/Microphone identical to requirements of Section 6.2 as specified in the Delivery Order.
(t) Shall include One (1) Holster identical to requirements of Section 9.2.
(t) Shall include One (1) Interactive Electronic Training Manual (IETM).
(t) Shall include One (1) Quick Reference Guide.
(t) Shall include One (1) Operator/Unit level maintenance manual.
(t) Shall include One (1) Data and Remote Control Cable identical to requirements of Section 7.1.
(o) Shall include Two (2) Long Life Rechargeable Batteries identical to requirements as per Section 4.2.
(o) Shall include One (1) High Performance Antenna identical to requirements of Section 5.2.
[bookmark: _Batteries_1][bookmark: _Toc315954262][bookmark: _Toc316366494]Batteries
[bookmark: _Rechargeable_Battery][bookmark: _Toc295732833][bookmark: _Toc296594876][bookmark: _Toc297008692][bookmark: _Toc315954263][bookmark: _Toc316366495]Rechargeable Battery (CORE)
[bookmark: _Toc295732835][bookmark: _Toc297009927][bookmark: _Toc316366496](t) Shall be Department of Transportation/Air Transportation Association (DOT/ATA) approved.
[bookmark: _Toc316366497](t) Shall preclude damage caused by battery reverse polarity.
[bookmark: _Toc316366498][bookmark: _Toc295732836][bookmark: _Toc297009928](t) Shall be able to be operated and maintained as per requirements in Section 10.1. 
[bookmark: _Toc316366499](t) Shall be able to be exchanged wearing full Mission Oriented Protective Posture (MOPP) IV protective gear.
[bookmark: _Toc295732837][bookmark: _Toc297009929][bookmark: _Toc316366500](t) Shall comply with hazardous material (HAZMAT), demilitarization, and disposal.
[bookmark: _Toc316366501](t) Shall provide power for the R/T Unit transmitting at maximum power for 8 hours at 6:3:1 (Listen:Receive:Transmit) duty cycle in the environments specified in Section 10.1.2.3.
[bookmark: _Toc295732839][bookmark: _Toc297009931][bookmark: _Toc316366502](t) Shall provide backwards compatibility for all connectors and interfaces with previous radio versions of the same vendor.
[bookmark: _Long_Life_Rechargeable][bookmark: _Toc315954264][bookmark: _Toc316366503][bookmark: _Toc295732850][bookmark: _Toc296594878][bookmark: _Toc297008694]Long Life Rechargeable Battery (Non-CORE)
[bookmark: _Toc316366504](t) Shall be Department of Transportation/Air Transportation Association (DOT/ATA) approved.
[bookmark: _Toc316366505](t) Shall preclude damage caused by battery reverse polarity.
[bookmark: _Toc316366506](t) Shall be able to be operated and maintained as per requirements in Section 10.1.
[bookmark: _Toc316366507](t) Shall be able to be exchanged wearing full Mission Oriented Protective Posture (MOPP) IV protective gear.
[bookmark: _Toc316366508](t) Shall comply with hazardous material (HAZMAT), demilitarization, and disposal.
[bookmark: _Toc316366509](t) Shall provide power for the R/T Unit transmitting at maximum power for 12 hours at 6:3:1 (Listen:Receive:Transmit) duty cycle in the environments specified in Section 10.1.2.4.
[bookmark: _Toc316366510](t) Shall provide backwards compatibility for all connectors and interfaces with previous radio versions of the same vendor.
[bookmark: _Toc315954265][bookmark: _Toc316366511]Battery Holder for Non-Rechargeable Batteries (Non-CORE)
[bookmark: _Toc295732851][bookmark: _Toc297009945][bookmark: _Toc316366512](t) Shall provide power to R/T Unit through the same battery connections used by the rechargeable battery.
[bookmark: _Toc295732853][bookmark: _Toc297009947][bookmark: _Toc316366513](t) Shall use military or commercially available, disposable, non-rechargeable batteries.
[bookmark: _Toc295732854][bookmark: _Toc297009948][bookmark: _Toc316366514](t) Shall be labeled with appropriate information that describes type and size of batteries to be used with the holder along with installation instructions.
[bookmark: _Toc295732855][bookmark: _Toc297009949][bookmark: _Toc316366515](t) Shall preclude damage caused by improper installation of disposable batteries.
[bookmark: _Toc295732856][bookmark: _Toc297009950][bookmark: _Toc316366516](t) Shall preclude damage caused by battery holder reverse polarity.
[bookmark: _Toc295732857][bookmark: _Toc297009951][bookmark: _Toc316366517](t) Shall incorporate a rugged physical design suitable for use in tactical environments.
[bookmark: _Toc295732858][bookmark: _Toc297009952][bookmark: _Toc316366518](t) Shall be exchangeable while wearing Mission Oriented Protective Posture (MOPP IV) protective gear.
[bookmark: _Toc295732859][bookmark: _Toc297009953][bookmark: _Toc316366519](t) Shall provide backwards compatibility for all connectors and interfaces with previous radio versions of the same vendor.
[bookmark: _Antennas][bookmark: _Toc295732919][bookmark: _Ref296425181][bookmark: _Toc296594883][bookmark: _Toc297008699][bookmark: _Ref297027216][bookmark: _Toc315954266][bookmark: _Toc316366520]Antennas 
[bookmark: _UHF_Antenna][bookmark: _Toc315954267][bookmark: _Toc316366521][bookmark: _Toc295732920]Antenna(s) (CORE)
[bookmark: _Toc295732947][bookmark: _Toc297010003][bookmark: _Toc316366522](t) Shall have a power rating equal to or exceeding the output power for the R/T Unit.
[bookmark: _Toc295732948][bookmark: _Toc297010004][bookmark: _Toc316366523](t) Shall connect to the antenna interface of an R/T Unit.
[bookmark: _Toc295732949][bookmark: _Toc297010005][bookmark: _Toc316366524](t) Shall cover the frequency range from 225-450 MHz, 1250-1390 MHz, and 1755-1850 MHz.
[bookmark: _Toc295732950][bookmark: _Toc297010006][bookmark: _Toc316366525](t) Shall have a minimum gain of -7 dBi at the horizon for at least 95% of the frequencies within the range from 225-450 MHz, 1250-1390 MHz, and 1755-1850 MHz.
[bookmark: _Toc295732951][bookmark: _Toc297010007][bookmark: _Toc316366526](t) Shall provide omni-directional gain in the horizontal plane.
[bookmark: _Toc295732952][bookmark: _Toc297010008][bookmark: _Toc316366527](t) Shall be vertically polarized.
[bookmark: _Toc295732953][bookmark: _Toc297010009][bookmark: _Toc316366528](t) Shall have no more than 3 dB ripple in the pattern over level ground.
[bookmark: _Toc295732954][bookmark: _Toc297010010][bookmark: _Toc316366529](t) Shall have a Voltage Standing Wave Ratio (VSWR) of less than 3.0:1 for 95% of the frequencies measured in the frequency range from 225-450 MHz, 1250-1390 MHz, and 1755-1850 MHz compared to 50 Ohms impedance.
[bookmark: _Toc295732955][bookmark: _Toc297010011][bookmark: _Toc316366530](t) Shall have a maximum VSWR of less than 3.5:1.
[bookmark: _Toc295732956][bookmark: _Toc297010012][bookmark: _Toc316366531](t) Shall meet the rigors of MIL-STD-810G testing for mechanical and environmental survivability.
[bookmark: _Toc295732957][bookmark: _Toc297010013][bookmark: _Toc316366532](o) Shall have an orthogonal polarization minimum gain of -20 dB compared to the value of the gain at that frequency. (If the radio is held upright, the orthogonal polarization is horizontal.)
[bookmark: _L-Band_Antenna][bookmark: _GPS_Antenna][bookmark: _High_Performance_UHF][bookmark: _High_Performance_Antenna][bookmark: _Toc315954268][bookmark: _Toc316366533]High Performance Antenna(s) (Non-CORE)
[bookmark: _Toc316366534](t) Shall have a power rating equal to or exceeding the output power for the R/T Unit.
[bookmark: _Toc316366535](t) Shall connect to the antenna interface of an R/T Unit.
[bookmark: _Toc316366536](t) Shall cover the frequency range from 225-450 MHz, 1250-1390 MHz, and 1755-1850 MHz.
[bookmark: _Toc316366537](t) Shall have a minimum gain of -4 dBi at the horizon for at least 95% of the frequencies within the range from 225-450 MHz, 1250-1390 MHz, and 1755-1850 MHz.
[bookmark: _Toc316366538](t) Shall provide omni-directional gain in the horizontal plane.
[bookmark: _Toc316366539](t) Shall be vertically polarized.
[bookmark: _Toc316366540](t) Shall have no more than 3 dB ripple in the pattern over level ground.
[bookmark: _Toc316366541](t) Shall have a VSWR of less than 3.0:1 for 95% of the frequencies measured in the frequency range from 225-450 MHz, 1250-1390 MHz, and 1755-1850 MHz compared to 50 Ohms impedance.
[bookmark: _Toc316366542](t) Shall have a maximum VSWR of less than 3.5:1.
[bookmark: _Toc316366543](t) Shall meet the rigors of MIL-STD-810G testing for mechanical and environmental survivability.
[bookmark: _Toc316366544](o) Shall have an orthogonal polarization minimum gain of -20 dB compared to the value of the gain at that frequency. (If the radio is held upright, the orthogonal polarization is horizontal.)
[bookmark: _High_Performance_L-Band][bookmark: _Headset_and_Handset][bookmark: _Toc315954269][bookmark: _Toc316366545][bookmark: _Toc297010138]Headset, External Speaker/Microphone, Handset and Talk Group Selector Switch
[bookmark: _Standard_Headset][bookmark: _Headset][bookmark: _Toc315954270][bookmark: _Toc316366546]Headset (CORE)
[bookmark: _Toc297010139][bookmark: _Toc316366547](t) Shall be compatible with Personnel Armor System, ground troop helmets and weapons.
[bookmark: _Toc297010140][bookmark: _Toc316366548](t) Shall be compatible with the Advanced Combat Helmet.
[bookmark: _Toc316366549](t) Shall activate built-in microphone via Push-To-Talk (PTT) switch.
[bookmark: _Toc316366550](t) Shall be compatible with interface requirement per Section 3.1.1.5.4.
[bookmark: _Speaker/Microphone_(CORE)][bookmark: _Toc315954271][bookmark: _Toc316366551]External Speaker/Microphone (CORE)
[bookmark: _Toc297010122][bookmark: _Toc316366552](t) Shall consist of a half-duplex, dual function device (acting as both a speaker and a microphone) that provides remote audio input/output from an R/T Unit.
[bookmark: _Toc297010123][bookmark: _Toc316366553](t) Shall provide a push-to-talk switch to activate the microphone.
[bookmark: _Toc316366554](t) Shall be compatible with interface requirement per Section 3.1.1.5.4.
[bookmark: _Toc297010124][bookmark: _Toc316366555](t) Shall be able to be operated with a single hand.
[bookmark: _Toc297010125][bookmark: _Toc316366556](t) Shall provide volume control for the speaker.
[bookmark: _Toc297010126][bookmark: _Toc316366557](t) Shall attach to web gear and armored vest.
[bookmark: _Toc297010127][bookmark: _Toc316366558](t) Shall provide interface to U- 329/U, 6 pin audio and key fill connector.
[bookmark: _Toc297010128][bookmark: _Toc316366559](t) Shall provide an audio connector jack to enable use of a headset in lieu of the speaker.
[bookmark: _Handset][bookmark: _Toc316366560]Talk Group Selector Switch (CORE)
[bookmark: _Toc316366561](t) Shall enable simultaneous participation in multiple talk groups per Section 3.1.8.2.2.
[bookmark: _Toc316366562](t) Shall be compatible with Headset per Section 6.1, External Speaker/Microphone per Section 6.2, and Handset per Section 6.4.
[bookmark: _Toc316366563](t) Shall be compatible with interface requirement per Section 3.1.1.5.4.
[bookmark: _Toc315954272][bookmark: _Toc316366564]Handset (Non-CORE)
[bookmark: _Toc316366565](t) Shall be compatible with interface requirement per Section 3.1.1.5.4.
[bookmark: _Toc316366566](t) Shall have a microphone with nominal impedance of 150 Ohms.
[bookmark: _Toc316366567](t) Shall have a microphone with a frequency range of 300 Hz to 3500 Hz.
[bookmark: _Toc316366568](t) Shall have a microphone with a sensitivity of -56 dBm (0.63 µV/150 Ohms).
[bookmark: _Toc316366569](t) Shall have an earpiece with a nominal impedance of 1000 Ohms.
[bookmark: _Toc316366570](t) Shall have an earpiece with a frequency range of 20 Hz to 3500 Hz.
[bookmark: _Cables][bookmark: _Toc295733036][bookmark: _Ref296426604][bookmark: _Toc296594891][bookmark: _Toc297008707][bookmark: _Ref297027225][bookmark: _Toc315954273][bookmark: _Toc316366571]Cable
[bookmark: _Data_Mode_Device][bookmark: _Toc315954274][bookmark: _Toc316366572][bookmark: _Toc295733037][bookmark: _Toc296594892][bookmark: _Toc297008708]Data Mode Control Device Cable (CORE)
[bookmark: _Toc316366573](t) Shall provide the capability to receive and transfer digital data between Nett Warrior End User Device and R/T Unit, SAASM R/T Unit via a Universal Serial Bus (USB) interface to support data applications.
[bookmark: _Toc316366574](t) Shall provide the capability to receive and transfer digital data between R/T Unit, SAASM R/T Unit and Simple Key Loader (SKL) device.
[bookmark: _Toc316366575][bookmark: _Data_Mode_Control][bookmark: _Data_and_Remote](t) Shall provide the capability to receive and transfer digital data between R/T Unit, SAASM R/T Unit and government approved Network Manager.
[bookmark: _Chargers][bookmark: _Toc315954277][bookmark: _Toc316366576][bookmark: _Toc295732869][bookmark: _Ref296425145][bookmark: _Toc296594879][bookmark: _Toc297008695][bookmark: _Toc295733058][bookmark: _Ref296426618][bookmark: _Toc296594901][bookmark: _Toc297008717][bookmark: _Ref297009227]Chargers
[bookmark: _Toc315954278][bookmark: _Toc316366577]Single-Bay AC/DC Charger (CORE)
[bookmark: _Toc295732870][bookmark: _Toc297009957][bookmark: _Toc316366578](t) Shall recharge fully depleted/discharged rechargeable battery to full capacity within seven hours.
[bookmark: _Toc295732874][bookmark: _Toc297009961][bookmark: _Toc316366579](t) Shall provide a visual display of battery charge state.
[bookmark: _Toc295732875][bookmark: _Toc297009962][bookmark: _Toc316366580](t) Shall operate from a source voltage of 90-240 VAC at 50-60 Hz.
[bookmark: _Toc295732876][bookmark: _Toc297009963][bookmark: _Toc316366581](t) Shall protect from power surges, spikes, and transients. Allowable transients for system operation in 60 Hz/120 VAC electrical systems are defined in MIL-STD 704F (Figure 8 (for voltage) and Figure 10 (for frequency)).
[bookmark: _Toc295732877][bookmark: _Toc297009964][bookmark: _Toc316366582](t) Shall operate from a source voltage of 12-32 VDC.
[bookmark: _Toc295732878][bookmark: _Toc297009965][bookmark: _Toc316366583](t) Shall protect from power surges, spikes, and transients. Surge and spike envelopes for system operation in DC electrical systems are defined in Figure 5 and Figure 6 of MIL-STD 1275D.
[bookmark: _Toc295732879][bookmark: _Toc297009966][bookmark: _Toc316366584](t) Shall provide DC power connections compatible with multiple DC sources.
[bookmark: _Toc295732880][bookmark: _Toc297009967][bookmark: _Toc316366585](t) Shall charge a single rechargeable battery at a time.
[bookmark: _Toc295732873][bookmark: _Toc297009960][bookmark: _Toc316366586](o) Shall recharge a battery while connected to a R/T Unit.
[bookmark: _Toc316366587](o) Shall recharge fully depleted/discharged rechargeable battery to full capacity within four hours.
[bookmark: _Toc295732890][bookmark: _Toc296594880][bookmark: _Toc297008696][bookmark: _Toc315954279][bookmark: _Toc316366588]Multi-Bay AC/DC Charger (CORE)
[bookmark: _Toc295732891][bookmark: _Toc297009970][bookmark: _Toc316366589](t) Shall recharge fully depleted/discharged rechargeable battery(s) to full capacity within seven hours.
[bookmark: _Toc295732892][bookmark: _Toc297009971][bookmark: _Toc316366590](t) Shall recharge all docked batteries simultaneously.
[bookmark: _Toc295732895][bookmark: _Toc297009974][bookmark: _Toc316366591](t) Shall provide a visual display of each battery’s charge state.
[bookmark: _Toc295732896][bookmark: _Toc297009975][bookmark: _Toc316366592](t) Shall operate from a source voltage of 90-240 VAC at 50-60 Hz.
[bookmark: _Toc295732897][bookmark: _Toc297009976][bookmark: _Toc316366593](t) Shall protect from power surges, spikes, and transients. Allowable transients for system operation in 60 Hz/120 VAC electrical systems are defined in MIL-STD 704F (Figure 8 (for voltage) and Figure 10 (for frequency)).
[bookmark: _Toc295732898][bookmark: _Toc297009977][bookmark: _Toc316366594](t) Shall operate from a source voltage of 12-32 VDC.
[bookmark: _Toc295732899][bookmark: _Toc297009978][bookmark: _Toc316366595](t) Shall protect from power surges, spikes, and transients. Surge and spike envelopes for system operation in DC electrical systems are defined in Figure 5 and Figure 6 of MIL-STD 1275D.
[bookmark: _Toc295732900][bookmark: _Toc297009979][bookmark: _Toc316366596](t) Shall provide DC power connections compatible with multiple DC sources.
[bookmark: _Toc316366597][bookmark: _Toc295732901][bookmark: _Toc297009980](t) Shall charge at least six rechargeable batteries simultaneously.
[bookmark: _Toc316366598](t) Shall not recharge batteries incrementally.
[bookmark: _Toc316366599](o) Shall recharge a battery while connected to a R/T Unit
[bookmark: _Toc316366600](o) Shall recharge fully depleted/discharged rechargeable battery to full capacity within four hours.
[bookmark: _Toc295732902][bookmark: _Toc296594881][bookmark: _Toc297008697][bookmark: _Toc315954280][bookmark: _Toc316366601]Universal AC/DC Charger (Non-CORE)
[bookmark: _Toc295732903][bookmark: _Toc297009983][bookmark: _Toc316366602](t) Shall recharge fully depleted/discharged rechargeable battery(s) to full capacity within seven hours.
[bookmark: _Toc295732904][bookmark: _Toc297009984][bookmark: _Toc316366603](t) Shall recharge all docked batteries simultaneously, not incrementally.
[bookmark: _Toc295732907][bookmark: _Toc297009987][bookmark: _Toc316366604](t) Shall provide a visual display of each battery’s charge state.
[bookmark: _Toc295732908][bookmark: _Toc297009988][bookmark: _Toc316366605](t) Shall operate from a source voltage of 90-240 VAC at 50-60 Hz.
[bookmark: _Toc295732909][bookmark: _Toc297009989][bookmark: _Toc316366606](t) Shall protect from power surges, spikes, and transients. Allowable transients for system operation in 60 Hz/120 VAC electrical systems are defined in MIL-STD 704F (Figure 8 (for voltage) and Figure 10 (for frequency)).
[bookmark: _Toc295732910][bookmark: _Toc297009990][bookmark: _Toc316366607](t) Shall operate from a source voltage of 12-32 VDC.
[bookmark: _Toc295732911][bookmark: _Toc297009991][bookmark: _Toc316366608](t) Shall protect from power surges, spikes, and transients. Surge and spike envelopes for system operation in DC electrical systems are defined in Figure 5 and Figure 6 of MIL-STD 1275D.
[bookmark: _Toc295732912][bookmark: _Toc297009992][bookmark: _Toc316366609](t) Shall provide DC power connections compatible with multiple DC sources.
[bookmark: _Toc295732913][bookmark: _Toc297009993][bookmark: _Toc316366610](t) Shall charge at least four rechargeable batteries simultaneously.
[bookmark: _Toc316366611](t) Shall not recharge batteries incrementally.
[bookmark: _Toc316366612](o) Shall recharge a battery while connected to a R/T Unit.
[bookmark: _Toc316366613](o) Shall recharge fully depleted/discharged rechargeable battery to full capacity within four hours.
[bookmark: _Toc295732915][bookmark: _Toc296594882][bookmark: _Toc297008698][bookmark: _Toc315954281][bookmark: _Toc316366614]DC Power Adapter (Non-CORE)
[bookmark: _Toc295732916][bookmark: _Toc297009997][bookmark: _Toc316366615](t) Shall provide power for a R/T Unit from a source voltage of 12-32 VDC.
[bookmark: _Toc295732917][bookmark: _Toc297009998][bookmark: _Toc316366616](t) Shall protect attached devices from power surges and spikes. Surge and spike envelopes for system operation in DC electrical systems are defined in Figure 5 and 6 of MIL-STD 1275D.
[bookmark: _Toc295732918][bookmark: _Toc297009999][bookmark: _Toc316366617](t) Shall provide DC power connections compatible with multiple DC sources.
[bookmark: _Other_Accessories][bookmark: _Toc315954282][bookmark: _Toc316366618]Other Accessories
[bookmark: _Holster][bookmark: _Toc295733061][bookmark: _Toc296594903][bookmark: _Toc297008719][bookmark: _Toc315954283][bookmark: _Toc316366619]Holster (CORE)
[bookmark: _Toc295733062][bookmark: _Toc297010112][bookmark: _Toc316366620](t) Shall hold a single R/T Unit including an attached antenna and battery.
[bookmark: _Toc295733063][bookmark: _Toc297010113][bookmark: _Toc316366621](t) Shall provide access and permit operation of R/T Unit controls with the R/T Unit placed in the holster.
[bookmark: _Toc295733064][bookmark: _Toc297010114][bookmark: _Toc316366622](t) Shall permit user access to all R/T Unit external interfaces while R/T Unit is in the holster.
[bookmark: _Toc295733065][bookmark: _Toc297010115][bookmark: _Toc316366623](t) Shall include all straps or clips to attach to military garb.
[bookmark: _Toc295733066][bookmark: _Toc297010116][bookmark: _Toc316366624](t) Shall be either an appropriate tactical solid color or camouflage pattern.
[bookmark: _Toc315954284][bookmark: _Toc316366625][bookmark: _Toc295733084][bookmark: _Toc297008726]Carrying Case (Non-CORE)
[bookmark: _Toc295733060][bookmark: _Toc297010109][bookmark: _Toc316366626](t) Shall provide portable storage for a R/T Unit including antenna(s), attached battery, and spare battery.
[bookmark: _Toc295733127][bookmark: _Toc297008732][bookmark: _Toc315954285][bookmark: _Toc316366627]Ready-Based Spares Kit (Non-CORE)
[bookmark: _Toc295733128][bookmark: _Toc297010190][bookmark: _Toc316366628](t) Shall include spare parts (e.g., gasket seals, battery cover, battery o-ring, channel knob, knob screw set, etc) that can be easily replaced by the operator.
[bookmark: _Software][bookmark: _Toc295733139][bookmark: _Toc297008735][bookmark: _Toc315954286][bookmark: _Toc316366629]Custom Labeling (Non-CORE)
[bookmark: _Toc295733140][bookmark: _Toc297010205][bookmark: _Toc316366630][bookmark: _Toc295733141][bookmark: _Toc297008736](t) Shall provide custom labeling on R/T Unit, batteries, and accessories as specified in the Delivery Order.
[bookmark: _Testing,_Evaluation,_Assessments,][bookmark: _Toc295733145][bookmark: _Ref295821067][bookmark: _Ref296412063][bookmark: _Toc297008738][bookmark: _Ref297009241][bookmark: _Toc315954287][bookmark: _Toc316366631]Testing, Evaluation, Assessments, and Certifications
[bookmark: _Toc295733146][bookmark: _Ref295812576][bookmark: _Ref295812582][bookmark: _Ref296425214][bookmark: _Toc297008739][bookmark: _Toc315954288][bookmark: _Toc316366632]Environmental Testing (CORE)
[bookmark: _Toc295733147][bookmark: _Toc297010212][bookmark: _Toc316366633]  Altitude (Low Pressure)
(t) Shall withstand low pressure storage at an altitude of 15,000 ft above sea-level in accordance with MIL-STD-810G, Method 500.5, Procedure I – Storage/Air Transport.
(t) Shall be operable at an unpressurized altitude of 15,000 ft in accordance with MIL-STD-810G, Method 500.5, Procedure II – Operation/Air Carriage.
[bookmark: _Temperature][bookmark: _Toc295733148][bookmark: _Ref295983249][bookmark: _Toc297010213][bookmark: _Toc316366634]Temperature
[bookmark: _Operating_(High_and](t) Shall operate in temperatures ranging from -30° C to +55° C verified by testing in accordance with MIL-STD-810G, Methods 501.5, Procedure II – Operation and 502.5, Procedure II – Operation.
(t) Shall withstand storage temperatures from -51.1° C to +71° C verified by testing in accordance with MIL-STD-810G, Methods 501.5, Procedure I – High Temperature Storage and 502.5, Procedure I – Low Temperature Storage.
[bookmark: _(t)_All_R/T](t) R/T Unit and SAASM R/T Unit when equipped with rechargeable batteries shall operate at 6:3:1 (Listen:Receive:Transmit) duty cycle for both voice and data operations at maximum transmit power.
[bookmark: _(t)_All_R/T_1][bookmark: _Toc316366635]Solar Radiation
(o) Shall operate in an environment with solar loading as specified in accordance with MIL-STD-810G, Method 505.5, Procedure I – Cycling.
(o) Shall be tested in accordance with MIL-STD-810G, Method 505.5, Procedure II – Steady, and successfully pass such test.
[bookmark: _Toc295733150][bookmark: _Toc297010215][bookmark: _Toc316366636]Rain
(t) Shall be capable of operating in 10.2 cm (4 inches) of rain per hour and 64 kph (40 mph) wind for 40 minutes verified by testing in accordance with MIL-STD-810G, Method 506.5, Procedure I – Rain and Blowing Rain.
[bookmark: _Toc295733151][bookmark: _Toc297010216][bookmark: _Toc316366637]Humidity
(t) Shall operate and be impervious to humidity with relative humidity from 5% to 95% non-condensing and conditions of mist and fog as verified by testing in accordance with MIL-STD-810G, Method 507.5, Procedure I – Induced, for Non-Hazardous Item, Normal Test Duration Cycle B1.
(t) Shall survive storage in hot, humid conditions as verified by testing in accordance with MIL-STD-810G, Method 507.5, Procedure I – Induced, for Non-Hazardous Items, Normal Test Duration Induced Cycle B2.
(o) Operate in hot, humid conditions as verified by testing in accordance with MIL-STD-810G, Method 507.5, Procedure II – Aggravated.
[bookmark: _Toc295733152][bookmark: _Toc297010217][bookmark: _Toc316366638]Fungus
(t) Shall withstand, in both operating and non-operating conditions, exposure to fungus growth as encountered in tropical climates and not support fungal growth verified by testing in accordance with MIL-STD-810G, Method 508.6 using Table 508.6-I.
[bookmark: _Toc295733153][bookmark: _Toc297010218][bookmark: _Toc316366639]Salt-Fog
(t) Shall be resistant to the corrosive effects of salt-sea atmosphere verified by testing in accordance with MIL-STD-810G, Method 509.5.
[bookmark: _Toc295733154][bookmark: _Toc297010219][bookmark: _Toc316366640]Sand and Dust
(t) Shall withstand exposure to fine dust particles, in wind speeds of 25 MPH (2,200 feet per minute), and sand particles, in wind speeds of 65 MPH (5,700 feet per minute), verified by testing in accordance with MIL-STD-810G, Method 510.5, Procedure I, Blowing Dust and Procedure II, Blowing Sand.
[bookmark: _Toc297010220][bookmark: _Toc316366641]Explosive Atmosphere
(o) Shall not cause ignition of the ambient explosive-gaseous air mixture verified by testing in accordance with MIL-STD-810G, Method 511.5.
[bookmark: _Toc316366642][bookmark: _Toc295733156][bookmark: _Toc297010222]Vibration
(t) Shall be operational during and after undergoing vibration induced by vehicular transport (both tracked and wheeled) over all types of roads and cross country terrain and vibration associated with transportation verified by testing in accordance with MIL-STD-810G, Method 514.6, Procedure II, Loose Cargo Transportation.
[bookmark: _Toc295733157][bookmark: _Toc297010223][bookmark: _Toc316366643]Shock 
(t) The specified system and individual items within the equipment shall be operational during and after undergoing shock associated with servicing and handling, and during ground, rail, sea and air transport. Vehicular mounted equipment shall not break away when subjected to crash hazard conditions verified by testing in accordance with MIL-STD-810G, Method 516.6, Procedure I – Functional Shock and Procedure V – Crash Hazard Shock Test.
[bookmark: _Toc295733158][bookmark: _Toc297010224][bookmark: _Toc316366644]Icing/Freezing Rain
(o) Shall be tested in accordance with MIL-STD-810G, Method 521.3, and successfully pass such test.
[bookmark: _Toc295733159][bookmark: _Toc297010225][bookmark: _Toc316366645]Ballistic Shock
(o) Be operational after undergoing shock associated with gunfire and direct and indirect fire experienced within an armored vehicle verified by testing in accordance with MIL-STD-810G, Method 522.1, Procedure I – Ballistic Hull and Turret (BH&T), Full Spectrum, Ballistic Shock Qualification.
[bookmark: _Toc316366646]Temperature Shock
(t) Shall be tested in accordance with MIL-STD 810G, Method 503.5, Procedure I, and successfully pass such test.
[bookmark: _Toc316366647]Immersion
(t) Shall be capable of being powered on during and operational after immersion of the R/T Unit in at least 2 meters of seawater for 30 minutes verified by testing in accordance with MIL-STD-810G, Method 512.5, Procedure I – Immersion.
(t) Shall include a watertight battery connection that interfaces with batteries that permits immediate operation after immersion in at least 2 meters of seawater for 30 minutes.
(t) Shall include a watertight RF connection that interfaces with an antenna that permits immediate operation after immersion in at least 2 meters of seawater for 30 minutes.
[bookmark: _Toc295733160][bookmark: _Ref295812645][bookmark: _Ref295812653][bookmark: _Ref296425253][bookmark: _Toc297008740][bookmark: _Toc315954289][bookmark: _Toc316366648]Safety Testing (CORE)
[bookmark: _Toc297010227][bookmark: _Toc316366649](t) Shall complete a safety assessment in accordance with MIL-STD-882D.
[bookmark: _Toc295733161][bookmark: _Ref295812737][bookmark: _Ref295812744][bookmark: _Ref295812747][bookmark: _Ref296425328][bookmark: _Toc297008741][bookmark: _Toc315954290][bookmark: _Toc316366650]Software Communications Architecture (SCA)(CORE)
[bookmark: _Toc297010229][bookmark: _Toc316366651](t) Software shall be compliant with Software Communications Architecture (SCA) Version 2.2.2 or later.
[bookmark: _Toc297010230][bookmark: _Toc316366652](t) Shall provide a memorandum signed by JPEO JTRS certifying SCA compliance or compliance with waivers.
[bookmark: _Waveform_Conformance_and][bookmark: _Toc295733162][bookmark: _Ref295812969][bookmark: _Ref295812972][bookmark: _Toc297008742][bookmark: _Toc315954291][bookmark: _Toc316366653]Waveform Conformance and Interoperability Assessment (CORE)
[bookmark: _SRW][bookmark: _Toc316366654]SRW 
(t) Shall be interoperable with JTRS Information Repository Soldier Radio Waveform (SRW) version 1.01 or later at the time of First Article Test and subsequent submission of Delivery Order proposals.
(t) Shall be fully configurable using a government approved Network Manager.
(t) Shall complete and pass Waveform Standards Conformance Testing (WSCT) in accordance with Joint Interoperability Test Command (JITC) Soldier Radio Waveform Conformance Test Plan.
(t) Shall provide a copy of the submitted “WSCT Submission Form” and “WSCT Requirements Waivers” as submitted in accordance with the Joint Interoperability Test Command’s Submission Procedure for JTRS Products at the time submission of initial Delivery Order proposals.
[bookmark: _National_Security_Agency][bookmark: _Toc295733174][bookmark: _Ref295813144][bookmark: _Ref295813148][bookmark: _Ref296425417][bookmark: _Toc297008743][bookmark: _Ref297022534][bookmark: _Toc315954292][bookmark: _Toc316366655]National Security Agency (NSA) Certification (CORE)
[bookmark: _Toc316366656][bookmark: _Toc297010244](t) Shall provide and maintain an Information Assurance Directorate Certificate from the National Security Agency for all hardware and software in accordance with JTRS Unified INFOSEC Criteria (UIC) or NSA Information Assurance Security Requirements Document (IASRD). Or at a minimum a letter of sponsorship from a Government sponsor and a Commercial Service Agreement (CSA) with a Government laboratory or an equivalent agreement directly with NSA showing that the proposed Rifleman Radio is in the certification testing process.
[bookmark: _Toc297010246][bookmark: _Toc316366657][bookmark: _Toc297010247](t) Shall satisfy all applicable JTRS UIC or NSA’s IASRD requirements for operation with traffic at a Type 2 security classification.
[bookmark: _Toc316366658](t) Shall provide classified NSA Type 2 certified capability for user reconfiguration.
[bookmark: _Toc297010248][bookmark: _Toc316366659](t) Shall provide NSA certified cryptographic protection of traffic to support required waveforms at the required security classifications.
[bookmark: _Toc297010249][bookmark: _Toc316366660](t) Shall provide NSA certified protection of cryptographic keystream for TRANSEC operations required to support required waveforms.
[bookmark: _Electromagnetic_Interference_(EMI)][bookmark: _Toc295733175][bookmark: _Ref295812809][bookmark: _Ref295812812][bookmark: _Ref296425086][bookmark: _Ref296425099][bookmark: _Toc297008744][bookmark: _Toc315954293][bookmark: _Toc316366661]Electromagnetic Interference (EMI) & Electromagnetic Compatibility (EMC) (CORE)
[bookmark: _Toc316366662][bookmark: _Toc297010251](t) Shall incorporate design features for electromagnetic compatibility, protection against operational hazards, and electromagnetic interference within its intended operational environment.
[bookmark: _Toc316366663](t) Shall meet requirements of electromagnetic environmental effects in accordance with MIL-STD-464C.
[bookmark: _Toc297010252][bookmark: _Toc316366664](t) Comply with EMI control requirements CE102, CE106, CS101, CS114, CS115, CS116 of MIL-STD-461F.
[bookmark: _Electromagnetic_Environmental_Effec][bookmark: _Toc315954294][bookmark: _Toc316366665]Electromagnetic Environmental Effects (E3 ) Survivability (CORE)
[bookmark: _Toc316366666](t) Shall withstand the effects of High Altitude Electromagnetic Pulse (HEMP) in accordance with MIL-STD 2169B.
[bookmark: _Toc316366667](t) Shall be able to perform mission essential communication functions following exposure to Near Strike Lightening (NSL) events.
[bookmark: _Toc316366668](t) Shall comply with Electro Static Discharge (ESD) requirements of MIL-STD 464C.
[bookmark: _Reliability][bookmark: _Toc315954295][bookmark: _Toc316366669][bookmark: _Toc295733176][bookmark: _Ref295813208][bookmark: _Ref295813210][bookmark: _Toc297008745]Reliability (CORE)
[bookmark: _Toc316366670](t) Shall have at least 95% probability of operating over a 24 hour period without an essential function failure.
[bookmark: _Toc316366671](t) Shall have no less than 477 hours of Mean Time Between Essential Function Failure (MTBFF).
[bookmark: _Operational_Availability_(CORE)][bookmark: _Toc315954296][bookmark: _Toc316366672]Operational Availability (CORE)
[bookmark: _Toc316366673][bookmark: OLE_LINK1](t) Shall demonstrate an operational availability of 0.96.
[bookmark: _Spectrum_Supportability_Determinati][bookmark: _Toc315954297][bookmark: _Toc316366674]Spectrum Supportability Determination (CORE)
[bookmark: _Toc297010254][bookmark: _Toc316366675](t) Shall supply the technical information from DD Form 1494 sections “Transmitter Equipment Characteristics”, “Receiver Equipment Characteristics”, and “Antenna Equipment Characteristics” in accordance with the NTIA Manual of Regulations and Procedures for Federal Radio Frequency Management. (i.e. Chapter 5 “Spectrum Standards” and DoDI 4650.01 “Policy and Procedure for Management and use of the Electromagnetic Spectrum”).
[bookmark: _Toc297010255][bookmark: _Toc316366676](t) Shall provide copies of all submitted DD Form 1494 (Application for Equipment Frequency Allocation), (Equipment Location-Certification Information Database format for NTIA Submittals and Spectrum Certification System for Host Nation Submittals via the Business Process Manager) including approved, denied and in-process submissions, as well as submitted modifications. (i.e., "Note to Holders" (NTHs)).
[bookmark: _Nuclear,_Biological_and][bookmark: _Toc295733177][bookmark: _Ref295813222][bookmark: _Ref295813227][bookmark: _Ref295813229][bookmark: _Toc297008746][bookmark: _Toc315954298][bookmark: _Toc316366677]Nuclear, Biological and Chemical (NBC) (CORE)
[bookmark: _Toc316366678](t) Shall be able to be operated and maintained by personnel in full Mission Oriented Protective Posture (MOPP) IV protective gear.
[bookmark: _Toc316366679](t) Shall provide capability to be decontaminated using existing solvents.
[bookmark: _Ref294674492][bookmark: _Toc295733178][bookmark: _Toc297008747][bookmark: _Toc315954299][bookmark: _Toc316366680]Electromagnetic Radiation Hazards (EMRADHAZ) (CORE)
[bookmark: _Toc316366681][bookmark: _Toc297010261][bookmark: _Toc295733179][bookmark: _Ref295813245][bookmark: _Ref295813248][bookmark: _Toc297008748](t) Shall pose no hazard to personnel and ordnance from hazardous effects of electromagnetic radiation according to IEEE Standard C95.1.
[bookmark: _Toc316366682](t) Antennas shall comply with DODI 6055.11 for an exposure of 1 mW/cm2.
[bookmark: _Toc297010262][bookmark: _Toc316366683](t) The maximum electric field strength shall be less than 61.4 V/m. For frequencies between 30 MHz and 100 MHz, the maximum current induced through each foot must be less than 100 mA.
[bookmark: _Toc297010263][bookmark: _Toc316366684](t) The specific absorption rate for the maximum input power averaged over a period of 6 minutes shall be less than 0.4 W/kg. A 1 gm volume of material can have a localized specific absorption rate of 8 W/kg.
[bookmark: _Toc297010264][bookmark: _Toc316366685](t) Shall not ignite or degrade Electrically Initiated Devices (EID) beyond a distance of 91.4 centimeters (3 feet) with an output power of 5 watts or less  (Hazards of Electromagnetic Radiation to Ordnance - HERO) in accordance with DoD 6055.09-STD.
[bookmark: _Toc297010265][bookmark: _Toc316366686](t) Shall not ignite fuels beyond a distance of 1524 centimeters (50 feet) with an output power of 5 watts or less (Hazards of Electromagnetic Radiation to Fuel - HERF) in accordance with DoDI 6055.11 and IEEE C95.1-2005.
[bookmark: _Configuration_Management][bookmark: _Toc315954300][bookmark: _Toc316366687] Configuration Management (CORE)
[bookmark: _Toc297010268][bookmark: _Toc316366688][bookmark: _Toc297010269](t) Shall inform the HMS PM of any major change to a product variant or version, in advance of making the change. A major software change is defined as a change in software available for future R/T Unit Delivery Orders, or available to upgrade R/T Unit previously procured. A major hardware change is defined as a hardware modification that changes form, fit, or function.
[bookmark: _Toc316366689](t) Shall include the HMS PM on official correspondence concerning submission and approval or denial of Engineering Change Proposals for National Security Agency (NSA) Certification, JITC Standards Conformance Certifications, and Spectrum Supportability Determination Certifications.
[bookmark: _Toc297010270][bookmark: _Toc316366690][bookmark: _Toc297010271](t) For each item delivered under the Delivery Order, hardware and software versions shall not be changed during the delivery cycle (series of shipments required over time to complete the order) without prior notification and approval of the Government.
[bookmark: _Toc316366691](t) Each hardware variant and/or firmware/software version shall remain available for purchase for a minimum of 24 months from the date of the first awarded Delivery Order of that variant/version.
[bookmark: _First_Article_Test][bookmark: _Toc315954301][bookmark: _Toc316366692]First Article Test (CORE)
[bookmark: _Toc316366693](t) The offeror shall conduct a First Article Test (FAT) through demonstration and/or testing to verify the test items described in following table for the production configuration systems of the R/T Unit and R/T Set. The offeror shall provide a FAT report documenting product performance along with Bill Of Material (BOM) document. The BOM document should provide information at the logic bearing component level, along with identification of the supplier for each component listed. The FAT shall include a minimum sample size of 40 radios. The FAT shall be conducted at the completion of the initial delivery order after contract award. The Government reserves the right to participate in the First Article Test at any time. The Government will provide notification to the offeror, a minimum of twenty-four hours prior to visiting the offerors facilities. Successful completion of the First Article Test is required for subsequent delivery orders after the initial delivery order. Successful completion of the First Article Test is defined by each test item meeting the performance requirement of the PRD Reference. If an individual Test Item is initially unsuccessful, a subset of the First Article Test may be performed for a subsequent retest of the Test Item.
	Test Item
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	Frequency stability
	Reference frequency error from the ideal frequency (not including aging) over the operational temperature range.
	3.1.1.3.5, 3.2.1.3.5

	RF Power output
	Maximum and minimum output power and increment step size in all bands. Includes frequencies at 25kHz increments.
	3.1.1.3.1, 3.2.1.3.1

	Spurs/Harmonics
	Harmonic and non-harmonic spurious emissions
	3.1.1.3.4, 3.2.1.3.4

	Power consumption
	Battery power consumption while operating in the CC mode of SRW.
	4.1.6

	Receiver Sensitivity
	Radio receiver sensitivity for specified frequency ranges.
	3.1.1.2.1, 3.2.1.2.1

	Voice Transmit and Receive
	Demonstrate capability to actively participate in one voice call group in half duplex mode while monitoring two other voice call groups.
	3.1.8.2.2, 3.2.8.2.2

	Network formation
	Communicate on an already established SRW radio network.
	3.1.8.2.1, 3.2.8.2.1,

	Multiple talk groups
	Demonstration of memory and processor resources to support operational scenarios of nodes and static talk groups.
	3.1.8.2.2, 3.2.8.2.2

	Antenna fault annunciator demonstration
	Detection and notification of antenna faults.
	3.1.8.3.4
3.2.8.3.4

	GPS Accuracy
	Demonstrate integral GPS receiver capable of receiving commercial signals.
	3.1.3.1.6, 
3.2.3.1.6

	Hold Up Battery
	Hold-up power capable of supplying power for retaining all battery-backed material.
	3.1.2.2.1, 3.2.2.2.1

	Battery Life
	Battery life and use of rechargeable batteries.
	4.1.6

	Software update/download from external programmer
	Support downloading of preset files and signer certificates signature verification keys.
	3.1.2.3, 3.2.2.3

	External programmer device to load presets, authenticate users
	Downloading of preset files and signer certificates signature verification keys. User authentication for configuration and provisioning operations.
	3.1.2.3, 3.2.2.3

	Dual key load to different presets
	Fill red COMSEC/TRANSEC keys into the cryptographic subsystem. Assign waveforms and keys to channels by selecting a preset.
	3.1.6.2.1, 3.1.6.2.5

	PLI messaging
	Transmit and receive position-location information (PLI).
	3.1.3.1.3,
3.1.3.1.4

	3 hop range demonstration
	Communications coverage for a squad of radios spread over a multi hop environment under line of sight conditions.
	3.1.1.3.2, 3.2.1.3.2

	Multi-node network
	Support a network of nodes on a single channel in an operational scenario.
	3.1.1.3.3, 3.12.1.5

	Operating Temp Testing
	Operation at extreme temperatures for both rechargeable and non-rechargeable batteries.
	10.1.2.1, 
10.1.2.3

	Storage Temp Testing
	Exposure to extreme temperatures.
	10.1.2.2, 

	Vibration Testing
	Operation during and after exposure to vibration.
	10.1.10.1

	Size
	Volume displacement of R/T Unit including antenna, and battery. Volume displacement of SAASM R/T Unit including antenna and battery.
	3.1.1.4.1, 3.2.1.4.1

	Weight
	Weight of R/T Unit including antenna, and battery. Weight of SAASM R/T Unit including antenna and battery.
	3.1.1.4.2, 3.2.1.4.2

	Leak Test
	Water immersion-proof demonstration.
	10.1.15

	Battery Charger
	Compatibility with the Battery Charger.
	8.1


[bookmark: _Factory_Inspection_Test][bookmark: _Factory_Inspection_Test_1][bookmark: _Toc315954302][bookmark: _Toc316366694]Factory Inspection Test (CORE)
[bookmark: _Toc316366695](t) The Government reserves the right to conduct a Factory Inspection Test (FIT) as deemed necessary at anytime during the contract performance. The offeror shall provide a FIT report documenting product performance, compliance to design requirements, and BOM document. The BOM document should provide information at the logic bearing component level, along with identification of the supplier for each component listed. The verification of compliance to performance requirements shall be conducted by any of the following methods; 1) Inspection (I): The visual examination of documentation and supporting data, 2) Analysis (A): The processing of accumulated data obtained from other methods. Examples include reduction, interpretation or extrapolation of test results, 3) Demonstration (D): The operation of the equipment that relies on observable functional operation not requiring the use of instrumentation, special test equipment, or subsequent analysis, 4) Test (T): The operation of the equipment using instrumentation or other special test equipment to collect data for later analysis.
[bookmark: _Acronyms][bookmark: _Toc315954303][bookmark: _Toc316366696][bookmark: _Ref296427693][bookmark: _Toc297008749]Training
[bookmark: _Toc315954304][bookmark: _Toc316366697]CONUS Classroom Training (CORE)
[bookmark: _Toc295733142][bookmark: _Toc297010207][bookmark: _Toc316366698][bookmark: _Toc295733143][bookmark: _Toc297008737](t) The Contractor shall provide task based training courses geared to both the Operator and Instructor. The courses will be conducted at a CONUS government location, be for a maximum of 40 students, and should not exceed 18 workdays in length. The training material provided shall consist of a program of instruction, instructor guides, student workbooks and audio/visual material. Once trained, the student shall be able to accomplish the following tasks; Identify R/T Unit’s capabilities/functions to allow full capability use of the R/T Unit with/without ancillaries/accessories, optimize R/T Unit functionality with minimum ancillary/accessory loads, configure/operate the R/T Unit in all modes of operation with/without ancillaries/accessories, and perform operational and preventive maintenance checks to determine R/T Unit’s operational availability. The contractor will be responsible for providing enough course materials and test keys for all students to use and for the shipment of the materials to and from the training location.
[bookmark: _Toc315954305][bookmark: _Toc316366699]OCONUS Classroom Training (HI and AK) (Non-CORE)
[bookmark: _Toc316366700](t) The Contractor shall provide task based training courses geared to both the Operator and Instructor. The courses will be conducted at an OCONUS government location, be for a maximum of 40 students, and should not exceed 18 workdays in length. The training material provided will consist of a program of instruction, instructor guides, student workbooks and audio/visual material. Once trained, the student shall be able to accomplish the following tasks; Identify R/T Unit’s capabilities/functions to allow full capability use of the R/T Unit with/without ancillaries/accessories, optimize R/T Unit functionality with minimum ancillary/accessory loads, configure/operate the R/T Unit in all modes of operation with/without ancillaries/accessories, and perform operational and preventive maintenance checks to determine R/T Unit’s operational availability. The contractor will be responsible for providing enough course materials and test keys for all students to use and for the shipment of the materials to and from the training location.
[bookmark: _Toc315954306][bookmark: _Toc316366701]Acronyms
	Acronym
	Definition

	AC
	Alternating Current

	AES
	Advanced Encryption Standard

	AKMS
	Army Key Management System

	C
	Celsius

	CAI
	Common Air Interface

	CCI
	Controlled Cryptographic Items

	CECOM
	Communications Electronics Command

	Cm
	Centimeter

	COMSEC
	Communications Security

	dB
	Decibel

	dBc
	Decibel (referenced to the carrier)

	dBi
	Decibel (isotropic)

	dBm
	Decibel (referenced to milliwatts)

	DC
	Direct Current

	DES
	Data Encryption Standard

	DII/COE
	Defense Information Infrastructure/Common Operating Environment

	DODISS
	Department of Defense Index of Specifications and Standards

	DOT/ATA
	Department of Transportation/Air Transportation Association

	EID
	Electrically Initiated Devices

	EKMS
	Electronic Key Management System

	EMC
	Electromagnetic Compatibility

	EMI
	Electromagnetic Interference

	EMRADHAZ
	Electromagnetic Radiation Hazards

	GB-GRAM
	Ground-Based GPS Receiver Application Module

	GHz
	Gigahertz

	GPS
	Global Positioning System

	HAZMAT
	Hazardous Material

	HERF
	Hazards of Electromagnetic Radiation to Fuel

	HERO
	Hazards of Electromagnetic Radiation to Ordnance

	HMI
	Human Machine Interface

	HMS
	Handheld, Manpack, Small Form Fit

	HZ
	Hertz

	IASRD
	Information Assurance Security Requirements Document

	IEEE
	Institute of Electrical and Electronics Engineers

	IETM
	Interactive Electronic Technical Manual

	INFOSEC
	Information Security

	JITC
	Joint Interoperability Test Command

	JPEO
	Joint Program Executive Office

	JTRS
	Joint Tactical Radio System

	Kbps
	Kilobits per second

	kHz
	Kilohertz

	mA
	milli Amperes

	MGRS
	Military Grid Reference System

	MHz
	Megahertz

	MIL-STD
	Military Standard

	MOPP
	Mission Oriented Protective Posture

	mW/cm2
	milli Watts Per Square Centimeter

	NBC
	Nuclear, Biological and Chemical

	NW EUD
	Nett Warrior End User Device

	NIST
	National Institute of Standards and Technology

	NSA
	National Security Agency

	NTH
	Note to Holders

	O
	Objective Requirement

	OE
	Operating Environment

	Ppm
	Parts Per Million

	OTAC
	Over The Air Cloning

	OTAR
	Over The Air Re-keying

	OTAT
	Over The Air Transfer

	OTAZ
	Over The Air Zeroize

	PPS
	Pulse Per Second

	PRD
	Performance Requirements Document

	PTT
	Push To Talk

	PTTI
	Precise Time & Time Interval

	R/T
	Receiver/Transmitter

	RF
	Radio Frequency

	Rx
	Receive

	SAASM
	Selective Availability Anti-Spoofing Module

	SCA
	Software Communications Architecture

	SINAD
	Signal-to-Noise and Distortion

	SKL
	Simple Key Loader

	SRW
	Soldier Radio Waveform

	SOO
	Statement Of Objective

	TNC
	Threaded Neill-Concelman

	T
	Threshold Requirement

	UHF
	Ultra High Frequency

	UIC
	Unified INFOSEC Criteria

	USB
	Universal Serial Bus

	USNG
	United States National Grid for Spatial Addressing

	V/m
	Volts per milliwatt

	VAC
	Volts AC

	VDC
	Volts DC

	VSWR
	Voltage Standing Wave Ratio

	W
	Watt(s)

	W/kg
	Watts per kilogram
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