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[bookmark: _Appendix_A:_Glossary][bookmark: _Toc273537132]Quality Assurance Surveillance Plan (QASP)
Version 2.0 – 18 January 2012
Contract Title:  Next Generation Enterprise Network (NGEN)
Contract Number: < upon award, enter contract number>
Contractor’s name: < upon award, enter Contractor name > (hereafter referred to as the Contractor).
[bookmark: _Toc300580247][bookmark: _Toc308537255]Background
The NGEN environment is divided into Management Domains (MD) defined as follows:  Navy Management Domain (MD) and the United States Marine Corps Management Domain.  The Navy MD will be structured as a Government Owned/Contractor Operated (GO/CO) environment.  The Marine Corps MD will transition from a single GO/CO network to a Government Owned/Government Operated (GO/GO), contractor supported network.  During the NGEN contract’s period of performance, the Marine Corps will transition services as outlined in the NGEN Performance Work Statement (PWS) from the Incumbent Provider to the new Contractor(s).  The NGEN Contractors supporting the Marine Corps are responsible for providing assigned services while collaborating and coordinating with the Government and other NGEN service providers to ensure the delivery of services as measured by the associated performance metrics assigned within the PWS and in accordance with this document.
[bookmark: _Toc300580248][bookmark: _Toc308537256]Purpose
The purpose of the NGEN QASP for the Marine Corps MD is to provide an overarching strategy and methodology to evaluate Contractor performance.  This QASP provides for the following:
a. Identification of the metrics and parameters that will be monitored and assessed
b. Definition of the monitoring strategy and approach
c. Identification of surveillance roles and responsibilities
More specifically, the QASP outlines the methods and procedures the Government intends to use to evaluate Contractor compliance with all requirements outlined in the PWS.  Appendix A is a Contractor Discrepancy Report template that will be used to document problems and issues regarding contractor performance.  The planned surveillance methods and associated performance standards set forth in Appendix B correspond to the paragraphs (by title) of the PWS.  For the Marine Corps Domain, upon contract award all  measures identified in Appendix B, Performance Standards of this document and those references in sections 4, Marine Corps Enterprise Services Requirements, and 5, Marine Corps Transport Services Requirements, of the PWS will be in effect.
[bookmark: _Toc300580249][bookmark: _Toc308537257]GOVERNMENT ROLES AND RESPONSIBILITIES
The following personnel will oversee and execute surveillance activities:
Procuring Contracting Officer (PCO) – The PCO will ensure compliance with the contract terms.  The PCO is ultimately responsible for the final determination of the adequacy of the Contractor’s performance.  
Contracting Officer: Commander John H. Windom
Organization or Agency: Space and Naval Warfare Systems (SPAWAR) Command
Each MARINE CORPS Regional Contracting Officer's Representative (RCOR) is responsible for technical administration of the contract and will ensure proper Government surveillance of the Contractor’s performance. Multiple RCORs will support NGEN based on geographic locations and functional assignments.
NGEN Performance Manager – The NGEN Performance Manager will serve as primary NGEN PMO focalpoint to collect and report on customer performance data for validation and verification.  The Performance Managers will implement the QASP, recommend changes, disseminate all performance assessment reports and be the single points of contact between the RCORs and the PCO.
[bookmark: _Toc300580251][bookmark: _Toc308537258]DOCUMENTATION REQUIREMENTS
The NGEN Performance Manager will be responsible for assembling all Contractor performance reports and posting onto the Government Integrated Data Environment (IDE).
[bookmark: _Toc300580252][bookmark: _Toc308537259]PERFORMANCE STANDARDS
The specific performance measurements are provided below in Appendix B, Performance Standards.
[bookmark: _Toc300580253][bookmark: _Toc308537260]CONTRACT COMPLIANCE
[bookmark: _GoBack]The Government will use contract compliance metrics as outlined in Appendix B, Performance Standards, with emphasis on those segment Service Level Requirements (SLRs) and in support of validating monthly invoices and basic contract compliance verification.  The NGEN Performance Managers will be responsible for the oversight and compilation of the Navy and Marine Corps stakeholder surveillance activities.
The MARINE CORPS Performance Managers or designated government personnel will audit the Contract Data Requirements List (CDRL) submissions for accuracy and completeness.
[bookmark: _Toc300580254][bookmark: _Toc308537261]METHODS OF QA SURVEILLANCE 
The QASP will incorporate 100% inspection of performance reports.  In addition, the NGEN surveillance team will supplement performance report review with random, detailed audits of raw data from the Contractor reporting system to ensure that reported performance is consistent with the raw data.  All Contractor reporting systems will be validated and verified at least annually to ensure alignment of system to task order requirements.  The following surveillance methods will be employed to verify and validate performance information as contained in the Performance Standards table (Appendix B).   
a. Performance Demonstration and Observation.  The Government will employ a system that provides for direct observation of performance, operation, and data collection, analysis and reporting.   
b. Performance Inspection.  A qualification method that is excecuted by a physical and electronic inspection of data collection tools, codes, scripts and data archives.  The Government will inspect all tools software, hardware and collection methods. 
c. Performance Auditing/Analysis.  This method will be executed by examining and assessing the application of tools and approved techniques in order to determine if  the reports delivered are consistent and accurate.  Performance auditing will be executed using multiple statistical sampling methodologies (Random).
d. Independent measurements using Government Information Systems.  This method employs the use of  Independent tools to replicate the approved measurement process and procedures.   
e. Customer Satisfaction Survey.  Random surveys will be conducted to solicit stakeholder feedback including, but not limited to End Users and Echelon II/Major Commands satisfaction.  These stakeholders will directly utilize Transport/EnterpriseServices such as an application owner running a large data intensive application on the network.
f. Performance Reporting Validation.  Monthly activity to ensure that the reports are complete, no mathematical errors exist, and information is consistent with other data sources. 
i. Random Auditing:  The Government will use metrics to audit astatistically significant sampling of data associated with the performance report.
ii. 100% Inspection:  Review strategy that will review all data elements associated with the associated performance report.  
[bookmark: _Toc300580255][bookmark: _Toc308537262]DOCUMENTING PERFORMANCE
a. Acceptable Performance.  The Government defines acceptable performance as meeting the performance thereshold for any service level.  The Government will document its surveillance assessment of the Contractor performance on a monthly basis. 
b. Unacceptable Performance.  When the performance for any service does not meet the  threshold requirements, the NGEN Contractors performance is unsatisfactory.  The following responses are available to the PCO/ RCOR regarding that task/subtask:
The PCO will notify the contractor of unacceptable performance in writing.  The PCO and the respective IPT leads will meet with the NGEN Contractors to discuss discrepancies, trends, and intended corrective measures.  
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[bookmark: _Toc307473676][bookmark: _Toc308537263][bookmark: _Toc307473677][bookmark: _Toc308537264][bookmark: _Toc307473678][bookmark: _Toc308537265][bookmark: _Toc307473679][bookmark: _Toc308537266][bookmark: _Toc307473680][bookmark: _Toc308537267][bookmark: _Toc307473681][bookmark: _Toc308537268][bookmark: _Toc307473682][bookmark: _Toc308537269][bookmark: _Toc307473683][bookmark: _Toc308537270][bookmark: _Toc307473684][bookmark: _Toc308537271][bookmark: _Toc307473685][bookmark: _Toc308537272][bookmark: _Toc307473686][bookmark: _Toc308537273][bookmark: _Toc307473687][bookmark: _Toc308537274][bookmark: _Toc307473688][bookmark: _Toc308537275][bookmark: _Toc307473689][bookmark: _Toc308537276][bookmark: _Toc307473690][bookmark: _Toc308537277][bookmark: _Toc307473691][bookmark: _Toc308537278][bookmark: _Toc307473692][bookmark: _Toc308537279][bookmark: _Toc307473693][bookmark: _Toc308537280][bookmark: _Toc307473694][bookmark: _Toc308537281][bookmark: _Toc307473695][bookmark: _Toc308537282][bookmark: _Toc307473696][bookmark: _Toc308537283][bookmark: _Toc307473697][bookmark: _Toc308537284][bookmark: _Toc307473698][bookmark: _Toc308537285][bookmark: _Toc307473699][bookmark: _Toc308537286][bookmark: _Toc307473700][bookmark: _Toc308537287][bookmark: _Toc307473701][bookmark: _Toc308537288][bookmark: _Toc307473702][bookmark: _Toc308537289][bookmark: _Toc307473703][bookmark: _Toc308537290][bookmark: _Toc300580258][bookmark: _Toc308537291]APPENDIX A
PERFORMANCE DISCREPANCY REPORT (PDR)

1. CONTRACT NUMBER: <insert number>
2. TO: (Vendor Contracting Officer) <insert name>
3. FROM: (Name of PCO) <insert name>
4. DATE AND TIME OBSERVED DISCREPANCY:
5. DISCREPANCY OR PROBLEM: <Describe in detail.  Identify any attachments.> 
6. CORRECTIVE ACTION PLAN: A written corrective action plan < is / is not > required. < If a written corrective action plan is required includes the following. > The written Corrective Action Plan will be provided to the undersigned not later than < # days after receipt of this PDR. > 
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[bookmark: _Toc300580259][bookmark: _Toc308537292]APPENDIX B PERFORMANCE STANDARDS

	PWS
Section Title
	Overview
	Performance Standard
	Measurement
Formula
	Acceptable Quality Level
	Objective
	Method of Surveillance

	Litigation
	Assist DON attorneys according to the parameters set by the lead DON attorney to respond to subpoenas, discovery requests, court orders and other matters related to litigation that require the discovery, production, archiving, retention, or rotation of end user electronic information and Internet/Intranet activity information.  Such assistance will not include any subjective decision making by Contractor.
	Respond within ten (10) calendar days (or twenty (20) calendar days in the case of retrieving information from network backup tapes) from the date of the lead DON attorney’s written request unless otherwise agreed by the lead DON attorney.
	# of times respond within ten (10) calendar days (or twenty (20) calendar days/# of times did not respond with en (10) calendar days (or twenty (20) calendar days
	95%
	100%
	Analysis Inspection

	Program 
Management
(Availability)
(Applies to MARINE CORPS ES and TXS requirements)
	Program Management provides the personnel, processes, and tools necessary
to effectively manage the NGEN program within cost, schedule, and performance.

	Within the six (6) month evaluation period, availability will be measured as the percentage of qualified Contractor personnel that are available to the Government in compliance with the technical capabilities and experience requirements of the contract/task order.  
	Availability  = Total Onboard Qualified Personnel/                       Total Required Qualified Personnel  

Total number of onboard qualified personnel divided by the total number of qualified personnel that are required to be available to the Government in compliance with the technical capabilities and experience requirements of the task order

	95%  Contractor Personnel Availability
	100% Contractor Personnel Availability
	Designated personnel will conduct monthly head counts of onboard, qualified  contractor personnel versus total required contractor personnel

	Program Management
(Deliverables’ Timeliness)  (Applies to MARINE CORPS ES and TXS requirements)
	Program Management provides the personnel, processes, and tools necessary
to effectively manage the NGEN program within cost, schedule, and performance.
	Within the six (6) month evaluation period, the deliverable due date(s) will be compared to the actual delivery date(s) resulting in plus or minus difference(s) in days.  
	
A deliverable is late if it is one (1) or more days past due.   

	Within the six (6) month evaluation period,  four (4) late deliverables
	Within the six (6) month evaluation period, zero (0) late deliverables
	Designated personnel will track and record deliverables’ due dates

	Program Management
(Deliverables’ Quality)
(Applies to MARINE CORPS ES and TXS requirements)
	Program Management provides the personnel, processes, and tools necessary
to effectively manage the NGEN program within cost, schedule, and performance.
	Within the six (6) month evaluation period, deliverables are completed in an accurate manner in compliance with the contract/task order.
	A major rewrite is required when the Government determines that >=10% of the deliverable content requires correction or is missing.  The deliverable must be in compliance with the format and content requirements of the task order. 

	Within the six (6) month evaluation period, no more than four (4) major rewrites of deliverables
	Within the six (6) month evaluation period, zero (0) major  rewrites of deliverables
	Designated personnel will track and record deliverables requiring major rewrites

	Program Management 
(Customer Performance Complaints)  (Applies to MARINE CORPS ES and TXS requirements)
	Program Management provides the personnel, processes, and tools necessary
to effectively manage the NGEN program within cost, schedule, and performance.
	Within the six (6) month evaluation cycle, all the requirements of the Performance Work Statement  are met as established in the task order.  This includes valid customer complaints concerning quality of the service performance, cost control, service functionality, schedule, problem resolution, and customer interface.  
	The validity of a formal customer complaint will be determined by the Quality Assurance Evaluator (QAE).  The QAE will review the Task Order to verify the performance in question was required by the contractor to meet the Government’s requirement.  The QAE will determine if it is necessary to initiate a Corrective Action Report (CAR).  Only Government Identified Discrepancies will be measured for this performance threshold.  
	Within the six (6) month evaluation cycle, three (3) valid, customer complaints
	Within the six (6) month evaluation cycle, zero (0) valid, customer complaints
	Designated personnel will track and investigate customer complaints to detemine validity

	Enterprise Operations – On-Call response Time (Applies to MARINE CORPS TXS requirement)
	Average response times required of personnel on-call
	Acceptable performance has been met when contractor On-Call personnel respond to after hours notifications in the time required to suuport program goals.  
	Time for the On-Call individual to respond to notifications.
	<=1 hr
	<= 15 Min
	Watch Officers Log; Remedy Trouble Ticket Reporting System  

	Enterprise Operations – Recovery Point Objective (RPO)  (applies to MARINE CORPS ES and TXS requirements)
	Establish Level of Service for Recovery Point Objective (RPO) for recovery of data in
accordance with (acceptable loss).

	Acceptable performance has been met when service data has been restored to support program goals
	Measurement Formula: Data Restored Time - Incident completion time
	<= 24 hours
	<= 8 hours
	Trouble Ticket Reporting System

	Enterprise Operations, Wide Area, Base Area Network/Local Area Network/ (WAN, BAN/LAN Infrastructure support)
	Network Incident Resolution:
(For ES and TXS Contractors)
Site Definitions:
• Type 1.1 Large Site - a site that has 250 or more
seats.
• Type 1.2 Small Site - a site that has between 24-
249 seats.
• Type 2 VSS sites service 23 or fewer seats, and
obtain connectivity to the network for
unclassified service via broadband technology that
utilize dedicated circuits /reserved/committed
bandwidth for WAN transport to NGEN.
• Type 3 sites utilize a very small site design
(VSSD) network architecture, have 23 or fewer
seats, and obtain connectivity to the NGEN
network for unclassified service via an alternative
broadband technology that does not utilize
dedicated circuits/reserved/committed bandwidth
for WAN transport to NGEN. These sites use site-to-site VPNs for connectivity.
	Network Incident Resolution shall
measure the restoration of service
associated with the network
infrastructure and shall be measured
against validated network incidents. A
network incident is defined as an
unplanned service disruption or
degradation. All measurements shall be
based on a 24 hours a day/7 days a week operation. The measure shall be based
on the difference between the create
date/time and the resolved date/time of
trouble tickets. On a monthly basis,
customer-facing tickets, closed in the
month, shall be assessed. Those that
relate to Network Incident Resolution
shall be correlated based on the total
time open.
	Network Incident Resolution = Number
of closed incidents completed within the
required time interval / (Total number of
incidents that are open longer than the
required time interval plus all of the
closed incidents). Reported monthly.
	Type 1.1 sites >25% complete in <1
hour, >75% complete in <4 hours,
>98% complete in <18 hours
Type 1.2 sites >70% complete in <4
hours, >98% complete in <24 hours
Type 2 sites >70% complete in <4
hours, >98% complete in <24 hours
Type 3 sites >80% complete in < 12
hours, > 95% complete in < 24 hours
	Type 1.1 sites >50% complete
in <1 hour, >90% complete in
<4 hours
Type 1.2 sites >80% complete
in <4 hours, >98% complete in
<12 hours
	Automated network
monitoring tools

	Enterprise Operations, Fixed and Portable Computing Services, Optional Hardware and Software Services Printing Services, Desk Side Support Services
	End User Incident Resolution:
(For ES Contractor for all ES components, for
TXS Contractor all TXS components)
	End-User Incident Resolution shall be
measured by the percentage of resolved
incidents against identified performance
metrics. All measurements shall be
based on a 24 hours a day/7 days a week
operation. The measurement shall be
based on the difference between the
create date/time and the resolved
date/time of the trouble ticket. On a
monthly basis, customer-impacting
trouble tickets, closed in the month, shall
be assessed. End-User Incident
Level of Service 1 (LOS 1) is for
standard users, and LOS 2 is for
Warfighters/mission critical users.
	End-User Incident Resolution = Number
of closed tickets completed within the
required time interval / Total number of
closed incidents Service calls that
require Deskside support are exempt.
	LOS 1: >80% complete in < 4 hrs,
>90% complete in < 96 hrs, >99%
complete in <336 hrs; LOS 2 >90%
complete in <2 hrs, >99% complete in
<24 hrs

	LOS 1: >90% complete in < 4
hrs, >99% complete in < 72
hrs; LOS 2 >95% complete in
<2 hrs ,> 99% complete in <
12 hrs;
	Automated network
monitoring tools

	Security Configuration and Management Services
	 All ES components.
Enterprise Services:  Must meet above criteria for all identified deficiencies on enterprise service components hardware and software)

	Measure and report monthly.  Sample Size:  
a) 100% if all workstations tested in a given month.  
b) No less than 100% of networks tested per service per calendar year. The Government will provide the Contractor the list of sites scheduled for testing no less than 45 days in advance.  
Sample Unit:  Hardware Components and critical designated components, to include boundary components, servers and workstations. Designated components as described in the NGEN Contract and C&A Documentation.


	This Service Level shall be considered failed if the first pass percentage is not met on the first pass scan.  To meet the category level requirement, the overall score per category must meet or exceed the second pass requirement.   All three categories levels have to be met to meet compliance with the service level.
Service Level Attained = Number of properly configured Contractor managed NGEN components / Total number of Contractor managed components tested
	 Based on classification and category:
Security Configuration and Management Services Categories (Classified and Unclassified)
Category 1:  first pass -99%;  correction - 12 hours; second pass - 100%  
Category 2:  first pass - 98%; correction - 48 hours; second pass - 100%  
Category 3:  first pass - 90%; correction - 120 hours; second pass - 100%


	Security Configuration and Management Services Categories (Classified and Unclassified)
Category 1:  first pass -99%;  correction - 6 hours; second pass - 100%  
Category 2:  first pass - 98%; correction - 24 hours; second pass - 100%  
	a) Government Green Team will perform a 1st Pass automated scan of the specified IA components.  
b) Contractor must meet the 1st Pass values. 
c) The Contractor, upon Government notification, will generate an End-User Problem Resolution trouble ticket  and correct the configurations for the components that failed the scans within the Correction Times specified.  
d) Government will then rescan the failed components identified during the 1st Pass to determine if they are in compliance. The overall score per category must meet the second pass requirement.
e) The tracking and oversight of the components still not repaired after the second pass will shift to the problem resolution Service Level Requirement.   
f) A hardware component (includes the overall software stack installed on the machines including, but not limited to, operating systems, middleware or application software, versions and patch levels, IA/CND/Security applications, and schema information for all relevant IA components) with one or more security misconfiguration represents a failed component. 

	Electronic Software Delivery Services (Applies to MARINE CORPS ES requirement)
	All ES components
	Measure of the success of software patches, updates and upgrades delivered to end user devices, servers and appliances. Excludes all anti-Malware signature and software updates.

	All upgrades requiring backout shall be logged. This data will be audited by the Government or designated third party.   Goal is less than 3 percent rework/backout.  
	< 3% rework/backout  
	< 1% for end user devices only 
	Tracked via incident tickets associated with failed distribution or incidents associated with the distribution. Offline devices are exempt. Reported monthly
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