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[bookmark: _Toc324342301]INTRODUCTION
The Department of the Navy (DON) operates one of the largest intranets in the world, the Navy Marine Corps Intranet (NMCI).  NMCI provides end-to-end secure Information Technology (IT) services to more than 400,000 seats and 900,000 users, across 2,500+ locations that vary from major bases to single user locations.  Hewlett Packard Enterprise Services, formerly Electronic Data Systems, hereinafter called Incumbent, operated NMCI under the programmatic and operational oversight of the DON until the end of the contract period of performance, 30 Sep 2010.  On 1 October 2010, the DON transitioned to the NMCI Continuity of Service Contract (CoSC), which will provide continued delivery of NMCI services to the DON, through 30 Apr 2014 (if all options are exercised).  The DON will begin the transition of IT services from CoSC to the follow-on Next Generation Enterprise Network (NGEN) contracts in early 2013.

The overall goals of NGEN are to:
a. Operate the NMCI network and maintain delivery of NMCI network and computing services.
b. Support the NMCI network and associated computing services from requirement identification to service disposal.
c. Ensure continued security of the network and proactive enhancement of Information Assurance (IA) capabilities to meet evolving and emerging threats.
d. Provide Government Command and Control (C2) to ensure flexible and responsive operation and defense of the network.
e. Leverage Department of Defense (DoD) enterprise security services provided by the Defense Information Systems Agency (DISA) to meet user requirements as technically and fiscally feasible and approved by the Designated Approving Authority (DAA).
f. Maintain continuity of service during transition from NMCI CoSC to follow on NGEN contract(s) or Government operation.

The Performance Work Statement (PWS) is divided into six sections:
a. Section 1: Introduction – Provides an overview of the DON management domains and the NGEN operating models.
b. Section 2: Applicable Documents – Federal, DoD, DON, Navy, Marine Corps, or other documents that provide policy and governance for the NGEN program.
c. Section 3: Navy Requirements – Defines the Enterprise Services (ES) and Transport Services (TXS) work to be performed for the United States Navy (USN).
d. Section 4: Marine Corps Enterprise Services Requirements – Defines the work to be performed for the United States Marine Corps ES segment.
e. Section 5: Marine Corps Transport Services Requirements – Defines the work to be performed for the Marine Corps TXS segment.
f. Section 6: Law Enforcement and Litigation.

A "seat" is equivalent to a computer, which includes desktop, laptop, tablet, and thin client end user devices.  Generally, because military operations are conducted on a multi-shift basis, one seat can support multiple users (accounts) over the course of a business day.  Mobile smart devices (currently BlackBerry) and cell phones may be classified as mobile cellular devices and are not seats.  This contract includes only the services to support mobile cellular devices.  The devices are provided as GFP.
a. Some Secret Internet Protocol Router Network (SIPRNet) seats serve as dual purpose. Through the use of a Keyboard, Video or Visual display unit, and Mouse (KVM) switch box, the keyboard, display, and mouse can be switched between a SIPRNet CPU with SIPRnet connectivity and a Non-secure Internet Protocol Router Network (NIPRNet) CPU with NIPRNet connectivity.
b. SIPRNet Accounts: All users with a SIPRNet account also possess a NIPRNet account.

The NGEN service delivery frameworks are different for the Navy and the Marine Corps as described in the following sections.

[bookmark: _Toc303254734][bookmark: _Toc324342302]DON Management Domain
The NGEN program uses "management domains" to establish the boundaries of a network for which a management authority can affect operational level C2.  In this respect, management domains address the Government's ability to direct and manage network resources and capabilities.  Management domains also define the relationship between the Government and NGEN Contractors, and the roles and responsibilities related to the ownership, operation, and support of the network.  DON will own the NGEN infrastructure [except for end user hardware (HW) in the Navy domain].  Contractors will propose technology refresh and modernization in accordance with Section 3.3.1.5 Technology Refresh and Modernization and the Navy Technology Refresh and Modernization Planning Guidance document, listed as Attachment 15 in Section J of the contract.  The Contractors will implement the Technology Refresh Plan (TRP) upon Government approval.  All technology refresh HW (except for end user HW in the Navy domain) will be separately purchased by the Government.  The NGEN program is divided into two management domains: 1) Navy Management Domain; and, 2) Marine Corps Management Domain.  

[bookmark: _Toc303254735][bookmark: _Toc324342303]Navy Management Domain
The Navy Management Domain will be structured as a Government Owned, Contractor Operated (GO/CO) network.  With the exception of end user HW, the Navy will provide the NGEN infrastructure as Government Furnished Property (GFP).  End user HW will be provided as a service by the NGEN ES Contractor.  During the NGEN contract period of performance, the ES Contractor and the TXS Contractor shall operate the NGEN network in the Navy Management Domain and provide services described in Section 3 of the PWS.

[bookmark: _Toc303254736][bookmark: _Toc324342304]Marine Corps Management Domain
For the Marine Corps management domain, the Marine Corps will transition from a single GO/CO network to a Government Owned, Government Operated (GO/GO), and Contractor supported network.  The Marine Corps may purchase select services from the ES and TXS contracts including the associated HW, software (SW), and training.  During the NGEN contract period of performance, the ES Contractor and TXS Contractor shall provide support, as ordered, to the Marine Corps for services described in Sections 4 and 5 of the PWS.  Marine Corps Enterprise Network (MCEN) is the Marine Corps' network of networks and approved interconnected network segments.  The Physical Characteristics of the Marine Corps ES and TXS are listed as Attachments 27 and 43 respectively in Section J of the contract.


[bookmark: _Toc319067473][bookmark: _Toc319317946][bookmark: _Toc303254737][bookmark: _Toc324342305]NGEN Operating Models 
Within the management domains defined above, the NGEN ES Contractor and TXS Contractor will operate and support NGEN as described in the following sections.

[bookmark: _Toc303254738][bookmark: _Toc324342306]Navy Operating Model 
The Navy Network Operations (NetOps) operating model employs a centrally managed and decentralized execution framework where global, regional, and local responsibilities are delineated.  Network C2 is accomplished through a hierarchal, tiered organizational framework.  The following sections provide an overview of the global, regional, and local relationships as depicted for Navy NetOps management and control.
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Figure 1.2‑1: Navy Operating Model
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[bookmark: _Toc303254739]
[bookmark: _Toc324342307]Fleet Cyber Command (FLTCYBERCOM) / Tenth Fleet (10th FLT)
FLTCYBERCOM: 1) directs Navy cyberspace operations globally to achieve military objectives in and through cyberspace; 2) executes cyber missions as directed by U.S. Cyber Command (USCYBERCOM); 3) directs, operates, maintains, secures, and defends the Navy's portion of the Global Information Grid (NAVGIG); 4) delivers global Navy cyber Common Operational Picture (COP); and, 5) develops, coordinates, and assesses Navy cyber operational requirements.  FLTCYBERCOM is the Navy component to USCYBERCOM for cyberspace operations.  

10th FLT: 1) serves as the numbered fleet commander for FLTCYBERCOM; 2) exercises operational control of assigned Navy forces; and, 3) coordinates with other naval, coalition, and joint forces to execute the full spectrum of cyberspace operations.  In accordance with the joint chain of command established by the Secretary of Defense and USCYBERCOM, operational control and tactical control of FLTCYBERCOM / 10th FLT commands are exercised by FLTCYBERCOM / 10th FLT.

[bookmark: _Toc303254740][bookmark: _Toc324342308]Naval Network Warfare Command (NAVNETWARCOM)
The Naval Network Warfare Command is referred to as NAVNETWARCOM or Naval Network Warfare Command (NNWC).  The Commander, NAVNETWARCOM 1) coordinates, assesses, and oversees the global operation of Navy computer networks and telecommunications systems; 2) manages the distributed Navy DoD Global Information Grid (GIG) Operations mission, including IA; 3) accredits and certifies networks; and, 4) issues DoD GIG Operations directives.  NAVNETWARCOM is granted authority to directly coordinate with Organizational Units (OUs) regarding DoD GIG Operations matters and keeps the fleet apprised of activity in respective theaters.  NAVNETWARCOM tasks are:
a. Execute network C2 and computer network task orders. 
b. Maintain network situational awareness.
c. Monitor, manage, and report on network operations and IT services.
d. Provide performance status and statistics on the NAVGIG and recommend improvements.

NAVNETWARCOM provides operational and technical support to the NAVGIG through its subordinate NetOps commands across the operational and tactical levels, in direct support and coordination with regional commanders.  NAVNETWARCOM coordinates, monitors, and oversees the day-to-day operations of the NAVGIG.

Operationally, NAVNETWARCOM is divided into two execution centers, NetOps C2 and Enterprise Management (EM).  C2 is exercised through a 24x7x365 watch organization which conducts NAVGIG service operations including monitoring, managing, and reporting on IT services and security.  The NetOps C2 section is supported by the EM section which performs IT operations management, problem management, analysis and metrics collection, and coordinates with the Navy and joint IT commands.  EM evaluates and responds to the demand signals on the network and its customers.  EM carries out 10th FLT and the higher command tasking such as those issued by USCYBERCOM.

NAVNETWARCOM exercises global network C2 from its headquarters located at Little Creek, Virginia.  NetOps service operations are managed by the NAVNETWARCOM operations staffs located at Joint Expeditionary Base Little Creek-Fort Story and at Norfolk Naval Station.   

[bookmark: _Toc324342309]Navy Cyber Defense Operations Command (NCDOC)
NCDOC coordinates, monitors, and oversees the defense of the Navy computer networks and systems.  NCDOC is also responsible for accomplishing Computer Network Defense (CND) missions as assigned by the Commander, U.S. 10th Fleet and USCYBERCOM as follows: 
a. Protects from, monitors, analyzes, detects, and responds to unauthorized activity on the NGEN network.  
b. Monitors and reacts to malicious activity and intrusions on Navy computer networks and systems.  Assesses the impact on military operations and capabilities.  Notifies Commander Tenth Fleet (C10F) and the end user community.
c. Coordinates and directs appropriate Navy actions to halt malicious activity, contains damage, restores functionality, and provides feedback to the end user community.
d. Provides vulnerability and analysis assessment support for NGEN.
e. Provides IA Vulnerability Management (IAVM) support for NGEN.
f. Provides relevant cyberspace threat analysis, reporting and information exchange to support global attack sensing and warning to defend NGEN, and to integrate with other Navy and DoD computer network operations.
g. Maintains an incident database for operational reporting and to support mission and forensic analysis on misuse and malicious activity on NGEN.

[bookmark: _Toc302048769][bookmark: _Toc324342310]Naval Computer and Telecommunications Area Master Stations (NCTAMS) / Regional Network Operations and Security Centers (RNOSC)
NCTAMS / RNOSCs manage the geographical regions which provide direct IT services to ashore, afloat, and deployed end users.  NCTAMS / RNOSCs exercise network C2 through subordinate Naval Computer and Telecommunications Stations and NCTAMS Detachments.  

The NCTAMS / RNOSCs are responsible for regional situational awareness and coordination of assigned NetOps and CND tasks.  The NCTAMS / RNOSC C2 and EM teams have watch standers co-located at the NGEN NOCs in Norfolk and Hawaii.  These teams manage NetOps IA and CND services and interface with NAVNETWARCOM and NCDOC staffs for overall de-confliction and prioritization of Navy NGEN services. 

[bookmark: _Toc324342311]Local Command Support - Customer Technical Representatives (CTRs)
Navy local commands have on-site CTRs who coordinate, assess, and oversee the command requirements management and the delivery of NGEN services to end users.  Based on command structure, the CTR function may be performed at various levels throughout the organization.

[bookmark: _Toc303254743][bookmark: _Toc324342312]Marine Corps Operating Model
The Marine Corps has assumed operational control of the NMCI CoSC infrastructure and will be transitioning to a regionalized strategy comprised of four RNOSCs and eight sub regions supported by Marine Air Ground Task Force (MAGTF) IT Centers (MITSCs) designed to provide garrison Marine Expeditionary Forces and Marine Corps Supporting Establishments within respective areas of responsibility.  Bases, Posts, and Stations (BPS) provide touch labor in support of the MITSCs.  Figure 1.2‑2  shows the geographical and functional relationships of the regions.
 
Operationally, the Marine Corps Network Operations and Security Center (MCNOSC) functions as the NetOps/Cyber Network Operations (Cyber NetOps) enterprise lead responsible for all cross-regional IT issues.  The four RNOSCs provide NetOps oversight, approval authority, the tasking and reporting framework, decision support, and recommendations for MITSC(s) in their areas of responsibility.  MITSCs execute NetOps functions for a sub-region in support of the RNOSC.  Approval authorities for BPS NetOps reside with the BPS G6 in support of the local commander.

[bookmark: _Ref318090984][bookmark: _Toc318093170][bookmark: _Toc324342653]Figure 1.2‑2: MCNOSC, RNOSCs, MITSCs, and BPS Relationship

[image: ]

The current Marine Corps NetOps C2 structure that conducts the operation, defense, and Governance of the Marine Corps Information Enterprise (MCIENT) is comprised of existing global, regional, and local NetOps authorities.  It comprises people, processes, logical and physical infrastructure, architecture, topology, and Cyberspace Operations.  The MCNOSC, RNOSCs, and MITSCs, along with the MSCs provide essential C2 functions executed at the lowest level possible and will provide Government direction to the supporting NGEN Contractors.  Within this C2 framework, status communication occurs both horizontally and vertically via a robust collaboration infrastructure.

[bookmark: _Toc303254744][bookmark: _Toc324342313]Marine Corps Network Operations Security Center (MCNOSC) 
The MCNOSC will provide global Cyber NetOps of the Marine Corps management domain in order to facilitate seamless information exchange in support of Marine Forces operating worldwide.  The MCNOSC reports operationally to the Commander, US Cyber Command and administratively to the Director Command, Control, Communications, and Computers (C4), the Marine Corps Chief Information Officer (CIO) and principal staff member for the Commandant of the Marine Corps.

The MCNOSC is responsible for the operation and defense of the MCEN.  The MCNOSC maintains the responsibility for the execution of current and emerging DoD Information Security and Cyber Security doctrine as well as promulgation of Marine Corps specific policies and procedures outlining the protection of all information communication mediums.  The MCNOSC implements and enforces policies under the administrative control of Headquarters United States Marine Corps (HQMC) in accordance with DoD Instruction (DoDI) 8410.02, NetOps for the Global Information Grid (GIG), December 19, 2008, and is under the operational control of USCYBERCOM.  

[bookmark: _Toc303254745][bookmark: _Toc324342314]Regional Network Operation and Security Centers (RNOSCs)
Four RNOSCs, operated by Marine Forces commanders, manage regional Cyber NetOps functions including: 1) maintenance of Cyber NetOps situational awareness; 2) determination and execution of regional priorities and tasking; 3) conduct regional operations impact assessments; and, 4) control of regional network defense response actions.  The RNOSCs are under tactical control of the MCNOSC. 

The geographic locations of the four RNOSCs are:
a. Marine Corps Base (MCB) Quantico, VA [RNOSC National Capital Region (NCR)]
b. Camp Allen, VA (RNOSC Atlantic)
c. Camp Smith, HI (RNOSC Pacific)
d. New Orleans, LA (RNOSC Reserves)

The RNOSCs support Marine Forces Commands and delegate Cyber NetOps to MITSCs to provide regional Cyber NetOps capabilities.
 
[bookmark: _Toc303254746][bookmark: _Toc324342315]Marine Air Ground Task Force (MAGTF) IT Support Centers (MITSCs)
The technical arm of each RNOSC, responsible for backbone network operations, defense, and services is the MITSC.  A MITSC is the regional data and network operations center operated by staff, under the command of the Marine Corps installations or geographic regional Commander and maintained with assistance from a MCNOSC onsite support detachment.  The MCNOSC detachment supports enterprise level data center operations and troubleshooting and augments the MITSC staff when necessary.  The MITSCs are operationally controlled by the RNOSC.  RNOSCs may delegate regional Cyber NetOps responsibilities to the MITSCs.

A MITSC supports Marine Expeditionary Forces and the Marine Corps supporting establishments at BPS by managing and executing regionally focused network operations, IT services, Configuration Management (CM), Continuity of Operations (COOP), Disaster Recovery (DR), and network situational awareness.  A MITSC supports the MCNOSC in managing the enterprise infrastructure (e.g., Exchange email accounts, network and web access permissions, and file sharing) and provides regional Tier 1 and Tier 2 support.  

The geographic locations of the eight regional MITSCs are:
a. MCB Camp Lejeune, NC (MITSC East)
b. MCB Camp Pendleton, CA (MITSC West)
c. MCB Quantico, VA (MITSC NCR)
d. New Orleans, LA (MITSC Reserves)
e. MCB Camp Butler, Japan (MITSC WestPac)
f. MCB Kaneohe Bay, HI (MITSC MidPac)
g. Panzer Kaserne, Germany (MITSC Europe)
h. Pentagon, VA (MITSC HQMC)

Each MITSC hosts services and applications and supports forces as designated by Director C4.  The MITSCs are provisioned within Marine Corps Installation Commands to support Marine Expeditionary Forces Commands; and, as part of the fifth element of the MAGTF to support the war fighter when operationally deployed, in garrison, or engaged in training.

[bookmark: _Toc303254747][bookmark: _Toc324342316]Major Subordinate Command (MSC) – Bases, Posts, and Stations (BPS)
The MSC BPS G6s or S6s act as the local Cyber NetOps authority for their designated area of responsibility.  They provide hands-on technical support; respond to direction and tasking from the MCNOSC, RNOSCs, and MITSCs; and support the management of access to the MCEN.  Some services and applications may be hosted or managed by the local Cyber NetOps.  Deployed MAGTFs constitute their own management domain and have local Cyber NetOps when deployed in support of military operations or engaged in training exercises.  When deployed as part of a joint or multinational force, operational tasking and reporting for these commands is established by their joint or multinational command authority.


[bookmark: _Toc303254748][bookmark: _Toc324342317]REFERENCE DOCUMENTS
PWS references are categorized as applicable documents, attachments, and appendices. 

[bookmark: _Toc324342318]Applicable Documents, Attachments, and Appendices
a. Applicable documents are listed in Table 2.1‑1 and Table 2.1-2.   For convenience commonly cited IA documents are listed in Table 2.1‑2.
b. [bookmark: _Toc318209837][bookmark: _Toc319164642]Attachments are listed in Section J of the contract.
c. [bookmark: _Toc318209838][bookmark: _Toc319164643]Appendix A includes the acronyms used in the PWS and the Contract Data Requirements Lists (CDRLs).  Appendix A: Acronyms follows Section 6.0 of the PWS. 
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[bookmark: _Ref318094026][bookmark: _Toc318093366][bookmark: _Toc324343063]Table 2.1‑1: Applicable Documents
	Department of Defense and Federal Agency Applicable Documents

	1. 
	American National Standards Institute (ANSI) / Telecommunications Industry Association (TIA) / Enterprise Information Assurance (EIA) 569-A-2001, Commercial Building Standard for Telecommunications Pathways and Spaces, December 2001

	2. 
	ANSI / TIA / EIA 568-B.1-2001, Commercial Building Telecommunications Cabling Standard, April 12, 2001

	3. 
	Communications Assistance for Law Enforcement Act (CALEA) 47 United States Code (U.S.C.) 1001-1010, October 25, 1994

	4. 
	DoD 4000.25-2-M Military Standard Transaction Reporting and Accounting Procedures (MILSTRAP) Manual, September 19, 2001

	5. 
	DoD 4140.1-R, DoD Supply Chain Material Management Regulation, May 23, 2008

	6. 
	DoD 4160.21-M-1, Defense Materiel Disposition Manual, August 18, 1997

	7. 
	DoD 4160.28-M, DoD Demilitarization (DEMIL) Program, April 7, 2011

	8. 
	DoD 5000.2-R Mandatory Procedures for Major Defense Acquisition Programs (MDAPS) and Major Automated Information System (MAIS) Acquisition Programs 5 April 2009

	9. 
	DoD 5000.04-M-1, Cost and Software Data Reporting (CSDR) Manual, November 4, 2011

	10. 
	DoD 5015.02-STD, Electronic Records Management Software Applications Design Criteria Standard, April 25, 2007

	11. 
	DoD 5200.01, Volume 4, DoD Information Security Program: Controlled Unclassified Information (CUI), February 24, 2012

	12. 
	DoD CIO Memo July 3, 2007, Encryption of Sensitive Unclassified Data at Rest on Mobile Computing Devices and Removable Storage Media

	13. 
	DoD CIO Memo October 14, 2011, SIPRNet Public Key Infrastructure (PKI) Crypto Logon

	14. 
	DoD Information Enterprise Architecture v1.2, Appendix G, May 7, 2010

	Department of Defense and Federal Agency Applicable Documents

	15. 
	DoDD 3020.26, Department of Defense Continuity Programs, January 9, 2009

	16. 
	DoDD 8100.2, Use of Commercial Wireless Devices, Services, and Technologies in the Department of Defense Global Information Grid (GIG), April 14, 2004

	17. 
	DoDD 8320.02, Data Sharing in a Net-Centric Department of Defense, April 23, 2007.

	18. 
	DoDD 8320.03, Unique Identification Standards for a Net-Centric Department of Defense, March 23, 2007

	19. 
	DoDI O-3600.02, Information Operation (IO) Security Classification Guidance (U)", November 28, 2005

	20. 
	DoDI 4165.14, Real Property Inventory and Forecasting, March 31, 2006

	21. 
	DoDI 5000.2, Operation of the Defense Acquisition System, December 8, 2008

	22. 
	DoDI 5000.64, Accountability and Management of DoD Equipment and Other Accountable Property, May 19, 2011

	23. 
	DoDI 8100.04, DoD Unified Capabilities (UC), December 9, 2010

	24. 
	DoDI 8410.02, NetOps for the Global Information Grid (GIG), December 19, 2008

	25. 
	Defense Reutilization and Marketing Service DRMS-I 4160.14, Operating Instructions for Disposition Management, 11 September 2009 

	26. 
	Environmental Protection Agency (EPA) Hazardous Material Transportation Act, 1975

	27. 
	Executive Order (EO) 13423, Strengthening Federal Environmental, Energy, and Transportation Management, January 24, 2007

	28. 
	Federal Telecommunications Recommendation (FTR) 1080B-2002, Video Teleconferencing (VTC) Services, August 15, 2002

	29. 
	International Organization for Standardization (ISO)/International Electrotechnical Commission (IEC) ISO/IEC 20000-1:2011, Information Technology – Service Management – Part1: Service Management System Requirements

	Department of Defense and Federal Agency Applicable Documents

	30. 
	Joint Pub 1-02, Dictionary of Military and Associated Terms, November 8, 2010

	31. 
	Joint Task Force–Global Network Operations (JTF-GNO) Communications Tasking Order (CTO) 08-001, Encryption Of Sensitive Unclassified Data At Rest (DAR) On Mobile Computing Devices and Removable Storage Media Used Within the DoD, August 22, 2008

	32. 
	JTF-GNO CTO 07-15 Rev 1, Public Key Infrastructure (PKI) Implementation, Phase 2 Revision 1, 07 Apr 2008

	33. 
	MIL-HDBK-1012/3, Military Handbook: Telecommunications Premises Distribution Planning, Design, and Estimating, November 1996

	34. 
	MIL-HDBK-29612-1A, Guide for Acquisition of Training Products and Services, August 31, 2010 

	35. 
	MIL-HDBK-29612-2A, DoD Handbook; Instructional Systems Development/Systems Approach to Training and Education, August 31, 2001 

	36. 
	MIL-HDBK-61A (SE), Military Handbook: Configuration Management Guidance, 7 February 2001, Appendix A, Activity Guide: Table A-3 

	37. 
	MIL-STD 2042 7, Fiber Optic Cable Topology Installation Standard Methods for Naval Ships, July 25, 2002

	38. 
	MIL-STD-130N, DoD Standard Practice Identification Marking of US Military Property, December 17, 2007 

	39. 
	MIL-STD-881C, Department of Defense Standard: Work Breakdown Structures (WBS) For Defense Materiel Items, October 3, 2011

	40. 
	MIL-STD-882D, Standard Practice for Systems Safety, March 29,2011

	41. 
	National Fire Protection Association (NFPA) 70, National Electric Code, 2011 Edition

	42. 
	National Institute of Standards and Technology (NIST) Special Publication 800-53, Recommended Security Controls for Federal Information Systems and Organizations, Revision 3, August 2009

	Department of Defense and Federal Agency Applicable Documents

	43. 
	Office of Management and Budget (OMB) Memorandum M-07-11, Implementation of Commonly Accepted Security Configurations for Windows Operating Systems, March 22, 2007

	44. 
	Office of Management and Budget, Federal CIO Memorandum of 28 September 2010, Subject: Transition to IPv6

	45. 
	Privacy Act of 1974, Public Law 93-579, December 31, 1974 (5 U.S.C. 552a)

	46. 
	Public Key Cryptography Standard (PKCS) #1 v2.1: Rivest, Shamir, & Adleman (RSA) Cryptography Standard, June 14, 2002

	47. 
	Public Law 109-58, August 8, 2005, Energy Policy Act of 2005

	48. 
	Request for Comments 1918 – Address Allocation for Private Internet Requirements, February 1996

	49. 
	Request for Comments 4193 - Unique Local IPv6 Unicast Addresses for Testing and Community of Interest (COI) Support, October 2005

	50. 
	Request for Comments 4301 – Security Architecture for the Internet Protocol, December 2005

	51. 
	Request for Comments 4303 – IP Encapsulating Security Payload, December 2005

	52. 
	Request for Comments 5996 – Internet Key Exchange Protocol Version 2 (IKEv2), September 2010

	53. 
	Request for Comments 5998 – An Extension for Extensible Authentication Protocol (EAP)-Only Authentication in IKEv2, September 2010

	54. 
	Request for Comments 6040 – Tunneling of Explicit Congestion Notification, November 2010

	55. 
	Request for Comments 6379 - Suite B Cryptographic Suites for IPsec, October 2011

	56. 
	Risk Management Guide for DoD Acquisition, Sixth Edition (Version 1.0), August 4, 2006

	57. 
	Occupational Safety & Health Administration (OSHA) 29 Code of Federal Regulation (C.F.R.) § 1910 Occupational Safety and Health Standards

	58. 
	36 C.F.R. § 1194.21Software applications and operating systems

	Department of Defense and Federal Agency Applicable Documents

	59. 
	36 C.F.R. § 1194.22 Web-based and Internet information and applications

	60. 
	36 C.F.R. § 1194.23 Telecommunications products

	61. 
	36 C.F.R. § 1194.24 Video and multimedia products

	62. 
	36 C.F.R. § 1194.25 Self-contained, closed products

	63. 
	36 C.F.R. § 1194.26 Desktop and portable computers

	64. 
	36 C.F.R. § 1194.3 General exceptions

	65. 
	36 C.F.R. § 1194.31 Functional performance criteria

	66. 
	36 C.F.R. § 1194.41 Information, documentation, and support

	67. 
	49 C.F.R. Parts 100-185 Hazardous Materials Regulations

	68. 
	Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d)

	69. 
	Unified Cross Domain Management Office (UCDMO) Baseline List of Validated Cross Domain Products

	70. 
	Workforce Investment Act of 1998 (P.L. 105-220)

	Department of the Navy Applicable Documents

	1. 
	Assistant Secretary of the Navy, Research Development and Acquisition Policy Memorandum, DON Policy on Digital Product/Technical Data, 23 OCT 2004 

	2. 
	Commander, United States Fleet Forces Command (USFFC) Message R 061240Z DEC ZYB, Shipboard Application Configuration Management, Control, and Enforcement 

	3. 
	COMSPAWAR M-4720.1, Space and Naval Warfare Systems Command (SPAWAR) Shore Installation Process Handbook (SIPH) Version 3.0, October 2009



	Department of the Navy Applicable Documents

	4. 
	DON Chief Information Officer (CIO) Message Date Time Group (DTG) 122213Z MAY 08, Public Key Infrastructure (PKI) Software Certificate Minimization Effort for DON Unclassified Environments 

	5. 
	DON CIO Message DTG 221633Z AUG 10, Processing of Magnetic Hard Drive Storage Media for Disposal 

	6. 
	DON Memo December 6, 2007, Pier IT Connectivity Requirements 

	7. 
	DON Strategy for Green IT Electronic Stewardship and Energy Savings, April 23, 2009

	8. 
	Enterprise Pier Connectivity Architecture (EPCA), IA Boundaries, V-3.0, 28 September 2011 

	9. 
	MARADMIN 328/08, Policy For The Standardization of Electronic Mail (Email) And Global Address List (GAL) Naming Conventions, June 8, 2008

	10. 
	MARADMIN 336/08, Marine Corps Policy for Personal Electronic Devices (PEDS) Security and Application of Email Signature and Encryption Policy, November 2008

	11. 
	Marine Corps IA OP STD 010, Unauthorized Electronic Spillage Handling, June 15, 2008

	12. 
	NAVADMIN 248/08, Implementation of Navy Email Signature Policy, October 23, 2008

	13. 
	Naval Systems Engineering Technical Review Handbook, Version1.0, December 18, 2009

	14. 
	Naval Education and Training (NAVEDTRA) 130 Series Manuals, September 2009

	15. 
	Navy Enterprise Services Profile, Network Operations Network and Systems Management, v1.0, December 16, 2010

	16. 
	Navy Cyber Forces Network Operations Command and Control Implementation Plan, version 1.4, July 2011

	17. 
	Navy Telecommunications Drive (NTD) 11-08 Electronic Spillage Requirements 032052ZNOV08

	18. 
	OPNAVINST 1500.76B, Naval Training System Requirements, Acquisition, and Management, April 28, 2010

	19. 
	OPNAVINST 2201.2, Navy and Marine Corps Computer Network Incident Response, March 3, 1998

	20. 
	OPNAVINST 3030.5B, Navy Continuity of Operations (COOP) Program and Policy, October 2009 

	Department of the Navy Applicable Documents

	21. 
	OPNAVINST N9210.3, Safeguarding of Naval Nuclear Propulsion Information, June 7, 2010

	22. 
	SECNAVINST 2075.1, Department of the Navy Use of Commercial Wireless Local Area Network (LAN) Devices, Services, and Technologies, November 30, 2006

	23. 
	SECNAVINST 3030.4C, Department of the Navy Continuity of Operation (COOP) Program, July 22, 2009

	24. 
	SECNAVINST 3052.2, Cyberspace Policy and Administration within the DON, March 6, 2009

	25. 
	SECNAVINST 5230.15, Information Management/Information Technology Policy for Fielding of Commercial off the Shelf (COTS) Software, April 2009

	26. 
	SECNAVINST 5239.19 DON Computer Network Incident Response and Reporting Requirements, March 18, 2008

	27. 
	SECNAVINST 5430.107, Mission and Functions of the Naval Criminal Investigative Service (NCIS), December 28, 2005

	28. 
	SECNAVINST 7320.10A Department of the Navy (DON) Personal Property Policies and Procedures, 1 April 2004

	Naval Enterprise Networks (NEN) Program Office Applicable Documents

	1. 
	NMCI Information Bulletin (NIB) 2-B, NMCI Email and Global Address List (GAL) Naming Convention, DTG 241417Z OCT 05

	2. 
	Navy NGEN Process Definition Model (NNPDM),

	3. 
	NGEN Allocated Baseline, v1.0, September 12, 2011

	4. 
	NGEN Integrated Architecture Products, v 5.0, March 14, 2011

	5. 
	NGEN Learning Management System Functional Area Description, v 0.2 , August 17, 2011

	6. 
	NGEN Navy Training System Plan (NTSP), N6-NTSP-E-70-0817, Increment 1, November 2, 2011

	7. 
	NGEN Product Baseline, v 1.3,  November 16, 2011

	8. 
	NGEN Program Protection Plan (PPP), January 25, 2012

	Naval Enterprise Networks (NEN) Program Office Applicable Documents

	9. 
	NGEN Requirements Management Plan, v 1.0,  November 30, 2010



[bookmark: _Ref318091352][bookmark: _Toc318093367][bookmark: _Toc324343064]Table 2.1‑2: Applicable Documents – Information Assurance (IA) Compliance
	Department of Defense, Federal Agency, and International Standards Applicable Documents

	1. 
	ANSI X9.17, Key Management Using American National Standards Institute, 1985

	2. 
	EKMS-1 Series, Communication Material System Policy and Procedures for Navy Electronic Key Management System (EKMS), October 8, 2008

	3. 
	DoD 5200.2-R, Personnel Security Program, January 1987

	4. 
	Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6211.02C, Defense Information System Network (DISN): Policy and Responsibilities, December 5, 2011

	5. 
	Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F, Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011

	6. 
	Committee on National Security Systems (CNSS) Instruction No. 1253, Security Categorization and Control Selection for National Security Systems, October 2009

	7. 
	Defense Information Systems Agency (DISA) Security Technical Implementation Guides (STIGs)

	8. 
	Director of Central Intelligence Community Directive (ICD) Number 503, effective 15 September 2008

	9. 
	DISA Unified Capabilities Requirements (UCR) 2008, Change 3

	10. 
	DoD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM), February 28, 2006

	11. 
	DoD 8530.01-M, Department of Defense Computer Network Defense Service Provider Certification and Accreditation Process Program Manual, December 17, 2003

	Department of Defense, Federal Agency, and International Standards Applicable Documents

	12. 
	DoD 8570.01-M, Information Assurance (IA) Workforce Improvement Program Manual, January 24, 2012

	13. 
	DoDD 8100.1, Global Information Grid (GIG) Overarching Policy, November 21, 2003

	14. 
	DoDD 8500.01E, Information Assurance (IA), April 23, 2007

	15. 
	DoDD O-8530.1, Computer Network Defense (CND), January 8, 2001

	16. 
	DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003

	17. 
	DoDI 8510.01, DoD Information Assurance Certification and Accreditation Process (DIACAP), July 22, 2010

	18. 
	DoDI 8520.02, Public Key Infrastructure (PKI) and Public Key (PK) Enabling, May 24, 2011

	19. 
	DoDI 8520.03, Identity Authentication for Information Systems, May 13, 2011

	20. 
	DoDI 8523.01, Communications Security (COMSEC), April 22, 2008 

	21. 
	DoDI 8551.1, Ports, Protocols, and Services (PPSM), August 13, 2004

	22. 
	DoDI O-8530.2, Support to Computer Network Defense (CND), March 9, 2001

	23. 
	DON DIACAP Handbook Version 1.0, July 21, 2008

	24. 
	enterprise DIACAP Plan (eDP), Version 0.04, October 17, 2011  

	25. 
	Federal Information Processing Standard (FIPS) pub 140-2, Security Requirements for Cryptographic Modules, May 25, 2001, Change Notices (12-03-2002)

	26. 
	Federal Information Processing Standard (FIPS) pub 186-3, Digital Signature Standard (DSS), June 2009

	27. 
	Federal Information Processing Standard (FIPS) pub 197, Data Encryption Advanced Encryption Standard (AES), January 15, 2009

	28. 
	Federal Information Processing Standard (FIPS) pub 46-3, Data Encryption Standard (DES), March 20, 2009

	29. 
	Information Sharing Environment Guidance Identity and Access Management Framework for the ISE (ISE-G-108), Version 1, November, 2008

	Department of Defense, Federal Agency, and International Standards Applicable Documents

	30. 
	Marine Corps Enterprise IA Directive (EIAD) 018 Marine Corps Certification and Accreditation Process v2.0, September 2, 2008

	31. 
	Navy Telecommunications Directive (NTD) 07-06, Public Key Infrastructure Implementation Plan, R 061930Z SEP 06, COMNAVNETWARCOM Norfolk /INFRASTRUCTURE IMPLEMENTATION PLAN

	32. 
	Navy Ports, Protocols, and Services (NPPS) Manual, Version 1.5, November 16, 2010

	33. 
	OPNAVINST 5239.1C, Navy Information Assurance Program, August 20, 2008

	34. 
	Strategic Command (STRATCOM) Directive (SD) 527-1, Department of Defense (DoD) Information Operations Condition (INFOCON) System Procedure, January 27, 2006

	35. 
	SECNAVINST 5239.3B, Department of the Navy (DON) Information Assurance (IA) Policy, June 17, 2009

	36. 
	SECNAV M-5239.1, DON Information Assurance (IA) Manual, November 2005




Naval Enterprise Networks (NEN)	Attachment 1 - Performance Work Statement (PWS) 
Program Management Office (PMW 205)		V 1.0 9 MAY 2012


24
[bookmark: _Toc324342319]NAVY REQUIREMENTS 
[bookmark: _Toc324342320]Scope 
The NGEN functional baseline was established upon approval of the Systems Design Specification (SDS) and the successful completion of the Program's System Functional Review (SFR).  

NGEN may result in one single-award “combined” contract, inclusive of both Enterprise Services (ES) and Transport Services (TXS), or two separate single-award contracts – one for ES and one for TXS.  

In the event a single-award combined contract is made, the following description of Primary and Supporting responsibility is not applicable.  In this case, the ES and TXS Contactor shall submit all CDRL deliverables as consolidated submissions with data covering both the ES and TXS requirements, in accordance with the CDRL terms.

However, if two separate single-award contracts are made, one for ES and one for TXS, the following description applies for Primary and Supporting responsibility.  In addition, each Contractor shall be responsible for submitting each CDRL deliverable in accordance with the CDRL terms.  Data used to generate each CDRL shall be made available to the Government upon request.  Additionally, the Primary Contractor shall, consolidate the  CDRL with input from the Supporting Contractor’s submission and deliver a consolidated CDRL with agreement of the Supporting Contractor that incorporates the ES and TXS data.  Any cost or proprietary information may be provided directly to the Government rather than to another service provider.  These terms apply when consolidated CDRLs are required in the PWS.

[bookmark: _Toc324342321]Alignment of Services
The alignment of the NGEN services to contract segments is provided in Table 3.1‑1.  This table identifies the segment Contractor that has primary responsibility and the segment Contractor that has the supporting responsibility for shared services.  This table also identifies services for which a segment Contractor has the entire responsibility.  Primary responsibility is denoted by a “P” and means the Contractor will have the primary responsibility for delivering those services.  Supporting responsibility is denoted by an “S” and means the Contractor will support the delivery of those services by the Contractor that has primary responsibility.  For those services where only a “P” is denoted, the designated Contractor has the entire responsibility. 

The Contractors shall collaborate, regardless of the designations, with each other and any other service providers; to provide the assigned services.

The primary service provider shall, in coordination with the supporting service provider:  
1. Plan, in coordination with the Government, the location, day, and time for every meeting.
1. Prepare consolidated meeting agendas. (CDRL A001 – Meeting Agenda) 
1. Determine the content and format of meetings in coordination with and approval of the Government.  
1. Develop consolidated briefs and submit electronically to the Government prior to the meeting. (CDRL A002 – Presentation Material)
1. Prepare meeting minutes for submittal to the Government and track meeting action items to completion. (CDRL A003 – Meeting Minutes)
1. Submit consolidated plans, reports, and documentation.
1. Submit consolidated CDRL responses to the Government, unless specifically directed otherwise in the contract.  Resolve any differences in the data to be submitted.  Any unresolved issues shall be raised to the Government with the initial submittal of the CDRL response.

The supporting service provider shall provide the primary service provider the required data as stipulated in this PWS.  The format for submission of CDRL information to the primary service provider is determined by the respective providers themselves, not by the Government.


[bookmark: _Ref318094056][bookmark: _Toc318093368][bookmark: _Toc324343065]Table 3.1‑1: Mapping of NGEN Services to Contract Segments
	NGEN Services
	CONTRACT SEGMENTS

	
	Enterprise
	Transport

	Enterprise Engineering Design and Support Services
	P
	S

	Enterprise Operations Services
	P
	S

	Directory Services
	P
	S

	Security Configuration and Management Services (Primary and supporting responsibilities vary for the three sub-services)
	P
	S

	Boundary, Demilitarized Zone (DMZ), and Communities of Interest (COI) Services
	S
	P

	Malware Detection and Protection Services
	P
	S

	Security Event Management (SEM) Services
	P
	S

	Security and IT Certification and Accreditation (C&A) Services
	P
	S

	Authentication and Authorization Services
	P
	S

	Network Access Control (NAC) Services
	P
	S

	Remote Access Services (RAS)
	S
	P

	Network Operations (NetOps) and Information Assurance (IA) Training Services
	P
	S

	Testing Services
	P
	S

	Continuity of Operations (COOP), Disaster Recovery (DR), and Business Continuity Planning Services
	P
	S

	File Removal Services (Spillage)
	P
	S

	Electronic Software Delivery Services (ESDS)
	P
	S

	Service Desk Services
	P
	S

	Base Area Network (BAN) Services and Local Area Network (LAN) Services
	
	P

	Wide Area Network (WAN) Services
	
	P

	Cross Domain Security (CDS) Services
	P
	

	Application Hosting Services (AHS)
	P
	

	Data Storage Services
	P
	

	Enterprise Messaging Services
	P
	

	Enterprise Web Portal Services
	P
	

	Collaboration Services
	P
	

	Voice over Internet Protocol (VoIP) Options and Services
	P
	

	NGEN Services
	CONTRACT SEGMENTS

	
	Enterprise
	Transport

	Unclassified Mobile Phone Services
	P
	

	Classified Mobile Phone Services
	P
	

	Video Teleconferencing (VTC) Services
	P
	


	End User Computing Services
	P
	

	Commercial Off the Shelf (COTS) Hardware and Software Services
	P
	

	Printing Services
	P
	

	Desk Side Support Services
	P
	

	End User Training Services
	P
	

	Commercial Voice Services
	No Requirements



[bookmark: _Toc324342322]General Requirements
In providing the below services, there are instances in which the service providers are required to collaborate with each other and/or the Government.  The Government will resolve any disagreements; however, each Contractor is still required to fulfill its requirements under the contract. 

For the assigned services and systems, the Contractors shall:
a. Provide NGEN services for both the unclassified NIPRNet and the classified SIPRNet environments including all COIs (sub enclaves) described in Section 3.1.2.2 Communities of Interest (COI).  
b. Provide NGEN services in accordance with contract requirements for the NGEN end user categories identified in the below sub-paragraphs. The Service Level Requirements (SLRs) for each category of NGEN end users is identified in the NGEN Service Level Requirements document, listed as Attachment 13 in Section J of the contract.  Maintain these end user categories in the service desk application.  
i. Very Important Person (VIP) - VIPs include end users in key leadership and management positions with enhanced service desk and desk side service support requirements.  Executive VIP (EVIP) end users are a subset of VIPs that includes the most senior executives in the Navy.  Executive VIP (EVIP) and VIP users receive the same level of service.  The only additional service provided to EVIP users is manual internal notifications [e.g., Situational Reports (SITREPS) and outage notifications].  LOS 2 – Mission Critical Services is used to measure performance for VIP users.    
ii. Maritime Operations Center (MOC) C2 – NGEN end users assigned to Fleet MOCs.  The total number of MOC C2 end users is not to exceed 500 during surge operations.  Currently, there are approximately 150 MOC Standard C2 users and approximately 30 MOC Special C2 users.  SLRs 400-410 are used to measure performance for MOC C2 users.
iii. Deployed – NGEN end users preparing to deploy to or stationed in an expeditionary or field environment.  LOS 2 – Mission Critical Services is used to measure performance for Deployed users. 
iv. Business – NGEN end users other than VIP, MOC C2, and Deployed.  LOS 1 – Standard Services is used to measure performance for Business users.
v. Developer – NGEN end users who do software development.  LOS 1 – Standard Services is used to measure performance for Developers.
c. Operate and maintain infrastructure assignments identified in the Navy Representative Assigned Enterprise Services and Transport Services Infrastructure document, listed as Attachment 16 in Section J of the contract.
d. Provide all licenses and license maintenance, except for Government directed licenses provided as GFP, for the SW functionality and respective Contractor assigned services and tasks in accordance with the CoSC Master Software List document, listed as Attachment 18 in Section J of the contract.  
e. Integrate, operate, and maintain all SW.
f. Deliver the services in Table 3.1-1 in accordance with the performance requirements identified in the NGEN Service Level Requirements document, listed as Attachment 13 in Section J of the contract.
g. Perform the PWS requirements for this contract in accordance with DoD 5200.01, Volume 4, DoD Information Security Program: Controlled Unclassified Information (CUI), February 24, 2012. 

In addition to the above, the ES Contractor shall manage all end user device Core Build and NGEN catalog SW licenses provided by the Government or the Contractor.  

[bookmark: _Toc324342323]Accessibility of Electronic and Information Technology (EIT)
For the assigned services and systems, the Contractors shall:
a. Comply with the following EIT Accessibility Standards, except as provided for in Federal Acquisition Regulation (FAR) 39.204, for each EIT supply or service delivered under this contract for use or access by end users:
i. 36 C.F.R. § 1194.21 Software Applications and operating systems.
ii. 36 C.F.R. § 1194.22 Web-based and internet information and applications.
iii. 36 C.F.R. § 1194.23 Telecommunications products.
iv. 36 C.F.R. § 1194.24 Video and multimedia products.
v. 36 C.F.R. § 1194.25 Self-contained, closed products.
vi. 36 C.F.R. § 1194.26 Desktop and portable computers.

The PCO will notify the Contractors in writing, if he or she determines any supply or service delivered under this contract does not comply with the EIT Accessibility Standards.

[bookmark: _Toc324342324]Communities of Interest (COI)
A COI is a logical framework that allows protected access to resources between the NMCI and associated networks with special access and data management requirements.  The specific technical solutions applied to the current major COIs listed in the sub-paragraphs include two design types:  
a. Boundary Access Control List (ACL) that uses ACLs to logically separate the COI traffic.
b. Firewall boundary solution (either layer 4 or layer 7 depending on the security protection required).  

For example, ACLs are applied on NGEN unclassified Navy Nuclear Propulsion Information (uNNPI) COIs, and boundary firewall solutions are applied for less trusted COIs such as shipyard legacy networks.  COIs are setup to either protect the COI systems and data from general unauthorized end users or to provide separation between the larger network and  potential vulnerabilities that may exist within the COI systems.  The current major COIs are:
a. United States Pacific Command (USPACOM).
b. unclassified Naval Nuclear Propulsion Information (uNNPI).
c. Science and Technology (S&T) Developer Seats.
d. Science and Technology (S&T) Server Based Computing (SBC) Seats.
e. Program of Record (POR) Government Owned (GO) Seats.
f. Naval Criminal Investigative Service (NCIS).

[bookmark: _Toc324342325]3.1.2.2.1 United States Pacific Command (USPACOM) 
The United States Pacific Command (USPACOM) is an Echelon I command NMCI network located at Camp Smith on Oahu, Hawaii.  In the NMCI Active Directory (AD), USPACOM retains its own domain that is different from the major Navy NMCI domains.  The USPACOM COI consists of multiple COIs at one site with approximately 1,400 classified and 1,406 unclassified seats.  USPACOM has a modified MOC on the classified network which is referred to as the Joint Operations Center (JOC).  The JOC is equivalent to a MOC [C2 COI and C2 COI Service Delivery Point (SDP)] behind a layer 7 firewall for additional security.

The ES Contractor shall:
a. Provide all basic NGEN services within this PWS to the USPACOM domain for both classified and unclassified networks including all required security services. 
b. Operate, maintain, and deliver MOC services supporting the NGEN-elements of the USPACOM JOC.
c. Operate and maintain all assigned infrastructure within the USPACOM domain.
d. Configure and maintain approved NGEN end user access to the COIs.

The TXS Contractor shall:
a. Operate and maintain all assigned infrastructure contained within the USPACOM COI. 
b. Operate and maintain COI boundaries that interface between NGEN and the specific COIs to permit allowable data communications.

[bookmark: _Toc324342326]3.1.2.2.2 unclassified Naval Nuclear Propulsion Information (uNNPI)
The uNNPI COI handles sensitive but unclassified (SBU) data related to Naval Nuclear Propulsion Information (NNPI).  The uNNPI COI consists of multiple COIs at 37 sites with approximately 25,800 seats.  The uNNPI COI is comprised of two type of ACL COIs, uNNPI server and uNNPI end user.  The uNNPI server COI is used to protect the uNNPI servers that provide NGEN uNNPI services (e.g., email, print, and file share).  The uNNPI servers are maintained and operated from facilities at the Norfolk NOC, the Pearl Harbor NOC, and the Bremerton server farm that are cleared to process uNNPI data.  All of the NGEN uNNPI end users are homed to one of those sites.  Only NGEN uNNPI COI end users are allowed to access the NGEN uNNPI services from the NGEN uNNPI servers.

The uNNPI end users are on Virtual Local Area Networks (VLANs) separate from the general NGEN end users.  An uNNPI end user has access to email and print and file share services from both the standard NGEN servers and the NGEN uNNPI servers.  The uNNPI email is used to communicate with other uNNPI members within the NGEN uNNPI COI.  The regular NGEN email is used to communicate with anyone else outside of the NGEN uNNPI COI.  uNNPI data is not allowed to leave the NGEN uNNPI COIs.  uNNPI users are allowed to log into both NGEN uNNPI seats and NGEN non-uNNPI seats.  When an uNNPI user is logged into a NGEN non-uNNPI seat, they can only access the standard services provided by NGEN.  When the uNNPI user is logged into a NGEN uNNPI seat, they can access both standard NGEN and NGEN uNNPI services.

The Contractors shall:
a. Operate and maintain assigned infrastructure and deliver assigned services within the COI.  
b. Label all assigned infrastructure equipment that process uNNPI with uNNPI labels.
c. Design, implement, and maintain assigned components of various uNNPI access methods [e.g., standard NGEN uNNPI seat, Deployed Site Transport Boundary (DSTB), unclassified Remote Access Services (uRAS), Very Small Site Design (VSSD), and wireless).

In addition to the above, the ES Contractor shall:
a. Create and manage uNNPI print queues on the NGEN print servers. The uNNPI print queues are dedicated to uNNPI end users.  There are no dedicated print servers for the uNNPI COIs.
b. Administer uNNPI end user accounts to provide the appropriate levels of access.
c. Implement standard NGEN uNNPI seat configurations (e.g., the NGEN uNNPI login banner).
i. Label all NGEN uNNPI seats with uNNPI labels.
d. Provide standard patching to NGEN uNNPI seats and servers to maintain NGEN security posture.

In addition to the above, the TXS Contractor shall operate and maintain the COI boundaries that interface between the NGEN and the uNNPI COI to permit allowable data communications.

[bookmark: _Toc324342327]3.1.2.2.3 Science and Technology (S&T) Developer Seats
The S&T Developer Seats COI is an environment set up to protect the NGEN enclave from inadvertent harm from systems or application developers.  The S&T Developer Seats COI consists of multiple COIs at 154 sites with approximately 13,570 seats.  S&T end users have local administrator rights to specified S&T Developer Seats.  As local administrators, they can install software that could adversely affect the NGEN enclave.  Explicit requests and approvals are required for access to other COIs or servers before the COI boundary is updated to allow access. Information Assurance Vulnerability Advisory (IAVA) and Information Assurance Vulnerability Bulletins (IAVB) patching is the responsibility of the Government S&T seat administrator.

The Contractors shall operate and maintain assigned infrastructure and deliver assigned basic services.
 
In addition to the above, the ES Contractor shall:
a. Provide access to IAVA and IAVB patch repository for local patching.
b. Provide access to seat re-imaging tools and associated media.Configure and maintain approved NGEN end user access to the S&T Develop Seats COIs.

In addition to the above, the TXS Contractor shall operate and maintain the COI boundaries that interface between the NGEN network and the S&T Developer Seats COIs to permit allowable data communications.

[bookmark: _Toc324342328]3.1.2.2.4 Science and Technology (S&T) Server Based Computing (SBC) 
The S&T SBC provides on-line terminal emulation of all basic NMCI services excluding multimedia, video conferencing, and the collaboration application from a non-NGEN seat.  S&T SBC seats are considered un-trusted entities and logically connect to NMCI services only at the terminal server.   The terminal server is reached through two methods:
a. Boundary 1 (B1) via a secure access gateway with approved security protections in place.
b. Boundary 2 (B2) that allows SBC connections to be initiated from the un-trusted network into the NGEN SBC server farms.

The Contractors shall:
a. Operate and maintain assigned infrastructure and deliver assigned basic services.
b. Execute tasks and requirements as articulated in Section 3.3.30.8 Science and Technology (S&T) Server Based Computing (SBC) Seats. 

The TXS Contractor shall:
a. Operate and maintain the B1’s to allow SBC traffic into the NGEN network through secure access gateways. 
b. Operate and maintain B2’s that interface between the NGEN network and the un-trusted network to permit the allowable data communications for SBC traffic.

[bookmark: _Toc324342329]3.1.2.2.5 Program of Record (POR) Government Owned (GO) Seats
POR GO Seats are comprised of multiple COIs at 274 sites segregated in the NGEN through VLANs.  POR GO Seats are brought into the NGEN network with Operational Designated Approving Authority (ODAA) to provide a secure operating environment.  These systems are generally not managed by contractors.  In most cases, the POR GO seats do not require NGEN services except for transport to their host systems.  For example the Global Command and Control System (GCCS) end user devices reside in a GO VLAN and require transport to the GCCS servers located in the ACL or POR GO Seats COI.

The ES Contractor shall:
a. Provide ordered ES services for each POR GO Seat connection.
b. Provide a unique name for the seat and enter into AD as a permitted seat.
c. Provide access to the IAVA and IAVB patch repository.
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The NCIS COI handles SBU data related to Law enforcement, Counter-Intelligence, Clearance, Adjudication, Force Protection, etc.  The NCIS server COI provides a secure, dedicated environment for NCIS data while still giving NCIS NGEN users access to basic NGEN services (e.g., email, file, print, and collaboration services) in the NCIS server COI infrastructure.  All NCIS NGEN end users are homed to the NCIS server COI for basic NGEN services.  Other NMCI services, except for printing NCIS data, are provided using the standard end user implementations within the normal NGEN infrastructure.  There is some localized NCIS printing services offered from the NCIS server COI.  NCIS agents, with NGEN user accounts are granted access at non-NGEN remote locations using the NCIS Demilitarized Zone (DMZ).  This provides Outlook Web Access (OWA) to email, Native Outlook, and collaboration services through SharePoint.  The NCIS server farm is located at the Washington Navy Yard (WNYD). 

The Contractors shall:
a. Operate and maintain assigned infrastructure and deliver assigned services within the NCIS COI. 
b. Provide systems administrators for NCIS Server COI that have received law enforcement screening from NCIS.

The ES Contractor shall:
a. Operate and maintain segregated NCIS instances of the e-mail, file, print, and collaboration from other NGEN services.  NCIS end users have access to all other NGEN services in the native NGEN instances.  
b. Operate and manage access of non-NGEN end users via servers in the NCIS DMZ after authentication from the NIPRNET
c. Operate and maintain connections to NCIS legacy servers that are located inside the NCIS server COI and accessed via the NCIS DMZ.
d. Provide specialized Service Desk COI support for NCIS end users including specialized processes and procedures for NCIS calls.  The NGEN Service Desk agent (with law enforcement screening) accesses the NCIS workstation remotely after the NCIS agent grants permission.
e. Validate and certify that Triple Data Encryption Standard (3DES) is operating properly as the encryption algorithm to support NCIS’s data encryption requirement while in transit.
f. Provide NCIS server COI-trained systems administrators. 
g. Operate and maintain the Internet Security System (ISS) server sensor infrastructure within the NCIS server COI.  NCIS has administrative control over the server agents residing on their servers.
h. Operate and maintain NCIS print solutions.

The TXS Contractor shall:
a. Operate and maintain COI boundaries that interface between the NGEN and the NCIS COI to permit allowable data communications.
i. Maintain the cold standby configuration with patches and ACLs.
b. Design, implement, and maintain the TXS components of the end-to-end security architecture in coordination with the ES Contractor.
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Program Management provides the personnel, processes, and tools necessary to effectively manage the NGEN program within schedule and performance requirements. 

Program Management is a shared service.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall:
a. Provide management, administration, and documentation, including staff, equipment, tools, processes, procedures, and training required to manage and meet the requirements of this PWS.  The division of infrastructure responsibility between the ES and TXS Contractors is provided in the Navy Representative Assigned ES and TXS Infrastructure document, listed as Attachment 16 in Section J of the contract.  The division of SW functionality between the ES and TXS Contractors is identified in the CoSC Master Software List document, listed as Attachment 18 in Section J of the contract.
b. Establish and maintain a formal program management organization and provide the Government with an organization diagram and a directory with the positions, names, and contact information of all engineering, operations, and program management personnel who are designated as Government points of contact. (CDRL A004 – Program Management Plan)
c. Designate a Program Manager (PM) and Deputy PM empowered to make program and project level decisions and commit company resources to execute courses of action within the scope of this contract.
d. Develop a Program Management Plan that describes the Contractors’: (CDRL A004 – Program Management Plan)
i. Organizational Structure.
ii. Program Management Methodology.
iii. Subcontract Management Methodology.
iv. Service Management Methodology including Continual Service Improvement (CSI).
v. Performance Management Methodology. 
vi. Risk Management Methodology.
e. Prepare and submit, for Government approval, the Contract Work Breakdown Structure (CWBS) and CWBS dictionary in accordance with sub-paragraphs: (CDRL A005 – Contract Work Breakdown Structure)
i. MIL-STD-881C, Department of Defense Standard: Work Breakdown Structures (WBSs) For Defense Materiel Items, October 3, 2011.
ii. DoD 5000.04-M-1Cost and Software Data Reporting (CSDR) Manual, November 4, 2011. 
iii. NGEN Contract Cost and Software Data Report (CSDR) Plan, listed as Attachment 35 in Section J of the contract.
f. Maintain and update the CWBS and CWBS dictionary throughout the life of the contract.  Obtain approval from the Government before making any changes to the CWBS and CWBS dictionary. (CDRL A005– Contract Work Breakdown Structure)
g. Submit an Integrated Master Schedule (IMS) that is vertically traceable to the CWBS, and the requirements of this PWS.  All schedules required throughout the contract must be contained in the IMS. (CDRL A006 – Integrated Master Schedule)
h. Prepare and submit Contractor Cost Data Reporting (CCDR) information in accordance with the: 1) CSDR Plan, listed as Attachment 35 in Section J of the contract; and, 2) DoD 5000.04-M-1, Cost and Software Data Reporting Manual, November 4, 2011.   Pass along CCDR requirements, for inclusion in the CCDR information, to any lower tier Contractor that has a contract value over $50 million or is designated by the Government as doing high risk, high value, or high technical interest work on the contract. (CDRL A007 – Cost Data Summary Report, CDRL A008 – Functional Cost Hour Report, and CDRL A009 – Contractor Business Data Report)
i. Propose recommendations to improve the reporting accuracy, consistency, or relevancy of the NGEN Contract Cost and Software Data Report (CSDR) Plan, listed as Attachment 35 in Section J of the contract.  Include the recommendations in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the ES Contractor shall:
a. Submit a consolidated Program Management Plan with input and agreement from the TXS Contractor. (CDRL A004 - Program Management Plan)
b. Use a project management application to develop and maintain the Contractors' IMS and CWBS in support of NGEN.  The application must be compatible with the NGEN infrastructure and meet the certification requirements of the network.
c. Provide the Government access to the project management application for oversight activities.
d. Consolidate, with input and agreement of the TXS Contractor, the recommendations to improve the reporting accuracy of the CSDR Plan. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall:
a. Provide input on its Program Management Plan to the ES Contractor. (CDRL A004 - Program Management Plan)
b. Provide the ES Contractor with recommendations to improve the reporting accuracy of the CSDR Plan. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc324342332]Quality Management (QM)
QM reduces and eventually eliminates nonconformance to specifications, standards, and customer expectations in the most effective and efficient manner.  The Government will monitor the Contractor(s) performance under this contract in accordance with the Quality Assurance Surveillance Plan (QASP) listed as Attachment 4 in Section J of the contract.  
	
QM is a shared service.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and any other service providers to provide the common services described below.

For the assigned services and systems the Contractors shall:
a. Continually improve the effectiveness of the Quality Management System used in support of NGEN’s operating model.
b. Perform service management in accordance with the International Organization for Standardization (ISO)/International Electrotechnical Commission (IEC) ISO/IEC 20000-1:2011, Information Technology – Service Management – Part1: Service Management System Requirements.
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CSI enables the creation and maintenance of service value throughout the Service Life Cycle including strategy, design, transition, and operation of IT services.  With CSI, improvement happens continuously.  Core to CSI is the integration of quality methods, management of change, and capability management.  CSI focuses on increasing the efficiency and effectiveness of the services delivered and the underlying processes supporting the delivery.

CSI is a shared service.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and any other service providers to provide the common services described below.

The Contractors shall:
a. Perform an analysis in collaboration with the Government to develop a Continual Service Improvement Plan (CSIP). (CDRL A011 – Continual Service Improvement Plan)
i. Identify enhancements to existing processes and services for implementation.
ii. Identify new processes and services for implementation.
iii. Identify modifications or enhancements to roles and responsibilities associated with the enhanced or new processes or services.  
iv. Identify enhancements to existing automation required for the enhanced or new processes or services.
v. Identify modifications to or new Standard Operating Procedures (SOPs) for the enhanced or new processes or services.
vi. Develop a high-level timeline to implement each proposed project.
vii. Develop a Rough Order of Magnitude (ROM) cost for each proposed project.
viii. Identify modified or new performance metrics in support of each proposed project.
ix. Identify a plan to measure the effectiveness of each proposed project.
x. Identify the quantitative and qualitative benefits associated with each proposed project. 
xi. Identify the risks associated with each proposed project.
xii. Identify the impact of each proposed project on existing processes and services.
xiii. Identify, for each proposed project, modifications to the target end-state defined in the Navy NGEN Process Definition Model (NNPDM).
b. Document the results of the analysis in a CSIP. (CDRL A011 – Continual Service Improvement Plan) 
c. Implement specific projects in the CSIP upon approval. 
i. Develop and execute a project plan for each specific project. (CDRL A006 – Integrated Master Schedule)
ii. Update the NGEN Process Definition Model (NPDM) document, listed as Attachment 11 in Section J of the contract, to reflect the implemented projects. (CDRL A012 – NGEN Process Definition Model)
d. Designate a Process Manager Point of Contact (POC) for each NGEN IT Service Management (ITSM) process.
e. Designate a Service Manager POC for each assigned NGEN service.
f. Collaborate with the Government POC process owners and service owners.
g. Submit recommended minor improvements that will take less than 30 days to implement to the Government Process Owner, Government Service Owner, or as part of the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
h. Follow the Change Management process in Section 3.4.1.4 before implementing any improvements.

In addition to the above, the ES Contractor shall:
a. Consolidate, with input and agreement from the TXS Contractor, the CSIP. (CDRL A011 – Continual Service Improvement Plan)
b. Consolidate, with input and agreement from the TXS Contractor, the modifications to the NGEN Process Definition Model (NPDM) document, listed as Attachment 11 in Section J of the contract. (CDRL A012 – NGEN Process Definition Model)
c. Consolidate, with input and agreement from the TXS Contractor, the project plans to implement specific CMIP projects. (CDRL A006 – Integrated Master Schedule)

In addition to the above the TXS Contractor shall: 
a. Provide input on the CSIP to the ES Contractor for consolidation. (CDRL A011 – Continual Service Improvement Plan) 
b. Provide input on the NGEN Process Definition Model (NPDM) document, listed as Attachment 11 in Section J of the contract,  modifications to the ES Contractor for consolidation. (CDRL A012 – NGEN Process Definition Model) 
c. Provide input on the CSIP project plans to the ES Contractor for consolidation. (CDRL A006 – Integrated Master Schedule) 
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Performance Management includes all the resources, processes, metrics, measurement approach, and systems necessary to:
1. Continually assess the state of compliance of the NGEN services with the schedule and performance requirements.  
1. Assess the effectiveness of the NGEN services in supporting the Navy combat, combat support, and business missions.  Take proactive steps to determine and implement improvements to the level of services delivered.

The Government will verify, validate, and audit the performance management processes and systems used to collect, store, and generate performance data.  The Government will also verify, validate, and audit the Contractor’s performance in accordance with the QASP.
         
The Contractors shall collaborate with each other and other service providers to provide the common services described below.

For the assigned services and systems, the Contractors shall:
a. Provide personnel, tools, and processes to monitor, manage, and regulate performance and security and continuously optimize performance.
b. Capture and convert information from assigned components and systems to generate the performance measurements required by the NGEN Service Level Requirements document, listed as Attachment 13 in Section J of the contract.  
c. Enter SLR information provided in the NGEN Service Level Requirements document, listed as Attachment 13 in Section J of the contract, into the NGEN performance management systems.  
d. Generate an incident ticket when any metric operates outside of thresholds.
e. Provide a summary of NGEN performance metrics as part of the Monthly Status Report and, depending upon the agenda, the PMR presentation, including recommendations on NGEN performance management, solutions to negative performance trends, architectural concerns, and capacity implications. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
f. Provide access to tools, data stores, and reporting scripts for Government Subject Matter Expertise (SMEs) to verify, validate, and audit performance management information.
g. Maintain service models for NGEN services.
h. Update the documented NGEN service models as changes to service delivery are implemented.
i. Develop and document new service models as new services are added to the NGEN portfolio including:
i. Develop and document the conceptual, logical, and physical database models and the associated Data Definition Language (DDL).
ii. Identify and describe the activities, events, and interactions associated with the delivery of the service. 
iii. Describe the service characteristics.
iv. Identify and describe each of the service assets [i.e., Configuration Items (CIs)] including the relationship of the asset to the delivery of the service.	
v. Identify the performance threshold for each service component used to report events that impact service as well as the status and restoration of service.
vi. Identify the data elements needed to define and quantify service events (e.g., users impacted by service degradation or interruption).

In addition to the above, the ES Contractor shall:
a. Operate and maintain the NGEN performance management systems and associated performance data collection mechanisms, tools, databases, and report generation capabilities.  
b. Operate and maintain the NGEN Enterprise Performance Management Database (EPMD) and Client Performance Management Database (CPMD) systems and associated collection mechanisms, databases, and report generation systems.
1. Perform systems administration for EPMD and CMPD.
1. Establish and maintain the capabilities for the TXS Contractor, other NGEN service providers, and the Government to input and extract information and generate reports from and manage requirements in EPMD and CPMD.
c. Integrate new services into the network instrumentation and visualization.
d. Operate and maintain network instrumentation and visualization to provide the following situational awareness to the Government for established service models:
i. Event reported and visualization.
ii. Event enrichment appropriate to established use cases.
iii. Event clearing when service levels are restored.
e. Operate and maintain the end user, command user (e.g., Echelon II and III representatives), and network operator automated survey systems, databases, and report generation systems.
f. Provide overall systems integration for NGEN performance management tools and implement an integrated NGEN performance monitoring database accessible through the Homeport portal. 
g. Prepare, consolidate, and submit, with input and agreement from the TXS Contractor, the Contractors performance management reports for end-to-end NGEN service delivery for the current reporting period and each of the five previous reporting periods.  Include as part of the performance management reports: 1) proposed strategies and technologies to improve and reduce the cost of performance management systems; and, 2) proposed corrective actions to address performance measurements that are not meeting requirements or are trending toward out of specification parameters.  Include the performance management reports in the Monthly Status Report as well as the PMR presentation. (CDRL A010 – Monthly Status Report and  CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall provide its performance management reports to the ES Contractor including: 1) service delivery; 2) proposed strategies and technologies to improve and reduce the cost of performance management systems; and, 3) proposed corrective actions to address performance measurements that are not meeting requirements or are trending toward out of specification parameters. 

[bookmark: _Toc324342335]Risk Management 
Risk Management provides an organized means of identifying, measuring, ranking risks and developing, selecting, and managing options for resolving or mitigating risks.  

The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall:
a. Develop and execute a Risk Management Plan (RMP) in accordance with the Risk Management Guide for DoD Acquisition, Sixth Edition (Version 1.0), August 4, 2006.
i. Define the life cycle management risk mitigation process that guards against the implementation of counterfeit material in the NGEN environment.
ii. Address all supply chain risk management issues in accordance with the Supply Chain Risk Management Plan (SCRM) contained in the NGEN Program Protection Plan (PPP), January 25, 2012. 
iii. Notify the Government of “suspect counterfeit” or “counterfeit” items in accordance with the NGEN SCRM as provided in the NGEN PPP. 
b. Conduct and document, at the start of transition, an initial risk assessment of the Contractor risks. (CDRL A013 – Risk Management Assessment Report) 
c. Designate a Risk Manager who reports directly to the Contractors’ PM and serves as the primary POC for the Government on all matters relating to risk management for its portion of the network.
d. Update the status of existing and new Contractor risks for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
e. Complete assigned tasks per the Government approved mitigation strategy for any accepted risks. 
f. Designate the appropriate SMEs to attend the NGEN Risk Management Board meetings and address agenda items.

In addition to the above, the ES Contractor shall:
a. Consolidate and submit, with input and agreement from the TXS Contractor, the RMP. (CDRL A014 – Risk Management Plan) 
b. Consolidate and submit, with input and agreement from the TXS Contractor, the Risk Management Assessment Report. (CDRL A013 – Risk Management Assessment Report)
c. Consolidate the status of existing and new risks, with input and agreement from the TXS Contractor, and include as part of the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall:
a. Provide input on the RMP to the ES Contractor for submittal. (CDRL A014 – Risk Management Plan)
b. Provide input on the Risk Management Assessment Report to the ES Contractor for submittal. (CDRL A013 – Risk Management Assessment Report) 
c. Provide input on the status of existing and new risks to the ES Contractor for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc324342336]Governance 
NGEN has various Governance entities to support the management and delivery of services.  The NGEN Governance entities that involve the Contractor(s) and the frequency of convening are provided in Table 3.2-1 and Figure 3.2‑1.

The Contractors shall collaborate with each other and other service providers to provide the common services described below.

[bookmark: _Toc318093369][bookmark: _Toc324343066]Table 3.2-1: NGEN Governance Entities
	
GOVERNANCE ENTITY
	FREQUENCY

	Program Management Review (PMR)
	Monthly

	Security/Technical Enterprise Action Group (S/TEAG)
	Semi-Annual

	Risk Management Board (RMB)
	Monthly

	Enterprise Configuration Control Board (ECCB) 
	Weekly

	Training Requirements Review Board (TRRB)
	Annually

	Service and Process Owners Council
	Monthly

	Incident Management Working Group
	Weekly

	Problem Management Working Group
	Bi-Weekly









[bookmark: _Ref318091260][bookmark: _Toc318093171][bookmark: _Toc324342654]Figure 3.2‑1: NGEN Governance Hierarchy and Interaction
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[bookmark: _Toc324342337]Program Management Review (PMR)
The PMR reviews NGEN program status, evaluates progress towards meeting program objectives, and provides DoD and DON guidance to the Contractor(s).  Examples of items reviewed during the PMR include system and Contractor performance, high level programmatic risks and proposed mitigation plans, security assessments and issues, and a recap of ECCB actions.  The PMR also serves as a forum to present recommendations for approval.  The Government intends to conduct combined PMRs.  Should the need arise as determined jointly by the Government and the Contractors, a separate PMR per Contractor may be conducted.  During transition additional meetings will be held approximately two weeks prior to each PMR to review program status and evaluate progress towards Assumption of Full Operational Responsibility (AFOR).   

The Contractors shall:
a. Prepare a meeting agenda. (CDRL A001 – Meeting Agenda)
b. Prepare presentation material, based upon the agreed agenda. (CDRL A002 – Presentation Material)
c. Designate the appropriate SMEs to attend the meetings and address agenda items.
d. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)

In addition to the above, the ES Contractor shall:
a. Consolidate the meeting agenda, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A001 – Meeting Agenda)
b. Consolidate presentation material, with input and agreement from the TXS Contractor, and submit to the Government. (CDRL A002 – Presentation Material)
c. Consolidate meeting minutes and the status of action items, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A003 – Meeting Minutes)

In addition to the above, the TXS Contractor shall:
a. Provide input on the meeting agenda to the ES Contractor for consolidation. (CDRL A001 – Meeting Agenda)
b. Provide presentation material to the ES Contractor for consolidation. (CDRL A002 – Presentation Material)
c. Provide input on the meeting minutes and the status of action items to the ES Contractor for consolidation. (CDRL A003 – Meeting Minutes)

[bookmark: _Toc324342338]Security/Technical Enterprise Action Group (S/TEAG)
The S/TEAG is an advisory group that provides a forum to review, prioritize, analyze, coordinate, and resolve major security and technical issues that impact NGEN operations.   The S/TEAG provides recommendations at the PMR on courses of actions to resolve major security and technical issues.

The Contractors shall:
a. Prepare S/TEAG presentation material, based upon the assigned agenda, for submittal to the Government. (CDRL A002 – Presentation Material)
b. Designate the appropriate SMEs to attend the meetings and address agenda items.
c. Include the results of the S/TEAG in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the ES Contractor shall:
a. Consolidate S/TEAG presentation material, with input and agreement from the TXS Contractor, and submit to the Government. (CDRL A002 – Presentation Material)
b. Consolidate and submit the results of the S/TEAG, with input and agreement from the TXS Contractor, for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall:
a. Provide input on the S/TEAG presentation material to the ES Contractor for consolidation. (CDRL A002 – Presentation Material)
b. Provide input on the results of the S/TEAG to the ES Contractor for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc324342339]Risk Management Board (RMB)
The RMB evaluates NGEN candidate program risks in accordance with the Risk Management Plan.  The RMB accepts or rejects candidate risks and approves or disapproves mitigation plans.  

The Contractors shall:
a. Prepare a meeting agenda. (CDRL A001 – Meeting Agenda)
b. Prepare and present newly identified program risks with proposed mitigation strategies. (CDRL A002 – Presentation Material)
c. Designate the appropriate SMEs to attend the meetings and address agenda items.
d. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)
e. Include the results of the RMB in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the ES Contractor shall:
a. Consolidate the meeting agenda, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A001 – Meeting Agenda)
b. Consolidate, with input and agreement from the TXS Contractor, newly identified program risks with proposed mitigation strategies and submit to the Government. (CDRL A002 – Presentation Material)
c. Consolidate meeting minutes and the status of the action items, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A003 – Meeting Minutes)
d. Consolidate, with input and agreement from the TXS Contractor, the results of the RMB for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall:
a. Provide input on the meeting agenda to the ES Contractor for consolidation. (CDRL A001 – Meeting Agenda)
b. Provide the TXS newly identified program risks with proposed mitigation strategies to the ES Contractor for consolidation in the RMB presentation. (CDRL A002 – Presentation Material)
c. Provide input on the meeting minutes and the status of action items to the ES Contractor for consolidation. (CDRL A003 – Meeting Minutes)
d. Provide the ES Contractor with input on the results of the RMB for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc324342340]Training Requirements Review Board (TRRB)
The TRRB reviews, evaluates, and approves or disapproves training requests and recommendations.   

The ES Contractor shall: 
a. Prepare a meeting agenda. (CDRL A001 – Meeting Agenda)
b. Provide administrative support and facilitate the annual TRRB.
c. Designate the appropriate SMEs to attend the meetings and address agenda items.
d. Prepare presentation material based upon the agreed agenda and submit to the Government. (CDRL A002 – Presentation Material) 
e. Present a summary of training requirements submitted during the previous year.
f. Prepare meeting minutes for submittal to the Government and track action items to closure. (CDRL A003 – Meeting Minutes)
g. Include the results of the TRRB in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc324342341]Enterprise Configuration Control Board (ECCB):
The ECCB develops strategies and makes decisions to ensure the policies of the NGEN Configuration Management Plan are applied throughout the NGEN service lifecycle.  The ECCB reviews and approves or disapproves Request for Change (RFC) recommendations.  The ECCB processes routine and emergency changes.  A RFC tagged as an emergency change is processed as soon as possible to alleviate or avoid detrimental impacts to NGEN operations.  Emergency RFCs may be processed virtually by a subset of the ECCB.

The Contractors shall: 
a. Prepare a meeting agenda. (CDRL A001 – Meeting Agenda)
b. Prepare for submittal RFCs and presentation material based upon the agreed agenda. (CDRL A002 – Presentation Material and CDRL A015 – Request for Change)
c. Designate the appropriate SMEs to attend the meetings and address agenda items.
d. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)

The ES Contractor shall:
a. Consolidate the meeting agenda, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A001 – Meeting Agenda)
b. Consolidate RFCs, with input and agreement from the TXS Contractor, and submit to the Government. (CDRL A002 – Presentation Material)
c. Consolidate meeting minutes and the status of action items, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A003 – Meeting Minutes)
d. Consolidate, with input and agreement from the TXS Contractor, the results of the ECCB for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

The TXS Contractor shall:
a. Provide input on the meeting agenda to the ES Contractor for consolidation. (CDRL A001 – Meeting Agenda)
b. Provide the input on the RFCs to the ES Contractor for consolidation. (CDRL A002 – Presentation Material)
c. Provide input on the meeting minutes and the status of action items to the ES Contractor for consolidation and track action items to closure. (CDRL A003 – Meeting Minutes)
d. Provide the ES Contractor with input on the results of the ECCB for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc324342342]Service and Process Owners Council 
The Service and Process Owners Council evaluate and approve or disapprove the CSIP and prioritize the CSIP projects associated with process improvements.  The Service and Process Owners Council also evaluate and, approve or disapprove other service and process change recommendations.  The Service and Process Owners Council submit service and process RFC recommendations to the ECCB for approval.  

The Contractors shall: 
a. Prepare a meeting agenda. (CDRL A001 – Meeting Agenda)
b. Prepare for submittal RFCs and presentation material based upon the agreed agenda. (CDRL A002 – Presentation Material and CDRL A015 – Request for Change)
c. Designate the appropriate SMEs to attend the meetings and address agenda items.
d. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)
e. Include the results of the Service and Process Owners Council meetings in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

The ES Contractor shall:
a. Consolidate the meeting agenda, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A001 – Meeting Agenda)
b. Consolidate, with input and agreement from the TXS Contractor, RFCs and submit to the Government. (CDRL A002 – Presentation Material)
c. Consolidate meeting minutes and the status of action items, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A003 – Meeting Minutes)
d. Consolidate, with input and agreement from the TXS Contractor, the results of the Service and Process Owners Council for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

The TXS Contractor shall:
a. Provide input on the meeting agenda to the ES Contractor for consolidation. (CDRL A001 – Meeting Agenda)
b. Provide the TXS RFCs to the ES Contractor for consolidation. (CDRL A002 – Presentation Material)
c. Provide input on the meeting minutes and the status of action items to the ES Contractor for consolidation. (CDRL A003 – Meeting Minutes)
d. Provide the ES Contractor with input on the results of the Service and Process Owners Council for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc324342343]Incident Management Working Group
The Incident Management Working Group evaluates incidents and makes process improvement recommendations to prevent future recurrence.  The Incident Management Working Group submits process improvement recommendations to the Service and Process Owners Council for endorsement before a RFC is submitted to the ECCB. 

The Contractors shall: 
a. Prepare a meeting agenda. (CDRL A001 – Meeting Agenda)
b. Prepare for submittal RFCs and presentation material based upon the agreed agenda. (CDRL A002 – Presentation Material and CDRL A015 – Request for Change)
c. Designate the appropriate SMEs to attend the meetings and address agenda items.
d. Prepare meeting minutes for Government approval and track action items to completion. (CDRL A003 – Meeting Minutes)
e. Include the results of the Incident Management Working Group meetings in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

The ES Contractor shall:
a. Consolidate the meeting agenda, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A001 – Meeting Agenda)
b. Consolidate and submit to the Government, with input and agreement from the TXS Contractor, RFCs and presentation material. (CDRL A002 – Presentation Material and CDRL A015 – Request for Change)
c. Consolidate meeting minutes and the status of action items, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A003 – Meeting Minutes)
d. Consolidate, with input and agreement from the TXS Contractor, the results of the Incident Management Working Group meetings for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

The TXS Contractor shall:
a. Provide input on the meeting agenda to the ES Contractor for consolidation. (CDRL A001 – Meeting Agenda)
b. Provide input to RFCs and presentation material to the ES Contractor for consolidation. (CDRL A002 – Presentation Material and CDRL A015 – Request for Change)
c. Provide input on the meeting minutes and the status of action items to the ES Contractor for consolidation. (CDRL A003 – Meeting Minutes)
d. Provide the ES Contractor with input on the results of the Incident Management Working Group meetings for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc324342344]Problem Management Working Group
The Problem Management Working Group evaluates and prioritizes RFC recommendations submitted to resolve major problems.  The Problem Management Working Group submits RFC recommendations to the Service and Process Owners Council for endorsement before the RFC is submitted to the ECCB. 

The Contractors shall: 
a. Prepare a meeting agenda. (CDRL A001 – Meeting Agenda)
b. Prepare for submittal RFCs and presentation material, based upon the agreed agenda. (CDRL A002 – Presentation Material and CDRL A015 – Request for Change)
c. Prepare meeting minutes for Government approval and track action items to completion. (CDRL A003 – Meeting Minutes)
d. Include the results of the Problem Management Working Group meetings in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

The ES Contractor shall:
a. Consolidate the meeting agenda with input and agreement from the TXS Contractor and submit to the Government for approval. (CDRL A001 – Meeting Agenda)
b. Consolidate and submit to the Government, RFCs with input and agreement from the TXS Contractor, and presentation material. (CDRL A002 – Presentation Material and CDRL A015 – Request for Change)
c. Consolidate meeting minutes and the status of action items, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A003 – Meeting Minutes)
d. Consolidate, with input and agreement from the TXS Contractor, the results of the Problem Management Working Group meetings for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

The TXS Contractor shall:
a. Provide input on the meeting agenda to the ES Contractor for consolidation. (CDRL A001 – Meeting Agenda)
b. Provide input on RFCs and presentation material to the ES Contractor for consolidation. (CDRL A002 – Presentation Material and CDRL A015 – Request for Change)
c. Provide input on the meeting minutes and the status of action items to the ES Contractor for consolidation. (CDRL A003 – Meeting Minutes)
d. Provide the ES Contractor with input on the results of the Problem Management Working Group meetings for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc324342345]Service Management Tools
Service Management Tools include the operation and maintenance of the applications, databases, sensors, associated SW, servers, portal connections, and report generators that support the management of network, computing, and security services.  

The Contractors shall collaborate with each other and any other service providers to provide the common services described below.

The Contractors shall:
a. Provide, operate, and maintain the service management functionality represented by the service management tools listed in the CoSC Master Software List document, listed as Attachment 18 in Section J of the contract.
i. Provide licenses for NGEN Government and Contractor personnel with service management responsibilities.
ii. Provide access to tools and associated databases to designated Government personnel and to other Contractor personnel requiring access to view and generate reports.  Such access will generally be limited to read only.
iii. Implement patches, DISA Security Technical Implementation Guide (STIGs), updates, and revisions as they become available. 
b. Integrate service management tools across the multi-Contractor environment.
c. Propose recommended improvements to the NGEN tools and associated systems to reduce Government costs or improve capabilities.  Include these recommended improvements in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
d. Notify the Government of any Commercial Off the Shelf (COTS) tools that within two years will reach end of life, end of service, or end of SW maintenance release, in accordance with SECNAVINST 5230.15, Information Management/Information Technology Policy for Fielding of Commercial Off the Shelf SW, April 2009.  
e. Register all new tools in DON Application and Database Management System (DADMS). 

In addition to above, the ES Contractor shall: 
a. Integrate Government, ES, TXS, and other NGEN Contractors tools.
b. Follow the Change Management process in Section 3.4.1.4 before implementing any improvements.
c. Consolidate, with input and agreement from the TXS Contractor, recommended improvements to the existing NGEN tools and associated systems to reduce Government costs or improve capabilities.  Include these recommended improvements in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall provide to the ES Contractor input on the recommended improvements to the existing NGEN tools and associated systems.

[bookmark: _Toc324342346]Services Portfolio
[bookmark: _Toc324342347]Engineering Design and Support Services (EDSS)
EDSS encompasses the engineering and technical support services required to design, model, test, pilot, and implement the systems and infrastructure required to deliver voice, video, and data services.  EDSS provides a structured and disciplined life cycle systems engineering approach to manage the enterprise architecture.  

Engineering Services provide the Government with advice, assistance, investigation, or coordination services for additional or emerging solutions.  Examples of Engineering Services are:
a. Technical analyses to address requirements and solutions (including solution testing) Implementation of additional IT services.
b. Additional technical support to determine legacy transition courses of action, provide training, conduct site surveys, or develop plans for infrastructure build-outs in response to project Move, Add, and Change (MACs).
c. Other IT support functions not otherwise provided.

A deliverable document is the primary method of satisfying the Government requirement (e.g., technical report, requirements document, and technical recommendation for new or enhanced IT services).  Any interim deliverables are delineated in the Government’s requirement.  

EDSS are shared services.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

For the assigned services and systems, the Contractors shall:
a. Incorporate DoD enterprise solutions when appropriate and when directed in accordance with DoD Information Enterprise Architecture v1.2, Appendix G, May 7, 2010.  
b. Perform systems engineering processes and procedures in accordance with the approved Systems Engineering Management Plan (SEMP). 
c. Update and refine the Government-provided NGEN Integrated Architecture Products, v 5.0 – March 14, 2011 to reflect new or modified services, processes, and designs as well as changes in the environment.  (CDRL A016 – Integrated Architecture Products)
d. Perform requirements management for all Class I changes (described in Section 3.4.1.4 Change Management) in accordance with NGEN Requirements Management Plan, v 1.0, November 30, 2010. 
e. Develop a Requirements Traceability Matrix (RTM) as well as capture and maintain requirements in the NGEN requirements management tools. (CDRL A017 – Requirements Traceability Matrix)
f. Provide SME participation in the planning and execution of the monthly Engineering Integrated Product Team meetings in accordance with the SEMP.  Designate the appropriate SMEs to attend the meetings depending upon the agenda items.
g. Provide SME participation in the monthly Systems and Engineering Working Integrated Product Team (WIPT) meetings and designate the appropriate SMEs to attend depending upon the agenda items. 
h. Develop, and deliver to the Government for approval, all designs for: 1) entrance facilities and the respective main cross connect equipment; and, 2) telecommunications room and the respective Intermediate Cross Connect equipment in compliance with governing architectural, mechanical, and electrical requirements. (CDRL A016 – Integrated Architecture Products) 
i. Deliver all design HW and SW specifications and Bill of Materials (BOM) including incorporation of input from the Government. (CDRL A018 – Technical Baseline Documents) 
j. Use the following standards as the basis to design and document installation of IT in facilities.
i. American National Standards Institute (ANSI) / Telecommunications Industry Association (TIA) / Enterprise Information Assurance (EIA) 569-A-2001, Commercial Building Standard for Telecommunications Pathways and Spaces, December 2001.
ii. ANSI / TIA / EIA 568-B.1-2001, Commercial Building Telecommunications Cabling Standard, April 12, 2001.
iii. National Fire Protection Association (NFPA) 70, National Electric Code, 2011 Edition. 
iv. MIL-HDBK-1012/3, Military Handbook: Telecommunications Premises Distribution Planning, Design, and Estimating, November 1996.
v. Environment, Safety, Occupational Health in accordance with MIL-STD-882D, Standard Practice for Systems Safety, March 29, 2011. 
k. Update all as-built site drawings and associated documentation for assigned components and functions for all sites.  Updates or redline changes to the drawings are permissible unless otherwise required under Paragraph K below. (CDRL A019 – Installation Technical Documentation and Plans)
l. Develop new drawings for Class I changes in accordance with the COMSPAWAR M-4720.1, Space and Naval Warfare Systems Command (SPAWAR) Shore Installation Process Handbook (SIPH) Version 3.0, October 2009. (CDRL A019 – Installation Technical Documentation and Plans)
m. Monitor and maintain systems continuously in accordance with approved systems design, configuration, and normal operating parameters.  Report, track, and troubleshoot when systems operate outside normal operating parameters.

In addition to the above, the ES Contractor shall:
a. Develop a consolidated project RTM for all Class I changes with input and agreement of the TXS Contractor. (CDRL A017 – Requirements Traceability Matrix)
b. Integrate and accommodate up to ten permanent Government engineering staff onsite at the Contractor facility.

In addition to the above, the TXS Contractor shall provide the ES Contractor input on the consolidated project RTM. (CDRL A017 – Requirements Traceability Matrix) 

[bookmark: _Toc324342348]Systems Engineering Technical Review (SETR) Process
The SETR process is an integral part of systems engineering and the life cycle management of acquisition and modernization programs and are used to assess the technical health of a program.  The SETR process is documented in the Naval Systems Engineering Technical Review Handbook, Version 1.0, December 18, 2009.  SETR events evaluate risks as well as standards and policy compliance for major changes.  The purpose of the SETR events is for both Contractors to document the plans, risks, and mitigation strategies to support major modifications to either the NGEN infrastructure or service delivery framework.   

The Contractors shall prepare presentations for SETR events. (CDRL A002 – Presentation Material)

[bookmark: _Toc313346554][bookmark: _Toc324342349]Core Build Services
The NGEN Workstation Core Build is comprised of the desktop Operating System (OS), core applications (e.g., Microsoft Office Suite, Java, Adobe Reader, and anti-virus), as well as HW specific configuration items and the associated configuration characteristics for a specific workstation platform.  Changes to the Core Build occur when 1) specific Core Build components are updated; 2) new components are added to the Core Build; 3) security patches are applied to the components in the Core Build; or, 4) existing Core Build components are retired and removed from the Core Build. 

The ES Contractor shall:
a. Provide, operate, and maintain Core Build SW and updates associated with the ES SW functionality identified in the CoSC Master Software List document, listed as Attachment 18 in Section J of the contract.  
b. Design, configure, integrate, implement, update, test, and maintain the workstation Core Builds for all current and future operating systems, office suites, virtual operating systems, and standard applications in accordance with the NGEN Core Build Plan and the CMIP.
i. Manage and integrate GFP SW into the Core Builds. 
a) Update and maintain GFP licenses in the Configuration Management System (CMS) in accordance with the CMIP.
ii. Develop, integrate, and distribute quarterly Core Build releases in accordance with the NGEN Release and Deployment process.
a) Incorporate and update the quarterly Core Build release plans into the overall Technology Refresh Plan. (CDRL A027 – Technology Refresh Plan)
iii. Test all client applications and associated patches on the Core Build for compatibility with approved NGEN applications. (CDRL A020 – Test Plan,  CDRL A021 – Test Procedures, and CDRL A022 – Test Report)
a) Provide a copy of all new Core Build quarterly releases to the Government. 
b) Identify, document, and develop a mitigation strategy to resolve known and potential compatibility issues with other Core Build SW, IA settings, network infrastructure, network operations, virus protection, and standard HW configurations. 
iv. Submit a DoD Information Assurance Certification and Accreditation (DIACAP) Package for each Core Build to the Government for approval. (CDRL A023 – DoD Information Assurance Certification and Accreditation Process Package)
v. Collaborate with the Government to develop required DADMS registration paperwork for each new application in Core Build including new versions of the application.  
vi. Maintain the library of DAA approved workstation Core Build components and images. 
vii. Maintain a list of all approved SW, SW patches, and Group Policy Objects (GPO) in the NGEN Configuration Management System (CMS).
c. Plan and execute Core Build migration to the next generation desktop operating system, office suite, and web browser by December 2017 in accordance with the following schedule.
i. Six months after contract award: Develop an Implementation Plan to design, develop, test, and migrate to the next generation Core Build for all end user computing solutions identified in Section 3.3.30.  (CDRL A024 – Implementation Plan)
ii. Nine months after contract award:
a) Develop the engineering design for Core Build. (CDRL A018– Technical Baseline Documents)
b) Develop DIACAP Packages for the next generation Core Build with the functionality upgrades required to pilot the Core Build. (CDRL A023 - DoD Information Assurance Certification and Accreditation Process Package)
iii. Ten months after contract award: Develop training documentation and train Service Desk personnel to support users migrating to the pilot Core Build. (CDRL A025 – Training Program Documentation)
iv. Three months after Assumption of Full Operational Responsibility (AFOR) for Field Services Profile 1 (FSP1): Deploy a pilot test for each unique Core Build solution. (CDRL A020 – Test Plan, CDRL A021 – Test Procedures, and CDRL A022 – Test Report) 
v. By December 2017: Upgrade all seats with the Core Build via technology refresh, electronic SW distribution, or manual loading.
d. Develop a workstation Core Build Plan to address known schedules for vendor SW upgrades, end of support timelines, and planned upgrades to Core Build SW. (CDRL A026 – Core Build Plan)
i. Integrate Government functionality requirements and upgrades to Government owned Core Build SW in the Core Build Plan.
ii. Provide yearly deployment schedules and planned long term upgrades (five years ahead) in the Core Build Plan.
e. Support the quarterly Core Build Review meetings.
i. Prepare and submit a meeting agenda to the Government. (CDRL A001 - Meeting Agenda)
ii. Prepare and submit Core Build Review presentation material, based upon the agreed agenda, to the Government. (CDRL A002 - Presentation Material)
iii. Designate the appropriate SMEs to attend the meetings and address agenda items.
iv. Prepare and submit meeting minutes to the Government and track action items to completion. (CDRL A003 - Meeting Minutes)
f. Report the status of all Core Build activities including any issues as well as mitigation plans in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

The TXS Contractor shall support the integration and testing of the Virtual Private Network (VPN) service and all back end components (e.g., Windows Server and Microsoft Exchange) related to Core Build.

[bookmark: _Toc298162457][bookmark: _Toc299082359][bookmark: _Toc299649437][bookmark: _Toc324342350]Computer-Electronic Accommodations Program (CAP) 
CAP is a Government program that provides assistive technology, devices, and services to Federal employees with disabilities.  CAP makes it possible for people with disabilities to have equal access to the information in the electronic and telecommunication work environments.  

The ES Contractor shall:
a. Maintain EIT in accordance with Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d) as amended by the Workforce Investment Act of 1998 (P.L. 105 – 220).
b. Designate a point of contact to interface with the NGEN CAP lead.
c. Configure all CAP SW, HW, and HW peripherals provided by DoD or DON to the same operational baseline configuration (e.g., avoid multiple versions of the same SW).
d. Identify and complete certification testing and submit the certification package to the Government within 30 days of receiving SW, HW, or HW peripherals provided by the Government.
e. Install and test SW, HW, and HW peripherals, within 30 days of receipt from the CAP office or within 30 days of Government accreditation of the solution. 
f. Maintain all SW, HW, and HW peripherals provided by the Government.

[bookmark: _Toc277355539][bookmark: _Toc305094607][bookmark: _Toc299281843][bookmark: _Toc298604119][bookmark: _Toc298409185][bookmark: _Toc292367370][bookmark: _Toc324342351][bookmark: _Toc304550418]Service Delivery and Management Software
Service Delivery and Management Software includes the operation and maintenance of the service delivery and management applications and tools, operating systems, sensors, and databases that support the delivery and management of network, computing, and security services.  

Service Delivery and Management Software are shared services.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall:
1. Provide all licenses and license maintenance, except for Government directed licenses provided as GFP, for the SW functionality and respective Contractor assigned services and tasks in accordance with the CoSC Master Software List document, listed as Attachment 18 in Section J of the contract. 
1. Select, operate, and maintain assigned Contractors’ Service Delivery and Management Software.   
1. Provide access to SW and associated databases to designated Government personnel and to other Contractor personnel requiring access to execute Service Delivery and Management responsibilities.  Such access will generally be limited to read only.
1. Maintain assigned SW including the implementation of patches, security updates, Defense Information Systems Agency (DISA) Security Technical Implementation Guides (STIGs), updates, and revisions. 
1. Integrate Service Delivery and Management Software across the multi-Contractor and Government environment.
1. Download products, activation keys, or product updates from SW vendor repositories as requested by the Government.
1. Inform the Government of license surpluses or short falls.
1. Propose improvements to the NGEN SW suite.  
i. Assess the risk of these SW improvements to service delivery, operations, and training for the Government and other service providers.  Recommend mitigation strategies. 
ii. Include recommended improvements to the NGEN SW suite in the Monthly Status Report, and depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 – Presentation Material)
1. Notify the Government of any SW that within two years will reach end of life, end of service, or end of SW maintenance release, in accordance with SECNAVINST 5230.15, Information Management/Information Technology Policy for Fielding of Commercial off the Shelf Software, April 2009.  
1. Register all new SW in the DON Application and Database Management System (DADMS).  

In addition to above, the ES Contractor shall:
a. Integrate all NGEN Government, ES, TXS, and other service provider SW into an enterprise Service Delivery and Management capability.
b. Consolidate, with input and agreement from the TXS Contractor, recommended improvements to the NGEN SW suite in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall provide to the ES Contractor input on the recommended improvements to the NGEN SW suite. (CDRL A010 - Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc324342352]Technology Refresh and Modernization 
Technology Refresh is the periodic replacement of NGEN HW, SW, and assigned non-IT assets [e.g., electrical panels and Heating, Ventilation, and Air Conditioning (HVAC)] to avoid obsolescence and loss of Original Equipment Manufacturer (OEM) support, improve reliability and availability, reduce the TOC, and remain current with Government security requirements and industry IT standards.  Technology Refresh includes technology insertion.  

Modernization consists of proposing, planning, testing, and implementing new technologies to maintain current capabilities and performance at lower cost or provide improved capabilities and performance at the same cost.  

The Government’s desire is to integrate key modernization initiatives with technology refresh activities.  

The Technology Refresh and Modernization objectives are: 
a. Technology replacement or modernization of systems with those that represent commercial best practice technologies based on Contractor recommended and Government approved plans.
b. Replacement of NGEN infrastructure that has reached End-of-Life (EOL) or End-of-Support (EOS), per Table 3.3-1: NGEN Useful Life of Assets.  
c. Incorporation of additional capacity based on projected demand requirements (e.g., storage).
d. Incorporation of innovative technology to reduce Total Ownership Cost (TOC) and increase performance.
e. Integration of DoD or DON mandates, including alignment with DISA Unified Capabilities Requirements (UCR) 2008, Change 3.
f. Enhance situational awareness in support of network C2.
g. Improve security posture to threats and vulnerabilities. 

For the assigned services and systems, the Contractors shall:
a. Develop and update the semi-annual TRPs in collaboration with the Government. (CDRL A027 – Technology Refresh Plan) 
i. Provide a summary of the long-term and short-term technology refresh and modernization strategy.
ii. Integrate the following mandatory elements into the TRP:
a) Replacement of high failure items (including systemic replacement). 
b) Replacement of outdated and non-compliant SW.
c) Replacement of HW with demonstrated reliability issues.
d) Replacement of HW and non-IT assets that have reached End-of-Life (EOL) or End-of-Support (EOS). 
e) Replacement of or upgrades to systems and services with insufficient capacity or processing power to deliver required services.
f) Mitigation of emerging information security threats.
g) Upgrades to infrastructure necessary to support end user equipment. 
h) Upgrades to HW for end user equipment provided as a service.
i) Upgrades to Service Delivery and Management SW applications and tools, operating systems, sensors, and databases that support the delivery and management of network, computing, and security services.
j) The required modernization initiatives are:  
i. Multi-Protocol Label Switching (MPLS): Support intelligent packet-forwarding decisions to enable additional traffic engineering services.  The minimum MPLS requirements are:
a) Implement MPLS consistent with Defense Information System Network (DISN) Core MPLS and Quality of Service (QoS) capabilities provided at the DISA service delivery points in accordance with DISA Unified Capabilities Requirements (UCR) 2008, Change 3.
b) Align tagging of services with the tagging schema in DISA Unified Capabilities Requirements (UCR) 2008, Change 3.
c) Implement MPLS within 30 months of contract award at the Transport boundaries of the following sites:
i. NS Norfolk, Norfolk, VA (NRFK) (NOC).
ii. Washington Navy Yard, Washington, DC (WNYD).
iii. NSA Mechanicsburg, Mechanicsburg, PA (MECH).
iv. NAS Patuxent, Patuxent River, MD (PAXR).
v. NAS Jacksonville, Jacksonville, FL (JAXS).
vi. NWS Charleston, Goose Creek, SC (CHRL).
vii. NAS North Island, San Diego, CA (SDNI) (NOC).
viii. NS Bremerton (BREM).
ix. NAWS China Lake, China Lake, CA (CHLK).
x. NBVC Port Hueneme, Port Hueneme, CA (PRTH).
xi. NC Pearl Harbor, Honolulu, HI (PRLH) (NOC).
ii. Server Farm Consolidation: Consolidate the server farms into a more condensed, common, integrated infrastructure to support increased efficiency in meeting NGEN requirements.  The minimum server farm consolidation requirements are:
a) Consolidate the following server farms completing at least two by the end of option year two, completing at least four by the end of option year three, and completing all by the end of option year four:
i. Fallon, NV to Bremerton, WA.
ii. Little Creek, VA to Norfolk, VA. 
iii. Oceana, VA to Norfolk, VA.
iv. Point Mugu, CA to Port Hueneme, CA.
v. Lemoore, CA to San Diego North Island, CA.
vi. San Diego Naval Station, CA to San Diego North Island, CA.
vii. Philadelphia, PA to Mechanicsburg, PA.
b) Virtualize to common core platforms within the server farm.
c) Design and implement the consolidated server farms to cumulatively be more efficient with regards to space, power, HVAC, and management footprint.
iii. Internet Protocol version 6 (IPv6): Convert NGEN infrastructure in compliance with Office of Management and Budget, Federal CIO Memorandum of 28 September 2010, Subject: Transition to IPv6.  The IPv6 minimum requirements are:
a) Upgrade public or external facing servers and services (e.g., web, email, DNS, ISP services, etc) by the end of option year one.
i. Upgrade the three NGEN DoD Demilitarized Zones (DMZs) located at the Norfolk, San Diego, and Pearl Harbor NOCs first.
ii. Upgrade the seven major extended DMZs and the four small extended DMZs.
b) Upgrade internal NGEN client applications (e.g., Core Build and existing COTS Catalog applications) that communicate with public Internet servers and federal Intranet servers by the end of option year three.
c) Implement the dual stack IPv4 and IPv6 environments across all TXS and ES infrastructure and services by the end of option year four.
iv. Storage Architecture Redesign:  Implement a more efficient storage infrastructure to support a cost effective, robust, and affordable delivery solution. 
a) Upgrade end user network storage in accordance with Tables 3.3-1: NGEN Useful Life of Assets and 3.3-2: Average End User Network Storage Requirements.
b) Implement thin provisioning to allow for dynamic and real time reallocation. 
c) Implement tiered storage in accordance with Table 3.3-3: Minimum Storage Requirements and the following minimum requirements:
i. Class I – Highly available, low latency storage for 20% of the total end user network storage requirement to support, virtual machine OS, SQL databases, and other high Input/Output operations Per Second (IOPS) applications (e.g., Storage Area Network (SAN) and fiber optic channel).
a) Recovery Time Objective (RTO): 30 minutes.
b) Recovery Point Objective (RPO): 4 hours.
c) Backup Retention: 30 days.
d) Backup Location: Onsite and offsite.
ii. Class II – Highly available, nominal latency storage not to exceed more than 1-3 seconds of delay for 80% of the total end user network storage requirement to support medium to low IOPS requirements including Exchange Mail stores, portal data, file shares [e.g., network attached internet Small Computer Systems Interface (iSCSI), older fiber channel drives, and high end Serial Advanced Technology Attachment (SATA) drives].
a) RTO: 2 hours.
b) RPO: 6 hours.
c) Backup Retention: 30 days.
d) Backup Location: Onsite and offsite.
iii. Class III – Latency for access not critical to support low IOPS data including critical IA data logging and long term storage archives (e.g., network attached iSCSI backbone connection and magnetic SATA drives).
a) RTO: 4 hours for critical services (e.g., messaging and file share).
b) RTO: 8 hours for all other services.
c) RPO: 12 hours.
d) Backup Retention: 10 days.
e) Backup Location: Onsite.
k) Document the analysis and assumptions for each proposed initiative.
l) Develop a POA&M for each of the proposed initiatives.
m) Perform a risk assessment for each of the proposed initiatives.
iii. The not to exceed prices for the Contractors proposed Technology Refresh Plan document, included as Attachment 9 in Section J of the contract, for each period will be definitized in accordance with H-16 and DFARS 252.217-7027.  Directed changes to the Technology Refresh Plan document, included as Attachment 9 in Section J of the contract, for each period will be handled under separate modification.   
iv. [bookmark: _GoBack]Propose alternate technology refresh strategies that comply with the NGEN performance requirements, support cost savings, provide service improvement, and/or provide technology insertion.  Optional technology refresh initiatives are provided in the Navy Technology Refresh and Modernization Planning Guidance document, listed as Attachment 15 in Section J of the contract.
a) Perform and document a trade space analysis of the alternative strategies, specifically where there are cost vs. performance trades, EOL or EOS vs. modernization trades, or competing modernization trades.    
b) Document the analysis and assumptions for each proposed initiative.
c) Develop a POA&M for each of the proposed initiatives.
d) Perform a risk assessment for each of the proposed initiatives.
b. Plan and execute the approved TRP in option years one through four. 
i. Develop detailed project plans for approved initiatives and enter into IMS.
ii. Develop and submit RFCs for approved TRP projects in accordance with Section 3.4.1.4 Change Management. (CDRL A015 – Request for Change)
iii. Develop a Bill of Materials (BOM) for each TRP project. (CDRL A019 – Installation Technical Documentation and Plans)
iv. Develop the Release and Deployment Plan(s) for the approved TRP projects to obtain approval from the ECCB in accordance with Section 3.4.16 Release and Deployment Management. (CDRL A028 – Release and Deployment Plan)
v. Test and report completion of required interoperability and compatibility for the technology refresh HW and SW. (CDRL A020 – Test Plan, CDRL A021 – Test Procedures, and CDRL A022 – Test Report)
vi. Install in accordance with Section 3.4.1.6 Release and Deployment Management and Section 3.5.1 Installation Support.
vii. Provide for the receipt, warehousing, distribution, and installation of technology refresh assets in accordance with the Configuration Management Implementation Plan (CMIP) and the Asset Management Implementation Plan (AMIP). 
viii. Dispose of GFP no longer supporting NGEN in accordance with FAR 52.245-1 Government Property.
c. Conduct monthly collaborative meetings with the Government to strategize and refine the TRPs including validating specified HW and SW conforms to approved or certified solution requirements.
i. Prepare a meeting agenda. (CDRL A001 – Meeting Agenda)
ii. Prepare TRP presentation material based upon the agreed agenda. (CDRL A002 – Presentation Material)
iii. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)
d. Provide the status of Technology Refresh and Modernization in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the ES Contractor shall:
a. Consolidate and provide an integrated TRP with input and agreement from the TXS Contractor. (CDRL A027 – Technology Refresh Plan)
b. Consolidate and provide an integrated Release and Deployment Plan (RDP) with input and agreement from the TXS Contractor. (CDRL A028 – Release and Deployment Plan)
c. Publish a consolidated technology refresh and deployment schedule, with input and agreement from the TXS Contractor, within 14 calendar days of receiving Government approved RFCs. (CDRL A006 – Integrated Master Schedule)
d. Consolidate, with input and agreement from the TXS Contractor, the status of Technology Refresh and Modernization in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall:
a. Provide input on the TRPs to the ES Contractor. (CDRL A027 – Technology Refresh Plan)
b. Provide input on the RDPs to the ES Contractor. (CDRL A028 – Release and Deployment Plan)
c. Provide input on the technology refresh and deployment schedule to the ES Contractor. (CDRL A006 – Integrated Master Schedule)
d. Provide input on the status of Technology Refresh and Modernization to the ES Contractor for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
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[bookmark: _Toc324343067][bookmark: _Toc307903285]Table 3.3-1: NGEN Useful Life of Assets 
	ENTERPRISE SERVICES

	Asset Grouping
	Useful Life
	Description

	ES End User Devices – Fixed
	4 Years
	Desktop Computers 

	ES End User Devices – Portable
	4 Years
	Laptops

	ES End User Devices – Desktop Virtualization 
	5-7 Years 
	Virtual Desktop

	ES Components
	4 Years
	Disk Drives and Peripheral Component Interconnect (PCI) Cards

	ES Printers
	5 years 
	Printers, Multi-Function Printers, and Scanners*

	ES Backup 
	5 Years
	Tape and Tape Drives

	ES SAN Solution
	5 Years
	SAN Disk Drives and Storage Systems

	ES Storage Array
	5 Years
	Disk Arrays

	ES Other Network Infrastructure
	5 Years
	Modems

	ES Servers
	5  Years
	Print Servers, other Blades, and Servers (e.g., DNS and file)

	ES End User Software
	5-10 Years
	As specified by the Software Provider

	ES Software
	5-10 Years
	As specified by the Software Provider based on EOL/EOS

	ES Facilities Equipment
	As Req
	Heating, Ventilating, and Air Conditioning (HVAC), Electrical System, Fire Detection and Suppression Systems, UPS, Battery, and Generator, Fuel Storage and Transfer, and all other facility related support systems with the exception of BAN and LAN GFE in dedicated wiring closets.

	TRANSPORT SERVICES

	Asset Grouping
	Useful Life
	Description

	TXS Other Network Infrastructure
	5 Years
	Access Concentrator, Analyzer, Converter, Hub, WAN Accelerator, and Wireless Access Point

	TXS Routers
	5 Years
	Gigabit Interface Converter (GBIC), Memory, and Router

	TXS Security Infrastructure
	5 Years
	Appliance, Firewall, IDP/IPS, Proxy, Crypto, and VPN

	TXS Switches
	5 Years
	Fan, GBIC, Memory, and Switch

	TXS Software
	5-10 Years
	As required based on EOS/EOL

	TXS Facilities Equipment
	As Req
	BAN and LAN GFE in dedicated wiring closets.


*As ordered

[bookmark: _Toc324343068][bookmark: _Toc324144658]Table 3.3-2: Average End User Network Storage Requirements
	    
	Personal File
Storage
	Primary Mailbox
Storage
	Archive Mailbox
Storage
	Command Storage
	Records Management
	DV End Users Only
	Public Folders

	VIP
	10 GB/User
	1 GB/User
	10 GB/User
	2 GB/User
	2 GB/User
	30 GB/User
	1 TB / Command

	MOC
	10 GB/User
	750 MB/User
	6 GB/User
	2 GB/User
	2 GB/User
	30 GB/User
	1 TB / Command

	Business
	5 GB/User
	500 MB/User
	4 GB/User
	2 GB/User
	2 GB/User
	30 GB/User
	1 TB / Command



[bookmark: _Toc324343069]Table 3.3-3: Minimum Storage Requirements
	
	Class I
	Class II
	Class III

	
	Enterprise Class
	Mid-Tier
	Economy

	Drive Type
	15K Revoltions per Minute (RPM) Serial Attached SCSI (SAS) or better
	10K RPM SAS or better
	7200 RPM SATA or better

	Performance IOPS per Array [minimum 25 disk depth per Logical Unit Number (LUN) set]
	Greater than or equal to 2100
	Greater than or equal to 1500
	Greater than or equal to 900

	Performance IOPS per Disk
	Greater than or equal to 175
	Greater than or equal to 125
	Greater than or equal to 75

	Availability inside the Data Center
	99.990%
	99.900%
	99.000%

	Data  Types
	Virtual machine OS, SQL databases for portal environments with high access, and other high IOPS applications
	Mailbox stores, organization file stores, PST, and individual file shares
	Archive, deduplication repository, and records management archive

	Battery Backup
	Yes
	Yes
	Yes




[bookmark: _Toc324342354][bookmark: _Toc324342359]
[bookmark: _Toc324342394]Outside Continental United States (OCONUS) Navy Enterprise Network (ONE-Net) Site Surveys
ONE-Net provides network and computing services via Theater Network Operations and Security Centers (TNOSCs) and Local Network Support Centers (LNSCs) located at fleet concentration areas throughout OCONUS. The three TNOSCs are located at Yokosuka, Japan; Naples, Italy; and Manama, Bahrain.  The Government intends to migrate ONE-Net into the NGEN environment and operate as one network.

The Contractors shall:
a. Develop a project plan and conduct site surveys to document the as-is environment for the following ONE-Net locations, including satellite locations supported by the hub sites below.  Site surveys may be conducted through physical site visits, remote data collection, or analysis of available documentation. (CDRL A024 – Implementation Plan)
i. Far East: Atsugi, Yokosuka, Sasebo, Misawa, and Okinawa, Japan; Korea; Guam; Singapore; and, Diego Garcia. 
ii. Europe: Rota, Spain; Souda Bay, Greece; Naples and Sigonella, Italy; and, Naval Support Facility (NSF), Romania.
iii. Middle East: Manama, Bahrain.
b. Submit the results of each site survey in the ONE-Net Site Survey template listed as Attachment 41 in Section J of the contract. (CDRL  A030 – ONE-Net Site Survey)
c. Submit a detailed plan to transition ONE-Net into the NGEN service delivery and management framework including the proposed design, HW and SW specifications, ROM cost estimate, and a BOM. Include in the plan a ROM cost estimate to operate and maintain ONE-Net as an integrated element of NGEN. (CDRL A031 – ONE-Net Report)

In addition to the above, the ES Contractor shall:
a. Consolidate the Site Survey forms, with input and agreement from the TXS Contractor, and attach to the ONE-Net Report. (CDRL A030 – ONE-Net Site Survey)
b. Consolidate the ONE-Net Report, with input and agreement from the TXS Contractor, and submit to the Government. (CDRL A031 – ONE-Net Report)

In addition to the above, the TXS Contractor shall:
a. Provide the ES Contractor input on the site surveys for submittal to the Government. (CDRL A030 – ONE-Net Site Survey) 
b. Provide the ES Contractor with input on the ONE-Net Report for submittal to the Government. (CDRL A031 – ONE-Net Report)

[bookmark: _Toc324342395]Enterprise Operations Services 
Enterprise Operations Services include the day-to-day activities required of the ES and TXS Contractors to provide end-to-end monitoring, management, administration, and maintenance for all NGEN services and infrastructure.  

Enterprise Operations Services are shared services.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

[bookmark: _Toc324342396]NetOps Contractor Network Operations Meetings
Provide SME participation in the NetOps Contractor Network Operations meetings held bi-weekly to evaluate service operations performance, provide DoD and DON service operations guidance, and assess the impact of the guidance.

[bookmark: _Toc314531411][bookmark: _Toc324342397]Network Operations Center (NOC) Services
The NOC Services provide 1) management and oversight of day-to-day operations and maintenance of the NGEN network and associated services; 2) support remote management and change control to the network and service environment; and, 3) respond to network service anomalies and incidents.

[bookmark: _Toc324342398]3.3.2.2.1 Government Directed Actions (GDAs)
Government Directed Actions (GDAs) may only be issued by Commander NETWARCOM or his designee.  GDAs must be within the scope of this contract and in accordance with the guidelines established by the NGEN Procuring Contracting Officer (PCO).  
a. GDAs are defined as operational direction from the Government to the Contractors that has been created to provide specific direction or amplification to an existing approved solution.
i. The Government requires the ability to direct the Contractor's work in certain areas related to security and daily operational aspects of the network.  In particular, the Operational Commanders may direct the Contractors to implement Information Assurance Vulnerability Advisories (IAVAs), Information Assurance Vulnerability Bulletins (IAVBs), Communications Tasking Orders (CTOs), etc., commonly referred to as GDAs without obtaining prior approval from the PCO. 
ii. The Contractors may request a deadline extension from the GDA issuing authority.
a) Extension requests must be delivered by the Contractors to the GDA issuing authority within the first half of the original “compliance window”.
b) The "compliance window" is the time between GDA issuance and its compliance deadline.
c) A POA&M that details how the Contractors will achieve compliance within the extended time period and mitigate vulnerabilities or negative service impacts during the delay must accompany the extension request.
d) The GDA issuing authority makes the extension approval decision.
iii. Properly submitted extension requests, which are approved by the GDA issuing authority, and are subsequently accomplished by the Contractors within the adjusted deadline constitutes compliance with the original GDA.
b. Operational direction involves specifying situation dependent actions, which must be taken immediately, or on short notice, within the existing technical capabilities of the network and accompanying systems.
i. Operational direction is given when time is critical and delay or inaction may adversely affect mission accomplishment, threaten the safety of personnel, cause damage or destruction of Government property, or the loss or compromise of sensitive information.
ii. Operational direction may incur risk associated with expeditiously implementing change on the network versus following controlled, deliberate processes.  Therefore, operational direction is given when it is determined that the risk of inaction or delay outweighs the risk posed by taking immediate action.
iii. Operational direction includes the ability to set priorities for contracted services, set priorities for the resolution of problems or deficiencies, and to direct changes in network security posture.
iv. When operational direction is given, the issuing authority accepts responsibility for the risk to network service that is subsequently incurred.  Operational direction includes the authority to:
a) Set priorities for delivery of services.
b) Set priorities for resolution of incidents and problems.
c) Direct responses to computer security incidents.
d) Direct computer network defensive actions and changes in network security posture.
c. GDAs will only be issued in response to:
i. General Service Incidents: Service and infrastructure related incidents (e.g., loss of service, poor performance, and service anomalies).
ii. Electronic Spillage: An incident where classified, Personal Identifiable Information (PII), CUI, NNPI, or COI information, is introduced on an IT system or network that is not authorized to hold or process such data.
iii. Unauthorized Disclosure: Any incident where information, data, or files have been made available to a person or persons who do not have authorized access.  
iv. Information Operations Condition (INFOCON) and Cyber Command Incidents: Incidents to increase the measurable readiness and operational capabilities of specific command networks for the Commander United States Strategic Command (USSTRATCOM) Headquarters, regional commanders, service chiefs, BPS and vessel commanders, as well as agency directors.
v. Investigations: Activities associated with complex incidents requiring more in depth data collection for command or law enforcement issues.
vi. Security Incidents: 
a) Perimeter Configuration Incident: Incident that requires the implementation or removal of a specific CND or network operational configuration that either blocks or permits network access.
b) Security Event (1): Efforts to address actual or potential CND event, incident, or identified threat.
c) Security Event (2): End user level intrusion (rogue systems).
d) Vulnerability Identification and Mitigation: Activities required to decrease, reduce, or eliminate a weakness in an 1) information system; 2) system security procedures; 3) internal controls; or, 4) implementation that could be exploited.

The Contractors shall:   
a. Confirm receipt of GDAs within 48 hours of direction in writing to the PCO and Commander NETWARCOM or his designee.
b. Notify the PCO and Commander NETWARCOM or his designee immediately in writing if the GDA is believed outside the scope of the contract.
c. Perform GDAs.
d. Report when execution of a GDA is initiated, provide progress reports as directed, and confirm completion to Commander NETWARCOM or his designee. 
e. Identify to the PCO and Commander NETWARCOM or his designee NGEN service performance impacts and service disruptions that resulted from GDA execution and contractual impact.
f. Request extensions to GDA deadlines and recommend actions for mitigation to risk or operational impact incurred by extension when the Contractors are unable to complete the GDA as required.
g. Assign each GDA service desk ticket as “Government Directed Action” and include the appropriate “Type”, “Item”, “Task”, “Purpose”, “End State”, “Severity”, and “Priority” for the event or incident.
h. Respond to all GDAs in coordination with the other service providers, with expediency consistent with operational and technical constraints and capabilities including Operational Commanders direction to implement IAVAs, IAVBs, and CTOs.
i. Accept GDA only from designated Government representatives and confirm receipt of direction in writing to the designated Government Representative issuing the direction.
a) Respond to all GDAs that originate either from verbal direction, a RFC, or a service desk ticket. 
b) Respond to GDAs  according to the following severity levels:
i. Severity 01 – Actions to be taken within one hour.  Initiate an email to the NNWC, Battle Watch Captain (BWC), or responsible parties detailing the actions required and timelines for accomplishment.
ii. Severity 02 – Actions to be taken within 12 hours.  Initiate an email to the NNWC, BWC, or responsible parties detailing the actions required and timelines for accomplishment.
iii. Severity 03 – Actions to be taken within 24 hours.  Initiate an email to the NNWC, BWC, or responsible parties detailing the actions required and timelines for accomplishment.
iv. Severity 04 – Actions to be taken within 48 hours.  Initiate an email to the NNWC, BWC, or, responsible parties detailing the actions required and timelines for accomplishment.
v. Severity 05 – Actions to be taken within 72 hours.
ii. Advise the GDA issuing authority of negatively impacted systems, operational risk, or potential performance measure failure associated with the execution of GDA. 
iii. Execute assigned GDA per the NGEN change management and CM processes described in the NGEN Process Definition Model listed as Attachment 11 in Section J of the contract, as required.
a) Request extensions to GDA deadlines and recommend actions for mitigation to risk or operational impact incurred by extension when the Contractors are unable to complete the GDA as required.           
b) Annotate all RFCs resulting from GDA as “Government Directed Action” and include the appropriate “Type”, “Item”, “Task”, “Purpose”, “End State”, “Severity”, and “Priority” for the event or incident.

In addition to the above, the ES Contractor shall:
a. Provide a verbal notification to the designated Government representative of completion of all severity level 1 or 2 service desk tickets.
b. Update, complete, and reassign all other service desk tickets to the Government for review and closure as time permits.
c. Update the Response to Operational Problem (RTOP) severity level status when events or incidents generate a RTOP.
d. Host and facilitate a meeting with the Government and provide a conference bridge for remote participation when the following GDA efforts are initiated:
i. Implementation of any INFOCON measures in accordance with Strategic Command (STRATCOM) Directive (SD) 527-1, Department of Defense Information Operations Condition (INFOCON) System Procedure, January 27, 2006.
ii. Implementation of any direction that results in loss of service including e.g., severing sites from the network or disabling specific network services or groups of end users.
iii. Implementation of any direction related to mitigating ongoing GDA activities on the network.
iv. In cases of urgent or compelling direction that cannot wait for the completion and transfer of GDA, the Government may declare an Emergency Condition (EMCON) authorizing the Government immediate physical control as well as technical change and configuration management based on the verbal order of the following individuals (only):  
a) Navy enclave – NOC Watch Officer (WO), NOC Operations Officer (OPSO), NOC Command Information Security Officer (CISO), or NOC NetOps Department Head (DH).
e. Provide a web based tool that automatically queries the service desk system to acquire all GDA types and generate required reports.  The tool must have a reporting capability to provide data on the following minimum fields:
i. Ticket Number.
ii. Category. 
iii. Type. 
iv. Severity.
v. Date and Time Created. 
vi. Description. 
vii. Required Completion Date. 
viii. Stop light status (color coded to reflect status of completion – i.e. green “on time”, red “passed completion”, and yellow “within 24 hours before expiration”).
ix. Status - Work in progress, resolved, and closed.
x. Date and Time Resolved.

In addition to the above, the TXS Contractor shall:
a. Coordinate with the ES Contractor to determine the appropriate actions and response to assigned GDAs.

[bookmark: _Toc324342399]3.3.2.2.2 General Network Operations Requirements
The Contractors shall:
a. Monitor and manage assigned infrastructure and services (e.g., capacity, performance, and utilization) in accordance with the Navy Cyber Forces Network Operations Command and Control Implementation Plan, version 1.4, dated July 2011.
b. Notify the Government NetOps community on the change in status of all assigned infrastructure.
c. Provide the status of compliance with IAVM directed actions, USCYBERCOM CTOs, and other GDAs for assigned components and functions in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 – Presentation Material)
d. Accept, distribute, track, and mitigate all assigned NetOps incidents in accordance with the incident management process described in the NGEN Process Definition Model, listed as Attachment 11 in Section J of the contract.
e. Generate an incident ticket when any NGEN EPMD or CPMD metric operates outside of thresholds. 
f. Address existing or emergent C2 issues and develop an agreed upon way ahead with the Government.

In addition to the above, the ES Contractor shall:
a. Operate and maintain the electronic dashboard that includes an integrated status of the infrastructure and services as well as events and incidents and the associated impacts and mitigation plans. 
b. Provide consolidated near real-time performance data to the Navy NetOps control authorities (C2 and BWC on both the Navy classified and unclassified networks) via electronic network management systems.
c. Operate and maintain the connection to and integration with the NNWC Enterprise Network Management System in accordance with the Navy Enterprise Services Profile, Network Operations Network and Systems Management, v1.0, December 16, 2010.
d. Consolidate, with input and agreement from the TXS Contractor, the status of compliance with IAVM directed actions, USCYBERCOM CTOs, and other GDAs in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall:
a. Coordinate with the ES Contractor to obtain the required access privileges to EPMD for the input and management of TXS information.
b. Provide input to the ES Contractor on the status of compliance with IAVM directed actions, USCYBERCOM CTOs, and other GDAs for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc324342400][bookmark: _Toc287383875][bookmark: _Toc289855821]Service Order Management
The purpose of Service Order Management is to plan, submit, review, fund, approve, receive, deliver, pre-invoice, and report on service requests.  

[bookmark: _Toc324342401]Ordering Tool Interface
Each Contractor shall: 
a. Develop and provide an electronic web-based capability with the technical capabilities to support the following:  
i. Provide an ordering capability that complies with the NGEN NET Interface Control Document listed as Attachment 12 in Section J of the contract. 
ii. Include secure transactions in conformance with DoD Public Key Infrastructure (PKI). 
iii. Retain ordering data, in compliance with FAR Subpart 4.7 Contractor Records Retention requirements.
iv. Integrate Contractor service catalog offerings with the NGEN Contract Line Item Number (CLIN) structure.
v. Add NGEN services and service attributes for incorporation into the Service Catalog contained in the Government owned and managed ordering tool (NGEN NET).
vi. Electronically acknowledge and send status of pending service orders to include:  
a) Order Accepted Notification – Send an electronic order notification within 24 hours of the timestamp from the ordering system. 
b) Order Rejection Notification – Provide electronic order notification within 24 hours of the time stamp in the ordering system and provide the reason with justification why the service request cannot be fulfilled.
c) Delivery Scheduled – Send an electronic order status notification.
d) Delivery Complete – Send an electronic order status notification.
vii. Provide electronic copies of invoices to the NGEN NET for pre-invoice validation:
a) Allow the Government to validate dates and quantities as presented or change the dates and quantities to reflect actual delivery. 
b) Reconcile discrepancies between the Government and Contractor records.
c) Provide accurate asset data in accordance with the AMIP. 
b. Support bilateral and unilateral orders and modifications.

[bookmark: _Toc324342402]Order to Delivery (OTD) 
OTD is the time from when the Contractor receives an order (i.e., service request) to the time the order is delivered to the requestor or designee.  
 		
For the orders received each Contractor shall:
a. Monitor queues for the execution of OTD service requests.
b. Submit additions and deletion to the queues as service requests are generated or fulfilled. 
c. Update and maintain the applicable OTD processes in conjunction with the Government and other service providers. 
d. Perform all tasks on the work order in the time stated in accordance with the SLRs provided in the NGEN Service Level Requirements listed as Attachment 13 in Section J of the contract.  

[bookmark: _Toc296924079][bookmark: _Toc298162392][bookmark: _Toc299082296][bookmark: _Toc299281779][bookmark: _Toc324342403]Directory Services
Directory Services provide central authentication and resource locator services that deliver a distributed computing environment.  These services support the management and use of file services, network resources, security services, messaging, web, e-commerce, white pages, and object-based services across NGEN.  The DoD Visitor capabilities are being piloted in CoSC and may be added as a separately negotiated requirement after contract award. 

Directory Services are shared services.  The ES Contractor is the primary service provider, and the TXS Contractor is the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall:
a. Use Government-provided Alternative Logon Token (ALT) for system administrator access.
b. Maintain, for the assigned services and systems, a directory structure within the NGEN forest to support the integration of DoD networks (e.g., the Consolidated Afloat Networks and Enterprise Services and other ashore services as designated by the Government). 
c. Establish, test, and maintain the required secure network interfaces between the prescribed end points needed to support directory synchronization.

In addition to the above, the ES Contractor shall:
a. Maintain top-level Active Directory (AD) administrator accounts.
b. Provide support for the TXS Contractor functions by enabling: 1) distributed access to network management tools; 2) network-enabled devices for configuration change; 3) testing; and, 4) maintenance-related activities. 
c. Comply with the current naming conventions.
d. Operate and maintain Directory Services:
i. Group Policy management.
ii. Monitoring of replication speed.
iii. Maintenance of the .dit file.
iv. Perform schema extensions.
v. Cleanup of orphaned objects and inactive end user and computer objects as directed by the Government.
vi. End user provisioning.
vii. Apply security updates as directed by the Government.
e. Provide ability to browse the Global Address List (GAL) via Outlook and Outlook Web Access (OWA).
f. Support existing AD interfaces and integration capabilities between the NGEN DON Directory structure and the Defense Enrollment and Eligibility Reporting System.
g. Provide capability for local, mobile, and remote end users, devices, and applications to access directory services where NGEN connectivity is available.
h. Monitor the status of AD components such as AD Application Mode Suites, and AD trusts within the NGEN enclave via Boundary 1(B1), DMZ, and B2 connections.  
i. Maintain synchronization of all existing GAL Interop contacts on the classified network with internal DON partners [e.g., ONE-Net, Bureau of Medicine, and IT for the 21st Century (IT-21)] and the Defense Intelligence Agency, as directed by the Government.
j. Maintain synchronization of all currently defined attributes contained in AD on the classified network with internal DON partners (e.g., ONE-Net, Bureau of Medicine, and IT-21) and the Defense Intelligence Agency every 24 hours or less.
k. Establish and maintain synchronization of the directory with external directories in other designated trusted networks (e.g., Naval, DoD, and Federal). 
l. Synchronize the following attributes:
i. Surname.
ii. Given-Name.
iii. Initials.
iv. Generation-Qualifier.
v. Personal-Title.
vi. Company.
vii. Department.
viii. Electronic Data Interchange - Personal Identifier (EDI-PI).
ix. Phone number.
x. Email-Addresses.
xi. Title.
xii. Country-Of-Citizenship.
xiii. Employee-Type.
xiv. Display-Name.
xv. Obj-Dist-Name.
xvi. Locality-Name.
xvii. End User Certificate.
m. Synchronize Directory to Joint Enterprise Directory Service (JEDS).  The Government intends to transition from JEDS to Identity Synchronization Service (IdSS). 
n. Provide directory responsiveness report in accordance with Government defined parameters. 
o. Establish a directory structure within the NGEN forest to integrate DoD network directories.

In addition to the above, the TXS Contractor shall:
a. Maintain directory synchronization with the JEDS through the appropriate transport boundaries by establishing, testing, and maintaining the required secure network interfaces between the prescribed end points.
b. Operate and manage AD-enabled TXS infrastructure components via supplied, role-based, and delegated AD administrative accounts and group memberships provisioned by ES Provider.  TXS-specific administrative accounts will be provisioned with the appropriate level of permissions and privileges within dedicated TXS OUs to effectively manage all TXS components provisioned within the TXS OU hierarchy.
c. Utilize delegated administrator accounts to support TXS functions by enabling distributed access to network management tools and network-enabled devices for configuration change, testing, and implementation of new capabilities.
d. Provide secure network TXS capability for local, mobile, and remote end users, devices, and applications to reliably utilize and authenticate against Directory Services.
e. Operate and maintain the underlying TXS elements supporting the delivery of Directory Services within the NGEN enclave, B1, B2, B3, DMZ, COI, and Transport Boundary. 

[bookmark: _Toc324342404]Application Server Connectivity
The ES Contractor shall:
a. Provide the following basic services to support physical and virtual Navy command owned application servers connected to NGEN as outlined in the Ongoing Infrastructure Engineering Support document listed as Attachment 32 in Section J of the contract.  
i. Connect command owned servers to include migration and configuration of Domain Name System (DNS).
ii. Register the DNS reverse pointer records obtained from the TXS Contractor for each assigned IP address.
iii. Register public DNS host records for each IP address in the public network name space.  
iv. Duplicate the DNS records for all IP addresses publicly accessible through the B1 in accordance with the Navy Ports, Protocols, and Services (NPPS) Manual, Version 1.5, November 16, 2010.
v. Notify by email or telephone the Government’s identified POC when the ES Contractor determines the cause of an incident ticket regarding access to a Government application is not the Contractor’s responsibility.  
vi. Provide standard AD Services including the use Windows Lightweight Directory Access Protocol (LDAP) services for the server.
vii. Place servers in predefined OU.  
viii. Implement one-way AD incoming domain trusts for each non-NGEN legacy AD domain.
ix. Provide the server access to NGEN Simple Mail Transfer Protocol (SMTP) relay services up to 120,000 messages per day.  
x. Provide the servers access via File Transfer Protocol (FTP) and Secure FTP (SFTP) protocols to an anonymous FTP drop box service within the DMZ.
xi. Provide the servers access to a Network Time Protocol (NTP) source for the server via the NGEN AD domain controllers or an inner router. 
xii. Provide the capability for the server to print to network printers using Windows print services and Line Printer Request (LPR).  The use of LPR is contingent upon receipt of all Government required approvals.
xiii. Provide service desk support for all command owned servers within the NGEN environment.
b. Provide the following uplift services to support physical and virtual Navy command owned application servers connected to NGEN as outlined in the Ongoing Infrastructure Engineering Support document, listed as Attachment 32 in Section J of the contract.
i. Provide the capability for the application server to lease dynamic IP addresses on the NGEN Dynamic Host Configuration Protocol (DHCP) server. 
ii. Provide access and method for the Government to obtain a complete DNS listing for its servers.
iii. Provide a pointer record for external DNS servers.
iv. Add or update DNS entries upon submission of new or changed DNS entries.
v. Enable NGEN DNS name resolution capability for the server and ongoing support for the connection.  
vi. Provide configuration and maintenance for IPV6 DNS.
vii. Provide authoritative resolution of additional name spaces for public or private records using forward lookups.  
viii. Configure a dynamic or static NGEN Windows Internet Naming Service (WINS) entry for the application server.
ix. Configure network access to Government provided, non-Windows LDAP services for each server.
x. Configure appropriate network access to allow remote management of servers.  
xi. Install and maintain dedicated instances of OCSP software installed as part of Microsoft Internet Security and Acceleration (ISA) Server in support of each application.
xii. Host primary DNS zones for legacy environments outside the network as needed to support the operation of each application server. 
xiii. Configure appropriate network access to allow remote management of servers.
xiv. Provide the server access to NGEN SMTP relay services in excess of 120,000 messages per day.

[bookmark: _Toc324342405][bookmark: _Toc274636133][bookmark: _Toc291701573][bookmark: _Toc294303843][bookmark: _Toc295739929][bookmark: _Toc296924081][bookmark: _Toc298162394][bookmark: _Toc299082298][bookmark: _Toc299281781][bookmark: _Toc292193196]Security Configuration and Management Services 
Security Configuration and Management Services provides an enterprise wide security compliance capability that scans and remediates NGEN servers, services, and all end points for out-of compliance conditions such as changed settings, outdated patches, and illicit SW.  

Security Configuration and Management Services are shared services.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider; except for Network Cryptography Services where TXS Contractor is the primary service provider.  The Contractors shall collaborate with each other and other service providers to provide the services as described below.

The Contractors shall comply with the IA references listed in Table 2.1‑2.

In addition to the above, the ES Contractor shall:
a. Integrate and correlate data across the NGEN systems, servers, services, and end points to measure, monitor, remediate, and remove threats to the environment. 
b. Implement, operate, and maintain IA capabilities including:
i. Network Access Control (NAC).
ii. Anti-malware appliances, HW, and SW.
iii. Host-Based Security System (HBSS) and supporting infrastructure.
iv. Anti-spam.
v. Mail filtering.
c. Correlate data and manage information from all IA sensors and devices (e.g., profiling of end-to-end threat vectors). 
d. Recommend design, plan, and implementation actions as required by each of the Cyber Readiness Conditions and execute in accordance with Government approval. 
e. Validate and maintain the current network and system configuration baseline of all ES IA items and required security attributes within the CMS in accordance with the approved CM Implementation Plan.
f. Maintain and update the CND identified HW and SW functionality in accordance with DoD and DON directives (e.g., CTOs).
g. Provide the Government with administrative privileges to measure, analyze, document, distribute, and mitigate Security Configuration Management (SCM) across the NGEN environment.
h. Implement and remediate SCM items.
i. Manage SCM of assigned IA devices including:
a) Central administration of overall NGEN SCM status.
b) Execution of monthly SCM scanning.
c) SCM data collection and analysis.
d) Mitigation of assigned SCM configurations. 
i. Execute end-to-end data correlation, multi-vector threat analysis, as well as enterprise integration and coordination of IA functions and capabilities. 
j. Provide SCM status information in the Monthly Status Report and, depending upon the agenda, the PMR presentation. Examples of SCM status information are total SCM items addressed with a breakout of the total items completed and total items open and estimated time to closure. (CDRL A010 - Monthly Status Report and CDRL A002 – Presentation Material)
k. Analyze information systems and networks to identify potential security weaknesses and exposures to known threats.
i. Provide performance measurements, logs, and information feeds from the security monitoring systems [e.g., HBSS and Intrusion Prevention System (IPS)]. 
ii. Provide access to historical data for 90 days through standard protocols [e.g., Extensible Markup Language (XML) Simple Object Access Protocol]. 
iii. Integrate, operate, and maintain DoD provided standard vulnerability scanning tools.  Incorporate revisions and updates within 120 calendar days of DoD release.
iv. Provide Routine Vulnerability Scans Analysis Report. (CDRL A032 – Technical Report)
v. Provide an updated Plan of Actions and Milestones (POA&M) every 90 calendar days with the status of any outstanding vulnerability. 
l. Operate and maintain the current Government provided SCM tools and databases.
i. Report the availability, capacity, and performance of the security infrastructure and services for which ES is responsible. (CDRL A010 – Monthly Status Report)
ii. Provide access and resources (e.g., personnel, equipment, and tools) to authorized third party evaluators performing vulnerability evaluations (e.g., Independent Verification and Validation).
iii. Update SCM tools and database signature files every two weeks or as necessary.  In the event of GDA, start implementation to update signature files within 24 hours.
m. Collaborate with the TXS Contractor on the SCM of TXS IA devices. 

In addition to the above, the TXS Contractor shall:
a. Maintain security configuration of TXS IA devices (e.g., IPS and firewall) in collaboration with the ES Contractor. 
b. Analyze TXS systems and networks to identify potential security weaknesses and exposures to known threats.
c. Implement IA vulnerability alerts, bulletins, and technical advisories for TXS components per Government direction.
i. Report status of implementation progress. (CDRL A010 – Monthly Status Report)
ii. Recommend design, plan, and implementation actions for TXS security components as required by each of the Cyber Readiness Conditions and execute Government approved actions.

[bookmark: _Toc298162395][bookmark: _Toc299082299][bookmark: _Toc299281782][bookmark: _Toc324342406]Security Operations Center (SOC) Services 
SOC is a centralized unit in an organization that deals with organizational and technical security issues.  The SOC provides security situational awareness of the myriad of networks, systems, and applications and defends that grid from potential cyber threats.  SOC services include functions such as planning, management, testing, implementation, maintenance, operation, reporting, and upgrading.  

For the assigned services and systems, the Contractors shall:
a. Provide a single point of contact, by name, to receive, report, and manage all IAVM alerts:
i. Implement a process for emergency IAVM alerts to accommodate accelerated timelines.
ii. Report status through the designated Government reporting mechanisms (i.e. Online Compliancy Reporting System and Vulnerability Management System):
a) Provide incident and event reporting. 
b) Report on IAVM compliance. 
c) Provide incident logs. 
b. Operate and maintain all assigned IA and CND systems.
c. Provide security event data feeds to the CND databases in accordance with Section 3.3.7 Security Event Management Services. 

In addition to the above, the ES Contractor shall:
a. Maintain the IA COP on NGEN system status consoles.
b. Investigate suspicious activities and classify incidents in accordance with: 1) Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011; and, 2) NGEN Incident Management process described in the NGEN Process Definition Model listed as Attachment 11 in Section J of the contract.
c. Report suspicious activities via the incident ticket tracking system, in accordance with the NGEN Incident Management process described in the NGEN Process Definition Model listed as Attachment 11 in Section J of the contract. 
d. Generate, archive, and provide Government access to activity and event component logs as directed by the Computer Network Defense Security Provider (CNDSP):
i. Provide an automated logging aggregation system that compresses, correlates, and provides for an analysis of logged data from Government identified sources (e.g., host audits, networks, and HBSS). 
ii. Monitor and analyze logs to identify unauthorized or illegal activity.
iii. Provide access to the CNDSP to enable and support data mining for the correlation of security events.
iv. Collect, archive, and provide access to all NGEN transactional information captured during the auditing process.
v. Retain security audit data in accordance with DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003.
e. Support and comply with Government directed CND Response Actions (RAs):
i. Evaluate the impact of Government directed configuration changes.
ii. Provide a written assessment of adverse impacts to end user services and potential Course of Actions. (CDRL A032 – Technical Report)
f. Comply with formal security classification and operational security guidance related to the generation, transmission, storage, and destruction of CND related incidents, countermeasures, and vulnerabilities. 

In addition to the above, the TXS Contractor shall:
a. Utilize the following audit and monitoring technologies for IA and CND to CNDSP(s) as directed by the Government for TXS security components.
i. Security Event Correlation Tools to enable the Government to determine compliance of system activities in accordance with security policies.
ii. Computer Forensic Tools to identify, extract, preserve, and document computer-based evidence.
iii. Capture of all transactional information during the auditing process and retain security audit data.

[bookmark: _Toc298162396][bookmark: _Toc299082300][bookmark: _Toc299281783][bookmark: _Toc324342407] Data at Rest (DAR) Services
DAR Services is a protection system comprised of the HW and SW used to encrypt stored data.  

The ES Contractor shall:
a. Provide all licenses and license maintenance, except for Government directed licenses provided as GFP, for the SW functionality and respective Contractor assigned services and tasks in accordance with the CoSC Master Software List document, listed as Attachment 18 in Section J of the contract.  
b. Provide DAR services on all NGEN end user end points using DoD approved solutions in accordance with Joint Task Force–Global Network Operations (JTF-GNO) Communications Tasking Order (CTO) 08-001, Encryption Of Sensitive Unclassified Data At Rest (DAR) On Mobile Computing Devices and Removable Storage Media Used Within the DoD, August 22, 2008. 
i. Encrypt all end user partitions using full disk encryption, content protection, or an equivalent DoD approved encryption system.
ii. Authenticate end users with their DoD approved smart card prior to loading the disk encryption key and booting the operating system.
c. Encrypt all data written to removable storage media.
d. Provide Government access to DAR encryption keys (e.g., a workstation encryption key), DAR administrator credentials, and DAR management servers and databases.
e. Provide forensic-level data recovery services when end user hard disks or the DAR full disk encryption solution fails and those end points are without an automated client data backup and restore services.

[bookmark: _Toc298162397][bookmark: _Toc299082301][bookmark: _Toc299281784][bookmark: _Toc324342408]Network Cryptography Services
Network Cryptography Services is the use of encryption technology to cryptographically separate information at different levels of classification that permits that information to be communicated via a common infrastructure and even “tunneled” across a non-secure public Internet.  This service does not include multi-level security.  

The TXS Contractor shall:
a. Operate and maintain VPN connections between all points of presence for the unclassified network.
b. Operate and maintain Government provided Type 1 encryption when supporting classified and coalition networks.
i. Encrypt all classified traffic on a BPS with Type 1 Encryption when Protected Distribution Systems is not available. 
ii. Encrypt all classified traffic (voice, video, and data) that utilizes unclassified Wide Area Network (WAN) with Type 1 encryption.
c. Manage and safeguard Government provided encryption products and keying materials in accordance with EKMS-1 Series, Communication Material System Policy and Procedures for Navy Electronic Key Management System (EKMS), October 8, 2008.  No other policies or procedures are authorized.  
d. Implement bulk encryption for Government-directed transmission channels in accordance with Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011.
e. Provide and maintain Government approved boundary VPN HW and SW including:
i. Cryptographic modules.
ii. Key generation.
iii. Key distribution-DoD medium assurance PKI for public key distribution using class 4, X.509 version 3 certificates, with HW tokens for protection of private keys.  This requirement applies to system administrators, security administrators, and remote end users.
iv. PKI tokens to DoD PKI roadmap and Federal Information Processing Standard (FIPS) 171 key management using ANSI X9.17, Key Management Using American National Standards Institute, 1985. 
v. Internal device Key destruction.
vi. Data encryption-Either 128-bit Advanced Encryption Standard in accordance with: 
a) Federal Information Processing Standard (FIPS) pub 197, Data Encryption Advanced Encryption Standard (AES), January 15, 2009. 
b) Data Encryption Standard Federal Information Processing Standard (FIPS) pub 46-3, Data Encryption Standard (DES), March 20, 2009. 
c) Elliptical Curve Digital Signature Algorithm (ECDSA), or current DoD cryptographic standard.
vii. Protocol-Internet Engineering Task Force IPsec, in accordance with the below sub-paragraphs: 
a) Request for Comments 4301 – Security Architecture for the Internet Protocol, December 2005. 
b) Request for Comments 4303 – IP Encapsulating Security Payload (ESP), December 2005.  
c) Signature functions – PKCS #1 v2.1: Rivest, Shamir, & Adleman (RSA) Cryptography Standard, June 14, 2002 with cryptographic key size modules of at least 1024 bits/group 2, e=65537 meeting. (The Authentication Header will not be implemented).
d) Federal Information Processing Standard (FIPS) pub 186-3, Digital Signature Standard (DSS), June 2009.  (The Authentication Header will not be implemented).
viii. Key exchange functions Diffie-Helman algorithm and cryptographic key size of 1024 bits/IPsec group 2 or 1536/IPsec Group 5 to meet Request for Comments (RFC):
a) RFC 4301 – Security Architecture for the Internet Protocol, December 2005.
b) RFC 4303 – IP Encapsulating Security Payload, December 2005.
c) RFC 5996 – Internet Key Exchange Protocol Version 2 (IKEv2), September 2010.
d) RFC 5998 – An Extension for EAP-Only Authentication in IKEv2, September 2010.
e) RFC 6040 – Tunneling of Explicit Congestion Notification, November 2010.
f) RFC 6379 - Suite B Cryptographic Suites for IPsec, October 2011.

[bookmark: _Toc324342409]Application Server Connectivity
The ES Contractor shall:
a. Perform Interim Authority to Connect (IATC) security scans of servers for placement on NGEN.  Provide the appropriate Government POC with the results of the IATC security scans.  
b. Perform expedited security scans for the Government to replace or rebuild servers reconnect into the domain.
c. Perform and report anti-virus scans monthly on the non-NGEN servers.
d. Provide anti-virus signature updates on the non-NGEN servers.
e. Host Government specified anti-virus definition files and anti-virus engine updates for use on each server.  
f. Operate and maintain HBSS capabilities for all command owned servers within the NGEN environment.  
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Boundary, DMZ, and COI Services provide protection to NGEN, including the management and operation of the boundaries.  
	
Defense-in-Depth includes defense mechanisms at each of the following five boundaries:
a. Transport Boundary: Internal facing intranet transport.
b. Boundary 1 (B1): Trusted to Un-trusted WAN.
c. Boundary 2 (B2): Trusted to Trusted Network (e.g., ONE-Net and IT-21).
d. Boundary 3 (B3): COI.
e. Boundary 4 (B4): Application and host level.

These five boundaries are defined in the Ongoing Infrastructure Engineering Support document listed as Attachment 32 in Section J of the contract.

Boundary, DMZ, and COI Services are shared services. The TXS Contractor is designated as the primary service provider, and the ES Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall comply with the IA references listed in Table 2.1‑2.

In addition to the above, the ES Contractor shall:
a. Update and maintain the end-to-end security architecture design for boundaries, DMZs, and COIs in coordination with the TXS Contractor.
b. Operate and maintain ES assigned boundary, DMZ, and COI components.

In addition to the above, the TXS Contractor shall:
a. Operate and maintain the NGEN security boundaries:
i. B1 security boundaries between NGEN and the NIPRNet or SIPRNet.
ii. B2 boundaries between NGEN and other networks.
iii. B3 boundaries between NGEN and specified NGEN COIs.
iv. Unclassified and classified transport boundaries that connect all NGEN sites.
v. Deployable Site Transport Boundaries (DSTBs).
b. Provide the transport components to support the implementation, operations, and maintenance of training classrooms at existing Navy classroom locations.  Maintain a COI network solution that supports access to NGEN training resources from other networks and NGEN electronic classroom seats.
c. Provide its portion of the end-to-end architecture design documentation to the ES Contractor for incorporation into the architecture documents submitted to the Government.

[bookmark: _Toc324342411]External Network Interface Services
External Network Interface Services provide a network interface between the NGEN enclave and the Defense Information Systems Network (DISN) NIPRNet and SIPRNet, DoD DMZ, ONE-Net, IT-21, Consolidated Afloat Network and Enterprise Services, commercial internet service providers, Defense Switched Network (DSN), and other networks.  

The ES Contractor shall provide up-to-date situational awareness of external interface services, devices, and resources associated with service and network deep packet inspection including:
a. Behavior-based intrusion detection.
b. Malware inspection.
c. Uniform Resource Locator (URL) filtering.
d. Hypertext Transfer Protocol (HTTP) filtering.
e. Hypertext Transfer Protocol Secure (HTTPS) inspection.

The TXS Contractor shall:
a. Provide Tier 2 and 3 Service Desk end user support, as described in Section 3.3.17 Service Desk Services, for network services including network recovery.
b. Provide B1 solutions to support Layer 2 and Layer 3 VPN, with the capability to remotely manage, monitor, and administer network interfaces from the Navy NOCs. 
c. Maintain classified and unclassified B1 configurations in accordance with: 
i. DoDI 8551.1 Ports, Protocols, and Services Management (PPSM), August 13, 2004.
ii. Navy Ports, Protocols, and Services (NPPS) Manual, Version 1.5, November 16, 2010.
iii. DISA Enclave STIG included in the DISA STIGs.
iv. IAVM notices.
d. Operate and maintain B1 terminal services interfaces that support secure Layer 2 and Layer 3 traffic and protocol, and allow traffic from S&T seats to the server farms (currently Citrix SW).
e. Operate and maintain logical or physical interfaces to the DSN for basic voice transport from premise switches that are either part of a campus or BANs.
f. Operate and maintain B1 network interfaces to local telephone line Incumbent Local Exchanges Carriers (ILECs), Competitive Local Exchange Carriers (CLEC), and Inter-Exchange Carriers (IECs) via T1 interfaces that support an Integrated Services Digital Network - Primary Rate Interface (ISDN-PRI).
g. Install, operate, and maintain Generic Transport Service Extension (GTSE) services. 
i. Implement GTSE to support unfiltered connectivity to NIPRNet from the NOC premise router.
ii. Configure network devices to allow proper routing of GTSE traffic.

[bookmark: _Toc324342412]Maritime Operations Center (MOC) and Command and Control (C2) Services
MOCs support the Navy’s C2 mission through interoperable Command, Control, and systems.  The MOC provides a flexible, robust command center capability that directs maritime operations and collaborates with joint, interagency, and multinational partners.  
MOCs are located at:
a. United States Fleet Forces (USFF) - Norfolk, VA.
b. Commander Pacific Fleet (CPF) - Makalapa, HI.
c. Commander Tenth Fleet (C10F) - Ft. Meade, MD.
d. Commander Third Fleet (C3F) - San Diego, CA.
e. Commander Fourth Fleet (C4F) - Mayport, FL.

There is also a separate C2 enclave at the USPACOM Headquarters, Camp Smith, HI.  

The Contractors shall provide local onsite Tier 3 service desk support at each MOC location and at USPACOM Headquarters, Camp Smith, HI.  Tier 3 service desk support requires a 24x7x365 presence for complex service requirements that may require certified systems engineers or touch labor.

[bookmark: _Toc324342413]Demilitarized Zone (DMZ) Services
A DMZ is a logical and physical framework that allows protected access to resources from both internal and external networks.  An extended-DMZ (e-DMZ) Extension, for the purpose of this document, is a combination of HW and SW that creates a logical addition from a different physical facility to 1) the DMZ resources; or, 2) a single zone in the e-DMZ.  

The ES Contractor shall operate and maintain public facing servers.

The TXS Contractor shall:
a. Operate and maintain interfaces to the external firewall that permit allowable data communications between the DMZ and the external network.
b. Operate and maintain interfaces to an internal firewall to allow communication between the public and private zones.
c. Operate and maintain the remote management for DMZ infrastructure devices.
d. Operate and maintain the NGEN DoD DMZ Extension infrastructure components to support standard and mission critical levels of availability and performance at the three NOCs, all e-DMZ Extensions, and all e-DMZ Zone Extensions.   
e. Configure static and routable IP addresses in public zones. 
f. Enable VPN connections to extend public zones to DMZ Extensions.
g. Configure and maintain approved NGEN end user access into the DMZ. 
h. Enable VPN connections to extend private zones to DMZ Extensions. 
i. Operate and maintain NGEN DMZ Intrusion Prevention Systems.
j. Maintain redundant switches and dual network interface cards to provide alternate paths within the DMZ.
k. Maintain a Network Address Translation (NAT) capability to support the IP space required for DMZs and B3 COIs.
l. Encrypt traffic via Internet Protocol Security tunnels established between the DMZ firewalls and firewalls used at the perimeter of the extension security zones to maintain appropriate security posture.
m. Design, implement, and maintain the TXS components of the end-to-end security architecture in coordination with the ES contractor. 
n. Operate and maintain asymmetric application acceleration to load balance servers in the public facing zones. 

[bookmark: _Toc324342414]Deployable Site Transport Boundary (DSTB) Services
DSTB services consist of NGEN components that augment existing services to provide a mobile virtual NGEN environment.  A single DSTB contains HW and SW for switches, routers, VPN and WAN equipment, and associated spares.  

The ES Contractor shall:
a. Apply SW and security patches for all assigned components or elements at least once a month during deployment.
b. Maintain services over high latency circuits (satellite connection).
c. Maintain DSTB service via Satellite Communications (SATCOM) link while deployed.

The TXS Contractor shall:
a. Configure components for new DSTBs.
b. Maintain and operate DSTB components.
c. Perform preventative and corrective maintenance on elements of DSTBs prior to deployment.
d. Maintain non-deployed components for DSTBs.
e. Apply SW and security patches for all assigned components or elements at least once a month during deployment.
f. Deliver TXS equipment and Pack-up Kits (PUK) in coordination with the Government to end users and commands for the support of deployed units at non-NGEN sites or for use across network management domains.  PUKs consist of:
i. Five percent whole unit and five percent hard drive of total deployed seats (fractional percentages will be rounded up to the next whole number).
ii. Imaging tool to reimage any seat during deployment.
iii. One copy of deployable process documentation.
iv. Basic Input Output System (BIOS) password for unit IT to properly manage seats while on deployment.
v. DAR CD's for troubleshooting and recovery of seats that experience DAR encryption problems for the unit IT to manage seats while on deployment.
vi. Deployable related training.
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MDP Services provide end-to-end network-based and host-based (server and client) anti-malware capabilities.  MDP services use a range of DoD approved SW and HW appliances throughout NGEN to enhance its security architecture.  Centralized management and reporting are included as part of MDP services.  

MDP are shared services.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall:
a. Provide all licenses and license maintenance, except for Government directed licenses provided as GFP, for the SW functionality and respective Contractor assigned services and tasks in accordance with the CoSC Master Software List document, listed as Attachment 18 in Section J of the contract.  
b. Comply with the IA references listed in Table 2.1‑2.
c. Take corrective action as directed by the Government to malware alerts.

In addition to the above, the ES Contractor shall:
a. Scan installed storage devices at least every 30 days or upon GDA.
i. Scan files and data dynamically as they are accessed.
b. Monitor and conduct incident response to alerts generated by the anti-malware SW.
i. Provide the Government with automatic malware alert feeds in a method and format compatible with the Government CND systems.  No other malware reports should be generated without the authority of the Navy CNDSP(s). 
ii. Conduct a one-time enterprise wide, full system scan within 45 days of completing Phase-in as described in the Transition Services section of the PWS. 
iii. Conduct a full system scan of specific workstations and servers upon GDA.
iv. Actively investigate newly discovered or emerging anti-malware that affects system devices. 
v. Monitor anti-malware organization advisories and websites.
vi. Operate and maintain boundary anti-malware capabilities to protect servers, services, and end points by integrating and correlating the following:
a) URL filtering.
b) Anti-malware inspection.
c) Intrusion prevention.
d) Application and network layer firewall.
e) HTTP and HTTPS inspection.
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SEM Services provide the ability to monitor and correlate security events that are generated from identified networked devices and sensors such as firewalls, IPSs, and anti-malware within NGEN using Government approved filtering strategies and designs.  

SEM Services are shared services.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall:
a. Comply with the IA references listed in Table 2.1‑2.
b. Provide all licenses and license maintenance, except for Government directed licenses provided as GFP, for the SW functionality and respective Contractor assigned services and tasks in accordance with the CoSC Master Software List document, listed as Attachment 18 in Section J of the contract.

In addition to the above, the ES Contractor shall:
a. Provide SEM tools, data correlation, and analysis reporting for all NGEN IA sensors and capabilities including (e.g., IPSs, anti-malware, scanners, and HBSS). (CDRL A032 – Technical Report)
b. Provide the Government access to the SEM systems with the functionality to establish use cases and run queries. 
c. Integrate data feeds from designated TXS systems into the SEM.

In addition to the above, the TXS Contractor shall provide near real-time data feeds from designated TXS systems to the SEM system.
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Intrusion management refers to the process of utilizing an intrusion detection and prevention product that will collect security intrusions events from NGEN to comply with DON directives, analyze network traffic, and provide personnel with a centralized security event view.  

The ES Contractor shall:
a. Implement updated signatures on the NGEN sensor grid as soon as possible and no later than 24 hours after approval of the updated signatures.
b. Provide IAVM and analysis services:
i. Conduct routine vulnerability and compliance scans on at least 90% of online systems, twice a month using DoD standards, commercially equivalent tools, or other tools as directed by the Government.
a) Utilize the latest Government approved and provided configuration and definition files.
b) Analyze and provide results of the vulnerability scan. (CDRL A032 – Technical Report) 
c) Remediate SW vulnerabilities and system misconfigurations identified in routine scans, unless otherwise approved by the Government.
i. Provide a POA&M if the remediation actions cannot be accomplished by the assigned completion date.
d) Remediate vulnerabilities and misconfigurations identified by approved external network assessments.
i. Provide a POA&M if the corrective actions cannot be accomplished by the assigned completion date.
ii. Implement Government directed signatures within 24 hours in rapid deployment scenarios (e.g., zero day vulnerabilities).
c. Conduct host based intrusion detection monitoring and prevention on all devices that support HBSS:
i. Provide administrator access on the HBSS management servers to the designated Government POCs.
ii. Implement only Government approved policies, configurations, and signatures on the host based sensors and management servers.
iii. Provide data feeds from all HBSS intrusion detection and prevention modules for incorporation into the HBSS Enterprise Security Incident Management System.
iv. Maintain Government provided components of HBSS at the most current baseline (e.g., CTOs and IAVMs).
v. Implement additional HBSS modules as approved by the Government.
vi. Provide operational status information, including health and performance statistics of the HBSS managers and related SW repository servers, in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Materials)

The TXS Contractor shall:
a. Configure, operate, and maintain the TXS elements of the NGEN Sensor Grid within the security infrastructure to provide intrusion signature data from multiple sources [e.g., firewalls, IPSs, and Intrusion Detection Systems (IDS)]. 
b. Operate and maintain TXS components of the CND systems (e.g., firewalls, IPS, and IDS):
i. Update sensor SW in accordance with the NGEN Change Management process described in the NGEN Process Definition Model listed as Attachment 11 in Section J of the contract. 
ii. Provide access to the Government for the review of sensor or appliance log data as required.

[bookmark: _Toc298162409][bookmark: _Toc299082312][bookmark: _Toc299281793][bookmark: _Toc324342418]Security Incident Handling Services
The Contractors shall:
a. Perform Security Incident Handling Services in accordance with Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011.
b. Provide incident response isolation for a specified network or system device upon Government provided direction to each Contractor’s designated POCs. 
i. Within 30 minutes for servers.
ii. Within 15 minutes for end points.
c. Provide evidence collection:
i. Capture electronically volatile incident data and provide within 1 hour as directed by the Government.
ii. Provide magnetic and optical media related to a network incident utilizing the Government chain of custody procedures.
iii. Support the restoration of network and system devices to the approved baseline.

In addition to the above, the ES Contractor shall: 
a. Develop, operate, and maintain a CND Incident and Event Reporting System that provides automated ticket forwarding to the reporting CNDSP either by direct interface or XML output.
i. Operate and maintain data feeds that meet all CNDSP reporting requirements.
ii. Provide Contractor-acquired information to the CNDSP; additional disclosures cannot be made without Government approval. 
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Audit and Accountability Services provide for the collection and analysis of security data records to privileged access areas (e.g., end user permissions and system access history).  

The ES Contractor shall:
a. Operate and maintain the log audit system.
b. Conduct automated, continuous monitoring and analyze logs to identify unauthorized, illicit, or other unwanted activity and continuously report the following NGEN infrastructure information in accordance with: 1) Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011; 2) Section 3.3.4.1 Security Operations Center (SOC) Services; 3) Section 3.3.7.2 Security Incident Handling Services; and 4) Report 219, Security Event Management Services; SLR 103, Security Configuration and Management; and, SLR 104 Malware Detection and Prevention.  Report 219, SLR 103, and SLR 104 are described in the NGEN Service Level Requirements document, listed as Attachment 13 in Section J of the contract.
i. Status of compliance for each device in the NGEN inventory.
ii. Status of current patch and IAVA compliance.
iii. Status of the anti-virus signature (i.e., is the anti-virus scanning being performed on each machine.
iv. Status of anti-virus host intrusion protection.
c. Capture transactional information during the auditing process as directed by the Government.
d. Provide electronic logs within two hours as directed by the Government.
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NGEN Security and IT C&A Services execute the DIACAP, in accordance with the DON DIACAP Handbook Version 1.0, July 21, 2008.  The program maintains accreditation boundaries as defined in the security architecture section of the enterprise DIACAP Plan (eDP), Version 0.04, October 17, 2011.   

Security and IT C&A Services are shared services.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall:
a. Comply with the IA references listed in Table 2.1‑2.
b. Submit proposed updates to the accreditation boundary Authority to Operate (ATO).  All sections of the EDP must be reviewed and updated prior to the expiration of the ATO. (CDRL A023 - DoD Information Assurance Certification and Accreditation Process Package)
c. Provide programmatic and technical support for all weekly Certification Solution Review (CSR) and weekly Integrated Certification Solution Review (ICSR) meetings.  CSR meetings address all NGEN architecture and engineering solutions that reside solely in NGEN.  ICSR meetings address all NGEN architecture and engineering solutions that interface with other non-NGEN networks and enclaves and require joint accreditation (e.g., IT-21 and ONE-Net).
i. Prepare a meeting agenda for submittal to the Government. (CDRL A001 – Meeting Agenda) 
ii. Prepare and present engineering project briefs based upon the agreed agenda, for submittal to the Government. (CDRL A002 – Presentation Material)
iii. Track and present outstanding DIACAP Packages by phase, including expiring accreditations, and the resolution of issues impacting those Packages. (CDRL A002 – Presentation Material)
iv. Obtain DIACAP scope, identification, version, and package type from the CSR board for architecture and engineering solutions. 
v. Designate the appropriate Project Managers, Technical Leads, and other SMEs to participate in the CSR and ICSR meetings and address all agenda items.
vi. Obtain routing and approval requirements from the CSR board for architecture and engineering solutions.
vii. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)
d. Produce and provide C&A related information, including detailed site topology drawings and other documentation such as the SIPRNet and NIPRNet Connection Questionnaire required by DISA for Interim Authority to Connect (IATC) and Authority to Connect (ATC) to the GIG. (CDRL A019 – Installation Technical Documentation and Plans)
e. Prepare quarterly updates to the Enterprise System Security Authorization Agreement (SSAA) document and the successor document, the EDP when implemented.
f. Provide Government access to all NGEN sites, including NOCs, to accommodate scheduled and unscheduled Government cyber security inspections and compliance validation.  

In addition to the above, the ES Contractor shall:
a. Prepare, with input and agreement from the TXS Contractor, consolidated DIACAP Packages in accordance with DoD and DON security policies and requirements. (CDRL A023 – DoD Information Assurance Certification and Accreditation Process Package)
b. Provide programmatic and technical support for all weekly CSR and weekly ICSR meetings.
i. Consolidate the meeting agenda with input and agreement from the TXS Contractor and submit to the Government for approval. (CDRL A001 – Meeting Agenda)
ii. Consolidate, with input and agreement from the TXS Contractor, and submit to the Government the engineering project briefs and the outstanding DIACAP Packages by phase, including expiring accreditations, and the resolution of issues impacting those Packages. (CDRL A002 – Presentation Material)
iii. Consolidate meeting minutes and the status of action items, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A003 – Meeting Minutes)
c. Conduct C&A testing in accordance with the DIACAP Implementation Plan (DIP) and other Government provided test plans.  
d. Implement accreditation boundary change requests following the established processes as outlined in the Navy Ports, Protocols, and Services (NPPS) Manual, Version 1.5, November 16, 2010.
e. Verify automated systems comply with security requirements and are accredited by the Operational Designated Approving Authority (ODAA) and the DAA Command, Control, Communications, and Computers prior to operating in the production environment.  
f. Support, in a non-evaluating capacity, the Government in its role of DIACAP Validator in conducting site visits, IA Manager (IAM) interviews, as well as Security Test and Evaluations using Government provided test plans, building walkthroughs, and physical security inspections and room certifications.
g. Submit DIACAP Packages to the Government in accordance with the DON DIACAP Handbook Version 1.0, July 21, 2008 no later than 70 days prior to impact date (date required to maintain or attain ATO or ATC). (CDRL A023 - DoD Information Assurance Certification and Accreditation Process Package) 
i. Run tests no earlier than four months prior to package submission.
ii. Upload results to the IA Tracking Status (IATS) or available C&A tool.
h. Perform Security Test and Evaluation in accordance with Government provided test plans.
i. Support Independent Test and Audit Teams evaluations on systems or networks to verify and determine the extent a particular design and implementation meets a set of specified security requirements.  Provide the Teams with the use of assigned servers to run remote scans and support of on-site POCs.  Collaborate with the Government to collect and analyze test data and recommend remediation of findings.
j. Evaluate proposed new products and protocols for impacts to C&A.
k. Provide the Government architecture documentation, risk assessments, and risk mitigation plans to support DIACAP accreditation.
l. Achieve ATO for all sites granted Interim Authority to Operate (IATO) prior to expiration of the IATO.
m. Review U.S. Cyber Command (USCC) Coordinated Alert Messages to identify NGEN sites that are within 30 days of IATO expiration.  This requirement does not apply to Interim Authority to Test (IATT) sites.
n. Populate C&A templates per DIACAP requirements. 
o. Provide status on DIACAP Packages in the Monthly Status Report and, depending upon the agenda, the PMR presentation.  The C&A information includes total DIACAP Packages submitted with a breakout of the total Packages completed and total Packages open with estimated time to closure. (CDRL A010 - Monthly Status Report and CDRL A002 – Presentation Material)
p. Provide accreditation boundary documentation. (CDRL A023 - DoD Information Assurance Certification and Accreditation Process Package)
q. Provide NGEN certification documentation [e.g., scans, RTMs, or DoD Architecture Framework documents] for solutions being certified for inter-network use. 
r. Provide security design management control of NGEN Core Build processes for servers, services, and end points.
s. Consolidate, with input and agreement from the TXS Contractor, quarterly updates to the Enterprise SSAA document and the successor document, the EDP when implemented. 

In addition to the above, the TXS Contractor shall:
a. DevelopTXS components of the DIACAP Packages in coordination with the ES Contractor and other service providers and in accordance with DoD and DON Security Policies and Requirements for three levels of C&A. (CDRL A023 – DoD Information Assurance Certification and Accreditation Process Package) :
i. Systems and projects for incremental changes and improvements.
ii. Site installations.
iii. Enterprise.
b. Conduct annual reviews of the TXS components of the DIACAP Packages in coordination with the ES Contractor and other service providers.
c. Ensure automated systems comply with security requirements and are accredited by the Navy's ODAA prior to processing classified or sensitive unclassified data. 
d. Conduct C&A testing on TXS systems in accordance with the DIP and other Government provided test plans. 
e. Conduct evaluations on systems or networks to verify and determine the extent a particular design and implementation meets a set of specified security requirements. 
f. Provide programmatic and technical support for all weekly CSR and weekly ICSR meetings.
i. Provide input on the meeting agenda to the ES Contractor for consolidation. (CDRL A001 – Meeting Agenda)
ii. Provide the TXS input on the engineering project brief to the ES Contractor for consolidation. (CDRL A002 – Presentation Material)
iii. Provide input on the meeting minutes and the status of action items to the ES Contractor for consolidation. (CDRL A003 – Meeting Minutes)
iv. Provide to the ES Contractor, for inclusion in the briefing material, input on the outstanding DIACAP Packages by phase, including expiring accreditations, and the resolution of issues impacting those Packages for inclusion.
g. Execute accreditation boundary change requests following the established processes as outlined in the Navy Ports, Protocols, and Services (NPPS) Manual, Version 1.5, November 16, 2010.
h. Review compliance with all non-inheritable IA Controls for each site [i.e., each Physical Site Indicator (PSI) Code and all tenant commands there] annually.
i. Conduct validation testing in accordance with the Government provided test plan for each site by PSI Code for all non-inheritable IA controls applicable to that site. 
j. Provide the ES Contractor quarterly updates to the Enterprise SSAA document and the successor document, the EDP when implemented. 
k. Submit proposed DIACAP Package updates to the stakeholders (e.g., DAAs and Certificate Authorities) for review and approval.
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Authentication and Authorization Services provides end user credential authorization and required access in accordance with applicable DoD policies.  

Authentication and Authorization Services are shared services.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall comply with the IA references listed in Table 2.1‑2.
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The ES Contractor shall:
a. Implement strong authentication.
b. Deploy, operate, and maintain an internal certification authority infrastructure to issue PKI certificates as needed to augment Government PKI certificate issuance capabilities.
c. Manage certificate trusts and certificate stores on all NGEN end points, domain controllers, servers, and network components, as directed by the DON network operations authorities.
d. Deploy, operate, and maintain an internal certificate validation (e.g., Online Certificate Status Protocol) infrastructure to provide certificate revocation status for PKI certificates issued from the DoD, DON, and DoD approved external PKIs.
e. Validate revocation statuses of PKI certificates using the NGEN certificate validation infrastructure or the DoD Robust Certificate Validation Services.
f. Minimize certificate validation-related network traffic (e.g., certificate revocation list download requests) bound for PKIs external to NGEN through the use of web proxies and caching.
g. Develop and obtain DAA approval for Certificate Policies and Certificate Practice Statements governing the operation of the NGEN certification authority and certificate validation infrastructures.
h. Support the DoD smart card and the Navy Alternate Logon Token on the NGEN.
i. Support Personal Identity Verification cards issued by DoD approved Federal Agencies and Personal Identity Verification - Interoperable cards issued by DoD approved industry partners on NGEN.
j. Support the DoD SIPRNet Token.
k. Provide SME participation in DoD testing and evaluation of smartcard platforms. 
l. Provide the appropriate SME participation in the monthly DoD Defense Manpower Data Center (DMDC) Identity Protection and Management Senior Coordinating Group (IPMSCG) Test and Evaluation Working Group (TEWG) meetings.  
m. Obtain and use Government-furnished smart card credentials for all NGEN Contractor and Sub-Contractor accounts.
n. Authenticate all end users to access the NGEN network and network services, applications, resources, and components using only PKI-based authentication.
o. Configure and deploy smart card readers with every end point, mobile devices, servers, and network components from which end users authenticate, encrypt, or digitally sign.
p. Deploy and maintain any necessary middleware or SW to support deployed smart card readers.
q. Deploy and maintain a web-based, self-service tool for end users to establish and manage the relationship between the PKI certificate(s) on their smartcard and their network account.
r. Publish end users' PKI encryption certificates automatically to network directory services.
s. Provide digital signature and encryption capabilities for all NGEN electronic mail services.
t. Install and maintain PKI machine (i.e., non-person entity) certificates on all NGEN end points, domain controllers, servers, network components, and applications.
u. Perform Local Registration Authority (LRA) functions to augment DON LRA capabilities.
v. Develop, publish, and maintain on Homeport instructions for end users on smart cards and PKI certificates for network Logon, email message digital signature and encryption, and authentication to public-key enabled services.
w. Operate and maintain authentication and authorization services on both classified and unclassified networks in compliance with DoD PKI initiatives.
i. IdAM in accordance with Information Sharing Environment Guidance (ISE-G-101).
ii. Comply with DoD and DON policy to provide Cryptographic Log‐On (CLO) for network authentication.
iii. Comply with Government direction to provide a DON login mechanism that includes an end user name and password combination for enterprise assets that do not support CLO.
x. Maintain the established identity attribute schema with DAR.

The TXS Contractor shall:	
a. Provide identity and access management for TXS assigned infrastructure and services in accordance with Information Sharing Environment Guidance Identity and Access Management Framework for the ISE (ISE-G-108), Version 1, November, 2008.
b. Provide CLO for access to all TXS services and infrastructure.
c. Provide a login mechanism consisting of an end username and password for all TXS assigned infrastructure assets that do not support CLO.
d. Limit consecutive unsuccessful access attempts to TXS assigned infrastructure items to three.
e. Display an approved system use notification message before granting system access to the TXS information systems. 
f. Maintain session locking for account inactivity on the TXS assigned infrastructure.
g. Maintain a Government-approved trust relationship structure. 
h. Utilize two-factor authentication provided by DoD issued smart cards or Alternate Logon Tokens.
i. Provide this capability for technology-refreshed devices. 
ii. Obtain prior Government approval for deviations from this requirement.
i. Obtain and install required non-DoD issued X.509-class certificates from ES Enterprise Certificate Authority and OCSP instances.

[bookmark: _Toc296924087][bookmark: _Toc298162414][bookmark: _Toc299082317][bookmark: _Toc299281798][bookmark: _Toc324342423]Network Access Control (NAC) Services
The NAC Services (Institute of Electrical and Electronics Engineer 802.1X) are comprised of HW and SW used to provide device discovery and rogue device prevention.  NAC Services check host machines for IA compliance before allowing access to the network.  Non-compliant hosts are remediated before an NGEN IP address is issued DHCP and a NGEN network connection is made.  

NAC Services are shared services.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall:
a. Comply with the IA references listed in Table 2.1‑2.
b. Manage infrastructure and services to implement, operate, and maintain the NAC end user and device discovery component.
c. Implement, operate, and maintain the NAC identity based compliance component.
d. Comply with DISA STIGs.
e. Implement, operate, and maintain the NAC remote diagnostic and configuration component.

In addition to the above, the ES Contractor shall:
a. Operate and maintain NAC scanning. 
i. Perform remediation.
ii. Develop and execute isolation plans.
b. Recommend, design, and implement enhanced NAC.

In addition to the above, the TXS Contractor shall:
a. Establish and maintain Virtual LANs (VLANs) for ES to scan, remediate, and activate isolation plans.
b. Implement Port Blocking or port isolation, as directed by the CNDSP, for those clients that are found to be non-compliant and non-trusted.
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RAS support the design, implementation, operation, and maintenance of systems required to afford network service and resource access by remote end users.  

RAS are shared services.  The TXS Contractor is designated as the primary service provider and the ES Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The ES Contractor shall:
a. Operate, maintain, and manage the ES components (e.g., Secure Sockets Layer Virtual Private Network client, certificate integration, and enterprise authentication) to give end users secure access to both the NIPRNet and SIPRNet from remote locations via cellular access, or commercially available wired and wireless broadband internet access.  ES components of the RAS solution include:
i. End user Secure Sockets Layer Virtual Private Network client (including integrated PKI and DoD Smart Card components and capabilities) and RAS supported middleware.
ii. Enterprise authentication components that integrate remote access capabilities with the current directory services and PKI infrastructure.

The TXS Contractor shall:
a. Operate and maintain the VPN infrastructure resident at the B1 that supports end to end encryption for both clients and Very Small Site Design (VSSD) sites enabling end users to establish a secure, encrypted tunnel to NGEN network resources.
b. Operate and maintain classified RAS for remote access to the Navy classified enclave with approved remote computing devices via approved GFP secure dial up capability and certified Type-1 cryptographic devices.
c. Operate and maintain DON Routing and RAS servers.
d. Integrate, operate, and maintain GFP remote transport connectivity components for designated Commanders in-flight. 
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NetOps Training Services provide Government staff responsible for oversight of the network with information and instruction on NGEN-specific processes and NGEN network and service management tools.  

NetOps Training Services are a shared service.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The ES Contractor shall:
a. Develop NetOps training solution alternatives and recommendations in accordance with the below sub paragraphs. (CDRL A033 - Training Requirements Analysis Documentation)
i. MIL-HDBK-29612-1A, Guide for Acquisition of Training Products and Services, August 31, 2010.
ii. MIL-HDBK-29612-2A, DoD Handbook; Instructional Systems Development/Systems Approach to Training and Education, August 31, 2001.
iii. OPNAVINST 1500.76B, Naval Training System Requirements, Acquisition, and Management, April 28, 2010.
iv. NGEN Navy Training System Plan (NTSP), N6-NTSP-E-70-0817, Increment 1, November 2, 2011.
b. Develop and maintain NetOps training materials for all tools, processes, and solution develop efforts as identified in the NGEN Navy Training System Plan (NTSP), N6-NTSP-E-70-0817, Increment 1, November 2, 2011. (CDRL A025 – Training Program Documentation)

[bookmark: _Toc324342426]Customer Technical Representative (CTR) Training
The ES Contractor shall:
a. Provide CTR training for the HW and SW standards, solutions, and processes necessary to meet NGEN CTR requirements as outlined in the NGEN NTSP.  
b. CTR instructor facilitated training via Defense Connect Online (DCO) or Interactive Courseware (ICW) shall be provided for each of the following courses in accordance with Table 3.3-4: CTR Training.
1. File Shares, Security Groups, and Distribution Lists Management.
1. Account Security.
1. Spillage Containment.
1. CTR Roles and Responsibilities.
1. CTR Communications Plan.
1. End User Accounts Management.
1. Customer Services.
1. Operations and Change Management.
1. Ordering Services.
1. Asset Management.
1. Performing Technology Refresh.
1. MACs.
1. Deployables.
1. Manage DoD Smart Card Exceptions List.

[bookmark: _Ref318091438][bookmark: _Toc318093370][bookmark: _Toc324343070]Table 3.3-4: CTR Training
	CTR Training

	Training Requirements
	FY14
	FY15
	FY16

	Students
	860
	860
	860

	Convening’s
	24
	24
	24
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[bookmark: _Toc324342427]Process and Tools Training
The ES Contractor shall:
a. Develop and deliver NGEN specific ITSM process training based on the NGEN Process Definition Model listed as Attachment 11 in Section J of the contract.  Provide instructor facilitated training via DCO for the courses identified in Table 3.3‑5: USN NGEN Process Training. (CDRL A025 – Training Program Documentation) 
b. Provide NGEN tools training in the operational NGEN environment in accordance with Table 3.3‑6: USN NGEN Tools Training. 
c. Place all NGEN training content on the NGEN web portal and provide access to other learning resources (e.g., current news and virtual communities of practice).    
d. Host, operate, and maintain a Learning Management System (LMS), in accordance with the requirements specified in the NGEN Learning Management System Functional Area Description, - v 0.2 – August 17, 2011, to schedule training, track training progression, and record training completion information.
e. Deliver and maintain NGEN deployable training in support of the requirements in Section 3.3.30.3 Deployable End User Computing.  This training will be delivered to Navy fleet IT personnel responsible for fleet deployment, deployed operation, maintenance, and reintegration of deployable devices into the NGEN environment. 
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	USN Processes Training

	Training Requirements
	FY14
	FY15
	FY16

	Students 
	860
	860
	860

	Convening’s
	24
	24
	24
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	USN NGEN Tools Training

	Training Requirements
	FY14
	FY15
	FY16

	Students 
	1100
	445
	1100

	Convening’s
	36
	22
	36



The TXS Contractor shall: 
1. Provide TXS training material and SME support to the ES Contractor to deliver TXS training. 
1. Provide TXS input to the ES contractor on NGEN processes and tools training in the operational NGEN environment in accordance with Table 3.3‑6: USN NGEN Tools Training.

[bookmark: _Toc324342428]Information Assurance (IA) Training
There are no requirements for the Contractor to provide or track IA Training for Government personnel. 
 
The Contractors shall include in the Monthly Status Report a consolidated list of the ES and TXS IA assigned personnel who have become certified in the prior month as a result of completing IA Workforce Improvement (IAWF) Program training. (CDRL A010 - Monthly Status Report)
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NGEN Testing Services encompass a broad spectrum of testing events across the unclassified and classified enclaves.  NGEN Testing Services consist of 1) risk assessments; 2) performance assessments; 3) HW testing and certification; 4) SW testing and certification; 5) Core Build testing and certification; 6) application testing and certification; 7) system integration testing; 8) release testing; and, 9) production testing.  

Testing Services are shared services.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall:
a. Provide test plans, procedures, and reports for all products tested under the contract.  However, a Contractor shall not be required to develop test plans, procedures, and reports to test its own or competitors’ new products unless mitigation measures have been approved by the Government.  In cases with no approved mitigation measures the Government will provide the test plans. (CDRL A020 – Test Plan, CDRL A021 – Test Procedures, and CDRL A022 – Test Report)
b. Conduct testing with Government oversight and in accordance with Government provided or approved test plans.  The Government will observe testing done in a test facility to verify established evaluation criteria and test procedures are used to evaluate selected vendor solutions. (CDRL A020 – Test Plan, CDRL A021 – Test Procedures, and CDRL A022 – Test Report)
c. Develop for submittal as part of the SEMP the Contractors strategy for and approach to providing testing services. (CDRL A034 – Systems Engineering Management Plan)
 
In addition to the above, the ES Contractor shall:
a. Provide, operate, and maintain a test environment that can be connected to the GIG (e.g., connectivity to NIPRNet and SIPRNet) and represents the NGEN production environment including a test bed for Government directed product testing. 
b. Provide, operate, and maintain a NGEN Testing Services environment to test and certify changes, additions, or refresh of HW, SW, systems, and applications [Government off the Shelf (GOTS) and COTS products] in accordance with the performance requirements identified in the NGEN Service Level Requirements document, listed as Attachment 13 in Section J of the contract.
c. Perform testing services with the participation and collaboration of the appropriate Government agencies and other service providers.
d. Provide other NGEN service providers (e.g., TXS Contractor and DISA), designated Government and third-party Contractor personnel (e.g., commodity vendors) access to the test environment to direct, observe, participate in, or conduct operational testing. 
e. Perform service, system, and application testing in support of services identified in Section 3.3 ES Services Portfolio.
f. Store and maintain electronically all testing and technical documentation and provide access to the Government.

In addition to the above, the TXS Contractor shall provide, operate, and maintain assigned HW and SW required for a representative production environment in the test environment provided by the ES Contractor.  

[bookmark: _Toc324342430][bookmark: _Toc295708774][bookmark: _Toc296924092][bookmark: _Toc298162423][bookmark: _Toc299082326][bookmark: _Toc299281806]Continuity of Operations (COOP), Disaster Recovery (DR), and Business Continuity Planning Services
COOP and DR involve 1) creating, testing, and executing plans for emergency response; 2) storage and backup operations; and 3) post-disaster recovery of information systems.  COOP and DR is a collection of processes, policies, and procedures required for recovery or continuation of the infrastructure and services critical to an organization after a disaster.  

COOP, DR, and Business Continuity Planning are shared services.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

[bookmark: _Toc324342431]Continuity of Operations (COOP), Disaster Recovery (DR), and Business Continuity Planning Services
For the assigned services and systems, the Contractors shall:
a. Operate and maintain the COOP capabilities consistent with existing architecture and redundancy characteristics.
b. Develop and provide an annual update to the IT Service Continuity Plan for the restoration of operations in the event of a disaster or major loss of service including: 1) prioritized service and data restoration; 2) master service and data restoration schedule for different service loss scenarios; 3) preferred service source locations based on the situational needs of each site or command. (CDRL A035 – IT Service Continuity Plan) 
c. Conduct capability continuity and fail over testing. (CDRL A020 – Test Plan, CDRL A021 – Test Procedures, and CDRL A022 – Test Report)
i. Conduct fail over testing for all redundant NGEN standard services twice a year:
a) DNS
b) DHCP
c) Service Desk
d) NOC and SOC
e) Time Synchronization
f) NIPRNet and SIPRNet
g) RAS
h) EMS
ii. Conduct an exercise of the IT Service Continuity Plan annually for one large site, one NOC, and one server farm.
iii. Conduct fail over testing of MOC’s transport infrastructure twice a year, as planned and approved by the local MOC commander.
iv. Conduct fail over testing of NGEN services (AD, DNS, Print Services, Radia, anti-virus, and email) twice a year, as planned and approved by the local MOC Commander, for the following MOCs, currently equipped with this capability:
a) PACFLT MOC.
b) Fleet Forces Command MOC.
c) 3rd Fleet MOC.
v. For the MOC C2 COOP server farms when planned and authorized by each MOC site. 
d. Activate the assigned components of the approved IT Service Continuity Plan in the event of a disaster in coordination with the other Contractors and the Government Service Manager.
e. Provide controlled degradation of services as requested by the Government in the event of a disaster, incident, or planned exercises for all services provided under this contract.
i. Develop and submit the test plan and test procedures for Government approval prior to executing controlled degradation as part of a planned exercise. (CDRL A020 – Test Plan and CDRL A021 – Test Procedures)  
ii. Develop and submit a test report to the Government following the execution of the controlled degradation as part of a planned exercise. (CDRL A022– Test Report)
f. Provide an After Action Report (AAR) in case of a disaster and for each exercise. (CDRL A036 – After Action Report)
g. Propose recommendations on architecture, processes, and tools to address requirements in the following documents.   Include the recommendations in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
i. OPNAVINST 3030.5B, Navy Continuity of Operations (COOP) Program and Policy, October 2009
ii. DoDD 3020.26, Department of Defense Continuity Programs, January 9, 2009
iii. SECNAVINST 3030.4C, Department of the Navy Continuity of Operation (COOP) Program, July 22, 2009
iv. Other DoD and DON policies for IT Service Continuity Management.

In addition to the above, the ES Contractor shall:
a. Consolidate and submit the IT Service Continuity Plan, with input and agreement from the TXS Contractor. (CDRL A035 – IT Service Continuity Plan) 
b. Consolidate and submit the AAR for all exercises with input and agreement from the TXS Contractor. (CDRL A036 – After Action Report)
c. Consolidate, with input and concurrence from the TXS Contractor, recommendations on architecture, processes, and tools to address COOP requirements.  Include the recommendations in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall:
a. Provide the ES Contractor with input on the IT Service Continuity Plan. (CDRL A035 – IT Service Continuity Plan)
b. Provide input on AARs to the ES Contractor. (CDRL A036 – After Action Report)
c. Provide the ES Contractor input on recommendations for the architecture, processes, and tools to address COOP requirements. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material) 
d. Activate the assigned components of the approved IT Service Continuity Plan in the event of a disaster in coordination with the other Contractors and the Government Service Manager.
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Contingency Operations Services provide IT capabilities in support of operations other than war (e.g., disaster relief, defense support to civil authorities, and foreign humanitarian assistance).  

[bookmark: _Toc324342433]3.3.14.2.1 Determine and Test Contingency Operations HW and SW Configurations 
For the orders received each Contractor shall:
a. Determine the standard HW and SW configurations in coordination with the other Contractors and the Government.
b. Test the approved standard contingency HW and SW configurations at an agreed upon NGEN site with more than 25 end users.

[bookmark: _Toc324342434]3.3.14.2.2 Deploy IT Capabilities to Support Contingency Operations
For the orders received each Contractor shall:
a. Develop a deployable contingency design to support identified operational requirements and intended operational environment. 
b. Develop a BOM and, upon Government approval, obtain required HW and SW. 
c. Develop personnel resource estimate to include quantity, billet type, and logistics requirements (e.g., transportation, housing accommodations, and food) for those contingencies requiring onsite support.
d. Submit personnel foreign country clearance requests and obtain necessary visas.
e. Document the result of the deployment in a Government provided template with input and conduct a post-deployment review with the Government.

In addition to the above, the ES Contractor shall:
a. Develop and obtain Government approval of a consolidated deployable contingency design and a BOM to support identified operational requirements and intended operational environment that includes input and agreement from all Contractor.
b. Provide for the transportation of all ES and TXS, HW and SW required to support contingency operations and obtain all import permits.
c. Submit a consolidated document of the result of the deployment in a Government provided template with input and agreement from the TXS Contractor and conduct a post-deployment review with the Government.

In addition to the above, the TXS Contractor shall coordinate with the ES Contractor to transport all TXS HW and SW required to support contingency operations and to obtain import permits.
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File Removal Services (formerly known as Spillage) provide resolution when electronic spillage has occurred where classified information, Personally Identifiable Information, CUI, NNPI, or COI information has been introduced on an IT system, network, or component that is not authorized to hold or process such information.

File Removal Services are shared services.  The ES Contractor is designated as the primary service delivery provider, and the TXS Contractor is designated as the supporting service delivery provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The ES Contractor shall:
a. Quarantine known electronic spillage locations within one hour of incident discovery.
b. Remove all instances of the electronic spillage from the network, backup systems, and media within 24 hours of notification in accordance with procedures approved by the Navy DAA [Navy Telecommunications Drive (NTD) 11-08, Electronic 
Spillage Requirements, 032052ZNOV08].
c. Start the trace process within 30 minutes of notification by an authorized Government authority to determine the extent of the electronic spillage proliferation across systems (e.g., desktop, laptop, servers, mobile devices, and monitoring systems).
d. Provide trace report in accordance with Government provided parameters. (CDRL A037 – Electronic Spillage Report)
i. Submit a POA&M for actions that cannot be completed within 24 hours of notification. 
e. Notify designated Government authority upon completion of electronic spillage cleanup.
f. Report last known locations of files that may have been further distributed, but cannot be traced to service level network operations centers (e.g., email files that were opened and read or files that may have been copied). (CDRL A037 – Electronic Spillage Report)  
g. Coordinate with designated TXS personnel to remove electronic spillage from equipment and systems assigned to the TXS Contractor. 
h. Report unauthorized or inadvertent disclosures of CUI data in accordance with DoD 5200.01, Volume 4, DoD Information Security Program: Controlled Unclassified Information (CUI), February 24, 2012 as directed by the designated Government representative.
i. Report unauthorized or inadvertent disclosures of unclassified and classified NNPI data in accordance with OPNAVINST N9210.3, Safeguarding of Naval Nuclear Propulsion Information, June 7, 2010 series as directed by the designated Government representative.
j. Report the unauthorized or inadvertent disclosure summary data and results to the designated Government representative quarterly. (CDRL A037 – Electronic Spillage Report)
k. Perform file removal for up to 315 electronic spillage incidents.  

The TXS Contractor shall coordinate with ES to remove all electronic spillage from equipment and systems assigned to the TXS Contractor.
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ESDS, also known as digital distribution, refers to the practice of having SW products distributed or updated remotely as opposed to loaded and installed locally from physical media.

ESDS are shared services.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall distribute SW, patches, updates, and firmware to all components on the network in accordance with the Release and Deployment Management process as described in the NGEN Process Definition Model listed as Attachment 11 in Section J of the contract. 

In addition to the above, the ES Contractor shall:
a. Provide the consolidated status of all security and SW patches in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 - Presentation Material)
b. Establish a capability for authorized representatives and users to virtually 1) add and remove applications; and, 2) authorize end users to use those applications.
i. Develop and maintain a “virtual application library” from which authorized end users can select and run approved applications.

In addition to the above, the TXS Contractor shall provide the ES Contractor with the status of all security and SW patches and updates to its equipment for inclusion in the Monthly Status Report.

[bookmark: _Toc324342437]Service Desk Services 
Service Desk Services manage and coordinate the handling of incidents, problems, and requests with end users and IT groups for unclassified and classified equipment.  The Service Desk provides multiple means (e.g., single toll-free number and single Web interface) for requesting service.  The Service Desk manages the life cycle of incidents, problems, and service requests including fulfillment, verification, and closure.  Service desk support includes multiple tiers in accordance with the Incident Management process as described in the NGEN Process Definition Model listed as Attachment 11 in Section J of the contract: 
a. Tier 0: End user self-service. 
b. Tier 1: Basic service support to end users and IT groups. 
c. Tier 2: More complex service support requiring the involvement of SMEs.
d. Tier 3: Onsite support for complex service support requirements that may involve certified systems engineers or touch labor.  
e. Tier 4: Engineering technology support. 

Service Desk Services encompasses support for five basic types of end users: 1) VIP; 2) MOC C2; 3) Deployed; 4) Business; and 5) Developer.  Further automation of enhanced processes will improve the efficiency and effectiveness of the NGEN Service Desk.  An example of a potential improvement is a Web based knowledge management system to increase end user self-sufficiency.
  
Service Desk Services are shared services.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The ES Contractor shall: 
a. Provide Service Desk Services for defined enclaves (e.g., classified, unclassified, and COIs).
b. Provide geographically diverse and redundant Service Desk Services within the CONUS.  Each environment must be capable of servicing the entire NGEN population in the event of a natural disaster or loss of capabilities.
c. Provide Service Desk Services from an ES Contractor facility if Government Service Desk space is inadequate to meet all Service Desk facility requirements. 
d. Provide Service Desk Services availability for all users, 24x7x365.
e. Coordinate and integrate site touch labor to support Service Desk Services.
f. Provide Service Desk ticket submission and tracking through multiple means (e.g., email, single toll-free number, and single web interface), to include a routing system for end user classifications.
g. Document, assess, track, and resolve or fulfill Service Desk incidents and requests in accordance with the processes as described in the NGEN Process Definition Model listed as Attachment 11 in Section J of the contract.
h. Coordinate with the other service providers to resolve incidents and fulfill requests.
i. Operate and maintain an online status system to initiate, query, track, update, and display information (e.g., aging and backlog) pertaining to incidents, problems, and requests.  
j. Track the resolution of all service desk incidents, problems, and Service Requests to closure.
k. Verify resolution with the customer prior to closing incidents, problems, and requests.
l. Upon resolution of an incident for outage of service, provide the Government with written information regarding the reason for the outage, corrective actions taken, and any follow-on actions. (CDRL A036 – After Action Report)   
m. Provide Service Desk Services for NGEN VIP, MOC C2, Deployed, Business, and Developer end users, including support for appropriate services (e.g., remote access, OWA, email, email redirection, client HW, client SW, and deployable process support).  The support requirements for each category of NGEN end users is identified in the NGEN Service Level Requirements document, listed as Attachment 13 in Section J of the contract.  
i. Very Important Person (VIP) - VIPs include end users in key leadership and management positions with enhanced service desk and desk side support service requirements.  Executive VIP (EVIP) end users are a subset of VIPs that includes the most senior executives in the Navy.  Executive VIP (EVIP) and VIP users receive the same level of service.  The only additional service provided to EVIP users is manual internal notifications [e.g., Situational Reports (SITREPS) and outage notifications].  
a) Provide support that meets Level of Service (LOS) 2 - Mission Critical Services requirements and adheres to the VIP and EVIP processes and procedures in the NGEN TDR.
b) Provide a dedicated VIP Hotline, with Continental United States (CONUS) and Outside Continental United States (OCONUS) phone numbers, at the Service Desk that is manned 24x7x365, for continuous technical support and rapid remediation.  
c) Provide EVIP users with manual internal notifications.
d) Provide VIP users non-intrusive preventative maintenance.
e) Prepare VIP users for travel, and provide expanded support for VIP users who are remote or traveling.
f) Maintain and update the VIP Authorized Proxy List.
g) Maintain and update the VIP processes.    
ii. Maritime Operations Center (MOC) C2 – NGEN end users assigned to Fleet MOCs.  The total number of MOC C2 end users is not to exceed 500 during surge operations.  Currently, there are approximately 150 MOC Standard C2 users and approximately 30 MOC Special C2 users.  SLRs 400-410 are used to measure performance for MOC C2 users.
iii. Deployed – NGEN end users preparing to deploy to or stationed in an expeditionary or field environment.  LOS 2 – Mission Critical Services is used to measure performance for Deployed users. 
iv. Business – NGEN end users other than VIP, MOC C2, and Deployed.  LOS 1 – Standard Services is used to measure performance for Business users.
v. Developer – NGEN end users who do software development.  LOS 1 – Standard Services is used to measure performance for Developers.
n. Provide an interface between the NGEN Service Desk and legacy networks, Government application Service Desks, as well as third party providers [e.g., Personal Digital Assistant (PDA) and end user equipment].  This interface includes redirecting end user calls to the applicable legacy system Service Desk after confirming NGEN services are not the source of the legacy system anomaly or outage.
o. Escalate and resolve incidents in coordination with the BPS desk side support agents when Tiers 1 and 2 have not been able to resolve.
p. Automatically generate, post, and retain historical information (over the life of the contract) for monthly Service Desk performance measurements on a Government designated website and report this information as part of the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
q. Input information obtained from addressing Service Desk tickets and from other lessons learned into the NGEN Knowledge Repository to support analysis, trouble shooting, and future service delivery.

The TXS Contractor shall:
a. Provide Service Desk Services for TXS assigned infrastructure and services. 
b. Provide Tier 1 troubleshooting scripts and job aids.
c. Provide Tier 2, Tier 3, and Tier 4 support to troubleshoot and resolve TXS related incidents.

[bookmark: _Toc298162436][bookmark: _Toc299082339][bookmark: _Toc299281819][bookmark: _Toc324342438]Move, Add, and Change (MAC) Services
MAC Services are a part of Service Desk Services. 
The Contractors shall:
a. Process, manage, and execute classified and unclassified MAC requests.
b. Receive, track, and report on MAC requests through the Government ordering tool (e.g., NET).
i. Maintain customer accessible, web enabled tools for tracking the status of MAC requests.
ii. Track and include information on MACs (e.g., executed to date for the enterprise and by claimant, and backlog) in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
iii. Provide a single POC to interface with the Government for MAC Services. 
c. Execute for the Navy management domain as ordered by the Government up to 350,000 MACs yearly (315,000 for ES and 35,000 for TXS).
i. Move, connect, and integrate NGEN HW from one NGEN location to another NGEN location for an end user.
ii. Add HW or SW to an existing end user configuration or install a new end user HW and SW configuration. 
iii. Modify the configuration of NGEN HW and SW for an end user.
d. Execute, as ordered, MACs that involve multiple end users and pieces of HW and SW (e.g., movement of multiple end users or organizations to locations that potentially require the installation of NGEN infrastructure).
i. Analyze and develop a detailed implementation plan for ordered MACs. (CDRL A024 – Implementation Plan)
ii. Develop a RFC. (CDRL A015 – Request for Change)
iii. Provide the Government access to a website containing the status of received MACs and an aging report.
e. Perform MACs in accordance with the CMIP and the AMIP.
f. Provide end users technical assistance and guidance to resolve service delivery issues related to MAC processing.

In addition to the above, the ES Contractor shall consolidate the information on MACs, with input and agreement from the TXS Contractor, in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall:
a. Provide the touch labor, network reconfiguration, inside cable plant, and closet port management support associated with MACs.
b. Provide input on MACs to the ES Contractor for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc273537058][bookmark: _Toc274636128][bookmark: _Toc296924761][bookmark: _Toc324342439]Base Area Network (BAN) Services and Local Area Network (LAN) Services
BAN and LAN Services include the installation, operation, and maintenance of the cable, wireless, and switching infrastructure that supports the delivery of NIPRNet and SIPRNet IP based voice, video, and data services.   

The TXS Contractor shall: 
a. Operate and maintain the BAN infrastructure including all inside and outside cable plants and the equipment required to provide transport between LANs.
b. Operate and maintain the LAN infrastructure including inside cable plant and equipment, wall jacks, Layer 2 and Layer 3 LAN switches, and Wireless Local Area Network (WLAN) devices.  For Very Small Sites, the LAN is directly connected to the WAN or Internet Service Provider premise equipment. 
i. Comply with the Request for Comments 1918 – Address Allocation for Private Internet Requirements, February 1996 and maintain private IP space in the NGEN interior.
ii. Comply with Request for Comments 4193 - Unique Local IPv6 Unicast Addresses for Testing and COI Support, October 2005.
iii. Assign static IP addresses on a case-by-case basis.
c. Develop, maintain, and update the Master IP Routing Plan. (CDRL A038 – Master IP Routing Plan)
i. Update the Master IP Routing Plan annually.
ii. Maintain interior routing of private IP addresses and NAT at the external boundaries.
iii. Design, test, plan, and pilot an approach to transition from static routing to dynamic routing. 
d. Update design documentation to support all changes, new services, and technology refresh installations. (CDRL A016 – Integrated Architecture Products, CDRL A019– Installation Technical Documentation and Plans, and CDRL A018– Technical Baseline Documents)
e. Provide capacity and utilization monitoring of all TXS components. 
f. Notify the Government if the addition of a network device or service will exceed 75% of existing port capacity, transport infrastructure element (e.g., rack space), WAN access circuit capacity, WAN subscription capacity, inside cable plant, or outside cable plant utilization. 
g. Maintain Internet Protocol version 4 and version 6 (IPv4/IPv6) coexistence and interworking practices.
i. Operate and maintain dual stack IPv4/IPv6 network devices.
ii. Develop, plan, and implement migration to a full IPv6 environment.
h. Operate and maintain BAN, LAN, and WAN interfaces for NGEN designated MOC C2 sites.
i. Comply with Government DIACAP prior to connecting any new device to the NGEN environment. 
j. Comply with the Navy Ports, Protocols, and Services (NPPS) Manual, Version 1.5, November 16, 2010 for configuration of assigned transport infrastructure.
k. Maintain and update the technical and security architecture (e.g., IP unicast and multicast at the network layer and Ethernet at the physical layer) consistent with the Category Assignments List.
l. Maintain and configure VLANs (e.g., provide single VLANs, multiple VLANs within a DMZ, and B3 COI) to support Access Control List solutions.
m. Maintain network layer access control lists and data link layer port security for the assigned TXS infrastructure. 
n. Maintain, configure, and provide support for port aggregation protocol (e.g., Ethernet channel) for assigned TXS devices.
o. Operate and maintain IP multicast traffic. 
p. Operate and maintain very high bandwidth connectivity (≥10 Gbps) for designated servers. 
q. Maintain and update SW and firmware required for BAN and LAN components. 
r. Conduct annual service continuity BAN and LAN site assessments, identify deficiencies, and provide future design and operations recommendations. (CDRL A011 – Continual Service Improvement Plan)
i. Provide an analysis of major BAN, LAN, and WAN single points of failure and recommend architectural modifications.
s. Provide waterfront support. 
i. Receive, store, and install assigned NGEN infrastructure resident within the shipyard environment.
t. Maintain DHCP as a directory aware service to centrally manage IP addresses and other related IP protocol configuration parameters.  
i. Utilize directory services GPO to dynamically configure IP protocol settings on end user workstations to request and accept TCP/IP configuration information from DHCP servers.
ii. Use DHCP relay agents between BANs and sites to pass information between DHCP clients and servers and to automate the enterprise process of configuring TCP/IP via DHCP on end user workstations.
u. Design DHCPv6 to provide stateful address configuration to IPv6 hosts for NGEN scenarios that include DHCPv6. 
v. Provide stateless address auto configuration for NGEN scenarios that do not utilize DHCPv6 to configure both link-local addresses and additional non-link-local addresses by exchanging router solicitation and router advertisement messages with neighboring routers.

[bookmark: _Toc324342440]Pier Side Connectivity
The Enterprise Pier Connectivity Architecture (EPCA), IA Boundaries, V-3.0, 28 September 2011 depicts network connectivity and transport between ships and submarines and the Fleet Network Operations Center (FLTNOC) or regional mini‐NOC shore nodes.  The EPCA consists of these major infrastructure items: 1) pier head information transfer nodes; 2) Pier Consolidation Point; and, 3) WAN interface.

The TXS Contractor shall: 
a. Configure, connect, and monitor BAN and WAN connectivity from the pier head to the IT-21 FLTNOC facility. 
b. Conduct remote diagnostics of pier connectivity from the NGEN NOC to the shipboard connection.
c. Provide and maintain fiber optic UCA to meet specifications described in the MIL-STD 2042-7, Fiber Optic Cable Topology Installation Standard Methods for Naval Ships, July 25, 2002; and, the Naval Sea Systems Command drawing numbers 7325759, 7379171, and 7379173.  
i. Store and maintain UCAs at pier sites.
ii. Connect and disconnect UCAs to the ships and submarines and the pier risers.
d. Comply with DON Memo December 6, 2007, Pier IT Connectivity Requirements.

[bookmark: _Toc324342441]Application Server Connectivity
The TXS Contractor shall:
a. Provide the following basic services to support physical and virtual Navy command owned application servers connected to NGEN as outlined in the Ongoing Infrastructure Engineering Support document listed as Attachment 32 in Section J of the contract.
i. Assign a standard host name to the server, C27XXXXXYYYYNNO, where XXXXX is the system acronym, YYYY is the site code, NN is the server number, and O is an optional alpha identifier.  Legacy naming is maintained on an as needed basis.
ii. Validate the server connection.
iii. Configure failover connection for each mission critical server.
iv. Provide inbound and outbound Secure Shell (SSH) protocol access for each server as directed by the Government.   
v. Configure inbound Secure Socket Layer (SSL) traffic in accordance with Navy Ports, Protocols, and Services (NPPS) Manual, Version 1.5, November 16, 2010. 
vi. Provide network access to the designated NGEN enterprise OCSP responder.
vii. Configure the transport elements to enable the server to print to the network printers using Windows print services and Line Printer Request (LPR) from within a B3 COI.
viii. Operate and maintain very high bandwidth connectivity (i.e., ≥10 Gbps) for designated servers. 
ix. Provide network access to NGEN standard anti-virus definition files. 
x. Operate and maintain IP multicast traffic capability and provide ongoing support within the transport boundary for the LAN to which the server is connected. 
xi. Operate and assign static IP addresses as part of each server connection for use with the server. 
xii. Provide 255 blocks of static IP addresses for servers and systems.
xiii. Operate and assign public IP addresses, if applicable, on a B1 NAT to the server’s NIC.
xiv. Operate and assign static IP addresses on a B3 NAT to the server’s NIC. 
xv. Provide and maintain remote management services for identified application servers.

[bookmark: _Toc324342442]Program of Record (POR) Workstation Connectivity 
The TXS Contractor shall:
a. Provide TXS services to POR GO Seats.
b. Configure and maintain VLAN separation from the POR GO Seats and standard NGEN managed seats.
c. Configure and maintain the approved data communications between the NGEN and the POR GO Seat VLAN.
d. Invoke network layer access control lists and data link layer port security.
e. Provide a unique IP address for the seat.
i. Provide (Dynamic Host Configuration Protocol (DHCP) services, if required.
ii. Provide with static IP, if required.
f. Provide a gateway for the POR GO Seat Internet Protocol (IP) address.
g. Provide associated broadcast configuration for the POR GO Seat.

[bookmark: _Toc324342443]WLAN Services 
The TXS Contractor shall: 
a. Conform to DoDD 8100.02, Use of Commercial Wireless Devices, Services, and Technologies in the Department of Defense Global Information Grid, April 14, 2004.
b. Utilize Wi-Fi Protected Access 2 Encryption (802.11i) for all unclassified wireless traffic. 
c. Design, implement, operate, and maintain WLAN service for wireless transmission of classified information using approved client devices and in accordance with DISA STIGs and SECNAVINST 2075.1, Department of the Navy Use of Commercial Wireless Local Area Network (LAN) Devices, Services, and Technologies, November 30, 2006 guidance. 
d. Install, integrate, operate, and manage GFP National Security Agency (NSA) Type 1 Encryptors for all classified WLAN services. 
e. Provide the capability to detect, isolate, and remediate unknown or rogue wireless devices within the vicinity of a network WLAN. 
f. Perform wireless port activation, switch activation, and switch configuration. 
Monitor and maintain NGEN wireless capabilities to include device configuration, IAVA patching, SW maintenance and upgrades to the WLAN controller, operating environment, and associated infrastructure.
g. Operate and maintain TXS Radio Frequency Identification (RFID) components to include device configuration, IAVA patching, SW maintenance, and upgrades for access points.

[bookmark: _Toc324342444][bookmark: _Toc244411374][bookmark: _Toc247366659][bookmark: _Toc248632576][bookmark: _Toc255999855][bookmark: _Toc265736857]3.3.18.5	Legacy Connectivity Services
Legacy Connectivity Services consists of maintaining network connectivity and reach-back from the NGEN enclave to devices, servers, desktops, and network components on the Legacy network.  

The TXS Contractor shall:
a. Provide Legacy Connectivity Services for Legacy servers and end user devices.
i. Provide the Legacy end user devices access to the Legacy transport network through existing wall plugs.
ii. Monitor Legacy transport network and server availability and notify the local Government POC of outages.
b. Provide Connectivity Services between NGEN and Legacy servers via existing B2 connection points.  If a B2 is necessary and does not exist at the required location, it must be separately ordered via an external network interface by the Government.  
i. Manage the existing B2 infrastructure.
ii. Provide NAT translation at the B2 for NGEN end users to access the Legacy transport network.
iii. Maintain, upgrade, and refresh B2 connection points.  
iv. Maintain approved B2 configurations in accordance with the IA documents contained in3.31‑2: Applicable Documents – Information Assurance (IA) Compliance.
v. Monitor B2 availability and notify the local Government POC of outages. 
vi. Diagnose and repair up to and including the B2. 
c. Register Legacy requirements in the NGEN CMS.
d. Operate and maintain the Legacy transport networks and infrastructure with onsite or remote personnel.
i. Implement IAVAs to the Legacy transport network infrastructure components.  Notify the Government POC of devices that can’t be brought into IAVA compliance due to end of life equipment constraints.
ii. Perform routine system operation functions and system console operations (e.g., routing changes, power on and off, system reboots, and start, stop, or reset) for the equipment comprising the Legacy transport networks and infrastructure.  
iii. Provide the Government with up to date Contractor POC information for each legacy system including who to contact after normal business hours and who to contact when an issue or concern needs to be escalated.
iv. Coordinate the implementation of agreed upon configuration changes to Legacy transport hardware or software with the Government POC. 
v. Notify the Government POC of any end of life notices received from third party software vendors or other service providers regarding Legacy transport network software.
vi. Replace or upgrade Legacy transport network HW or SW when ordered by the Government.
a) Utilize parts available from inventory of deactivated equipment prior to requesting Government replacement equipment in support of Legacy transport networks and infrastructure. 
b) Upgrade switch capacity if connection of the Legacy transport network to switch ports exceeds spare switch port capacity.
vii. Provide impact and root cause analysis for major outages of the Legacy transport network.
viii. Provide Service Desk Services, locally or centrally, for all TXS Contractor supported Legacy devices in coordination with the ES Contractor. 
a) Where the TXS Contractor has been granted administrative rights, work with the Government POCs to resolve network connectivity issues.  Notify the local Government POC of service connectivity and access problems and work with them to resolve the problem.
b) Assist the customer with diagnosing and resolving remote access problems for Legacy servers and end user devices.
c) Test the resolution of all problems to validate restored connectivity and access to BAN and LAN before closing the Service Desk ticket.

[bookmark: _Toc273537059][bookmark: _Toc274636129][bookmark: _Toc296924762][bookmark: _Toc324342445]Wide Area Network (WAN) Services 
WAN services provide connections to external networks, including NIPRNet, SIPRNet, Defense Research Engineering Network (DREN), Secret DREN (SDREN), and the Internet.

The TXS Contractor shall:
a. Provide the Government with the technical information required to place a DISN circuit order.
b. Propose, design, install, and document site modifications to connect BAN or LAN to local DISN Service Delivery Point (SDP) in accordance with site WAN circuit mapping. (CDRL A018 –Technical Baseline Documents) 
c. Maintain WAN routing in the Master IP Routing Plan. (CDRL A038 – Master IP Routing Plan)
d. Install and test circuit and base extensions, including coordination with Base Communications Office (BCO), DISA, and Government Manager for end to end testing and activation of DISN circuits.
e. Document WAN interface HW and SW to support Certification and Accreditation. (CDRL A023 – DoD Information Assurance Certification and Accreditation Process Package)
f. Configure external network connections to allow for interoperability with other DoD networks such as Marine Corps Tactical Data Network and IT-21, and to major commercial partners of DON stakeholders.
g. Operate and maintain transport boundary infrastructure and services to provide connectivity for operational Command and Control, Intelligence Surveillance, and Reconnaissance at the MOCs, NOCs, and Fleet NOCs.  
h. Establish and maintain Multi-Protocol Label Switching and Quality of Service (QOS) where enabled. 
i. Install, configure, and manage NSA Type 1 Encryptors.  
j. Operate and maintain NGEN DISN Core Extension/C2 nodes: 
i. Perform remote network management for NGEN DISN Core Extension transport boundary elements. 
ii. Test, implement, and document Government approved material and nonmaterial configuration changes in accordance with the CMIP. 
iii. Provide 24x7x365 onsite technical support at all NGEN DISN Core Extension WAN locations.

[bookmark: _Toc324342446]NIPRNet 
The NIPRNet is a DoD global long-haul IP-based network that provides secure, interoperable unclassified IP data communications. 

The TXS Contractor shall:
a. Operate and maintain NIPRNet B1 TXS components.
b. Monitor network status and resolve connectivity issues associated with the NIPRNet B1.

[bookmark: _Toc324342447]SIPRNet 
The SIPRNet is a DoD global long-haul IP based network that provides secure, interoperable classified IP data communications. 

The TXS Contractor shall:
a. Identify, configure, install, operate, and maintain SIPRNet boundaries in accordance with the EDP.   
b. Monitor network status and resolve connectivity issues associated with SIPRNet.
c. Comply with all pertinent Government and DISA STIGs. 
d. Interface the DON SECRET enclaves or COIs with the SIPRNet.
e. Transport classified data using approved physical or cryptographic separation mechanisms. 
f. Protect SECRET and below data in transit as specified in the NGEN Enterprise System Security Authorization Agreement security plans or DIACAP equivalent including protection mechanisms required by DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003. 
g. Comply with the SIPRNet Connection Approval Process security standards and the Defense IA Security Accreditation Working Group security requirements. )

[bookmark: _Toc324342448]SATCOM Services 
SATCOM is a service that connects satellite-based up and down communication linkage to network SDPs within the logical network enclave to secure points outside the network enclave. The TXS Contractor is not being tasked to provide the SATCOM link.

The TXS Contractor shall:
a. Configure and enable, when ordered, NGEN network access via commercial satellite communications, terminating at DON or commercial mobile earth stations to provide end users with direct secure access into NGEN while deployed.
i. Provide engineering support at the remote site to establish and configure the service via a Government provided satellite link.
ii. Operate and maintain the DSTB satellite communication interface infrastructure. 
iii. Configure deployable WAN acceleration device.

[bookmark: _Toc273537062][bookmark: _Toc274636132][bookmark: _Toc292191066][bookmark: _Toc292193195][bookmark: _Toc294303842][bookmark: _Toc295739928][bookmark: _Toc296924080][bookmark: _Toc298162393][bookmark: _Toc299082297][bookmark: _Toc299281780][bookmark: _Toc324342449][bookmark: _Toc296924096][bookmark: _Toc298162437][bookmark: _Toc299082340][bookmark: _Toc299649418][bookmark: _Toc302048850]Cross Domain Security (CDS) Services
CDS Services provide either access to or transfer of data between different security domains enabling the exchange of information across national, security, and management domain boundaries in compliance with Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6211.02C, Defense Information System Network (DISN): Policy and Responsibilities, December 5, 2011.   All CDS efforts are coordinated through the Navy Cross Domain Solutions Office (NCDSO) and approved by the Defense Information Assurance Security Accreditation Working Group (DSAWG) and the GIG Flag Panel.  NGEN must use the approved Unified Cross Domain Management Office (UCDMO) Baseline List of Validated Cross Domain Products for cross domain solutions.

Currently, there are no CDS requirements.

[bookmark: _Toc324342450]Application Hosting Services (AHS)
AHS provide a centrally managed, secure environment to host and deliver application services.  Under CoSC, AHS are provided at a commercial facility.

[bookmark: _Toc324342451]Transition AHS
The migration of the as-is AHS is Transition Project 6 identified in Section 3.6 Transition Services.

The ES Contractor shall:
a. Establish a centrally managed, secure application hosting environment to support the Echelon II and Enterprise applications identified in Table 3.3.21-1: Hosted Applications. 
b. Conduct a detailed requirements analysis for each of the applications in Table 3.3.21-1: Hosted Applications. (CDRL A017 – Requirements Traceability Matrix)
c. Develop an application hosting solution for each of the applications in accordance with Section 3.3.1.Engineering Design and Support Services (EDSS). (CDRL A018– Technical Baseline Documents)
d. Prepare the environment for hosting the applications. 
e. Develop a DIACAP Package for each application in accordance with Section 3.3.8 Security and IT Certification and Accreditation (C&A) Services. (CDRL A023 - DoD Information Assurance Certification and Accreditation Process Package)
f. Perform a vulnerability assessment on the environment. (CDRL A032 – Technical Report)
g. Develop test plan and procedures for each application hosting solution. (CDRL A020 – Test Plan and CDRL A021 – Test Procedures)
h. Migrate, if necessary, in collaboration with the customers and assume responsibility for the applications, with the as-is functionality, in accordance with the Detailed Phase-in Project Plan for Project 6.  
i. Execute approved test plan and procedures for each application. (CDRL A022 – Test Report)
j. Conduct a vulnerability assessment for each hosted application solution. (CDRL A032 – Technical Report)
k. Establish secure remote access and secure file transfer to the application servers for application installation and maintenance.

[bookmark: _Toc324342452]Operate and Maintain
The ES Contractor shall:
a. Provide Government application administrators with secure remote access and secure file transfer to manage hosted applications, systems, and data (e.g., perform application management). 
b. Operate and maintain hosted applications 24x7x365 in accordance with the NGEN SLRs provided in the NGEN Service Level Requirements document, listed as Attachment 13 in Section J of the contract.
c. Perform anti-malware services in accordance with Section 3.3.6 Malware Detection and Protection (MDP) Services.
d. Perform data storage in accordance with Section 3.3.22 Data Storage Services.
e. Perform routine system remote operation such as power on/off, reboots, start/stop/reset and required device intervention.
f. Perform program management in accordance with Section 3.2 Program Management.
g. Provide service management in accordance with the NGEN ITSM processes.
h. Report the status of all AHS activities (e.g., issues and mitigation plans and recommendations for improvement) in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc324342453]Host New Applications
[bookmark: _Toc323842593][bookmark: _Toc323842594]The ES Contractor shall host new applications through separate task orders.


[bookmark: _Toc324343073]Table 3.3-7: Hosted Applications 
	Echelon II or Enterprise
	Number of Applications
	Application Name

	Naval Facility (NAVFAC)
	2
	NORM - Normalized Database

	
	
	MILCON – Military Construction

	Naval Sea Systems Command (NAVSEA)
	2
	NEMAIS - Navy Enterprise Maintenance Automated Information System

	
	
	SPS - Standard Procurement System

	SPAWAR
	1
	NET - NGEN Enterprise Tool

	United States Fleet Forces Combat Logistics Force
(USFF CLF)
	1
	Seabees Operations Portal

	United States Fleet Forces Combat Chief of Naval Operations (USFF CNO)
	1
	HQ Web – Headquarters Web

	U.S. Naval Supply Systems Command (NAVSUP)
	22
	SPS – Standard Procurement System

	
	
	SWM – Smart Web Move

	
	
	SDR – Supply Discrepancy Reporting

	
	
	NLL – Naval Logistics Library

	
	
	NECO – Navy Electronic Commerce Online

	
	
	PPTAS – Personal Property Transportation Audit System

	
	
	CAVWEB – Commercial Asset Visibility Web

	
	
	Inform21 – Information Management for the 21st Century

	
	
	HAI - Host Application Interface

	
	
	FREP – File Replication

	
	
	CAV-ORM – Commercial Asset Visibility - Organics Repairable Module

	
	
	Maximo 

	
	
	QASA - Quality Assurance Self-Assessment

	
	
	One Supply (formerly Bird Track)

	
	
	Portal HA – Portal High Availability 

	
	
	Readiness Suite

	
	
	FEDLOG - Federal Logistics

	
	
	NOATS -  Nuclear Outfitting Automated Tracking System

	
	
	SHML - Ships Hazardous Materials List

	
	
	ALPP - Acquisition Logistics Planning Productivity

	
	
	ReMAD - Re-Engineered Maritime Allowance Development

	
	
	OTS - One Touch Supply

	
	
	PPMAP - Procurement Performance Management Assessment Program

	Enterprise
	4
	E-Marketplace

	
	
	ISF Tools - Integrated Solution Framework Tools

	
	
	Central Data Repository

	
	
	SeeBeyond



[bookmark: _Toc323842596][bookmark: _Toc323891433][bookmark: _Toc323898082][bookmark: _Toc323902136][bookmark: _Toc324144451][bookmark: _Toc324151388][bookmark: _Toc324342454][bookmark: _Toc324342455]Data Storage Services
Data Storage Services provide storage solutions for on line, near line, and off line data. 

The ES Contractor shall:
0. Operate and maintain the NGEN classified and unclassified storage capabilities including SW, HW, processes, and tools to facilitate the management and reporting of different classes of storage services across a wide range of workloads and applications.  
0. Provide end users with the ability to store and retrieve files on shared and controlled-access storage media.
0. Manage on demand access to scalable storage space to optimize performance for storage intensive applications.
0. Maximize data deduplication.
0. Configure and activate storage pooling.
0. Provide the Government full read and write access to all data storage management tools. 
0. Operate and maintain Microsoft Exchange Services email and public folder storage systems for the allocated storage and auto archiving.
0. Perform backup services in accordance with the following architectural and technical segmentation:
2. SAN4 EMC installations:
0. File (user home directory and command shares):
0. Perform daily incremental backups to the Virtual Disk Library and retain for 14 days.
0. Perform daily incremental backups to tape for off-site storage and retain for 14 days.
0. Perform weekly full backups to the Virtual Disk Library and retain for 30 days.
0. Perform weekly full backups to tape for off-site storage and retain for 30 days.
0. Exchange:
1. Perform daily snapshots of secondary storage and retain for one day.
1. Perform daily backup of secondary storage to the Virtual Disk Library and retain for 30 days.
1. Perform daily backup of secondary storage to tape for off-site storage and retain for 30 days.
0. Applications (e.g., SQL and Oracle):
1. Perform daily incremental backups to the Virtual Disk Library and retain for 14 days.
1. Perform weekly full backups to the Virtual Disk Library and retain for 30 days.
2. SAN4 NetApp installations:
1. File:
1. Perform daily snapshots and retain on primary storage as well as tape for off-site storage.
1. Perform Snap Vault snapshots and retain on on-site secondary storage as well as tape for off-site storage for 30 days.
1. Perform Snap Mirror snapshots and retain at off-site storage for 30 days.
1. Exchange:
1. Perform daily snapshots and retain on primary storage as well as tape for off-site storage.
1. Perform Snap Vault snapshots and retain on on-site secondary storage as well as tape for off-site storage for 30 days.
1. Perform Snap Mirror snapshots and retain at off-site storage for 30 days.
1. Application:
1. Perform daily incremental backups to disk storage and retain for 14 days.
1. Perform daily incremental backups to tape for off-site storage and retain for 14 days.
1. Perform weekly full backups to disk storage and retain for 30 days.
1. Perform weekly full backups to tape for off-site storage and retain for 30 days.
1. Perform Snap Mirror snapshots daily for small sites and retain for 14 days.
1. Perform Snap Mirror snapshots daily for small sites to tape for off-site storage and retain for 14 days.
1. Perform Snap Mirror snapshots weekly for small sites and retain for 30 days.
1. Perform Snap Mirror snapshots weekly for small sites to tape for off-site storage and retain for 30 days.
2. SAN3 EMC (Migrating to SAN4 NetApp):
1. File (user home directory and command shares):
1. Perform daily incremental backups to the Virtual Disk Library and retain for 14 days.
1. Perform daily incremental backups to tape for off-site storage and retain for 14 days.
1. Perform weekly full backups to the Virtual Disk Library and retain for 30 days.
1. Perform weekly full backups to tape for off-site storage and retain for 30 days.
1. Exchange:
1. Perform daily snapshots to secondary storage and retain for one day.
1. Perform daily backups of secondary storage to tape and retain for 30 days.
1. Perform daily backups of secondary storage to tape and retain off-site for 30 days.
1. Applications (e.g., SQL and Oracle):
1. Perform daily incremental backups to tape and retain for 14 days.
1. Perform weekly full backups to tape and retain for 30 days.
2. Other backups:
1. PKI Tumbleweed logs:
1. Perform daily and weekly backups to tape, virtual tape, and disk storage and retain for 90 days.
1. PKI responder backups:
1. Perform daily and weekly backups to tape, virtual tape, and disk storage and retain for 90 days.
1. Archive daily and weekly backups to tape, virtual tape, and disk storage for ten and a half years.
1. PKI Subordinate Certificate Authority (SubCA) backups:
1. Perform daily and weekly backups to tape, virtual tape, and disk storage and retain for 90 days.
1. Archive daily and weekly backups to tape, virtual tape, and disk storage for ten and a half years.
0. Perform an analysis of the current backup scheme and recommend improvements.
0. Operate and maintain the storage environment of critical IA logging data stored for forensic analysis in accordance with the requirements outlined in the Strategic Command (STRATCOM) Directive (SD) 527-1 Department of Defense (DoD) Information Operations Condition (INFOCON) System Procedures, 27 January 2006.
0. Provide data storage service delivery SW including operating system as well as server and virtualization functionality.
0. Provide storage allocation management at the organizational, group, and end user levels. 
0. Provide for the on demand addition of capacity and the physical or logical reallocation at any tier.
0. Enable the assignment of individual and group permissions at the file and folder level to include the ability to open, list, read, modify, save, copy, delete, rename, print files, and map folders.  
0. Control the manipulation of shared folders at the individual and group level including the ability to:
1. Modify folder security permissions even when explicit rights are taken away from the Folder Manager by an end user.
1. Identify the owner of locked files on a file server and, when necessary, unlock the files.
1. Establish file type filtering on a folder and all subfolders within a Government OUs shared space, and provide the ability to restrict by file type.
1. Establish the physical size limits of folders and subfolders within a Government OUs shared space:
1. Set the maximum size limit of a folder to prevent the aggregated size of the files contained in the folder and subfolders from exceeding an established size limit.
1. Set thresholds for folders and subfolders and alert the identified Folder Manager when they are approaching the size limit.
1. Grant sufficient permissions to the Government authorized POCs to produce on demand space utilization reports with sublevel folder totals.
0. Provide storage information per command as part of the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
0. Actual Usage: A graphical presentation of the maximum storage utilization for the current reporting period and each of the 11 previous reporting periods.  
0. Threshold Violations: A graphical presentation of the systems and configurations that exceeded 75% capacity during the current reporting period and each of the 11 previous reporting periods.
0. Anticipated Usage: Projected storage requirements for the next 12 months above and beyond current capacity.
0. Rate of Access: The access frequency of data objects at the folder level.
0. Provide for the recovery of all stored data:
1. For On Line Backup: Within 24 hours of a restore request.
1. For Off Line Backup: Within 48 hours of a restore request.
1. For Off Line, Off Site Backup: Within 72 hours of a restore request. 
0. Provide recommended reengineering of the storage architecture to improve utilization, provide efficient resource pooling, and minimize data duplication. (CDRL A032- Technical Report)
0. Architecture Component Audit:  Compare the storage architecture to the design documentation and identify gaps.
0. Utilization Analysis: Assess the storage utilization trends and recommend the reallocation and reuse of storage.
0. Storage Tools Assessment: Analyze the data storage management tools and recommend how to optimize the use of these tools.
0. Virtualization Analysis: Analyze the data storage management tools and recommend a revised virtualization scheme to improve accessibility and availability. 
0. Storage Availability and Redundancy Analysis: Analyze existing availability and redundancy and recommend improvements.
0. DR Analysis: Analyze and recommend improvements in the capability to recover data in the event of a disaster; including e.g., more efficient and accessible backups, enhancements to storage recovery tools, and reallocation of existing storage to support cloud based DR sites.
0. Thin Provisioning Analysis: Analyze and recommend improvements to capacity trending and projection data to support timely and effective thin provisioning.

[bookmark: _Toc324342456]Mobile Information Protection (MIP) Services 
MIP Services provide end users with an automated backup and recovery for desktop, laptop, and hard-synched PDA clients, including the ability to manage and automate backups to a centralized repository in highly scalable storage architecture. 

The ES Contractor shall:
1. Operate and maintain orderable MIP Services in accordance with the encryption requirements of DoDD 8320.02, Data Sharing in a Net-Centric Department of Defense, April 23, 2007.
0. Perform daily backups to protect all Government OU and personal online document files and folders, email PSTs, and other data when connected to NGEN through a high-speed connection.
0. Enable recovery of end user data from accidental file deletion, system corruption, loss of systems, or hardware failure to the last backup.
0. Provide dedicated email and telephone-based customer support for backup and recovery.
0. Allow end users to monitor their own account usage, history, and backup configuration.

[bookmark: _Toc296924097][bookmark: _Toc298162441][bookmark: _Toc299082343][bookmark: _Toc299649421][bookmark: _Toc324342457]Enterprise Messaging Services
Enterprise Messaging Services include the operation and maintenance of NIPRNet and SIPRNet email messaging systems.  

The ES Contractor shall:
a. Operate and maintain the enterprise messaging capability to process, deliver, store, and receive email, and associated attachments.
i. Operate and maintain required SW (e.g., Exchange 2010 and Server 2008R2) and required licenses to deliver messaging to end users (e.g., Client Access Licenses)
ii. Operate and maintain the NGEN messaging server infrastructure, message archiving, spam filtering, mail security, and anti-malware capabilities.
a) Provide, operate, and maintain content filtering capabilities to prevent unwanted incoming email or embedded malicious code in incoming email.
i. Provide spam filtering that blocks unwanted email, contains content that is prohibited by policy, or is coming from a masqueraded source. 
ii. Provide malicious code filtering that blocks incoming email that contains malware from reaching the end recipients.
iii. Allow users and organizations to create, modify, and delete all personal, command, echelon, and organizational messaging distribution lists.
b. Configure the email client with the ability to send and receive signed and encrypted email and attachments using PKI certificates issued by the DoD PKI certifying authority and DoD approved external PKI certifying authorities.
c. Configure email service to conform with: 1) Simple Mail Transfer Protocol, native Remote Procedure Calls (RPC), and HTTP; and, 2) approved DAA configuration to ensure interoperability and remote access.
d. Operate and maintain capability to execute server mailbox restoration within 4 hours of loss for Government identified VIP and MOC C2 end users.  For all others, restore server mailbox within 7 days. 
e. Operate and maintain the BlackBerry and other smartphone email service infrastructures (e.g., BlackBerry Enterprise Servers or the BlackBerry Enterprise Server successors). 
f. Provide, operate, and maintain the NIPRNet and SIPRNet capability to access email via a Web based application (e.g., OWA):  
i. Enable only PKI-based end user authentication to control access to the NIPRNet application.
ii. Allow PKI based end user authentication to control access to the SIPRNet application.
g. Design, document, integrate, test, and install the next generation of NGEN Messaging SW suite:
i. Provide installation design documentation and a BOM. (CDRL A019 – Installation Technical Documentation and Plans)
ii. Provide the DIACAP Package. (CDRL A023 – DoD Information Assurance Certification and Accreditation Process Package)
iii. Proposed COTS IA and IA-enabled products that are compliant with DoDD 8500.01E, Information Assurance (IA), April 23, 2007.
iv. Provide test plans and procedures. (CDRL A020 – Test Plan and CDRL A021 – Test Procedures)
v. Install Government approved design per the NGEN Release and Deployment process.
vi. Document asset and configuration changes in accordance with the CMIP and the NGEN Change Management process. 

[bookmark: _Toc296924098][bookmark: _Toc298162442][bookmark: _Toc299082344][bookmark: _Toc299649422][bookmark: _Toc324342458]Enterprise Web Portal Services
Enterprise Web Based Services consist of the Homeport classified and unclassified websites, and SearchNAVY Content Discovery tool. 

[bookmark: _Toc298162443][bookmark: _Toc299082345][bookmark: _Toc299649423][bookmark: _Toc302048855][bookmark: _Toc324342459]Homeport
Homeport serves as a single gateway for DON personnel to access information, services, support, and training resources for the NGEN services.  

The ES Contractor shall: 
a. Operate and maintain the unclassified and classified Homeport. 
i. Promulgate service alerts, as well as outage and degradation notification messages.
ii. Publish scheduled maintenance information and impact statements. 
iii. Provide and update contact information for the NGEN Service Desk, including alternate contact information for the Navy desks, classified desk, and Special Assistance desks.  
iv. Provide content discovery and search capability.
v. Provide a searchable library of existing training materials that address primary end user needs including: 1) operating system functions and capabilities; 2) Core Build applications; 3) common issues, and 4) common end user applications.
vi. Provide a searchable archive of end user communications, alerts, and notifications.
vii. Provide a list of all HW and SW that have been certified for use on the Network including the OEM name, HW model, and SW version.
viii. Provide NGEN program, contract, and public affairs materials as published by the NGEN Public Affairs Officer and post links, as directed by the Government, to other NGEN related information.
ix. Restrict access and usage to elements of Homeport, sub-sites or specific content areas when directed by the NGEN Program Office.

[bookmark: _Toc298162445][bookmark: _Toc299082347][bookmark: _Toc299649425][bookmark: _Toc302048857][bookmark: _Toc324342460]Content Discovery
SearchNAVY provides enhanced search features that allow fast and secure discovery of information within the Navy management domain using simple keywords and phrases.  Information sources include structured and unstructured data from:
a. Intranet websites.
b. Portal data.
c. Local file shares.
d. Exchange folders.
e. Legacy systems.
f. Databases.
g. Document management systems.
h. Service desk systems.
i. Homeport.

The ES Contractor shall:
a. Operate and maintain SearchNAVY including the function to search and index data repositories. 
b. Provide a self-service capability for the specified Government representatives to obtain usage heuristics. 
c. Restrict access and usage to sub-sites or specific content areas when directed by the Government.

[bookmark: _Toc324342461]Collaboration Services
DCO provides Web conferencing (e.g., audio, video, chat, instant messaging, and screen sharing) capabilities for DoD end users.  DCO is composed of two commercial tools and a custom portal for access.  Adobe Connect is the Web conferencing application and Jabber is the XMPP secure chat service and client.

The ES Contractor shall:
a. Operate and maintain desktop tools and browser configurations to enable end users on the NGEN network the ability to fully utilize the collaboration functionality provided by DCO. 
b. Integrate and install updated or revised Net Centric Enterprise Services (NCES) services.

[bookmark: _Toc296924101][bookmark: _Toc298162448][bookmark: _Toc299082350][bookmark: _Toc299649428][bookmark: _Toc324342462]Voice over Internet Protocol (VoIP) Options and Services 
VoIP Services enables voice communications over an IP network interfaced with the Public Switched Telephone Network (PSTN).  The NGEN VoIP system supports communications via analog and digital handsets, computer terminals, fax machines, and conference speakerphones [analog connections are via Analog Telephone Adapter (ATA) devices].  DSN trunks, NSA approved Type-1 encryption devices, as well as PSTN, Federal Telecommunications Service (FTS) / Networx, and DSN circuits will be GFP.

The ES Contractor shall:
a. Operate and maintain assigned VoIP components in compliance with DoDI 8100.04, DoD Unified Capabilities (UC), December 9, 2010, relevant security requirements, and VoIP relevant STIGs in order to deliver assured services capabilities:
i. Media servers. 
ii. Application servers.
iii. End user devices and handsets.
iv. VoIP-enable fax machines.
b. Maintain telephony administration database that includes a web interface for end users and captures monthly usage information (e.g., individual base, command, and PSI). 

[bookmark: _Toc296924102][bookmark: _Toc298162449][bookmark: _Toc299082351][bookmark: _Toc299649429][bookmark: _Toc324342463]Unclassified Mobile Phone Services
Unclassified Mobile Phone Services are a comprehensive set of wireless cellular capabilities, available through multiple carriers with the service plans to support end users throughout the United States and its territories, which includes cellular phones, PDA devices, paging services, and cellular data network access devices.

The ES Contractor shall: 
a. Provide data integration services for Government furnished mobile devices (e.g., iPhone, iPad, BlackBerry, and Android) to:
i. Enable secure email, text, tethering, and messaging services. 
ii. Integrate Government provided cellular data card and service from a Tier 1 mobile services provider (e.g., AT&T, Sprint, and Verizon).
b. Deliver a new account order within 14 business days of receiving the task order.
c. Provide ongoing end user support initiated through requests to the NGEN Service Desk.  

[bookmark: _Toc295708780][bookmark: _Toc296924103][bookmark: _Toc298162450][bookmark: _Toc299082352][bookmark: _Toc299649430][bookmark: _Toc324342464]Classified Mobile Phone Services
Classified Mobile Phone Services provide classified voice services that are certified by the NSA and are compliant with DoDD 8100.2, Use of Commercial Wireless Devices, Services, and Technologies in the Department of Defense Global Information Grid (GIG), April 14, 2004.  Secure Wireless Cellular Service consists of cellular data network access services and the connection of Government supplied Secure Multi Environment Personal Electronic Devices (SME PED) and SIPRNet email accounts.  The SME PED, with its dedicated infrastructure, provides end-to-end, secure solutions for voice and data to Senior Commanders and their senior staff members.

The ES Contractor shall:
a. Provide data integration services for classified Government furnished SME PEDs to:
i. Enable secure classified email, text, tethering, and messaging services.
ii. Provide integration to the DoD LDAP or the OCSP servers for real time certificate validation of the SIPRNet hard tokens.
b. Operate and maintain the SME PED Management Server and SW. 
c. Operate and maintain a dedicated Mail Proxy Server connected to the Microsoft Exchange system.
d. Operate and maintain a dedicated Policy and Management Server.
e. Review, comply with, and implement STIG requirements for wireless.
f. Prepare all certification documentation required for the ATO from the Navy ODAA.

[bookmark: _Toc296924104][bookmark: _Toc298162451][bookmark: _Toc299082353][bookmark: _Toc299649431][bookmark: _Toc324342465]Video Teleconferencing (VTC) Services
VTC Services are comprised of the HW, SW, network, and scheduling services necessary to deliver real time video and audio communications between end users at two or more locations. 

VTC Services include: 1) cameras; 2) coder-decoder (CODECs); 3) monitors; 4) onscreen menus; 5) dynamic speaker technology; 6) far-end camera control; 7) collaborative tools; 8) VTC scheduling set-up and operations; 9) IP infrastructure; 10) multi-session; 11) Multi-point Control Unit (MCU) bridging service; and, 12) remote diagnostics.  The VTC Services provide VTC connectivity throughout NGEN and with external participants via high bandwidth communications, point-to-point, and point-to multi-point switching.

The ES Contractor shall:
a. Operate and maintain HW, SW, and scheduling tools required for end users to conduct video conferences with other parties on the network or on other DON, DoD, Federal, or commercial networks.
b. Comply with: 1) DISA Uniform Capabilities Requirements; and, 2) Federal Telecommunications Recommendation (FTR) 1080B-2002, Video Teleconferencing (VTC) Services, August 15, 2002 for all designs of IP sessions. 
c. Support the following service elements:
i. Fixed Video: Configure, operate, and maintain existing audio-visual services in existing dedicated facilities where end users can initiate and participate in live video teleconferences connectivity within and external to NGEN.  Configure, operate, and maintain room cameras with full area coverage, large monitors, on-screen menus, dynamic speaker technology, far end camera control, as well as video player and recorder capability.
ii. Moveable Video: Configure, operate, and maintain movable VTC capability.
iii. Desktop: Configure capability for end users to participate in live video teleconferences from any NGEN seat. 
d. Provide facilitator-assisted videoconference setup and operation on a 24x7x365 basis.
e. Configure video service to be delivered via ISDN or other digital transmission service.
f. Configure VTC system that enables the routing of  video calls: 
i. To off-net locations over the NGEN to the NGEN location nearest the destination point.
ii. Over the DISN Video Services - Global (DVS-G) or Federal Telecommunications System 2001 (now General Services Administration Network Contract), ISDN, and other commercial digital services when specified by the end user. 
g. Configure the equipment to support transfer of multimedia data (e.g., text, graphics, images, video, and audio) to a format the receiving side can integrate.
h. Provide remote diagnostics for videoconferencing from the NOCs. 
i. Provide SW distribution and upgrades to videoconference SW and firmware.
j. Configure NGEN VTC system to support multi-point bridging.
k. Configure movable VTC seats to operate over temporary connections such as the DSTB.

[bookmark: _Toc324342466]End User Computing Services 
End User Computing Services include the provisioning, storage, configuration, integration, installation, operation, maintenance, and end-of-life disposal (see Section 3.5.5 Demilitarization and Disposal) of classified and unclassified workstations (fixed or portable) and deployable workstations and associated peripherals (e.g., USB remote device, keyboard, monitor, and mouse).

The ES Contractor shall provide all licenses and license maintenance, except for Government directed licenses provided as GFP, for the SW functionality and respective Contractor assigned services and tasks in accordance with the CoSC Master Software List document, listed as Attachment 18 in Section J of the contract..

[bookmark: _Toc324342467]Workstations (Fixed, Portable, DV, or Deployable)
The ES Contractor shall:
a. Provide end user HW as a service (ES Contractor owned HW) when ordered for the following HW categories with the performance and capabilities identified in the Workstation Minimum Requirements document, listed as Attachment 17 in Section J of the contract.  Attachment 17 does not apply to existing equipment.
i. Standard Performance (desktop and laptop).
ii. Enhanced Performance (desktop)
iii. High End Graphics Performance (desktop and laptop).
iv. Ultra-light (laptop).
v. Tablet.
vi. Ruggedized (laptop). 
vii. Desktop Virtualization.
b. Procure, ship, track, stage, configure, and install HW and SW (including GFP) based on NGEN orders (classified and unclassified).
i. Provide and track equipment and execute custody transfer of any end user HW received at the site in accordance with the AMIP.
a) End user computers (ES provided).
b) Additional HW and peripherals (GFP or ES provided).
c) CAP end user HW (GFP).
ii. Update asset and CM databases as required in accordance with the AMIP and CMIP.
a) Perform asset identification, scanning and logging of assets that have been delivered (tagging).
iii. Configure and deploy end user HW and SW.
a) Configure HW with Core Build, FAM approved applications, NGEN certified applications, and approved SW identified in end user profiles.
b) Configure workstations based on DAA approved configurations, as well as DoD and DON policy and guidance to include the DISA STIGs, DISA Enclave STIG, and SECNAVINST 2075.1, Department of the Navy Use of Commercial Wireless Local Area Network (LAN) Devices, Services, and Technologies, November 30, 2006 Guidance as specifically agreed upon and approved by the Navy ODAA for the Network.
c) Configure all end user computers to include a DoD approved smart card reader in accordance with:
i.  DoDI 8520.02, Public Key Infrastructure (PKI) and Public Key (PK) Enabling, May 24, 2011.
ii. DoDI 8520.03, Identity Authentication for Information Systems, May 13, 2011.
iii. DoD CIO Memo October 14, 2011, SIPRNet Public Key Infrastructure (PKI) Crypto Logon. 
d)  Configure all workstations in the NGEN environment so they are locked down and no additional SW can be added by the end user with the exception of plug and play and approved devices or print drivers.
e) Configure designated NGEN workstations and portables to be reconfigured by S&T developer end users without Contractor intervention. These workstations and portables follow the device naming standards in accordance with Government policy. 
iv. Perform data migration from previous to new HW, as applicable.
a) Provide access to migrated data or external data storage devices to ensure end user data sources are valid and accessible.
b) Transfer data from external devices enabled with DAR solutions.
v. Notify the Government custodian or designated representative that equipment has been delivered and that migrated data and installed applications are functioning properly.
vi. Install and deploy clients and additional peripheral HW.
a) Provide onsite resources to support deployment and operational validation of clients.
i. Develop workstation deployment test plan and test procedures to be approved by the Government. (CDRL A020 – Test Plan and CDRL A021 - Test Procedures)
ii. Conduct performance tests on each workstation after it is fully loaded with all applicable SW and security configurations in accordance with Contractor provided and Government approved workstation test plan and test procedures and report test results. (CDRL A022 – Test Report)
a. Ensure client can map to network printers and assigned network drives.
b. Ensure Email client has been configured and mail is operational and integrated with smart card reader.
c. Ensure Core Build SW is available and operational.
d. Ensure transferred data is available and complete.
vii. Maintain installed end user equipment.
a) Repair or replace defective end user HW.
b) Manage warranties on end user HW.
c) Provide loaner equipment (e.g., desktops and laptops) to end users for repairs or replacements that exceed 24 hours.
d) Upgrade client SW upgrades, configurations, tool extensions, and templates, in accordance with the Government approved Core Build Software Update Plan, DAA approved configurations, IAVA or IAVMs or as directed by the Government to meet emergent security requirements.
e) Install additional end user HW and SW, at the end user location including connecting approved peripherals (as ordered).
f) Provide the capability to access and load approved device drivers online via available website to include printer drivers.
g) Dispose of end-of-life classified and unclassified workstations and associated peripherals in accordance with Section 3.5.5. Demilitarization and Disposal.
c. Provide waterfront support. 
i. Receive, store, and install assigned NGEN infrastructure resident within the shipyard environment to include NGEN workstations.
ii. Operate, maintain, move, repair, and reinstall NGEN workstations subject to waterfront surge events or shipyard environment limitations and hazards or where shipyard mission requirements dictate expedited handling.
d. Provide secure USB remote access capability to connect to existing NGEN client devices.

[bookmark: _Toc296924106][bookmark: _Toc298162453][bookmark: _Toc299082355][bookmark: _Toc299649433][bookmark: _Toc324342468]Portable Computing Services 
The above 3.3.30 End User Computing Services and 3.3.30.1 Workstations (Fixed, Portable, DV, or Deployable) requirements apply to 3.3.30.2 Portable Computing Services.

The ES Contractor shall configure and deploy portable end user HW and SW with the following capabilities: 
a. Battery power display and management tools.
b. 802.11 a/b/g/n wireless connectivity HW.
c. 802.11 a/b/g/n wireless connectivity management SW.

[bookmark: _Toc324342469]Deployable Computing 
The above 3.3.30 End User Computing Services, 3.3.30.1 Workstations (Fixed, Portable, DV, or Deployable), and 3.3.30.2 Portable Computing Services requirements apply to 3.3.30.3 Deployable Computing.

The ES Contractor shall:
a. Provide, maintain, and support deployable end user devices for use in an expeditionary or field environment.
b. Provide deployable end user devices that are capable of interfacing and compatible with: 1) IT-21 shipboard networks; 2) the Marine Corps Tactical Network; 3) the ONE-Net environment; and, 4) other DON and DoD networks.
i. Certify the NGEN Core Build for operations on the IT-21 shipboard network in accordance with Commander, United States Fleet Forces Command (USFFC) Message R 061240Z DEC ZYB, Shipboard Application Configuration Management, Control, and Enforcement. 
ii. Provide DON Government unit IT with system administrator rights to perform all functions required to reconfigure, operate, and maintain deployed end user devices in the embarked environment.
iii. Provide support for scheduled, unscheduled, or short notice movements.
c. Provide an automated Web based deployable tool solution to allow the unit IT specialists to choose, schedule, and execute the deployment of end user devices.
i. Provide access to the tool internally and externally from NGEN. 
ii. Provide access to the NGEN Core Build to incorporate modifications required to maintain compatibility with NGEN and operational network environment changes.
iii. Provide capability to display on the end user device when a deployable seat is either in the deployed state or scheduled to deploy.
d. Provide email redirection, forwarding, and reimplementation of full service email for deployed accounts for *.mil* and *.gov* addresses only.
i. Implement and maintain the email redirection capability to securely allow individual end users and unit IT specialists to remotely start, stop, or modify their email redirection configuration.
ii. Allow unit IT specialists to manage bulk-user email redirection for their command. 
iii. Provide email redirection remote capability that is:
a) Accessible from Web based tools internal or external to NGEN. 
b) Available through the Service Desk using email, commercial telephone, and the DSN.
e. Provide worldwide logistics support for deployed end user HW devices and SW to meet deployed personnel requirements.  
i. Provide remote troubleshooting via email or telephone to the NGEN Service Desk to provide the unit IT specialists with technical liaison support.
ii. Coordinate with the unit IT specialists to collect and analyze equipment failure data while deployed and make recommendations for modified deployable configurations, PUKs, and logistics support strategies. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
iii. Ship all replacement parts and ensure packages are marked and shipped in accordance with established Government shipping requirements to Fleet Post Office (FPO) and Army Post Office (APO) addresses.
iv. Assume all costs associated with the commercial shipment of devices and spares to the deployed units.  There are approximately 600 shipments per year.    
f. Provide the imagining tools to enable unit IT specialists to locally rebuild end user devices to a pre-deployment state.  There are approximately 600 shipments per year.
i. Provide the NGEN Core Build image with required security patches, applications, application updates, and IAVAs no sooner than 30 days prior to deployment date.
ii. Provide the NGEN Core Build image, including all Core Build media and all authorized seat applications, to unit IT specialists for the rebuilding of deployable seats to a pre-deployment state.
g. Distribute and install required NGEN patches (e.g., IAVA, and IAVM) while seats are deployed.
h. Perform automated configuration, reconfiguration, upgrades, and SW maintenance upon return to NGEN and prior to reconnection with the shore NGEN infrastructure in accordance with the pertinent IAVA. 
i. Reconfigure deployed end user devices for return and interface with NGEN in the event that the Government IT support does not return with the unit.
ii. Scan the returning deployable end user devices, if requested by the Government, to validate compatibility with the network.
i. Provide the capability to swap hard drives with NGEN end user device rebuilt hard drives upon return to NGEN to expedite reintegration.
j. Provide the capability to migrate user data from NGEN to the deployed environment and back.   

[bookmark: _Toc316161510][bookmark: _Toc324342470][bookmark: _Toc298162454][bookmark: _Toc299082356][bookmark: _Toc299649434]Desktop Virtualization (DV) Services
DV Services provide a server-centric computing model for the delivery of end user services.  

The ES Contractor shall:
a. Configure, operate, and maintain DV HW in accordance with: 1) applicable requirements in Section 3.3.30.1 Workstations (Fixed, Portable, DV, or Deployable); and, 2) NGEN Core Build and other Functional Area Manager (FAM) approved NGEN certified SW.  
0. Include COI specific Core Build integration for all NGEN COIs.
0. Configure servers based on DAA approved configurations and in compliance with e.g., 1) DISA STIGs; 2) DISA enclave STIG; and, 3) SECNAVINST 2075.1, Department of the Navy Use of Commercial Wireless Local Area Network Devices, Services, and Technologies, November 30, 2006. 
b. Monitor, collect, manage, and report on the performance metrics in the below sub-paragraphs.  Provide designated Government personnel access to the performance metric data.
i. Round-trip latency between the DV client and DV server. 
ii. Restore time for the DV servers and clients.
iii. Print server responsiveness - the amount of time for the print server to process a print request from a DV user. 
iv. DV server and component availability. 
v. DV service responsiveness - the amount of time to respond to Intranet and remote access DV user application requests.
vi. Logon times - the amount of time to process DV user credentials and provide access to DV resources.
vii. DV server CPU utilization - the percentage of the host CPU being used by the application server and all its configured and enabled components. 
c. Provide a report on DV Services as an appendix to the monthly status report and, depending upon the agenda, include in the PMR presentation.  At a minimum, include the information identified in the below sub-paragraphs in the DV Services Report. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
i. Summary of DV performance data and trends with graphical presentation for the current reporting period and each of the five previous reporting periods.
ii. Solutions to negative performance trends.
iii. Recommendations for improvements to the DV Services. 
d. Convert the existing 7,500 seats to meet the criteria in sub-paragraph 3.3.30.4.1b through a separate task order.

[bookmark: _Toc324342471]3.3.30.4.1 Increased Desktop Virtualization (DV) Services
The ES Contractor shall:
a. Design, document, test, implement, operate, and maintain increased DV Services in accordance with the NGEN performance metrics contained in the NGEN Service Level Requirements (SLR) document, listed as Attachment 13 in Section J of the contract.
b. Provide these minimum capabilities as part of the enterprise DV solution:  
i. End user connections with less than 60 milliseconds round-trip latency between the DV client and server.
ii. End user storage sufficient to provide up to 30 GB per DV user account on an on demand basis.
iii. PKI- enabled authentication and authorization to end user devices.
iv. Access to all NGEN Core Build SW, device drivers, and approved applications.
v. Access to DV services (applications and data) from any NGEN seat or approved, CAC enabled, Non-NGEN devices with virtual desktop software, from within the Intranet or remotely.
vi. End user devices with multi-media capability that meet the specifications identified in the Workstation Minimum Requirements document, listed as Attachment 17 in Section J of the contract.
c. Integrate, test, and host the NGEN Core Build SW, device drivers, and approved applications into the DV Infrastructure (DVI).
d. Migrate and validate availability of thick client end user data in the DVI.

[bookmark: _Toc323842614][bookmark: _Toc323891451][bookmark: _Toc323898100][bookmark: _Toc323902154][bookmark: _Toc324144469][bookmark: _Toc324151406][bookmark: _Toc324342472][bookmark: _Toc324342473]Navy Recruiting Command (NRC) Mobile Computing Solution
The ES Contractor shall: 
a. Provide ongoing support for the mobile computing devices (i.e., convertible laptops) used by NRC.
b. Provide Tier 1 and Tier 2 Service Desk support to 28 NRC System Administrators, including one designated System Administrator at each of the 26 Navy Recruiting Districts (NRD), one designated System Administrator at the Navy Recruiter Orientation Unit (NORU) Pensacola FL, and one designated System Administrator at NRC headquarters Millington TN.
c. Provide Service Desk support during normal working hours of 0800-1700 local time, Monday through Friday (i.e., 9 hours a day x 5 days a week) across the four continental U.S. time zones.
d. Provide mobile device management services for deployed mobile computing devices in accordance with the AMIP and CMIP including:
i. Repair.
ii. Remotely disable or “kill” missing, lost, or stolen devices.
iii. Electronic SW and patch distribution.
e. Provide SW maintenance (e.g., SW license updates) for the applications installed on the mobile computing devices in accordance with Section 3.3.1.4 Service Delivery and Management Software.
f. Provide baseline updates to the Mobile Recruiter Build (MRB) as needed, up to three times per year (e.g., new printer drivers). 
g. Provide Technology Refresh for NRC mobile computing devices in accordance with Section 3.3.1.5 Technology Refresh and Modernization and the Navy Technology Refresh and Modernization Planning Guidance document, listed as Attachment 15 in Section J of the contract. 

[bookmark: _Toc324342474]Developer Computing Services
The above 3.3.30 End User Computing Services, 3.3.30.1 Workstations (Fixed, Portable, DV, or Deployable), and 3.3.30.2 Portable Computing Services requirements apply to Developer Computing Services.

The ES Contractor shall:
a. Provide, maintain, and support developer end user devices for use in a software development or S&T environment.
b. Develop and maintain the NGEN Developer Core Build image with required security patches, registry settings, applications, application updates, and IAVAs available that enables the end user to load required software and associated tools. 
c. Provide the imaging tools and the NGEN Developer Core Build image, including all core build media and all authorized seat applications, to enable developers and claimant S&T Configuration Managers to locally rebuild developer end user devices to the baseline core build state.
d. Configure developer end user devices to support multiple developer administrative accounts.
e. Provide access to NGEN services when logged in with a non-local administrator account.
f. Provide NGEN S&T Developer Portable Seats remote access via approved tools (e.g., RAS).

[bookmark: _Toc324342475]Account Services
Account Services includes all life cycle events associated with accounts. 

[bookmark: _Toc324342476]3.3.30.7.1	End User Accounts
The ES Contractor shall:
a. Provision, maintain, and operate up to 600,000 NIPRNet and 100,000 SIPRNet active end user accounts for the following unclassified and classified account categories:
i. Standard.
ii. Lite.
iii. Logon Only.
iv. Developer.
v. Digital ID.
vi. NNPI.
b. Perform life cycle events on end user accounts as requested by the Government.
i. Create new end user accounts with attributes provided by the Government.  For new Standard and NNPI accounts allocate 700 MB for home directory storage and 50 MB for email storage.  For new Lite accounts allocate 200MB for home directory storage and 10 MB for email storage.  
ii. Modify end user account attributes including move, add, change, disable, and deactivate.
iii. Upgrade or downgrade end user account type.
iv. Deactivate end user accounts.
v. Change the end user account status.
c. Provide unique identifiers for all end user accounts ordered using naming standards in accordance with NMCI Information Bulletin (NIB) 2-B, NMCI Email and Global Address List (GAL) Naming Convention, DTG 241417Z OCT 05.
d. Provide end user access to NMCI workstations based on account and workstation permissions.
e. Delete or transfer all network end user data associated with an account no sooner than 30 calendar days after the Government requests account deactivation.
f. Provide network end user data associated with an account during the deactivation process, if requested by the Government.
g. Operate and maintain a Web based end user reporting tool for account management by designated Government personnel. 
h. Generate a data file daily from AD that includes the user account attributes listed in Table 3.3-8 User Account Attributes.  Data retention is not required.  Provide designated Government personnel access to the network location with the daily data file.
i. Generate monthly, a NGEN User Account Report from AD that includes the data elements listed in the below sub-paragraphs. (CDRL A039 – NGEN User Account Report)
i. Total number of Command / Budgeting Submission Office (BSO).
ii. Total number of Active Directory Navy Accounts.
iii. Total number of NNPI Division Accounts.
iv. Total number of Direct Funded Contractor Accounts.
v. Total number of Adjusted Active Directory Accounts.
j. Provide access to the Government with the data file used to generate the NGEN User Account Report.
k. Perform monthly deactivation of dormant accounts on the network as specified by the Government.
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	User Account Attributes

	Globally Unique Identifier GUID - syscol-NativeGUID
	mail

	Forest Partition - Domain (East - West - pacom) - syscol-Partition
	modifytimestamp

	Alternative recipient to receive e-mail - altrecipient
	Toggles GAL visibility of display name - msexchhidefromaddresslists

	base
	Personaltitle

	Building
	physicaldeliveryofficename

	Country Abbreviation - C
	postalcode

	Citizenship
	postofficebox-firstvalueonly

	Country - Co
	profilepath

	Create Time Stamp - Createtimestamp
	Date and time use last changed their password - pwdlastset-int64asdate

	Deliver and Direct - Deliverandredirect
	roomCube

	Department
	User logon name - samaccountname

	Displayname
	Surname (Last Name) - sn

	Distinguished Name - Distinguishedname
	State - st

	Level 1 AD OU  Command - distinguishedName-level1
	streetaddress

	Level 2 AD OU PSI - distinguishedName-level2
	telephonenumber

	Level 3 AD OU Object type - distinguishedName-level3
	title

	Level 4 AD OU Object type - distinguishedName-level4
	uic

	division
	userprincipalname

	Electronic Data Interchange Personal Identifier - edipi
	uac-ACCOUNTDISABLE

	floor
	uac-DONTEXPIREPASSWD

	givenname
	uac-SMARTCARDREQUIRED

	homedirecotry
	Extention Attributes track additional information about user accounts Direct Funded Contractor- extensionAttribute3

	homemdb
	Extention Attributes track additional information about user accounts Lite accounts - extensionAttribute4

	info
	Date user last logged on to network - lastlogontimestamp-int64asdate

	initials
	extensionAttribute8

	l
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Groups are managed by command representatives who have administrative rights to perform group life cycle events for individuals or groups without using a MAC.

The ES Contractor shall:
a. Perform life cycle events for groups as requested by the Government.
i. Create new groups.
ii. Modify group attributes.
iii. Modify group type for NetOps.
iv. Deactivate and delete groups.
b. Provide unique identifiers for all groups using naming standards.
c. Provide groups required for new site setup and operations.
d. Operate and maintain a Custom Active Directory Interface (CADI) tool for designated Government personnel to perform group management including e.g.:
i. Add or delete groups for assigned OUs, excluding certain restricted or sensitive groups.
ii. Change specific attributes of groups, including security permissions.
iii. Rename groups.
iv. Make changes to group status.
v. Move groups between allowed sites and other Echelon II OU sites.
vi. Track specific group changes, including changes in permissions.
vii. Verify group information.
viii. Delegate permissions and responsibilities to other designated Government personnel within the same OU.

[bookmark: _Toc324342478]Science and Technology (S&T) Server Based Computing (SBC) Seats
The S&T SBC Seats provides on-line terminal emulation of all basic NMCI services excluding multimedia, video conferencing, and the collaboration application from a non-NGEN seat.

The ES Contractor shall:
a. Provide Server Based Computing (SBC) to support online terminal emulation of basic NGEN services excluding multimedia, video conferencing, and collaboration applications.
i. Provide a Web based solution for basic NGEN services to non-NGEN end user workstations.
ii. Provide the S&T COI with SBC services for non-NGEN networks:
a) Access the NGEN Core Build applications through a web browser.
b) Access the SBC servers through B2 connections.
c) Allow only SBC traffic from the designated S&T network to the SBC servers.
d) Access the SBC servers through the public B1 via an authorized architecture.

[bookmark: _Toc323213243][bookmark: _Toc323842621][bookmark: _Toc323891458][bookmark: _Toc323898107][bookmark: _Toc323902161][bookmark: _Toc324144476][bookmark: _Toc324151413][bookmark: _Toc324342479][bookmark: _Toc323213244][bookmark: _Toc323842622][bookmark: _Toc323891459][bookmark: _Toc323898108][bookmark: _Toc323902162][bookmark: _Toc324144477][bookmark: _Toc324151414][bookmark: _Toc324342480][bookmark: _Toc323213245][bookmark: _Toc323842623][bookmark: _Toc323891460][bookmark: _Toc323898109][bookmark: _Toc323902163][bookmark: _Toc324144478][bookmark: _Toc324151415][bookmark: _Toc324342481][bookmark: _Toc323213246][bookmark: _Toc323842624][bookmark: _Toc323891461][bookmark: _Toc323898110][bookmark: _Toc323902164][bookmark: _Toc324144479][bookmark: _Toc324151416][bookmark: _Toc324342482][bookmark: _Toc323213247][bookmark: _Toc323842625][bookmark: _Toc323891462][bookmark: _Toc323898111][bookmark: _Toc323902165][bookmark: _Toc324144480][bookmark: _Toc324151417][bookmark: _Toc324342483][bookmark: _Toc323213248][bookmark: _Toc323842626][bookmark: _Toc323891463][bookmark: _Toc323898112][bookmark: _Toc323902166][bookmark: _Toc324144481][bookmark: _Toc324151418][bookmark: _Toc324342484][bookmark: _Toc323213249][bookmark: _Toc323842627][bookmark: _Toc323891464][bookmark: _Toc323898113][bookmark: _Toc323902167][bookmark: _Toc324144482][bookmark: _Toc324151419][bookmark: _Toc324342485][bookmark: _Toc323213250][bookmark: _Toc323842628][bookmark: _Toc323891465][bookmark: _Toc323898114][bookmark: _Toc323902168][bookmark: _Toc324144483][bookmark: _Toc324151420][bookmark: _Toc324342486][bookmark: _Toc323213251][bookmark: _Toc323842629][bookmark: _Toc323891466][bookmark: _Toc323898115][bookmark: _Toc323902169][bookmark: _Toc324144484][bookmark: _Toc324151421][bookmark: _Toc324342487][bookmark: _Toc323213252][bookmark: _Toc323842630][bookmark: _Toc323891467][bookmark: _Toc323898116][bookmark: _Toc323902170][bookmark: _Toc324144485][bookmark: _Toc324151422][bookmark: _Toc324342488][bookmark: _Toc323213253][bookmark: _Toc323842631][bookmark: _Toc323891468][bookmark: _Toc323898117][bookmark: _Toc323902171][bookmark: _Toc324144486][bookmark: _Toc324151423][bookmark: _Toc324342489][bookmark: _Toc295708789][bookmark: _Toc296924109][bookmark: _Toc298162458][bookmark: _Toc299082360][bookmark: _Toc299649438][bookmark: _Toc324342490]Print Services
The ES Contractor shall:
1. Provide the following basic print services:
0. Operations and maintenance of all printer servers.
0. Transport (IP service) for all network printers.
0. Ability to download print drivers for all approved printers via Homeport.
0. Object naming and ability to map all network printers within AD.
0. Testing, integration, and deployment of GFP printers.
0. Software patch maintenance for all as-is printers.
1. Provide additional printer service in accordance with the following tiers.
i. Tier 1:  Full Service Print capability.
a) Provide catalog printers that align with the following:
i. Basic Black and White (High, Medium, and Low Capacity).
ii. Basic Color (High, Medium and Low Capacity).
iii. Multi-Function Printers (High, Medium and Low Capacity).
b) Provide for the printer operations and maintenance including all consumables except paper.
c) Provide testing, configuration, and connection services for Contractor provided printers.
d) Remove from the Government site inoperable Contractor owned printers within seven days. 
e) Replace or repair inoperable Contractor owned printers within seven days. 
ii. Tier 2:  Tier 1 print services capability minus OEM required consumables (e.g., toner and drum) in accordance with catalog categories in Tier 1.
iii. Tier 3:  Provide operations and maintenance of existing GFP printers.
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COTS Catalog HW and SW Services provide HW and SW to end users including installation.  End users may choose from a wide selection of items that utilize the latest COTS technology to best meet their requirements beyond the basic services.  

The ES Contractor shall:
a. Publish and maintain a Catalog of COTS HW and SW service options certified for use on the network consistent with the functionality contained in the CoSC COTS Catalog listed as Attachment 37 in Section J of the contract.  The Catalog includes: 1) the OEM name; 2) make of the HW and SW; 3) model of the HW; 4) version of the SW; and, 5) the date the item was certified for use on the network.
i. Replace the COTS Catalog items that have reached end of life or have been on the Catalog for two years, whichever is shorter, in accordance with the CMIP and DIACAP.
ii. Test new COTS Catalog items for interoperability, compatibility, and security required for integration in the environment.
iii. Update and maintain the Catalog on Homeport. 
iv. Include consumables and other support items in the Catalog necessary to deliver and maintain end-item functionality.
v. Provide the option to direct ship Catalog items.
vi. Add items to the Catalog as requested by the Government with pricing discounted below the GSA schedule. 
b. Provide HW ordered by the Government within 30 days of order receipt.
c. Maintain COTS SW ordered by the Government in accordance with Section 3.3.1.4 Service Delivery and Management Software.

[bookmark: _Toc324342492]Desk Side Support Services
Desk Side Support Services consist of providing onsite assistance with computer HW, SW, or other electronic or mechanical devices.  Desk Side Support provides for the resolution of incidents that could not be resolved remotely and are transferred from the initial Service Desk Service to the site for resolution.  VIP and MOC C2 support capability provides specified NGEN end users in key leadership and management positions with enhanced help desk and desk side service support. 

The ES Contractor shall:
1. Provide on-site BPS technical support and incident resolution to all NGEN end user bases, including clients, servers, legacy systems, computer HW, SW, and other electronic base, waterfront, and pier side equipment.
1. Investigate, resolve, document, and report the causes and corrective actions in the NGEN Incident Management System for all incidents assigned by the Service Desk.
1. Comply with NGEN escalation procedures and Government directed prioritization to resolve assigned incidents consistent with the Service Desk NGEN Service Level Requirements document, listed as Attachment 13 in Section J of the contract.

[bookmark: _Toc324342493]Legacy Services 
Legacy Services consists of integration, operations, and maintenance of legacy HW (e.g., servers, end user devices including Dual Desktops and Quarantine Seats, and network components) and SW (e.g., COTS SW) in the NGEN environment.

The ES Contractor shall:
a. Support Legacy NGEN end user devices:
i. Update and maintain virus protection on Legacy NGEN end user devices. 
ii. Diagnose and repair Legacy NGEN end user devices to operating condition.
iii. Diagnose and resolve problems, conflicts, functionality issues, and configuration issues with supported Legacy COTS SW.
iv. Diagnose and resolve Legacy COTS SW issues related to login, file access, and printing.
v. Diagnose and resolve problems with remote access for Legacy NGEN end user devices.
b. Support Legacy servers including mail servers (e.g., system administration, application of IAVAs and security patches, backup, and recovery).  Exclude servers on which legacy COTS software is hosted).
i. Collect, monitor, and analyze system performance for Legacy servers (e.g., CPU usage, disk usage, and memory usage).  
ii. Implement modifications to optimize the effectiveness and efficiency of the Legacy environment.
iii. Implement IAVAs to the Legacy servers.  Notify the Government POC of devices that cannot be brought into IAVA compliance due to end of life equipment constraints.
iv. Coordinate the implementation of agreed upon configuration changes to Legacy server HW or SW with the Government POC. 
v. Perform routine system operation functions and system console operations (e.g., power on and off, system reboots, and start, stop, or reset).  
vi. Provide the Government with up to date Contractor POC information for each Legacy system including who to contact after normal business hours and who to contact when an issue or concern needs to be escalated.  
vii. Notify the Government POC of any end of life notices received from third party software vendors or other service providers regarding Legacy server software.
viii. Replace or upgrade Legacy server HW or SW when ordered by the Government.
a) Utilize parts available from inventory of deactivated equipment prior to requesting Government replacement equipment in support of Legacy servers.
ix. Perform software engineering, data conversion, recovery, and migration services.
x. Provide impact and root cause analysis for major outages.
c. Register Legacy requirements in the NGEN CMS.
d. Provide Service Desk Services, locally or centrally, for all ES Contractor supported Legacy Services in coordination with the TXS Contractor. 
i. Where the ES Contractor has been granted administrative rights, notify and work with the Government POCs to resolve issues and access problems.  
ii. Assist the customer with diagnosing and resolving problems for Legacy servers and end user devices.
iii. Test the resolution of all Legacy Services issues and problems before closing the Service Desk ticket.
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End User Training Services includes the development and delivery of training to NGEN end users as well as network and computing support to Navy classrooms.  End User Training Services are delivered by computer-based training (CBT), Electronic Classroom (ECR), web-based e-learning, ICW, or DCO.

The ES Contractor shall:
a. Conduct an analysis and document end user training requirements. (CDRL A033 - Training Requirements Analysis Documentation).
b. Develop end user training solution alternatives and recommendations in accordance with: (CDRL A033- Training Requirements Analysis Documentation)
i. MIL-HDBK-29612-1A, Guide for Acquisition of Training Products and Services, August 31, 2010.
ii.  MIL-HDBK-29612-2A, DoD Handbook; Instructional Systems. Development/Systems Approach to Training and Education, August 31, 2001.
iii.  NGEN Navy Training System Plan (NTSP), N6-NTSP-E-70-0817, Increment 1, November 2, 2011. 
c. Develop and maintain end user training materials for all tools, processes, and solution develop efforts in accordance with the NGEN Navy Training System Plan (NTSP), N6-NTSP-E-70-0817, Increment 1, November 2, 2011. (CDRL A025 – Training Program Documentation)
d. Provide end users with web accessible training materials (e.g., Microsoft Office Suite computer based training material, RAS procedures, and PKI certificates publish procedures to the GAL).

[bookmark: _Toc324342495]Electronic Classroom (ECR)
The ES Contractor shall:
a. Provide classified and unclassified ECR support services in accordance with the Automated Electronic Classrooms (AEC) guidelines provided in Naval Education and Training (NAVEDTRA) 130 Series Manuals, September 2009.  
b. Provide the following ECR support services:
i. Support HW, SW, and training support peripherals to support the approximate 700 seat ECR classroom seat requirement spread across the enterprise.  
ii. Operate and maintain assigned ECR infrastructure.
iii. Provide access to training content hosted in the NGEN and other Navy networks (e.g., DMZ).
iv. Provide training content, manuals, and job aids for any ES Contractor-provided or deployed end user HW and SW.  (CDRL A025 – Training Program Documentation)
v. Operate and maintain the existing automated and Web based account creation and management solution that is populated via automated feeds from Government legacy management systems to AD.
vi.  Manage classroom-shared resources to allow and restrict students’ access to selected resources without reducing the native NGEN IA posture.
vii. Operate and maintain classroom management solution.
a) Load authorized training content and curriculum.
b) Modify classroom workstation configurations.
c) Control access to and perform backup and restoration for file share storage data.
d) Support both the Integrated Learning Environment (ILE) Web based instructional content and the current inventory of legacy instructional content.
e) Support the “on demand” Web based account creation tool.
f) Update end user and status of accounts every hour from 0800 to 1800 local time as well as part of the scheduled nightly updates.   

[bookmark: _Toc324342496]Commercial Voice Services – N/A
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ITSM provides a structured approach for managing the NGEN services.  The objectives of NGEN ITSM are to:
a. Provide a service delivery process framework that:
i. Provides continuity of services during the transition of NGEN.
ii. Promotes consistent delivery and management of the NGEN Services to end users.
b. Focus on the delivery of services to end users.
c. Respond to dynamic mission requirements and priorities.
d. Implement new processes and improve current processes.

The Government intends to achieve a fully developed ITSM model as defined in the NNPDM.  The NGEN Process Definition Model (NPDM) document, listed as Attachment 11 in Section J of the contract describes the current ITSM capability.  To accomplish the objectives of the NNPDM over time, the Government intends, in collaboration with the Contractors, to conduct an analysis every six months to identify enhanced and expanded ITSM capabilities.  The analysis will be documented in a CSIP that is submitted for approval, as described in Section 3.2.2 Continual Service Improvement.  Upon approval and implementation of specific projects in the CSIP, the NGEN Process Definition Model (NPDM) document, listed as Attachment 11 in Section J of the contract,  will be updated to reflect the new ITSM capabilities.  

An ITSM Service Management Integration Activity (SMIA) will be conducted at the start of Phase-in to determine the integrated service management activities required of the Contractors to perform the current NGEN Process Definition Model (NPDM) document, listed as Attachment 11 in Section J of the contract,  listed in Table 3.4‑1 ITSM Processes, in a multi-Contractor environment.  
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	ITSM Processes

	Availability Management
	Access Management

	Capacity and Demand Management 
	Event Management 

	Asset Management 
	Incident Management

	Change Management
	Problem Management

	Configuration Management
	Data Management

	Release and Deployment Management
	



[bookmark: _Toc312137688]IT Service Management is a shared service.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and any other service providers to provide the common services described below.

The ES Contractor shall:
a. Conduct a SMIA to identify and address how the processes will be delivered and operated in the multi-Contractor environment.
i. Determine the modifications required to execute the processes in the multi-Contractor environment.
ii. Determine the process tasks and activities, and inputs and outputs necessary to execute integrated service management for each process.
iii. Propose modifications to the roles and responsibilities for the Contractors and the Government to execute each process in an integrated manner.
iv. Determine enhancements to existing tools required to execute integrated service management.
v. Determine modifications to the SOPs to reflect the multi-Contractor environment.
vi. Identify risks associated with each integrated process and perform a risk assessment. 
vii. Assess and recommend modified or new process performance metrics in support of the integrated processes.
viii. Update, with input from the TXS Contractor, the NGEN Process Definition Model (NPDM) document, listed as Attachment 11 in Section J of the contract,  to reflect each of the integrated processes and supporting SOPs. (CDRL A012 – NGEN Process Definition Model)
b. Conduct a SMIA to identify and address how the shared services will be delivered and operated in the multi-Contractor environment. 
i. Provide input to the Service SOPs, Technical Baselines, and Integrated Architecture as required for the delivery of the shared services in a multi-Contractor environment.
ii. Propose modifications to the roles and responsibilities for the Contractors and the Government to execute the delivery of shared services in an integrated manner.
c. Execute the ITSM processes in the NGEN Process Definition Model (NPDM) document, listed as Attachment 11 in Section J of the contract. 
d. Perform all ITSM processes in accordance with the Contractors’ Quality Management System.
The TXS Contractor shall participate in the SMIA and provide input and agreement on the NGEN Process Definition Model (NPDM) document, listed as Attachment 11 in Section J of the contract, to the ES Contractor. (CDRL A012 – NGEN Process Definition Model) 
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[bookmark: _Toc324342498]NGEN ITSM Processes
NGEN ITSM Processes is a shared service.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and any other service providers to provide the common services described below.

[bookmark: _Toc324342499]Availability Management
The Availability Management process provides a framework to address the availability of services and infrastructures to meet mission needs in a cost effective manner.

The Contractors shall:
a. Conduct availability trend analysis of assigned systems and services against established thresholds and include the outcome of this analysis and recommendations in the Monthly Status Report, and depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material) 
b. Analyze and refine, as required, assigned NGEN service and component availability metrics and associated measurements.

In addition to the above, the ES Contractor shall consolidate, with input and agreement from the TXS Contractor, the availability trend analysis and recommendations.
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Capacity Management addresses the capacity and performance of IT services and systems to meet the current and future business requirements in the most cost-effective and timely manner.  The objectives of Capacity Management are to optimize performance and efficiency as well as provide information to plan for and justify financial investments.  Demand Management provides a decision making and analysis framework that utilizes available capacity, mission, and business data to assess demand for services.

For the assigned services and systems, the Contractors shall:
a. Develop and implement a NGEN Capacity and Demand Management Plan in coordination with the Government and other NGEN providers (i.e., DISA). (CDRL A040 – Capacity and Demand Management Plan)
b. Identify and analyze NGEN service and component capacity and demand requirements and refine existing metrics and measurements to further implement capacity and demand management.  
c. Perform capacity and demand management in accordance with the NGEN Capacity and Demand Management Plan. 
d. Provide the capability to monitor the capacity and demand metrics identified in the NGEN Capacity and Demand Management Plan and incorporate into the EPMD and CPMD.
e. Monitor, document, report, and track violations to the capacity metrics in accordance with the NGEN Event Management process.
f. Determine in collaboration with NGEN operations, engineering, and service providers, service modifications that optimize the use of the existing infrastructure. 
g. Document and assess the current and future demands for services and computing resources as well as future plans for workload growth in the TRP. (CDRL A027 – Technology Refresh Plan) 
0. Document influences and projections on demand for computer and network resources.
0. Incorporate capacity and demand engineering services into the requirements and design activities of new and modified services.  Analyze measurement data to include the impact of new releases on capacity.
h. Collect and analyze capacity and demand information and include in the Monthly Status Report, and depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
0. Capacity threshold violations. 
0. Service and system capacity trend analysis.

In addition to the above, the ES Contractor shall:
a. Establish and implement, in collaboration with the Government, a system and tools to electronically capture, model, and readily generate tailored reports on the capacity of and demand for services and systems.  The Government will verify and validate the model.
b. Consolidate, with input from the TXS Contractor, capacity threshold violations as well as service and system capacity trend analysis in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall provide input on the current and future demands for services and computing resources and future plans for workload growth to the ES Contractor to include in the Monthly Status Report, and depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
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Asset Management is the identification, tracking, control, and accounting of assets (HW and SW) throughout the assets’ life cycle to provide operational and cost visibility.

For the assigned services and systems, the Contractors shall:
a. Develop an AMIP for submittal to and approval by the Government. (CDRL A029 – Asset Management Implementation Plan)
b. Manage all assets within the NGEN environment in accordance with the approved AMIP and CMIP.  
c. Maintain asset data within the NGEN CMS in accordance with the approved AMIP and CMIP.
i. Mark and report all assets procured for the Government in accordance with the below sub-paragraphs.  Affix Item Unique Identifier (IUID) tags to all new assets prior to shipment for Government receipt.
a) Defense Federal Acquisition Regulation Supplement (DFARS) Clauses 252.211-7003 and 252.211-7007. 
b) DoDI 5000.64, Accountability and Management of DoD Equipment and Other Accountable Property, May 19, 2011.  
c) MIL-STD-130N, DoD Standard Practice Identification Marking of US Military Property, December 17, 2007. 
ii. Affix IUID tags to all existing GFP by the completion of Phase-in Transition Services. 
d. Perform physical asset audits to validate inventory in accordance with DoDI 5000.64, Accountability and Management of DoD Equipment and Other Accountable Property, May 19, 2011. For large sites, perform physical asset audits at a minimum of every three years.  For NOCs, large server farms, and other classified or sensitive property perform physical asset audits annually.  Sampling methods may be used where appropriate, provided they achieve statistically valid results.  Sampling methods may not be used for classified or sensitive property. (CDRL A041 - Asset Audit Report)
i. A 98% physical accuracy rate for unclassified, and a 100% physical accuracy rate for classified or sensitive property must be achieved and maintained.
e. Perform monthly virtual asset audits for all sites to validate inventory accuracy. (CDRL A041 – Asset Audit Report)
f. Perform root cause analysis and remediation of inaccurate inventory.  Include the analysis and remediation in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 - Presentation Material)  
g. Manage and track all SW licenses required to operate and maintain the network and support the delivery of end user services in accordance the AMIP.  This includes SW licenses provided by the Contractor, procured for the Government, and provided by the Government as GFP.  The existing SW licenses are provided in the CoSC Master SW List document, listed as Attachment 18 in Section J of the contract.
h. Support monthly Asset Management meetings. 
i. Prepare a meeting agenda for submittal to the Government. (CDRL A001 – Meeting Agenda)
ii. Prepare presentation material, based upon the agreed agenda, for submittal to the Government. (CDRL A002 – Presentation Material)
iii. Designate the appropriate SMEs to attend the meetings and address agenda items.
iv. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)

In addition to the above, the ES Contractor shall: 
a. Consolidate and provide an integrated AMIP, with input and agreement from the TXS Contractor, to the Government for approval. (CDRL A029 – Asset Management Implementation Plan)
b. Upload and maintain the following asset information to the Defense Property Accountability System (DPAS).  Entry is via Wide Area Workflow.
i. Stock Number.
ii. Acquisition Cost.
iii. Acquisition Date.
iv. Local Receipt Date.
v. Original in Service Date.
vi. Asset Status.
vii. Asset Pilferable (selected).
viii. Manufacturer’s Name.
ix. Manufacturer’s Model Number.
x. Manufacturer’s Part Number.
xi. Manufacturer’s Year (year manufactured).
xii. Unique Item Identifier (UII) Status Code.
xiii. Inventory by Serial Number (selected).
xiv. Custodian.
xv. Location.
xvi. Asset ID.
xvii. Serial Number. 
xviii. Vendor or Purchase Order (PO) Number.
xix. Warranty Start.
xx. Warranty Finish.
c. Provide access to the Government to perform audits and inspections. 
d. Provide the Government an integrated, enterprise-level view of all assets in the NGEN CMS.
e. Consolidate, with input and agreement from the TXS Contractor, root cause analysis and remediation of inaccurate inventory and include in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 - Presentation Material)
f. Consolidate the meeting agenda, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A001 – Meeting Agenda)
g. Consolidate presentation material, with input and agreement from the TXS Contractor, and submit to the Government. (CDRL A002 – Presentation Material)
h. Consolidate meeting minutes and the status of action items, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A003 – Meeting Minutes)

In addition to the above, the TXS Contractor shall:
a. Provide input on the AMIP to the ES Contractor for submittal to the Government. (CDRL A029 – Asset Management Implementation Plan) 
b. Provide the ES Contractor input on root cause analysis and remediation of inaccurate inventory.
c. Provide input on the meeting agenda to the ES Contractor for consolidation. (CDRL A001 – Meeting Agenda)
d. Provide the TXS presentation material to the ES Contractor for consolidation. (CDRL A002 – Presentation Material)
e. Provide input on the meeting minutes and the status of action items to the ES Contractor for consolidation. (CDRL A003 – Meeting Minutes)

[bookmark: _Toc298604128][bookmark: _Toc299281854][bookmark: _Toc324342502]Change Management
Change Management enables beneficial changes, with minimum disruption to IT services, by ensuring changes are recorded, evaluated, authorized, prioritized, planned, tested, implemented, documented, and reviewed in a controlled manner.  The following Class I and Class II HW and SW definitions of change are based on MIL-HDBK-61A (SE), Military Handbook: Configuration Management Guidance, 7 February 2001, Appendix A, Activity Guide: Table A-3:
a. Class I - HW Changes
i. Class I HW Level I - includes changes to form, fit, and function, new installations, and major infrastructure changes and upgrades. 
ii. Class I HW Level II - includes insertion of technologies and infrastructure which alter e.g., HW configuration, network connectivity, and bandwidth.
b. Class I – SW Changes
i. Class I SW Level I - not applicable.
ii. Class I SW Level II – includes changes which alter e.g., HW configuration, network connectivity, and bandwidth.
c. Class II – HW Changes
i. Class II HW Level I – includes e.g., LAN drops, switch replacement, and minor network HW insertion of similar or identical capacity. 
d. Class II – SW Changes
i. Class II SW Level I - not applicable.
ii. Class II SW Level II - activities that do not alter e.g., the existing HW configuration, network connectivity, and bandwidth. 

For the assigned services and systems, the Contractors shall:
1. Execute NGEN Change Management activities in accordance with the approved CMIP and SEMP.
i. Maintain and provide to the Government a list of names and roles of the systems administrators assigned to execute change activities. 
ii. Develop RFCs for all changes.  As part of the RFC, document the impact of the proposed changes to the Technical Baselines, SLRs, and Integrated Architecture Products. (CDRL A015 – Request for Change) 
iii. Conduct and report configuration testing on all modifications made to equipment including technology refresh. (CDRL A020 – Test Plan, CDRL A021 – Test Procedures, and CDRL A022 – Test Report)
iv. Develop the change and remediation plan for all changes in accordance with the SEMP and the CMIP.
v. Develop and submit for Government approval draft change communications, including expected service impacts, for all scheduled maintenance or change events, no later than ten business days in advance of the event.
vi. Dispatch communications, upon Government approval, to impacted users no later than two business days prior to the commencement of the maintenance or change event.
vii. Update technical documentation to include the impacted Technical Baselines and Integrated Architecture Products. (CDRL A018 – Technical Baseline Documents and CDRL A016 – Integrated Architecture Products)
viii. Provide installation documentation as described in Section 3.5.1 Installation Support and a BOM. (CDRL A019 – Installation Technical Documentation and Plans)
ix. Provide the DIACAP Package. (CDRL A023 – DoD Information Assurance Certification and Accreditation Process Package)
x. Comply with DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003 for all proposed COTS IA and IA enabled products.
xi. Provide test plans and test procedures. (CDRL A020 – Test Plan and CDRL A021 – Test Procedures)
xii. Test the change and remediation plan and report results. (CDRL A022 – Test Report) 
xiii. Implement the change.
xiv. Report unsuccessful changes and apply remediation as required. 
xv. Establish, maintain, and promulgate change schedules containing details of the approved changes and their proposed deployment dates.  Use the schedules of change as the basis for planning the deployment of releases. 

In addition to the above, the ES Contractor shall: 
a. Consolidate all material for the ECCB meetings with input and agreement from the TXS Contractor.
b. Document, deliver, and manage, with input and agreement from the TXS Contractor, all RFCs, DIACAP Packages, BOMs, installation documentation as described in Section 3.5.1 Installation Support, test plans, test procedures, test reports, and associated change documentation inputs and agreement from the TXS Contractor. (CDRL A015 - Request for Change, CDRL A023 – DoD Information Assurance Certification and Accreditation Process Package, CDRL A019 – Installation Technical Documentation and Plans, CDRL A020 – Test Plan, CDRL A021 – Test Procedures, and CDRL A022 – Test Report)
c. Provide a web accessible change documentation library that contains in development, requested, planned, in progress, and completed RFCs.  Provide and manage access to the change documentation library as directed by the Government.

In addition to the above, the TXS Contractor shall: 
a. Provide input to the ES Contractor for the ECCB meetings.
b. Provide inputs to the ES Contractor for all RFCs, DIACAP Packages, BOMs, installation documentation as described in Section 3.5.1 Installation Support, test plans, test procedures, test reports, and associated change documentation inputs and agreement from the TXS Contractor. (CDRL A015 - Request for Change, CDRL A023 – DoD Information Assurance Certification and Accreditation Process Package, CDRL A019 – Installation Technical Documentation and Plans, CDRL A020 – Test Plan, CDRL A021 – Test Procedures, and CDRL A022 – Test Report)

[bookmark: _Toc299281853][bookmark: _Toc324342503]Configuration Management (CM)
For the assigned services and systems, the Contractors shall:
a. Develop a CMIP for submittal to and approval by the Government. (CDRL A042 – Configuration Management Implementation Plan)  
b. Provide CM of the CIs as identified in the NGEN Configuration Items document, listed as Attachment 14 in Section J of the contract.
c. Propose for Government approval additional CIs and the mechanisms for auto-discovery. 
d. Maintain and update the Technical Baselines and associated Integrated Architecture Products. (CDRL A016 – Integrated Architecture Products, CDRL A018 – Technical Baseline Documents)
e. Audit the CM activities and generate self-audit reports.  Include a synopsis of the self-audit reports in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 - Presentation Material)  
f. Prepare, document, categorize, track, and monitor systems configuration for audit and forensic investigations in the NGEN CMS.  The CMS will be included as part of the Integrated Digital Environment (IDE).  The CMS for NGEN is the tools and databases used to manage configuration data for NGEN infrastructure assets from design to retirement.  Information pertaining to the NGEN CIs is provided in the NGEN CIs listed as Attachment 14 in Section J of the contract.  The CMS tools collect, store, manage, update, and present data about all CIs including the relationships between CIs.  
g. Perform annual configuration audits to validate the system is accurately represented in the NGEN Technical Baselines, Integrated Architecture Products, and design and installation documentation. (CDRL A043 – Configuration Audit Report)

In addition to the above, the ES Contractor shall: 
a. Consolidate and provide an integrated CMIP, with input and agreement from the TXS Contractor, for approval by the Government. (CDRL A042 – Configuration Management Implementation Plan) 
b. Provide, operate, and maintain the NGEN CMS.  
i. Provide system administration for the NGEN CMS.   
ii. Provide regular updates of configuration records. 
iii. Maintain all change records for CIs in the CMS and communicate the status of all changes to the Government or authorized designee.
iv. Perform weekly exception reporting and resolve issues.
v. Provide the ability for and allow the Government to generate tailored reports on CIs. 
vi. Provide other NGEN service providers and the Government access to the CMS as required.
c. Consolidate, with input and agreement from the TXS Contractor, the synopsis of the self-audit reports in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 - Presentation Material)
d. Consolidate, with input and agreement from the TXS Contractor, the Configuration Audit Report. (CDRL A043 – Configuration Audit Report)

In addition to the above, the TXS Contractor shall:
a. Provide input on the CMIP to the ES Contractor for submittal to the Government. (CDRL A042 – Configuration Management Implementation Plan)
b. Provide a synopsis of the TXS self-audit reports to the ES Contractor for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 - Presentation Material)  
c. Provide input on the Configuration Audit Report to the ES Contractor for submittal to the Government. (CDRL A043 – Configuration Audit Report) 

[bookmark: _Toc298604129][bookmark: _Toc298162369][bookmark: _Toc299281855][bookmark: _Toc324342504]Release and Deployment Management 
Release and Deployment Management provides life cycle management to support the development, deployment, and reporting of service installation including HW and SW releases. 
 	
For the assigned services and systems, the Contractors shall:  
a. Provide and update the NGEN Enterprise Release Schedule inputs: (CDRL A006 – Integrated Master Schedule)
i. Planned Technology Refresh and Modernization activities.
ii. Quarterly Core Build SW releases.
iii. New installations and service upgrades including MACs.
iv. HW and SW release packages based on GDA, IAVM, and NGEN incidents.
b. Provide Certification Assessment Summary Evaluation Information for all approved changes and present at the ECCB to determine if a RDP is required. (CDRL A044 – Certification Assessment Summary Evaluation Information)
c. Develop RDP inputs for all approved Class I and other changes as directed by the ECCB. (CDRL A028 - Release and Deployment Plan) 
d. Develop installation documentation in accordance with Section 3.5.1 Installation Support. 
e. Install and test release components.
i. Conduct installations in accordance with Section 3.5.1 Installation Support.
ii. Conduct and report completion of required operational verification release testing. 
a) Develop and submit test procedures for Government approval prior to testing. (CDRL A021 – Test Procedures)  
b) Develop and submit a test report to the Government following the test. (CDRL A022 – Test Report)
iii. Provide for the receipt, warehousing, distribution, and installation of release HW in accordance with the AMIP. (CDRL A029 – Asset Management Implementation Plan)
iv. Document asset and configuration changes in accordance with the CMIP.

In addition to the above, the ES Contractor shall: 
a. Consolidate the NGEN enterprise release schedule with input and agreement from the TXS Contractor. (CDRL A006 – Integrated Master Schedule)
b. Develop a consolidated RDP for Class I changes as directed by the ECCB with inputs and agreement from the TXS Contractor. (CDRL A028 - Release and Deployment Plan) 
i. Present new consolidated RDPs for ECCB consideration at the ECCB meetings.	
c. Present status of proposed deployments at the ECCB meetings.	
d. Consolidate, with input and agreement from the TXS Contractor, the status and progress of the Contractors’ RDPs for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 - Presentation Material) 

In addition to the above, the TXS Contractor shall: 
a. Provide input on the NGEN enterprise release schedule to the ES Contractor. (CDRL A006 – Integrated Master Schedule)
b. Provide input on the RDPs for Class I changes to the ES Contractor. (CDRL A028 - Release and Deployment Plan) 
i. Present new consolidated RDPs for ECCB consideration at the ECCB meetings.
c. Support the ES Contractor in presenting the status of proposed deployments at the ECCB meetings.
d. Provide the ES Contractor input on the status and progress of the Contractors’ RDPs for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc298604134][bookmark: _Toc299281860][bookmark: _Toc324342505]Access Management 
Access Management supports user requests for access to entitled services.  Access management is based on policies and procedures provided by information security management and Government policies that control the access process, rights management, and identity management.  

The ES Contractor shall:
a. Evaluate and verify access requests in accordance with information security management and Government policies identified in Table 2.1‑2.
b. Coordinate access requests that involve TXS components with the TXS Contractor. 
c. Maintain, verify, and validate user credentials. 
d. Provide and maintain access rights.
e. Monitor and manage access activities.
f. Notify the Government when access to services or systems is suspected of being compromised.
g. Report the total access requests in the Monthly Status Report, and depending upon the agenda, the PMR presentation.  The Monthly Status Report includes (e.g., a graphical presentation of the total number of access requests processed, including the number revoked, for the current reporting period and each of the five previous reporting periods). (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

The TXS Contractor shall execute access requests that involve TXS components in coordination with the ES Contractor.

[bookmark: _Toc298604132][bookmark: _Toc298162383][bookmark: _Toc299281858][bookmark: _Toc324342506]Event Management 
Event Management is the collection, collation, filtering, categorization, and response to NGEN service and system events.  

For the assigned services and systems, the Contractors shall:
a. Collect, monitor, detect, assess, display, notify, correlate, and respond to events. 
b. Provide near real-time situational awareness of events (e.g., the status and impact on NGEN systems, IT services, and Navy operations). 

In addition to the above, the ES Contractor shall:
a. Consolidate and provide near real-time integrated situational awareness (e.g., ES, TXS, DISA, and other service providers) of events (e.g., the status and impact on NGEN systems, IT services, and Navy operations) with inputs and agreement from the TXS Contractor.
b. Publish Event Management correlated data from the NGEN Event Management tools in accordance with the Navy Enterprise Services Profile, Network Operations Network and Systems Management, v1.0, December 16, 2010. 
c. Provide, with input and agreement from the TXS Contractor, a consolidated status on Event Management in the Monthly Status Report and, depending upon the agenda, the PMR presentation.  The Monthly Status Report includes: e.g., a graphical presentation of the total number of events processed for the current reporting period and each of the five previous reporting periods; a summary of the event triggers that resulted in incidents for the current reporting period and each of the five previous reporting periods; and, the problems nominated as a result of events.  Include further breakouts of this information in the report (e.g., AHS, COIs, Echelon II Commands, and Legacy Services).  (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall provide the ES Contractor with input on Event Management that involved the TXS Contractor for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc298604133][bookmark: _Toc298162382][bookmark: _Toc299281859][bookmark: _Toc324342507]Incident Management 
Incident Management is the documentation, tracking, and mitigation of incidents to return to normal service operation of the network and minimize adverse impact on mission operations.  

The ES Contractor shall: 
a. Provide and manage access to the NGEN incident management tools to support the execution of the NGEN Incident Management Process.
b. Manage the resolution of all NGEN IT incidents in accordance with the Government approved NGEN Incident Management process.
i. Provide near-real time status of all NGEN IT incidents. 
ii. Log, correlate, categorize, prioritize, allocate, track, and escalate incidents. 
iii. Provide prioritization recommendations of physical infrastructure and IT service incidents based on the Navy mission and operational impact.
iv. Conduct an initial analysis of incidents and escalate to the appropriate service provider.
v. Recommend to the Government convening of the Incident Working Group to analyze, allocate, and resolve joint incidents.
vi. Close assigned incidents in accordance with the NGEN Incident Management process and procedures.
vii. Provide, with input and agreement from the TXS Contractor, a consolidated status on Incident Management in the Monthly Status Report, and depending upon the agenda, the PMR presentation.  The Monthly Status Report includes e.g., a graphical presentation of the total number and type of incidents processed and outstanding for the current reporting period and each of the five previous reporting periods; and, the problems nominated as a result of incidents.  Include further breakouts of this information in the report (e.g., AHS, COIs, Echelon II Commands, and Legacy Services). (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

The TXS Contractor shall:
a. Coordinate with the ES Contractor to gain access and appropriate administrative rights to the NGEN incident management tools to execute the NGEN Incident Management process.
b. Manage the resolution of assigned NGEN IT incidents in accordance with the Government approved Incident Management process.
i. Provide TXS input into near-real time status tool for all assigned NGEN incidents. 
ii. Track and resolve assigned incidents:
a) Provide recommended prioritization of physical infrastructure and IT service incidents based on the Navy mission and operational impact.
b) Close all assigned incidents in accordance with the NGEN Incident Management process.
c. Provide the ES Contractor with input on Incident Management that involved the TXS Contractor for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc298604135][bookmark: _Toc298162384][bookmark: _Toc299281861][bookmark: _Toc324342508]Problem Management 
The Problem Management process provides a framework to troubleshoot, trend, diagnose, and analyze root cause.  Problem Management identifies similar incidents that are grouped into “problems” and initiates RFCs when appropriate, to eliminate the known error from the environment. 

For the assigned services and systems, the Contractors shall:
1. Identify, monitor, diagnose, mitigate, and report problems in accordance with the NGEN Problem Management Process.
0. Identify underlying root cause of assigned problems and generate, as required, RFC(s) to resolve the problem. (CDRL A015 – Request for Change)
0. Recommend to the Government convening joint service provider resolution sessions to resolve problems. 
b. Assist the Government in prioritizing problems.
c. Implement approved problem solutions.

In addition to the above, the ES Contractor shall:
a. Record and provide near real time information on all NGEN problems. 
b. Recommend allocation of problems to the appropriate service provider or Government entity.
c. Provide, with input and agreement from the TXS Contractor, problem solutions and implementation plans.  
d. Track resolution of NGEN problems. 
e. Provide, with input and agreement from the TXS Contractor, a consolidated status on Problem Management in the Monthly Status Report, and depending upon the agenda, the PMR presentation.  The Monthly Status Report includes e.g., a graphical presentation of the total number and type of problems processed and open with disposition for the current reporting period and each of the five previous reporting periods; and, a matrix that identifies the relationship between events, incidents, and problems.  Include further breakouts of this information in the report (e.g., AHS, COIs, Echelon II Commands, and Legacy Services). (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall:
a. Track resolution of assigned TXS problems.
b. Provide to the ES Contractor input on problem solutions and implementation plans.  
c. Provide the ES Contractor with input on Problem Management that involved the TXS Contractor for inclusion in the Monthly Status Report, and depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

[bookmark: _Toc324342509]Data Management
Data Management includes capturing, maintaining, managing, aligning, exporting, and sharing data required to manage, design, build, deploy, operate, and deliver IT services.  The Government intends to manage NGEN data within an IDE.  The IDE will be a physically distributed, logically linked data structure, and tools required for the collection and use of service, process, and support data for NGEN.  The IDE will be used simultaneously by the Government and Contractor personnel in near real time to manage the program and operate and maintain the network.  The existing IDE consists of: 1) multiple federated CM databases; 2) multiple asset management databases; 3) Definitive Solution Library; 4) technical and non-technical (e.g., facilities, processes, and performance) data repositories; 5) service management databases; 6) IA logging; and, 7) other miscellaneous data.  This information is primarily on servers and other storage devices located in the Norfolk and San Diego NOCs.  The current tools used are identified in the CoSC Master Software List document, listed as Attachment 18 in Section J of the contract.

For the assigned services and systems, the Contractors shall:
a. Develop for submittal the Data Management Implementation Plan (DMIP). (CDRL A045 - Data Management Implementation Plan) 
b. Execute Data Management in accordance with the DMIP.
c. Maintain a comprehensive list of NGEN data structures, sources, categorizations, and formats.
d. Support monthly Data Management meetings. 
i. Prepare a meeting agenda for submittal to the Government. (CDRL A001 – Meeting Agenda)
ii. Prepare presentation material, based upon the agreed agenda, for submittal to the Government. (CDRL A002 – Presentation Material)
iii. Designate the appropriate SMEs to attend the meetings and address agenda items.
iv. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)

The ES Contractor shall:	
a. Consolidate and submit, with input and agreement from the TXS Contractor, the DMIP. (CDRL A045 – Data Management Implementation Plan) 
b. Consolidate, with input and agreement from the TXS Contractor, a comprehensive list of NGEN data structure, sources, categorizations, and formats.
c. Operate and maintain Data Management capabilities (processes, procedures, and tools) to create, receive, validate, maintain, catalog, store, update, and retrieve data in the NGEN IDE in accordance with the DMIP.
d. Establish and maintain an electronic Records Management Application (RMA) that complies with DoD 5015.02-STD, Electronic Records Management Software Applications Design Criteria Standard, April 25, 2007. 
e. Implement electronic records management in accordance with: 1) DoD 5015.02-STD, Electronic Records Management Software Applications Design Criteria Standard, April 25, 2007; and, 2) DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003.
f. Provide data feeds to and extrapolate data from the NGEN IDE. 
g. Operate and sustain current IDE (e.g., tools, applications, databases, data warehouses, and repositories). 
i. Perform data backup, COOP, and data restoration for the IDE. 
ii. Provide service support operations sufficient to meet Service Level Requirement 201 (File Server Availability) for the IDE.
iii. Maintain existing taxonomy and metadata standards. 
iv. Perform IDE change management in accordance with the CMIP. 
v. Provide access and SME support for the Government to perform audits on the integrity of the IDE. 
vi. Process requests for user access to the IDE and provide system administration and support of data management tools by assigning rights based on roles and responsibilities.
h. Provide and support continual process and product improvements to Data Management and the IDE.   
i. Consolidate the meeting agenda, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A001 – Meeting Agenda)
j. Consolidate presentation material, with input and agreement from the TXS Contractor, and submit to the Government. (CDRL A002 – Presentation Material)
k. Consolidate meeting minutes and the status of action items, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A003 – Meeting Minutes)

The TXS Contractor shall: 
a. Provide input on the DMIP to the ES Contractor for submittal to the Government. (CDRL A045 - Data Management Implementation Plan)
b. Provide a comprehensive list of NGEN data, sources, categorizations, and formats to the ES Contractor to maintain a consolidated list. 
c. Provide input on the meeting agenda to the ES Contractor for consolidation. (CDRL A001 – Meeting Agenda)
d. Provide the TXS presentation material to the ES Contractor for consolidation. (CDRL A002– Presentation Material)
e. Provide input on the meeting minutes and the status of action items to the ES Contractor for consolidation. (CDRL A003 – Meeting Minutes)

[bookmark: _Toc298662602][bookmark: _Toc324342510]Logistics
Logistics Management includes the personnel, processes, and tools required to sustain NGEN services and associated infrastructure (e.g., HW, SW, and facilities).  

Logistics Management is a shared service.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and any other service providers to provide common management of the services described below.

[bookmark: _Toc324342511]Installation Support 
Installation Support applies to all new Class I and Class II HW and SW installations, including technology refresh.  Class I and Class II HW and SW descriptions of change are based upon MIL-HDBK-61A (SE), Military Handbook: Configuration Management Guidance, 7 February 2001, Appendix A, Activity Guide: Table A-3 and are provided in Section 3.4.1.4 Change Management.

The Contractors shall collaborate with each other and other service providers to provide the common services described below.

For the assigned services and systems, the Contractors shall:
a. Plan, communicate, and execute NGEN installations in accordance with the: 
i. Release and Deployment Management process.
ii. Change Management process.
iii. Asset Management process.
iv. CM process. 
v. Technology Refresh and Modernization Planning Guidance.
b. Perform Class I HW Level I and II installations.
i. Prepare and submit the NGEN Certification Assessment and Summary Evaluation (CASE) Information. (CDRL A044 – Certification Assessment and Summary Evaluation Information)
ii. Develop a POA&M. (CDRL A019 – Installation Technical Documentation and Plans)
iii. Perform site survey and provide a Site Survey Report. (CDRL A019 – Installation Technical Documentation and Plans)
iv. Prepare and present an Installation In-Brief to the Government Installation Manager. (CDRL A019 – Installation Technical Documentation and Plans)
v. Develop and submit new as-built network and topology drawings based on actual installations in accordance with Section 3.3.1 Engineering Design and Support Services. (CDRL A019 – Installation Technical Documentation and Plans) 
vi. Perform site installations and post installation testing. (CDRL A020 – Test Plan, CDRL A021 – Test Procedures, and CDRL A022 – Test Report) 
vii. Provide a Shore Site Installation Completion Report (ICR). (CDRL A019 – Installation Technical Documentation and Plans)
c. Perform Class I SW Level II technology insertions.
i. Prepare and submit the NGEN CASE Information. (CDRL A044 – Certification Assessment and Summary Evaluation Information)
ii. Perform SW injection and post installation testing.
d. Perform Class II HW Level I installations.
i. Prepare and submit the NGEN CASE Information. (CDRL A044 – Certification Assessment and Summary Evaluation)
ii. Develop a POA&M. (CDRL A019 – Installation Technical Documentation and Plans)
iii. Update as-built drawings to integrate the basic elements of the SIPH Installation Design Plan (IDP) for each site utilizing existing drawings and technical data in accordance with Section 3.3.1 Engineering Design and Support Services. (CDRL A019 – Installation Technical Documentation and Plans)
iv. Develop and submit new as-built network and topology drawings for sites that do not have existing drawings based on actual installations in accordance with Section 3.3.1 Engineering Design and Support Services. (CDRL A019 – Installation Technical Documentation and Plans) 
v. Perform site installations and post installation testing. (CDRL A020 – Test Plan, CDRL A021 – Test Procedures, and CDRL A022 – Test Report) 
e. Perform Class II SW Level II technology insertions. 
i. Prepare and submit the NGEN CASE Information. (CDRL A044 – Certification Assessment and  Summary Evaluation Information)
f. Maintain and leave all work areas neat and orderly and dispose of all waste material.
g. Submit a monthly installation report as part of the Monthly Status Report, and depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the ES Contractor shall, with input and agreement from the TXS Contractor, consolidate the monthly installation report for inclusion as part of the Monthly Status Report and, depending upon the agenda, the PMR presentation.
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Maintenance is the planning, communication, and execution of preventive and corrective maintenance for Contractor assigned GFP (HW and SW) necessary for the Contractors to meet or exceed the NGEN Service Level Requirements document, listed as Attachment 13 in Section J of the contract.  

The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall:
a. Provide all licenses and license maintenance, except for Government directed licenses provided as GFP, for the SW functionality and respective Contractor assigned services and tasks in accordance with the CoSC Master Software List document, listed as Attachment 18 in Section J of the contract.
b. Monitor and maintain assigned systems continuously in accordance with the approved systems design, configuration, and normal operating parameters.  
c. Plan, communicate, and execute preventive and corrective maintenance of Contractor assigned GFP.
i. Communicate scheduled and unscheduled maintenance activities in accordance with the Change Management and Release and Deployment Management processes. 
d. Provide all required personnel, parts, tools and test equipment (e.g., voltmeters and time domain reflectometer), and supplies to perform maintenance.
e. Collect, analyze, and report maintenance information monthly. (CDRL A046 – Maintenance Report)
f. Include a high-level summary of the Maintenance Report in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
g. Repair or replace all assigned GFP except when the Government is responsible for the damage or failure.  Separate task orders will be issued if the Government chooses to repair or replace GFP for which the Government is responsible for the damage or failure from the NGEN Contractor.  Perform the repairs or replacements on all assigned GFP in accordance with the system availability performance requirements provided in the NGEN Service Level Requirements document, listed as Attachment 13 in Section J of the contract.  All labor and repair parts are the responsibility of the Contractors.
h. Convey ownership of all replacement GFP HW once installed and fully operational to the Government.
i. The current NGEN SW is included in the CoSC Master SW List document, listed as Attachment 18 in Section J of the contract.  Maintain and track all SW maintenance agreements.
j. Coordinate the scheduling and execution of maintenance with the Government NetOps community to align with the current operations, allow for advanced planning, and minimize the impacts of service disruption.

In addition to the above, the ES Contractor shall consolidate the high-level summaries of the Maintenance Report for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall provide a summary of its Maintenance Report to the ES Contractor for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
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The Contractors shall collaborate with each other and other service providers to provide the common services described below.

For the assigned services and systems, the Contractors shall:
a. Track and manage warranties for Government equipment within the CMS.
b. Track and manage warranties for newly procured Government equipment in accordance with the Instructions for Electronic Submission of Warranty Tracking and Administration Information for Serialized Items document, listed as Attachment 46 in Section J of the contract, and in accordance with 1) DFARS 252.246-7005, Notice of Warranty Tracking of Serialized Items; and, 2) DFARS 252.246-7006, Warranty Tracking of Serialized Items. (CDRL A047 - Warranty Tracking and Administration for Serialized Items).
c. Notify the designated Government Asset Management POC when CDRL A047 is submitted.
d. Maintain new commercial products from installation through the technology refresh date or the life of the contract, whether within or beyond the length of the OEM’s warranty.
e. Transfer the warranty to the Government or the new successor Contractor, if the OEM warranty extends beyond the life of the contract. 
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DMSMS is the loss, or impending loss, of manufacturers of items or suppliers of items or raw materials.    

The Contractors shall collaborate with each other and other service providers to provide the common services described below.

For the assigned services and systems, the Contractors shall:
a. Implement an effective DMSMS management program to manage obsolescence issues.
i. Establish and implement a process to identify and immediately notify the Government of pending and emergent obsolescence issues and emergent service provider(s) implemented changes associated with the approved NGEN baseline.
ii. Minimize obsolescence by selecting products that will avoid or resolve HW, SW, and firmware obsolescence issues.
b. Forecast and incorporate DMSMS considerations into the semi-annual TRP. (CDRL A027 - Technology Refresh Plan)
c. Provide any identified DMSMS risks via the Risk Management process. 
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Government policies, regulations, and instructions [e.g., 1) DoD 4160.21-M-1, Defense Materiel Disposition Manual, August 18, 1997; and, 2) Executive Order (EO) 13423, Strengthening Federal Environmental, Energy, and Transportation Management, January 24, 2007] require the demilitarization and disposal of all GIG HW, SW, and electronic components at the end of service life.  

The Contractors shall collaborate with each other and other service providers to provide the common services described below.

For the assigned services and systems, the Contractors shall:
a. Demilitarize and dispose of HW and SW at cleared Contractor or Government facilities in accordance with sub-paragraphs:
i. Executive Order (EO) 13423, Strengthening Federal Environmental, Energy, and Transportation Management, January 24, 2007.
ii. DoD 4160.21-M-1, Defense Materiel Disposition Manual, August 18, 1997.
iii. DoD 4160.28-M, DoD Demilitarization (DEMIL) Program, April 7, 2011.
iv. Defense Reutilization and Marketing Service DRMS-I 4160.14, Operating Instructions for Disposition Management, 11 September 2009.
v. DON Strategy for Green IT Electronic Stewardship and Energy Savings, April 23, 2009. 
vi. FAR 52.245-1 (only applies to GFP).
vii. DoD 5220.22-M, National Industry Security Program Operating Manual (NISPOM), February 28, 2006.     
Dispose of classified and unclassified hard drives, in accordance with DON CIO Message DTG 221633Z AUG 10, Processing of Magnetic Hard Drive Storage Media for Disposal.
b. Maintain accountability records for assigned GFP within the NGEN CMS in accordance with the CMIP and the AMIP.

[bookmark: _Toc299277881][bookmark: _Toc324342516]Environmental Safety and Occupational Health (ESOH)
The Contractors shall collaborate with each other and other service providers to provide the common services described below.

For the assigned services and systems, the Contractors shall:
1. Develop a Hazard Analysis Report that identifies potential ESOH hazards for the NGEN environments in accordance with MIL-STD-882D, Standard Practice for Systems Safety, March 29, 2011. (CDRL A048 – Hazard Analysis Report)
1. Develop and provide to the Government a Safety and Health Risk Assessment that determines the severity and likelihood of occurrence for safety and health risks in NGEN operational and maintenance environments. (CDRL A049 – Safety and Health Analysis Report) 

In addition to the above, the ES Contractor shall consolidate, with input and agreement from the TXS Contractor, and submit to the Government a Hazard Analysis Report. (CDRL A048 – Hazard Analysis Report)
  
In addition to the above, the TXS Contractor shall provide its Hazard Analysis Report to the ES Contractor for consolidation and submittal to the Government. (CDRL A048 – Hazard Analysis Report)

[bookmark: _Toc299277882][bookmark: _Toc324342517]Packaging, Handling, Storage, and Transportation	
Packaging, Handling, Storage, and Transportation is the combination of resources, processes, procedures, design considerations, environmental consideration, and methods to ensure all systems, equipment and support items are preserved, packaged, handled, transported, and stored properly.  

The Contractors shall collaborate with each other and other service providers to provide the common services described below.

For the assigned services and systems, the Contractors shall:
1. Attach a complete packing list to each shipment. 
1. Handle and store hazardous material and parts in accordance with the Occupational Safety & Health Administration (OSHA) 29 Code of Federal Regulation (C.F.R.) § 1910 Occupational Safety and Health Standards.
1. Package and transport hazardous material and parts in accordance with: 1) Environmental Protection Agency (EPA) Hazardous Material Transportation Act, 1975; and, 2) 49 C.F.R. Parts 100-185 Hazardous Materials Regulations.
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Government Furnished Facilities (GFF) document, listed as Attachment 16 in Section J of the contract, will be transitioned to the NGEN Contractors in an “as is, where is” condition.  DON provided facilities include NOC, server farms, micro-server farms, administrative and warehouse space, as well as BAN and LAN equipment.  The Contractor responsibilities apply to existing and new NGEN-related building or site improvements, as well as inside and outside cable plant. 

The Contractors shall collaborate with each other and other service providers to provide the common services described below.

For the assigned services and systems, the Contractors shall:
a. Develop a Facilities Management Implementation Plan for submittal to the Government. (CDRL A050 – Facility Management Implementation Plan) 
b. Perform Facilities Management in accordance with the FMIP and NGEN Process Definition Model (NPDM) document, listed as Attachment 11 in Section J of the contract.
c. Perform a baseline assessment of Contractor assigned GFF and provide a Facility Condition Assessment Report to the Government. (CDRL A051 - Facility Condition Assessment Report)
d. Provide a POC at each site with knowledge of facilities.
e. Manage, operate, and maintain assigned GFF identified in the Navy Representative Assigned ES and TXS Infrastructure, listed as Attachment 16 in Section J of the contract.
i. Minimize energy consumption as outlined in FAR Clause 52.223-15 and the Energy Policy Act (EPACT) of 2005.
f. Manage facility data within the CMS in accordance with the AMIP and the CMIP.
i. Maintain current as-built drawings for all assigned facilities.
ii. Update all additions, changes, and deletions made to the site electrical and mechanical systems within the CMS.
iii. Provide the Government Facilities Manager and the local installation Public Works Officer (PWO) access to the CMS.
g. Process all changes to electrical and mechanical systems through the local installation Public Works Department.  
h. Provide physical access control to all assigned facilities including adherence to local physical security requirements. 
i. Provide Government access to spaces where the Contractor(s) operates and maintains GFP. 
j. Develop a monthly Maintenance Report and include in the Monthly Status Report as an Appendix and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report, CDRL A002 – Presentation Material, and CDRL A046 – Maintenance Report)
k. Support monthly Facilities Management meetings. 
i. Prepare a meeting agenda for submittal to the Government. (CDRL A001 – Meeting Agenda)
ii. Prepare presentation material, based upon the agreed agenda, for submittal to the Government. (CDRL A002 – Presentation Material)
iii. Designate the appropriate SMEs to attend the meetings and address agenda items.
iv. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)

In addition to the above, the ES Contractor shall:
a. Consolidate and submit an integrated FMIP, with input and agreement from the TXS Contractor, to the Government for approval. (CDRL A050 – Facilities Management Implementation Plan)
b. Provide to the Government an integrated, enterprise-level view of all facilities assets in the CMS in accordance with the approved AMIP and CMIP.
c. Perform system operation, maintenance, auditing, inspections, testing, and repair for all assigned GFF:
i. HVAC.
ii. Electrical System.
iii. Fire Detection and Suppression Systems.
iv. Uninterruptible Power Supply (UPS), Battery, and Generator.
v. Fuel Storage and Transfer.
vi. All other facility related support systems with the exception of BAN and LAN GFP in dedicated wiring closets.
d. Consolidate the monthly Maintenance Report, with input and agreement from the TXS Contractor, and include in the Monthly Status Report as an Appendix and, depending upon the agenda, the PMR presentation. (CDRL A010– Monthly Status Report, CDRL A002 – Presentation Material, and CDRL A046 – Maintenance Report). 

In addition to the above, the TXS Contractor shall:
a. Provide input on the FMIP to the ES Contractor for submittal to and approval by the Government. (CDRL A050 – Facilities Management Implementation Plan)
b. Perform system operation, maintenance, auditing, inspections, testing, and repair for all assigned GFF, including BAN and LAN GFP in dedicated wiring closets.
c. Locate and mark-out buried cables when any trenching, drilling, or excavating is planned in the vicinity of NGEN facilities.
d. Repair all cable cuts necessary to restore NGEN services.
e. Provide its monthly Maintenance Report to the ES Contractor for consolidation and inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation.
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The over-arching goal of transition is to maintain uninterrupted, quality services (e.g., security, functionality, and performance) to Navy commands and end users.  Transition is the planning and completion of activities necessary for CoSC Phase-out from the Incumbent providing the services and the Phase-in to the NGEN ES and TXS Contractors providing the services.  

During the CoSC Phase-out, the Incumbent relinquishes responsibility for the provisioning and operational sustainment of the network as the ES and TXS Contractors assume full operational responsibility.  Both the Government and the Contractors will be involved in the transition.

The Navy’s Phase-in approach for the TXS and ES contract segments is based on the simultaneous transfer of the NGEN infrastructure and services as coordinated among the Contractors and the Government.  The Navy will require Phase-out services from the Contractors in the future.

The Notional Navy Phase-in Plan is depicted in Figure 3.6-1 and the Notional Phase-in Timeline for the First 160 Days is depicted in Figure 3.6-2.
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[bookmark: _Toc318093173][bookmark: _Toc324342656]Figure 3.6‑2: Notional Phase-in Timeline for the First 160 Days

	 (
Note: *Document submitted as part of the proposals.
)
[bookmark: _Toc298662639][bookmark: _Toc314051652][bookmark: _Toc293478161][bookmark: _Toc296672687][bookmark: _Toc296779559][bookmark: _Toc296924125][bookmark: _Toc298162488][bookmark: _Toc286311114][bookmark: _Toc293063055][bookmark: _Toc296856373][bookmark: _Toc296924784]

[bookmark: _Toc302048903][bookmark: _Toc296924118][bookmark: _Toc296779552][bookmark: _Toc295829097][bookmark: _Toc293928424][bookmark: _Toc296924770][bookmark: _Toc295823285][bookmark: _Toc292801121][bookmark: _Toc313819349]Transition Services is a shared service.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

[bookmark: _Toc324342520]Transition Projects and Profiles
For transition purposes, NGEN Services are comprised of the following six projects.  These projects are described in Table 3.6‑1.
a. ITSM.
b. NOC and SOC.
c. Service Desk.
d. Server Farms.
e. Remaining Sites.
f. Application Hosting Services.

These six projects are comprised of the following three profiles.  Profile Summaries are provided in Table 3.6‑2.
a. Global Services Profiles (GSP).
b. Field Services Profile (FSP).
c. Commercial Services Profiles (CSP).  

The GSP is comprised of services managed centrally and delivered across NGEN.  These services are performed either at a specific site or delivered through a virtual team arrangement.  Global Services include services that are shared between the Contractors. 
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	Project
	Short Description
	Sites:
	Execution Timeframe

	1
ITSM
	· Align and execute to the NGEN ITSM capabilities
	· N/A
	· RTR shall be conducted 120 days after award
· Project shall not exceed 240 days
· AFOR begins 40 days after RTR

	2
NOC and SOC
	· GSP1 Services within the three NOC and SOC Services 
· GSP1 Services for  sites with B1 
· GSP2 Services within any server farms co-located with the NOC and SOC or B1 sites
· FSP1 Services for users co-located with the NOC and SOC and B1 sites 
· GSP3 Services 
	· NOC and SOC Sites:  NRFK, PRLH, SDNI
· Other Sites per the Site Scheduling Spreadsheet included as Attachment 10 in Section J of the contract: PAXR, BREM, PTNH, CHLK, and JAXS
	· RTR shall be conducted 120 days after award 
· Project shall not exceed 90 days
· AFOR begins 40 days after RTR




	3
Service Desk
	· CSP1 Services 
	· Service Desk Sites: NRFK (GFF) and Contractor provided location
	· RTR conducted 210 days after award
· AFOR begins 40 days after RTR
· Project shall not exceed 90 days

	4
Server Farms
	· GSP2 Services for all remaining server farms
· GSP2 Services for all remaining B2 Sites
· FSP2 Services for users co-located with the remaining server farms and B2 Sites
· FSP3 Services for users co-located at PHIL
· FSP3 Services for sites with over 250 users 

	· Remaining Server Farm Sites: WNYD, NWOR, LEMR, PRTH, MECH, SPSC, MUGU, SDNS, CHRL, FALN, CRAN, OCEN, and MILL
· B2 and other sites per the Site Scheduling Spreadsheet included as Attachment 10 in Section J of the contract
	· RTR conducted 210 days after award
· AFOR begins 40 days after RTR
· Project shall not exceed 90 days

	5
Remaining Sites
	· FSP4, and FSP5 Services for users located at the remotely managed sites

	See Site Scheduling Spreadsheet
	· RTR conducted 300 days after award
· AFOR begins 40 days after RTR
· Project shall not exceed 60 days

	6
Application Hosting Services
	· CSP2 Services
	· Contractor provided Hosting Environment
· Applications for migration are identified in Section 3.3.21 Application Hosting Services.
	· RTR conducted 230 days after award
· Application Migration shall not exceed 150 days
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The FSP is comprised of the local resources for touch labor necessary to deliver the NGEN services.  The sites are grouped into five profiles.  Each site is designated with a PSI code and the appropriate profile(s) within the Site Scheduling Spreadsheet.  The criteria for establishing the Field Services Profiles are a combination of seats, users, and network devices that interface physically with the NGEN network.  Additionally, the Field Services Profiles address the Phase-in of NGEN facilities and assets, including all the NGEN spaces and infrastructure required to support the program.  

The CSP is comprised of Service Desk Services and Application Hosting Services.
1. The Service Desk Services includes Tier 1 staff located at the Service Desk.  Tier 2 and Tier 3 Service Desk Services are embedded within the Global and Field Service profiles and do not have dedicated service desk profiles. 
1. The Application Hosting Services profile provides the migration of Navy applications to the new application hosting environment.  The Navy applications are provided in Section 3.3.21 Application Hosting Services. 
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	Profile 1
	Profile 2
	Profile 3
	Profile 4
	Profile 5

	Global Services Profile (GSP)
	GSP1 –NOC and SOC activities, associated SW, and B1 suite activities
	GSP2 –server farm/Demilitarized Zone (DMZ)  activities, associated SW and B2 suite activities
	GSP3 – Contains engineering activities within the EDSS subject matter expertise, Technology Refresh services,  Testing, and Security Services 
	GSP4 – ITSM processes that support the delivery, management, and continuous improvement of NGEN
	N/A

	Field Services Profile (FSP)
	FSP1 – Large sites that include NOC and SOCs or B1 suites
	FSP2 – Large sites that include server farms or B2 suites

	FSP3 – Large sites containing over 250 seats 
	FSP4 – Remotely managed small sites and contain between 24 – 249 seats
	FSP5 –Remotely managed VSSD sites and contain 23 or less seats

	Commercial Services Profile (CSP)
	CSP 1 - Tier 1 Service Desk Services
	CSP 2 - Application Hosting Services
	N/A
	N/A
	N/A



The Contractors shall Phase-in NGEN using the Phase-in Projects in Table 3.6‑1 and the Services Profiles in Table 3.6‑2.
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Phase-in Services cover the period of time from contract award to the Contractors AFOR.  Phase-in Services consist of Planning and Pre-Execution and Execution.  A high-level overview of the Phase-in Services follows (the Contractor shall statements are in Section 3.6.2.1 Planning and Pre-Execution):

a. Government and the Contractors conduct a joint contract kick off meeting.
b. Contractors begin staffing up and acquire further information and understanding about the program and the network to prepare for Phase-in and AFOR.
c. Monthly Status Reports are provided by the Contractors, and PMRs are conducted monthly.
d. Government provides feedback on the following documents submitted as part of the proposals to assist the Contractors in developing and submitting the applicable CDRLs to the Government for review and approval 60 days after contract award:
i. IMS.
ii. CWBS.
iii. Phase-in Project Plan.
iv. Detailed Phase-in Project Plans for Projects 1 and 2.
v. TRP.
e. Contractors develop and provide the following additional documents to the Government for review and approval 60 days after contract award:
i. NGEN Allocated Baseline.
ii. AMIP.
iii. Configuration Audit Report – Functional Audit Report.
iv. CMIP.
v. FMIP.
vi. Integrated Architecture Products.
vii. PMP.
viii. Readiness Templates – Proposed for Projects 1 and 2.
ix. RTM.
x. RMP.
xi. Risk Management Assessment Report.
xii. SEMP.
xiii. Technical Report – NGEN Allocated Baseline Plan.
xiv. Technical Report – Integrated Architecture Products Plan.
f. Government reviews all documents submitted by the Contractors, and provides written comments to and meets with the Contractors to discuss 75 days after contract award.
g. Contractors make all document modifications agreed upon with the Government and resubmit the documents for Government review 90 days after contract award.
h. Contractors develop and provide the following additional documents to the Government for review and approval 90 days after contract award:
i. Configuration Audit Report – Physical Audit Report.
ii. Core Build Plan.
iii. DMIP.
iv. Master IP Routing Plan.
v. NPDM.
vi. NGEN Product Baseline.
vii. Readiness Templates – Completed for Projects 1 and 2.
viii. Readiness Templates – Proposed for Projects 3 and 4.
ix. Technical Report – Product Baseline Data.
i. A Preliminary Design Review (PDR) meeting is conducted 90 days after contract award with the Government and the Contractors to discuss the Contractors’ understanding of the program and network and its progress towards executing Phase-in.
j. Government reviews all documents submitted by the Contractors, and provides written comments to and meets with the Contractors to discuss 105 days after contract award.
k. Contractors make all document modifications agreed upon with the Government and resubmit the documents for Government review and approval 120 days after contract award.
l. A Critical Design Review (CDR) meeting is conducted 120 days after contract award with the Government and the Contractors to discuss the Contractors’ understanding of the program and network and determine whether or not the Contractors are prepared to execute Phase-in.  This meeting includes the Readiness to Transition Review (RTR) for Projects 1 and 2. 
m. If the determination is made to proceed with executing Phase-in, execution begins at 160 days after contract award.
n. Contractors develop and provide the following additional document to the Government for review and approval 120 days after contract award:
i. Readiness Templates – Proposed for Projects 5 and 6. 
o. Contractors develop and provide the Training Requirements Analysis Documents the first week in June 2013.
p. Contractors develop and provide the following additional document to the Government for review and approval 180 days after contract award:
i. Readiness Templates – Completed for Projects 3 and 4.
q. Contractors develop and provide the following additional document to the Government for review and approval  200 days after contract award:
i. Readiness Templates – Completed for Project 6.
r. RTR meeting for Projects 3 and 4 is conducted 210 days after contract award.
s. RTR meeting for Project 6 is conducted 230 days after contract award.
t. Contractors develop and provide the following additional document to the Government for review and approval  270 days after contract award:
i. Readiness Templates – Completed for Project 5. 
u. RTR meeting for Project 5 is conducted 300 days after contract award.
v. Phase-in is complete 400 days after contract award.
w.  Last Project Close out Report is due 430 days after contract award.

The Contractors shall perform Phase-in Services upon contract award and complete within 13 months.  

[bookmark: _Toc324342522]Planning and Pre-Execution
Planning and Pre-Execution are a shared service.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall:
a. Develop and submit a PMP, an IMS, and a CWBS as described in Section 3.2 Program Management.
b. Develop and submit a TRP as described in Section 3.3.1.5 Technology Refresh and Modernization.
c. Develop and submit a Phase-in Plan containing a description of the methodology and management approach to transfer services from CoSC to NGEN, including the following. (CDRL A052 – Phase-in Plan)
i. Develop a Phase-in schedule to transition the services, tools, processes, assets, and facilities without disrupting end user services.  Incorporate the Government approved Phase-in schedule into the IMS. (CDRL A006 – Integrated Master Schedule)
ii. Maintain the Navy Site Scheduling Spreadsheet listed as Attachment 10 in Section J of the contract.
d. Develop and submit the Detailed Phase-in Project Plans including a detailed description of the scope, tasks, and schedule. (CDRL A053 – Detailed Phase-in Project Plan)
i. Incorporate the Government approved detailed Phase-in schedules into the IMS. (CDRL A006 – Integrated Master Schedule)
e. Develop and submit the Readiness Templates for each profile.  Populate the Readiness Templates applicable to each site and use as a check list to determine readiness for transition. (CDRL A054 – Readiness Template)
f. Develop and submit a RMP and a Risk Management Assessment Report as described in Section 3.2.4 Risk Management.
g. Map in a RTM, the NGEN Service Level Requirements document, listed as Attachment 13 in Section J of the contract, to the 1) System Specifications in the NGEN Allocated Baseline; and, 2) the Product Specifications in the NGEN Product Baseline. (CDRL A017 – Requirements Traceability Matrix)
h. Assess, validate, and update the mapping of Systems to Services in the NGEN Allocated Baseline.  The update includes the delineation of shared services.  (CDRL A018 – Technical Baseline Documents)
i. Perform a gap analysis and provide a Plan to improve the NGEN Allocated Baseline. (CDRL A032 – Technical Report)
j. Execute the Allocated Baseline Plan.
k. Assess the Integrated Architecture Products for sufficiency, accuracy, and completeness.  Provide a Plan to improve the Integrated Architecture Products. (CDRL A032 – Technical Report)
l. Execute the Integrated Architecture Plan.
m. Conduct a Functional Configuration Audit (FCA) of the end to end messaging system. (CDRL A043 – Configuration Audit Report)
n. Conduct a Physical Configuration Audit (PCA) of select NGEN sites and COIs. (CDRL A043 – Configuration Audit Report)
i. Norfolk, VA (NOC and Server Farm).
ii. Raleigh, NC [Naval Recruiting Station (NRS)].
iii. Hyattsville, MD [Naval Recruiting Station (NRS)].
iv. Washington Navy Yard, District of Columbia (Base).
v. Navy Nuclear Propulsion Information (NNPI), Norfolk Naval Ship Yard, VA. 
o. Develop and submit the SEMP. (CDRL A034 – Systems Engineering Management Plan)
p. Develop and submit the Core Build Plan as described in Section 3.3.1.2 Core Build Services.
q. Develop and submit the Master IP Routing Plan as described in Section 3.3.18 Base Area Network (BAN) Services and Local Area Network (LAN) Services.
r. Develop and submit AMIP as described in Section 3.4.1.3 Asset Management.
s. Develop and submit the CMIP as described in Section 3.4.1.5 Configuration Management.
t. Develop and submit the DMIP as described in Section 3.4.1.11 Data Management.
u. Assess, validate, and update the mapping of CIs to NGEN systems in the NGEN Product Baseline.  The update includes the delineation of shared services.  (CDRL A018 – Technical Baseline Documents)
v. Perform a gap analysis and provide a plan to improve the NGEN Product Baseline. (CDRL A032 – Technical Report)
w. Execute the Product Baseline Plan.
x. Update and submit the NGEN Process Definition Model (NPDM) document, listed as Attachment 11 in Section J of the contract,  as described in Section 3.4 IT Service Management (ITSM). (CDRL A012 – NGEN Process Definition Model)
y. Develop and submit the Facilities Management Implementation Plan (FMIP) as described in Section 3.5.8 Facilities Management. 
z. Support the PDR:
i. Prepare a meeting agenda. (CDRL A001 – Meeting Agenda)
ii. Prepare presentation material, based upon the agreed agenda. (CDRL A002 – Presentation Material)
iii. Designate the appropriate SMEs to attend the meeting and address agenda items. 
iv. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)
aa. Support the CDR:
i. Prepare a meeting agenda. (CDRL A001 – Meeting Agenda)
ii. Prepare presentation material, based upon the agreed agenda. (CDRL A002 – Presentation Material)
iii. Designate the appropriate SMEs to attend the meeting and address agenda items. 
iv. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)
ab. Submit, prior to the RTRs, an approved DIACAP Package for any non-certified solutions. (CDRL A023 – DoD Information Assurance Certification and Accreditation Process Package)
ac. Prepare and submit a Readiness to Transition Review Package to demonstrate readiness to Phase-in applicable services at sites identified within each Detailed Phase-in Project Plan. (CDRL A055 - Readiness to Transition Review Package)
ad. Support the RTRs for an Projects 3 – 6:
i. Prepare a meeting agenda. (CDRL A001 – Meeting Agenda)
ii. Prepare presentation material, based upon the agreed agenda. (CDRL A002 – Presentation Material)
iii. Designate the appropriate SMEs to attend the meeting and address agenda items. 
iv. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)

[bookmark: _Toc302048910]In addition to the above, the ES Contractor shall:
a. Consolidate and submit, with input and agreement from the TXS Contractor, a Phase-in Plan. (CDRL A052 – Phase-in Plan)
b. Consolidate, with input and agreement from the TXS Contractor, the Detailed Phase-in Project Plans. (CDRL A053 – Detailed Phase-in Project Plan)
i. Incorporate, with input and agreement from the TXS Contractor, the Government approved detailed Phase-in Project schedules into the IMS. (CDRL A006 – Integrated Master Schedule)
c. Consolidate, with input and agreement from the TXS Contractor, the Readiness Templates for each profile. (CDRL A054 – Readiness Template)
d. Consolidate, with input and agreement from the TXS Contractor, the RTM. (CDRL A017 – Requirements Traceability Matrix)
e. Consolidate, with input and agreement from the TXS Contractor, the NGEN Allocated Baseline. (CDRL A018 – Technical Baseline Documents)
f. Consolidate, with input and agreement from the TXS Contractor, the Plan to improve the NGEN Allocated Baseline. (CDRL A032 – Technical Report)
g. Consolidate, with input and agreement from the TXS Contractor, the Plan to improve the Integrated Architecture Products. (CDRL A032 – Technical Report)
h. Consolidate, with input and agreement from the TXS Contractor, the FCA of the end to end messaging system. (CDRL A043 – Configuration Audit Report)
i. Consolidate, with input and agreement from the TXS Contractor, the PCA of select NGEN sites and COIs. (CDRL A043 – Configuration Audit Report)
j. Consolidate, with input and agreement from the TXS Contractor, the SEMP. (CDRL A034 – Systems Engineering Management Plan)
k. Consolidate, with input and agreement from the TXS Contractor, the NGEN Product Baseline. (CDRL A018 – Technical Baseline Documents)
l. Consolidate, with input and agreement from the TXS Contractor, the Plan to improve the NGEN Product Baseline. (CDRL A032 – Technical Report)
m. Host and facilitate the PDR, CDR, and RTR, and provide DCO for remote participation.
n. Consolidate, with input and agreement from the TXS Contractor, the meeting agenda and submit to the Government for approval. (CDRL A001 – Meeting Agenda)
o. Consolidate and submit, with input and agreement from the TXS Contractor, the PDR, CDR, and RTR presentation material. (CDRL A002 – Presentation Material)
p. Consolidate meeting minutes, with input and agreement from the TXS Contractor, for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)
q. Consolidate and submit, with input and agreement from the TXS Contractor, a Readiness to Transition Review Package. (CDRL A055 - Readiness to Transition Review Package)

In addition to the above, the TXS Contractor shall:
a. Provide the ES Contractor input on the Phase-in Plan. (CDRL A052 – Phase-in Plan)
b. Provide the ES Contractor input on the Detailed Phase-in Project Plans. (CDRL A053 – Detailed Phase-in Project Plan)
i. Provide the ES Contractor input on the detailed Phase-in Project schedules for inclusion in the IMS. (CDRL A006 – Integrated Master Schedule)
c. Provide the ES Contractor input on the Readiness Templates. (CDRL A054 – Readiness Templates)
d. Provide the ES Contractor input on the RTM. (CDRL A017 – Requirements Traceability Matrix)
e. Provide the ES Contractor input on the NGEN Allocated Baseline. (CDRL A018 – Technical Baseline Documents)
f. Provide the ES Contractor input on the Plan to improve the NGEN Allocated Baseline. (CDRL A032 – Technical Report)
g. Provide the ES Contractor input on the Plan to improve the Integrated Architecture Products. (CDRL A032 – Technical Report)
h. Provide the ES Contractor input on the FCA of the end to end messaging system. (CDRL A043 – Configuration Audit Report)
i. Provide the ES Contractor input on the PCA of select NGEN sites and COIs. (CDRL A043 – Configuration Audit Report)
j. Provide the ES Contractor input on the SEMP. (CDRL A034 – Systems Engineering Management Plan)
k. Provide the ES Contractor input on the NGEN Product Baseline. (CDRL A018 – Technical Baseline Documents)
l. Provide the ES Contractor input on the Plan to improve the NGEN Product Baseline. (CDRL A032 – Technical Report)
m. Provide the ES Contractor input on the meeting agenda for submittal to the Government. (CDRL A001 – Meeting Agenda)
n. Provide the ES Contractor input on the PDR, CDR, and RTR presentation material. (CDRL A002 – Presentation Material)
o. Provide the ES Contractor with input on the meeting minutes and action items. (CDRL A003 – Meeting Minutes)
p. Provide the ES Contractor input on the Readiness to Transition Review Package. (CDRL A055 - Readiness to Transition Review Package)
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Execution is a shared service.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall:
a. Execute the Phase-in Project Plans for Projects 1 to 6.
b. Update the Site Scheduling Spreadsheet as required.
c. Update or develop As-Built and Network Topology Drawings for Phase-in Project 2 and Project 4. (CDRL A019 – Installation Technical Documentation and Plans)
d. Develop the Project Close out Report for each of the six Phase-in Projects. (CDRL A056 – Transition Project Close-out Report)

The ES Contractor shall:
a. Consolidate, with input and agreement from the TXS Contractor, the As-Built and Network Topology Drawings for Phase-in Project 2 and Project 4. (CDRL A019 – Installation Technical Documentation and Plans)
b. Consolidate, with input and agreement from the TXS Contractor, the Project Close out Report for each of the six Phase-in Projects. (CDRL A056 – Transition Project Close-out Report)
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Prior to the end of contract performance, the Contractors perform Phase-out to transfer NGEN Services to Successors.  

Phase-out Services is a shared service.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall:
a. Develop and submit a Phase-out Plan. (CDRL A057 – Phase-out Plan)
b. Prepare the NGEN environment to transition AFOR to the Successors in accordance with the Phase-out Plan. 
c. Execute the Phase-out Plan.
d. Document and report the status of Phase-in in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

The ES Contractor shall:
a. Consolidate, with input and agreement, from the TXS Contractor, the Phase-out Plan. (CDRL A057 – Phase-out Plan)
b. Consolidate, with input and agreement from the TXS Contractor, unfinished work. (CDRL A024 – Implementation Plan)
c. Consolidate, with input and agreement from the TXS Contractor, the status of Phase-in in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

The TXS Contractor shall:
a. Provide the ES Contractor input on the Phase-out Plan. (CDRL A057 – Phase-out Plan)
b. Provide the ES Contractor input on unfinished work. (CDRL A024 – Implementation Plan)
c. Provide the ES Contractor input on the status of Phase-in for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)


[bookmark: _Toc324342525]Marine Corps Enterprise Services Requirements
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The scope of this effort is to:
a. Establish operational control and transition current ES.
b. Provide services for the day-to-day operation and maintenance of the network.
c. Provide services for technology refresh and modernization.  

The NGEN Functional Baseline was established upon approval of the SDS and the successful completion of the Program's SFR.  NGEN is comprised of 38 NGEN services, covering the breadth of the capabilities currently provided by the Incumbent.  These 38 services are further divided into "segments" based on whether the services relate directly or indirectly to network TXS or ES, including non-end user SW licensing, some end user SW licensing, and end user HW.

For the Marine Corps Management Domain, ES will be managed by Government personnel, with additional support provided by the ES Contractor.  Tasks include operating, troubleshooting, and monitoring enterprise HW, infrastructure, and SW and may include 24/7 operations, IT management, data and migration services, and various support functions.  

Information pertaining to level of support is provided in the United States Marine Corps (USMC) ES CLIN Definitions listed as Attachment 20 and the USMC ES Responsible, Accountable, Supportive, Consulted, Informed (RAsCI) listed as Attachment 29 in Section J of the contract.

Throughout the contract period, the Contractor may be required to coordinate schedules, support data collection for assets, provide engineering and technical support, support EM and operations, end user requirements management, application and HW inventory, transition activities, technology refresh schedules and activities, and life cycle sustainment in the Marine Corps IT environment.  Data used to generate each CDRL shall be made available to the Government upon request. 

The life cycle support for ES includes the following, which are detailed in Section 4.5 Services provided:  
a. Enterprise Engineering Design and Support Services.
b. Enterprise Operations Services.
c. Data Storage Services. 
d. Enterprise Messaging Services. 
e. Application Hosting Services.
f. Enterprise Web Portal Services. 
g. Workflow and Collaboration Services. 
h. Directory Services. 
i. COOP, Disaster Recovery, and Business Continuity Planning Services. 
j. File Removal Services. 
k. Electronic Software Delivery Services. 
l. Commercial Voice Services. 
m. VOIP Options and Services. 
n. Unclassified Mobile Phone Services. 
o. Classified Mobile Phone Services.
p. VTC Services. 
q. Cross Domain Security Services. 
r. Security Configuration and Management Services. 
s. Boundary and DMZ Services. 
t. Malware Detection and Protection Services. 
u. Security Event Management Services. 
v. Security and IT Certification and Accreditation Services. 
w. Authentication and Authorization Services. 
x. Network Access Control Services. 
y. Fixed and Portable Computing Services. 
z. Thin Client Computing Services. 
aa. Optional Hardware and Software Services. 
ab. Remote Access Services. 
ac. Printing Services. 
ad. Service Desk Services. 
ae. Desk Side Support Services.
af. End user Training Services. 
ag. Network Operations and Cyber Security Training Services. 
ah. Testing and Evaluation Services.

The ES Contractor shall procure and provide HW, SW, and associated training as ordered by the Government by specific CLIN. 

[bookmark: _Toc314051654][bookmark: _Toc324342527]Program Management 
Program Management provides the personnel, processes, and tools necessary to effectively manage the NGEN program within schedule and performance requirements.    

The ES Contractor shall:
a. Maintain a formal program management organization in the vicinity of MCB Quantico.  
b. Identify key personnel who will provide program management support.  Designate one individual and an alternate with the responsibility and authority to execute activities assigned by the Government.  
c. Define and establish clear lines of authority and responsibility when changes are made between all organizational elements and update the Government.
d. Develop, update, and implement a Program Management Plan. (CDRL A004 – Program Management Plan)
e. Provide comments and recommendations on requirements, designs, test, analyses, implementations, deployments, sustainment, and risk management.
f. Plan and identify roles and responsibilities for post-install site certification, implementation, testing, resources, migration of user data, and coordination activities.
g. Provide project management support including (e.g., PMRs):  
i. Prepare agendas. (CDRL A001 – Meeting Agenda)
ii. Prepare presentation material, based upon the agreed agenda. (CDRL A002 – Presentation Material)
iii. Designate the appropriate SMEs to attend the meetings and address agenda items.
iv. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)
h. Conduct PMRs semiannually including an overview of enterprise operations, schedule performance, contract status (including a discussion of open issues and negotiations in process), status of operations, operational metrics and trending, metrics for key projects, and an overall assessment of program risk.
i. Provide a venue for the PMRs.
i. Maintain web enabled tools for tracking status of requests that have been received by the Contractor.
j. Notify the Government POC when agreed upon deadlines will not be met and specify the risks associated with schedule slip.
k. Provide Quality Assurance Plans (QAPs) for designated NGEN initiatives including, (e.g., plans, training materials, process improvement, and conflict resolution processes, customer feedback processes, and trend analysis). (CDRL A100 – Quality Assurance Plans)
l. Provide Ad Hoc Reports as required by the Government. (CDRL A101 – Ad Hoc Reports)
m. Provide Contractor Management Plan. (CDRL A102 – Contractor Management Plan)
n. Provide a Monthly Status Report including: (CDRL A010 – Monthly Status Report) 
i. Track and include the status of official communication with the Contracting Officer’s Representative (COR) such as technical direction and transmittals in the Monthly Status Report. (CDRL A010 – Monthly Status Report)
ii. Comply, measure, and report ES performance in relationship to the USMC QASP listed as Attachment 31 in Section J of the contract.
o. Provide a key representative at each MITSC to coordinate priorities, schedules, and responsibilities shared with the Government. 
p. Prepare and submit, for Government approval, the CWBS and CWBS dictionary in accordance with the below sub-paragraphs. (CDRL A005 – Contract Work Breakdown Structure)
i. MIL-STD-881C, Department of Defense Standard: Work Breakdown Structures (WBSs) For Defense Materiel Items, October 3, 2011.
ii. DoD 5000.04-M-1, Cost and Software Data Reporting (CSDR) Manual, November 4, 2011. 
iii. NGEN Contract Cost and Software Data Report Plan, listed as Attachment 35 in Section J of the contract.
q. Maintain and update the CWBS and CWBS dictionary throughout the life of the contract.  Obtain approval from the Government before making any changes to the CWBS and CWBS dictionary. (CDRL A005– Contract Work Breakdown Structure)
r. Submit an Integrated Master Schedule (IMS) that is vertically traceable to the CWBS, and the requirements of this PWS.  All schedules required throughout the contract must be contained in the IMS. (CDRL A006 – Integrated Master Schedule)
s. Prepare and submit CCDR information in accordance with the CSDR Plan, listed as Attachment 35 in Section J of the contract; and, DoD 5000.04-M-1, Cost and Software Data Reporting (CSDR) Manual, November 4, 2011.   Pass along CCDR requirements, for inclusion in the CCDR information, to any lower tier Contractor that has a contract value over $50 million or is designated by the Government as doing high risk, high value, or high technical interest work on the contract. (CDRL A007 – Cost Data Summary Report, CDRL A008 – Functional Cost Hour Report, and CDRL A009 – Contractor Business Data Report)
t. Propose recommendations to improve the reporting accuracy, consistency, or relevancy of the NGEN Contract Cost and Software Data Report (CSDR) Plan, listed as Attachment 35 in Section J of the contract.  Include the recommendations in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
u. Prepare and submit labor services cost data.  The Functional Labor Services Report includes the hours charged per PWS paragraph and element mapped to each location within each CLIN. (CDRL A103 – Functional Labor Services Report)
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The ES Contractor shall be evaluated against the performance standards defined in the USMC QASP listed as Attachment 31 in Section J of the contract. 
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The ES Contractor shall establish and maintain a complete Quality Control Plan (QCP), within 30 calendar days after initial task order award.  The QCP shall ensure the requirements of the contract are provided as specified in Sections 4.3 Performance Requirements, Section 4.4 Risk Management, and Section 4.6 IT Service Management.  This will be a “living” document that covers the initial task order and allows changes including future task orders.   (CDRL A104 – Quality Control Plan)
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The Government representatives who evaluate Contractor personnel generally hold positions as MITSC directors, Ops managers, MCNOSC site leads, MCNOSC department heads, and designated G6 leadership.  The specific Government representative will be identified within 30 calendar days after task order award.
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Phase-in period encompasses the people, processes, tools, technologies, and sequenced activities required to transfer service operations from the Incumbent.  The USMC ES Contractor start date at the MCNOSC is 180 days after contract award.  For all other USMC sites the start date is 210 days after contract award.

The Contractor shall support a smooth transition with processes, procedures, and tools currently utilized to provide these services.  

The ES Contractor shall: 
a. Provide the appropriate SME participation in readiness reviews during the Phase-in period. 
b. Propose a staffing plan that encompasses staffing and onboarding activities for the locations specified (e.g., labor categories, associated skill sets, and level of support required). (CDRL A105 – Contractor Staffing Plan)
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Phase-out period encompasses the people, processes, tools, technologies, and sequenced activities required to transfer service operations to the successor.  

The Contractor shall facilitate transition of all the tasks performed under this contract to the Successor, including the processes, procedures, and tools currently utilized under this contract.  

During the Phase-out period, the ES Contractor shall:   
1. Provide the appropriate SME participation in readiness reviews. 
1. Provide knowledge transfer, support successor job shadowing, training, and other activities in order to transfer the full operation of services. (CDRL A106 – Knowledge Transfer Plan)

[bookmark: _Toc314051662][bookmark: _Toc324342535]Risk Management 
Risk Management provides an organized means of identifying, measuring, and ranking risks and developing, selecting, and managing options for resolving or mitigating risks.  

The ES Contractor shall:
a. Establish and execute a risk management program in accordance with the Risk Management Guide for DoD Acquisition, Sixth Edition (Version 1.0), August 4, 2006 and consistent with the NGEN RMP. (CDRL A014 – Risk Management Plan)
b. Designate a Risk Manager who reports directly to the ES Contractor PM and serves as the primary point of contact for the Government on all matters relating to risk management.
c. Conduct a risk analysis (e.g., risk identification and assessment) and brief results to the Government. (CDRL A107 – Risk Analysis Report)  
d. Attend, provide input to, and manage monthly NGEN RMB meetings.  
e. Prepare and present new program risks with proposed mitigation plans and strategies and report on the mitigation status of existing risks.
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The ES Contractor shall support a broad range of technical, operational, maintenance, and management functions in support of delivering ES to the Marine Corps.
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EDSS encompasses the engineering and technical support services required to design, model, test, pilot, and implement the systems and infrastructure required to deliver voice, video, and data services.  EDSS provides a structured and disciplined life cycle systems engineering approach to manage the enterprise architecture.
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The ES Contractor shall:
a. Draft, review, and assist in the development of architectures for new or expansions of existing services and migration to full IPv6 environment in accordance with DoD 4000.25-2-M Military Standard Transaction Reporting and Accounting Procedures (MILSTRAP) Manual, September 19, 2001.
b. Draft, review, and assist the Government in developing plans for new services or expansion of existing services including deployment plans.
c. Draft, review, and assist the Government in developing a deployment plan for any technology refresh of existing core services and maintain IPv6 and IPv4 coexistence and internetworking practices.
d. Configure enterprise core services HW and SW to the current Government approved solution operating configuration.
e. Install enterprise core HW and SW, at the appropriate location in accordance with the Government approved design.
f. Draft, review, and assist the Government in updating and revising architecture designs, in accordance with DoD Information Enterprise Architecture v1.2, Appendix G, May 7, 2010, to accommodate new or changing requirements, emerging technology, and results of vulnerability assessments to ensure compliance with Government security mandates.
g. Develop SW upgrade plans, including tools extensions, and templates, as provided by the SW developer(s) to meet security or specific functionality requirements identified by the Government.
h. Draft, review, and assist in developing technical documentation to support various technical reviews.
i. Develop metrics to capture equipment performance trends.
j. Implement specific IUID marking as defined in: 
i. MIL-STD-130N, DoD Standard Practice Identification Marking of US Military Property, December 17, 2007. 
ii. DoDI 5000.64, Accountability and Management of DoD Equipment and Other Accountable Property, May 19, 2011. 
iii. DoDD 8320.03, Unique Identification Standards for a Net-Centric Department of Defense, March 23, 2007. 
iv. DFARS clause 252.211-7003.  
Government will confirm compliance via random inspection of material.
k. Assist the Government in engineering Core Builds for each operating system comprised of SW provided by the Government or a Contractor.
l. Develop operating systems on the network applicable GPO based on the corresponding Government documentation including:  
i. Develop for each operating system on the Network applicable GPO based on the corresponding DISA STIGs and the Marine Corps Enterprise DAA guidance regarding the Federal Desktop Core Configuration (FDCC), as directed by the Office of Management and Budget (OMB) memorandum M‐07‐11, "Implementation of Commonly Accepted Security Configurations for Windows Operating Systems," March 22, 2007, guidelines and configurations (from National Institute of Standards and Technology; National Vulnerability Database for FDCC).
m. Develop a core image for building or rebuilding of a data seat.
n. Ensure the Core Build operates and meets all requirements as defined by the Government.  Identify potential compatibility issues with other Core Build SW, IA settings, impact to network operations, virus protection, and standard HW configurations.
o. Incorporate Government requirements identified at the semiannual Core Build joint review meeting.
p. Maintain a comprehensive list of the Core Build and ECCB approved SW, as well as SW patches, GPO, and upgrades provided by the Government for installation on the Network.  Provide these lists to the Government in accordance with version control. (CDRL A108 – Software Inventory Report)
q. Obtain Government approval for HW and SW specifications and a BOM.
r. Implement approved engineering solutions in the Marine Corps domain.
s. Review RFCs and validate the classification of the change in accordance with MIL-HDBK-61A (SE), Military Handbook: Configuration Management Guidance, 7 February 2001, Appendix A, Activity Guide: Table A-3.
t. Maintain the electronic RMA certified in accordance with the DoD 5015.02-STD, Electronic Records Management Software Applications Design Criteria Standard, April 25, 2007 and consistent with DON policy such as Total Records and Information Management (TRIM).  Government will conduct oversight through periodic checks to ensure accuracy.
u. Implement Electronic Records management in accordance with: 1) DoD 5015.02-STD, Electronic Records Management Software Applications Design Criteria Standard, April 25, 2007; and, 2) DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003.  Government will conduct oversight through periodic checks to ensure accuracy.
v. Provide authorized users the ability to: add new documents; “check-out” existing documents by locking edit access of other users; “check-in” documents by saving any changes and removing edit-lock; maintain control of a document’s master or original copy and all versions stored in the repository.
w. Provide an audit log of all actions users take in the system; provide the following standard reports: records due transfer to National Archives and Records Administration (NARA) or a Federal record center, records due for destruction or deletion, records on hold or freeze for litigation or inquiry, records without a disposition assigned, offline storage (e.g., data, workflows and documents on a medium that is removed from system access), audit report of events on content (e.g., Record Management Administration, and the record file plan).  Government will conduct oversight through review of logs and reports.
x. Maintain workflow capability to create, modify, and save custom ad hoc document routing paths with multiple assignable due dates; allow for “rule-based triggers” in the workflow.  Support decision base routing on time, approval or disapproval, user defined or set-values, and user actions.  Provide the capability to send an email that a workflow will be arriving soon, has arrived, is overdue, or is in suspense; provide the capability to link electronic documents to emails; provide the capability to review and approve workflow documents; provide the capability to close a workflow; provide the capability to delete a workflow; provide an audit record of every reference to a workflow.
y. Manage geographically separated storage sites for the records contained in the RMA utilizing SAN architecture to provide logical separation of data, redundancy, and security.
z. Provide authorized users access to the RMA through the ability to manage permissions for: 1) users to have access to all non-restricted records in the system; and, 2) record access can be restricted when appropriate.  Government will conduct oversight through periodic checks to ensure accuracy.
aa. Integrate records stored in the legacy RMA system.  Government will conduct oversight through periodic checks to ensure accuracy.
ab. Plan, draft, and review HW and SW upgrade roadmaps to support testing, Service Desk, and onsite support training.
ac. Submit C&A packages to the Government for approval.
ad. Maintain Core Build SW.  The NGEN Workstation Core Build is comprised of an OS, core applications (e.g., Microsoft Office), and HW specific configuration items and the associated configuration characteristics of specific workstation platforms.  Changes to the Core Build occur when 1) specific Core Build components are updated; 2) new components are added to the Core Build; 3) security patches are applied to the components in the Core Build; or, 4) existing Core Build components are retired and removed from the Core Build.  Core Build SW will include:
i. OS to include drivers associated with OS HW compatibility list as provided by the OEM.
ii. Office productivity suite.
iii. Desktop management SW.
iv. Email services SW.
v. Internet browsing SW.
vi. Virus protection SW.
vii. PDF viewer SW.
viii. RAS SW.
ix. GIS viewer to view geospatial material.
x. Terminal and Print Emulator – Host.
xi. Compression tool.
xii. Collaboration tool.
xiii. Multimedia capability to view video and listen to audio.
xiv. Electronic records management.
xv. Security SW.
xvi. Software management.
xvii. Inventory and remote control SW.
xviii. Smart card SW.
xix. Just-in-time compiler.
xx. VPN client.
xxi. Remote SW installation tool set.
xxii. DoD CAP provided assistive technologies.
ae. Provide accessibility of CAP products and services to individuals with disabilities unless an exception to Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d) is appropriately invoked, as defined 36 C.F.R. § 1194.3 General exceptions.
i. Designate a POC to interface with the DoD CAP Office, DON PM for Disability, the DON CIO Section 508 Coordinator, and other assistive technology experts as necessary.
ii. The POC will provide monthly status reports on all CAP submission to the DON CIO Section 508 Coordinator and the DON PM for Disability. In these reports PII is to be replaced with location only. (CDRL A109 Technical Report – Study/Services)
iii. Perform CM on all CAP submissions and add these items to the Core Build.
iv. Complete the DON DADMS registration paperwork for all CAP submissions including new version of applications within five days of taking receipt of the item.
v. Conduct and report completion of required interoperability and compatibility testing for the CAP submission within 30 days of receipt. (CDRL A109 Technical Report – Study/Services)
vi. Conduct and report achievement of CAP certification. (CDRL A109 Technical Report – Study/Services)
vii. Install approved CAP accommodations within 30 days of receipt or 30 days of Government accreditation of the solution.
viii. Maintain all CAP provided accommodations.
af. Incorporate DoD enterprise solutions when appropriate and when directed in accordance with DoD Information Enterprise Architecture v1.2, Appendix G, May 7, 2010.

[bookmark: _Toc296672702][bookmark: _Toc296779574][bookmark: _Toc296924140][bookmark: _Toc298162508][bookmark: _Toc301517290][bookmark: _Toc301721228][bookmark: _Toc314051666][bookmark: _Toc324342539]Enterprise Operations Services
Enterprise operations services include the day-to-day activities required to provide monitoring, management, administration, and maintenance for all manned and unmanned NGEN operational facilities.

[bookmark: _Toc298162509][bookmark: _Toc301517291][bookmark: _Toc301721229][bookmark: _Toc314051667][bookmark: _Toc324342540]Specific Tasks
The ES Contractor shall:
a. Perform monitoring and management of enterprise core services, including email and file share, using Government provided tool suites.
b. Provide the appropriate SME participation in, and provide input to, meetings as required.  Attendance at and support of meetings shall include: provide input and comments into all phases of requirements, discussions, designs, testing, evaluations, implementation, deployments, sustainment, risk management, and recommendations to the Government.  Draft minutes and provide to the Government, as required. 
c. Recommend changes to the environment.
d. Perform repair actions.
e. Perform maintenance actions. 
f. Respond to proactive environment alarms.
g. Manage applications to minimize network traffic destined for the DoD PKI certificate validation infrastructure.
h. Deliver near real time (as defined in Joint Pub 1-02, Dictionary of Military and Associated Terms, November 8, 2010, as amended) full spectrum situational awareness of IT services and infrastructure to Marine Corps NetOps control authorities via electronic network management systems (automated means) and C2 facilities and watch standers on the Marine Corps network.  This service shall facilitate the Government’s exercise of network operational control over critical services and infrastructure in support of DON statutory and war fighting responsibilities.
i. Provide situational awareness to exercise network operational control including:
i. Provide near real time performance metrics for IT services to support the development of consistent operational pictures of the status of the network. Government will conduct oversight through periodic checks to ensure accuracy.
ii. Provide near real time information on the configurations of components, systems, and services to support vulnerability analyses.  Government will conduct oversight through periodic checks to ensure accuracy.
iii. Provide near real time information on ongoing events, incidents, and problems. Government will conduct oversight through periodic checks to ensure accuracy.
iv. Recommend the prioritization of remediation actions for events, incidents, and problems.  Government will review and approve recommended prioritizations.
v. Use Government provided tools and processes to inform the Government of the status of reportable incidents.
j. Maintain and manage enterprise performance monitoring of Government furnished systems and services.  The minimum amount of monitoring must include:
i. Exchange.
ii. Mailbox servers:
a) Front-end.
b) Exchange routing.
c) Exchange public folder.
d) BlackBerry or similar device.
iii. Directory:
a) Name resolution.
b) Directory.
iv. CLO:
a) Repeater.
b) Responder.
v. Web:
a) Proxy.
b) Web.
c) Citrix.
vi. File and print:
a) File.
b) Print.
vii. IA Infrastructure:
a) HBSS infrastructure.
b) URL content filter infrastructure.
c) IPS infrastructure.
k. Maintain and manage storage devices, including analysis of capacity and execute generation of standard capacity reports for the designated Government manager of that storage device, system, or component.
l. Manage installation processes, including troubleshooting issues after delivery and installation of HW and SW.
m. Perform asset scanning and logging of assets that have been delivered in accordance with established Government directives.
n. Provide technology refresh services for equipment in accordance with an approved schedule.  Such schedule will include, but is not limited to the refresh timeline along with the timing for events (e.g., ordering and delivery of equipment to the staging area) leading up to the actual implementation.  Government will review and approve the schedule.
o. Provide input to the network system maintenance plan including (e.g., maintenance history, trending analysis, and metrics).  The Government will review and approve the maintenance plan.
p. Update Ticket Management System (TMS) tickets within time frames established by Government procedures.
q. Close ticket when approved by Government representatives.
r. Tickets that are not high priority will be updated, completed, and reassigned as per current Government guidance.
s. [bookmark: _Toc293478173]If the event or incident generates a RTOP, the RTOP reporting method will meet the severity or priority status update requirements.
t. Provide ongoing monitoring and support services for each Data Seat.
u. Provide a Web based solution that provides basic services through a Citrix frontend.
v. Exercise operational control over critical services of the infrastructure in support of DoD policies, statutory, and war fighting responsibilities.
w.  Identify and prioritize responses to events, incidents, and problems based on mission impact and situational urgency.
x. Close events and incidents after their resolution.  The designated NetOps authority will approve closures of incidents upon reporting that the incident has been resolved.
y. Implement policies and direct changes to the overall posture of IT services and infrastructure.
z. Develop system status dashboards.

[bookmark: _Toc314051668][bookmark: _Toc324342541]Directory Services 
Directory services provide global information services that deliver a distributed computing environment, support the management and use of file services, network resources, security services, messaging, web, e-commerce, white pages, and object-based services across NGEN. Directory Services provide authentication to enterprise applications and trusted relationships between people, devices, applications, services, and other resources throughout the network. 

[bookmark: _Toc314051669][bookmark: _Toc324342542]Specific Tasks
The ES Contractor shall:
a. Maintain publishing of end user PKI certificates automatically to network directory services.
b. Maintain mappings between PKI certificates and network accounts to support two-factor authentication for all AD domain account categories and eliminate the need for password-based authentication.
c. Receive request for and initiate end user account lifecycle events.
d. Create new end user account with DON provided attributes data.
e. Modify end user account attributes including move, add, change, disable, or deactivate.
f. Modify end user account type (e.g., upgrade or downgrade).
g. Deactivate end user accounts.
h. Change end user account status in accordance with Government procedures.
i. Provide unique identifiers for all accounts using naming standards as specified by the Government.
j. Provide end user access to workstations based on end user account and workstation permissions as designated by the Government or as specified by requested service.
k. Delete or transfer all network end user data associated to account in accordance with Government procedures.
l. Provide network end user data associated with an account, if requested by the Government, during deactivation process.  
m. Maintain the web-based end user account management tool for Government end users to perform account management functions.
n. Change specific attributes of an account using the end user account management tool.
o. Direct changes to account status using the end user account management tool.
p. Track account changes including move, add, change, disable, or deactivate using the end user account management tool.
q. Provide current information about each account as documented in the AD using the end user account management tool.
r. Provide an account ledger with pre-defined reports (e.g., based on number, type, and status) using the end user account management tool.
s. Provide access based on end user role of designated Government representatives using the end user account management tool.
t. Maintain a list of authorized submitters for end user account activities.
u. Create new groups in accordance with Government procedures.
v. Modify group type for network operations.
w. Deactivate and delete groups.
x. Provide unique identifiers for all groups required using naming standards in accordance with Government policy.
y. Provide groups required for new site setup and operations.
z. Provide installation of Admin Pack utility and Active X components to use AD management tools, upon request from Government.
aa. Perform group management requirements to track specific group changes, including changes in permissions.
ab. Operate and maintain group policy management in existing directory services in accordance with Government procedures.
ac. Monitor replication speed of directory services.
ad. Conduct maintenance of the .dit file for directory services.
ae. Perform schema extensions for directory services.
af. Cleanup of orphaned objects and inactive end user and computer objects in accordance with Government procedures for directory services.
ag. Perform end user provisioning for directory services. 
ah. Apply security updates in accordance with Government procedures for directory services.
ai. Maintain ability to browse the GAL via Outlook, Outlook Web Access, or other similar product. 
aj. Maintain DEERS ability to request reports on specific directory objects when designated by the Government. 
ak. Maintain the capability for local, mobile and remote end users, devices, and applications to access directory services where connectivity is available.
al. Monitor administration and management of AD network resources such as ADAM Suite, AD components, and AD trusts. 
am. Operate AD services including authentication and authorization of data maintained in the directory. 
an. Maintain directory synchronization to the JEDS through the appropriate transport boundaries in accordance with Government procedures.
ao. Maintain standard AD services (plus the availability to use Windows LDAP services) for all physical and virtual application servers. 
ap. Remove any associated packaged solutions from the Electronic Software Delivery (ESD) system and any associated objects from AD for applications removed from the Marine Corps Management domain. 
aq. Maintain LDAP end user access with the network exchange servers. 
ar. Assign system administrator rights to personnel for deployed workstations.
as. Assign trained Government IT personnel system administrator rights to perform all functions required to operate and maintain a deployed workstations in an embarked environment.
at. Provide user account data. (CDRL A110 – User Account Ledger Report)
au. Perform lifecycle events on user account.
av. Delete or transfer all network user data associated to the account not sooner than 30 calendar days after Marine Corps requests account deactivation.
aw. Receive request for and initiate lifecycle events.
ax. Provide current information about each group.

[bookmark: _Toc307307174][bookmark: _Toc314051670][bookmark: _Toc324342543]Cross Domain Security Services
Cross domain security services provide the required degree of cross domain access to enable the exchange of information across management domain boundaries.

[bookmark: _Toc307307175][bookmark: _Toc314051671][bookmark: _Toc324342544]Specific Tasks
The ES Contractor shall:
a. Operate and maintain Cross Domain Infrastructure.
b. Locate information and data stores across network domains and provide network domain source of information and data store location transactions.
c.  Enable cross-domain functional capabilities for end users that include the following:
i. Post data to repositories.
ii. Deliver (push, or export) data to specified recipients.
iii. Exchange email with attachments.
iv. Conduct Instant Messaging (IM) and text chat.
d. Filter cross-domain information and data store location results based on the (Government approved) trust agreements among the domains.
e. Maintain CDS architecture as a configuration record for cross domain implementation.
f. Provide content and allowable action restrictions, in addition to the standard mechanisms of the network, based on the trust agreement for each type of data exchange.
g. Enable metadata tagging of network resources with the data necessary for determination and enforcement of policy compliance.
h. Enforce cross-domain trust agreement and policy changes in timeframes agreed upon by the Contractor and the Government.
i. Coordinate Cross-Domain Solution efforts through the NCDSO.
j. Comply with current policies, guidelines, and requirements for the trust agreements and metadata tagging for data exchanges.
k. Enforce reliable human review when required.
l. Import (pull) data from repositories in other domains.
m. Enforce content release policy.
n. Permit users to request information from multiple network domains. 

[bookmark: _Toc314051672][bookmark: _Toc324342545]Security Configuration and Management (SCAM) Services
SCAM services provides an enterprise-wide security compliance capability that scans and remediates  network devices, workstations, laptops, and wireless PDAs for out of compliance conditions such as changed settings, outdated patches, and illicit SW.

[bookmark: _Toc314051673][bookmark: _Toc324342546]Specific Tasks
The ES Contractor shall:
a. Analyze information systems and networks to identify potential security weaknesses and exposures to known threats. 
b. Provide performance monitoring and management of IA measures including providing security services for protection of the network.  Resultant measures shall be included in the IA Compliance Report, Incident Detection Report, and Computer Directives Report readily accessible by the Government for monitoring and validation purposes. (CDRL A111 - IA Compliance Report, CDRL A112 - Incident Detection Report, and CDRL A113 - Computer Network Directives)
c. Conduct IAVM in accordance with:
i. DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003.
ii. DoDD 8500.01E, Information Assurance (IA), April 23, 2007.
iii. Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011.
d. Conduct vulnerability scans twice monthly using the DoD standard tool(s).
e. Provide a service single point of contact, position or billet, in accordance with: 1) Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011;  and, 2) DoDI O-8530.2, Support to Computer Network Defense (CND), March 9, 2001, to receive all IAVM alerts:  
i. Designate in writing a single point of contact position or billet that shall be available 24 hours a day and is knowledgeable on all actions that must be taken upon notification of an IAVM alert.
ii. Implement a process for emergency IAVM alerts that require shortened deadlines.
iii. Report status of implementation through the designated Government reporting portal.
f. Complete corrective actions within the designated Vulnerability Alert timeline, including the following:
i. Complete corrective actions within five calendar days of discovery if it is discovered that a previously designated Vulnerability Alert deadline has passed.
ii. Provide input and assist the Government in developing a POA&M if the system cannot be brought into compliance within five calendar days of discovery if deadline has expired.  
iii.  Includes, but is not limited to the MAC address, host name, location, device function, vulnerability, and temporary mitigation to the POA&M.
g. Provide review, analysis, evaluation, risk assessment, and recommendations to the respective CNDSP(s) for required Government vulnerability management and analysis.
h. Provide input to the Government for developing a POA&M that shows the status of each vulnerability and actions taken, if there are any outstanding enterprise-wide vulnerabilities existing.
i. Maintain a current network and system configuration baseline of all devices.
j. Ensure network and system devices supporting CND functions operate within two versions of the latest commercially available release unless otherwise notified by the Government.
k. Upon notification by the Government of change to current regulation, policy or guidance, the ES Contractor shall notify the Government, within 30 days if there is a material change.
l. Install “plug and play” network and system monitoring device into the system when supplied by the Government.
m. Provide routine vulnerability scans analysis report. (CDRL A114 – Vulnerability Scan Analysis)
n. Report on IAVM compliance. (CDRL A113 – Computer Network Directives).
o. Implement physical and system mechanisms for safeguarding Character User Interface including encryption, access control, end user identification and authentication, malicious content detection, audit, and physical and environmental control.
p. Adjust and implement security changes following a Security Review. 
i. Provide a standard process for designing, implementing, and changing Character User Interface security requirements and efforts.
ii. Provide an emergency process for designing, implementing, and changing Character User Interface security requirements and efforts in operations.
q. Provide controlled safeguards in accordance with applicable directives.
r. Monitor status of DAR services on DAR enabled computing devices across the network enterprise.
s. Engineer Core Builds for each operating system comprising SW provided by the Government, the Contractor or by a third party Contractor.  Engineering the Core Build will provide the Core Build to the Government at a Government testing facility so that it can be scanned for security vulnerabilities.
t. Develop GPO based on the corresponding DISA STIGs for each operating system on the network and the Marine Corps Enterprise DAA guidance regarding the United States Government Configuration Baseline (USGCB), as directed by the Office of Management and Budget (OMB) memorandum M-07-11, "Implementation of Commonly Accepted Security Configurations for Windows Operating Systems," March 22, 2007, guidelines and configurations (from National Institute of Standards and Technology; National Vulnerability Database for FDCC).
u. Provide input and assist the Government in developing IAVA/IAVB packages to servers.
v. Maintain data seat configurations based on current DoD and DON policy and guidance including the DISA STIGs as specifically agreed upon and approved by the MCEN DAA for the network.
w. Provide touch labor to maintain deployable seats that meet the requirements for a portable data seat including performing preventive or corrective maintenance upon return of the units and prior to reconnection with the garrison infrastructure reconfiguration or upgrades of SW and HW as necessary to verify IAVA compliance at the time of return.
x. Provide input to and assist in reporting status of deployed patch and upgrade within 24 hours of deployment.
y. Maintain CND mechanisms, including anti-spam tools, Network Access Control, HBSS, and HBSS Device Control Modules at enterprise locations based on:
i. National Institute of Standards and Technology (NIST) Special Publication 800-53, Recommended Security Controls for Federal Information Systems and Organizations, Revision 3, August 2009.
ii. DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003.
iii. DoDD 8500.01E, Information Assurance (IA), April 23, 2007.
z. Operate and defend the network in accordance with: 
i. DoDI O-8530.2, Support to Computer Network Defense (CND), March 9, 2001.
ii. Strategic Command (STRATCOM) Directive (SD) 527-1, Department of Defense (DoD) Information Operations Condition (INFOCON) System Procedure, January 27, 2006.
iii. CYBERCOM cyber condition operational tasking orders.
aa. Develop plan and implement actions on the enterprise as required by each of the Cyber Readiness Conditions.
ab. Provide input to Cyber Readiness Implementation Plans.
ac. Execute the Cyber Readiness Implementation Plan.  Report completion of all steps. Report any actions that could not be completed, along with an estimated time of completion. (CDRL A115 -  Non-Completion Report)
ad. Defend Systems by recognizing, reacting to, and responding to threats (as identified by NCDOC, MCNOSC, or higher authority), vulnerabilities, and deficiencies, such that no access is uncontrolled and all systems and networks are capable of self-defense with all reporting and responses to the CNDSP(s).
ae. Identify, monitor, comply with, and respond to CND RAs, based on intelligence reporting, active network incidents, or trends.  Provide a written assessment of any adverse impact to end user services.  In the case of an adverse impact, provide alternative actions to achieve the original intent of the CND-RAs. (CDRL A116 – CND Impact Report with Recommendations)
af. Conduct weekly monitoring and analyze logs to identify unauthorized, illicit, or other unwanted activity.
ag. Capture transactional information, during the auditing process.
ah. Conduct routine vulnerability scans.
ai. Analyze vulnerability scan results to determine potential network or system vulnerabilities in accordance with: 1) DoDI O-8530.2, Support to Computer Network Defense (CND), March 9, 2001; and, 2) Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F, Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011.
aj. Provide an analysis of vulnerable machines to MCNOSC including the following information: hostname, IP, MAC address, site, device function, and vulnerability associated with that asset. (CDRL A114 – Vulnerability Scan Analysis)
ak. Remediate SW vulnerabilities and system misconfigurations identified in routine scans in accordance with: 
i. DoDD O-8530.1, Computer Network Defense (CND), January 8, 2001.
ii. Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011.
iii. DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003, except for instances approved by the appropriate approving Service authorities.  
Conduct the vulnerability remediation using the approved DoD solution or other approved methodology.
al. Remediate vulnerabilities and misconfigurations identified by an external network assessment conducted by the Government entity, except for instances approved by the appropriate approving Service authorities.  
am. Provide input and development of a POA&M if the remediation actions cannot be accomplished by the assigned completion date.
an. Provide input and development of monthly vulnerability reports.
ao. Provide, in accordance with performance measures, logs and information feeds including HBSS, IPS, and IDS to the MCNOSC to identify and assist with Government oversight.  Maintain Government accessible historical data that can be retrieved or mined by automated means using standard protocols (e.g., XML and SOAP).  
ap. Provide input to the Government for updating and revising architecture designs to accommodate changing requirements, emerging technology, and results of vulnerability assessments, for Government review and approval to ensure compliance with DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003.
aq. Restore network and system devices to a known valid baseline.  Provide post-event scans and verification of mitigation actions as required by the CNDSP(s).
ar. Carry out a program of inspection and audit to safeguard against threats and hazards to the confidentiality, integrity, and availability of CUI.
as. Afford access to the facilities, technical capabilities, operations, and personnel.
at. Use only products that are Federal Information Processing Standard (FIPS) pub 140-2, Security Requirements for Cryptographic Modules, May 25, 2001, Change Notices (12-03-2002) certified to protect Controlled Information.
au. Execute Government security policies, guidelines, and directives for identification and handling of CUI.
av. Vulnerability scans shall utilize the latest Government provided configuration and definition files as applicable to the DoD mandated solution.
aw. Provide analysis results to MCNOSC.
[bookmark: _Toc307307914][bookmark: _Toc314051674]
[bookmark: _Toc324342547]Boundary and Demilitarized Zone (DMZ) Services
Boundary and DMZ Services protect the NGEN Enterprise including the management and operation of the boundaries.

[bookmark: _Toc307307915][bookmark: _Toc314051675][bookmark: _Toc324342548]Specific Tasks
The ES Contractor shall:
a. Provide input to Cyber Readiness Implementation Plans for the Government.
b. Comply with guidelines established by DoDI 8551.1, Ports, Protocols, and Services Management (PPSM) August 13, 2004.
c. Conduct weekly monitoring and analyze logs to identify unauthorized, illicit, or other unwanted activity.
d. Capture transactional information, during the auditing process.
e. Remediate vulnerabilities and misconfigurations identified by an external network assessment conducted by the Government entity, except for instances approved by the appropriate approving Service authorities.  
f. Report any actions that could not be completed, along with an estimated time of completion via the Government provided TMS.
g. Provide, in accordance with performance measures, logs and information feeds including HBSS, IPS, and IDS to the MCNOSC to support Government oversight.
h. Implement the Enterprise Services portion of the Sensor Grid within the security infrastructure that collects intrusion, incident, and audit data from a collection of sources including but not limited to Content Monitoring products, Content Filtering products, HBSS for servers and hosts with the capability for packet capture, deep inspection, and customized signature capability. Implement automated tools to collect this data and to send it to the MCNOSC.
i. Conduct system based intrusion detection monitoring and prevention on managed systems: 
i. Implement standard vendor provided appliance signatures within 24 hours of approval.
ii. Implement Government originated signatures no later than 24 hours after files are provided.
iii. Provide current operational status of all sensors, managers and associated database systems to the Government within 15 minutes of Government request.
iv. Monitor intrusion detection systems at all times.
j. Conduct host based intrusion detection monitoring and prevention on all devices that support HBSS:
i. Provide administrator access to the HBSS management application to designated Government POC.
ii. Implement only Government approved policies, configuration, or signatures on the host based sensors and management servers.
iii. Provide near real-time data feeds from all intrusion detection and prevention system for incorporation into the Government Security Incident Management system.
iv. Maintain Government provided components of HBSS at the most current baseline.
v. Provide current operational status of the managers and related SW repository servers to the Government within 15 minutes.
k. Identify and execute improvements to the DMZ facilities to accommodate hosting of a single server.
l. Provide input and development of an operational status report.
m. Provide sensor or appliance log data to the Government within 24 hours of a Government request.
n. Provide input and development of a status report of the managers and related SW repository servers.
o. Perform anti-virus Scans of servers.
p. Perform anti-virus updates to servers.
q. Host Government specified anti-virus definition files for use on a single server.
r. Maintain an IP address to the connected unclassified or classified device.
s. Maintain a standard level of connectivity, network loading, and maintenance responsiveness for a single server located in the DMZ facility.
t. Perform the per instance tasks required to maintain the redundant enterprise access.
u. Maintain the deployed Citrix Access Gateway units at B1 sites.
v. Assist front end service for Government managed and maintained servers connected to NGEN supporting standard low bandwidth Citrix based server and applications.
w. Perform server load balancing, server SSL overhead offload (SSL termination), HTTP web caching, HTTP compression, and authentication framework services, parallel browser request processing, express document processing, smart technology, and layer 7 virtualization capability as uplift.
x. Maintain capability for asymmetric application acceleration to load balance servers in public facing zones.
y. Maintain capability to interface with additional external networks.
z. Implement HW sensors into the Marine Corps architecture for on-call and future CND tools.
aa. Implement Defense in Depth (DID) strategies in accordance with DoD Information Enterprise Architecture v1.2, Appendix G, May 7, 2010.

[bookmark: _Toc307308510][bookmark: _Toc314051676][bookmark: _Toc324342549]Malware Detection and Protection Services
MDP Services provide network-based and host-based malware (malicious code) prevention capabilities with centralized management and reporting.  MDP uses a range of DoD approved SW and HW appliances throughout NGEN to enhance defense in depth posture.

[bookmark: _Toc307308511][bookmark: _Toc314051677][bookmark: _Toc324342550]Specific Tasks
The ES Contractor shall:
a. Operate anti-malware SW, as designated by the Government, on all system devices in accordance with:
i. Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011.
ii. DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003.
iii. DoD 5220.22-M, National Industrial Security Program Operating Manual, February 28, 2006.
iv. SECNAVINST 5239.3B, Department of the Navy (DON) Information Assurance (IA) Policy, June 17, 2009.
v. SECNAV M-5239.1, DON Information Assurance (IA) Manual, November 2005.
b. Monitor and conduct incident response to alerts generated by the Government anti-malware SW in accordance with:
i. Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011.
ii. DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003.
iii. DoD 5220.22-M, National Industrial Security Program Operating Manual, February 28, 2006.
vi. SECNAVINST 5239.3B, Department of the Navy (DON) Information Assurance (IA) Policy, June 17, 2009.
iv. SECNAV M-5239.1, DON Information Assurance (IA) Manual, November 2005.
c. Maintain anti-malware alert feeds to the Government automatically in a method and format compatible with Government CND systems in accordance with:
i. Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011.
ii. DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003.
iii. DoD 5220.22-M, National Industrial Security Program Operating Manual, February 28, 2006.
iv. SECNAVINST 5239.3B Department of the Navy (DON) Information Assurance (IA) Policy, June 17, 2009.
v. SECNAV M-5239.1, DON Information Assurance (IA) Manual, November 2005.
d. Conduct a full system scan of specific workstations and servers in accordance with Government procedures.
e. Actively investigate newly discovered or emerging malware that affects system devices.
f. Report and submit to the CNDSP(s) all newly discovered or unknown malware. (CDRL A112 - Incident Detection Report)
g. Monitor anti-malware organization advisories and websites.
h. Implement physical and system mechanisms for safeguarding CUI including encryption, access control, end user identification and authentication, malicious content detection, audit, and physical and environmental control.
i. Conduct anti-virus scans on all physical and virtual application servers.
j. Download anti-virus updates for all physical and virtual application servers.
k. Maintain specified anti-virus definition files for use on a single server.
l. Operate and maintain boundary anti-malware capabilities to protect servers, services, and end points by integrating and correlating the following:
i. URL filtering.
ii. Anti-malware inspection.
iii. Intrusion prevention.
iv. Application and network layer firewall.
v. HTTP and HTTPS inspections.
m.  Maintain anti-malware capabilities (other than the Web) to protect servers, services, and end points for boundary 1 using the following:
i. Anti-malware inspection.
ii. Intrusion prevention.
iii. Application and network layer firewall.

[bookmark: _Toc314051680][bookmark: _Toc324342551]Security Event Management (SEM) Services
SEM Services provide the ability to monitor and correlate security events that are generated from identified networked devices such as firewalls, IPS, and server logs using Government approved filtering strategies and implementations.
 
[bookmark: _Toc314051681][bookmark: _Toc324342552]Specific Tasks
The ES Contractor shall:
a. Conduct weekly monitoring and analyze logs to identify unauthorized, illicit, or other unwanted activity.
b. Provide cyber threat or issue recommendations to mitigate or respond to threats and vulnerabilities, to the Government for validation and acceptance based on established policies.  The urgency or phasing of any actions will consider the level of threat or vulnerability to the network. (CDRL A112 - Incident Detection Report)
c. Obtain access to security logs, including centralized storage of data.
d. Maintain CND mechanisms, including anti-spam tools, Network Access Control, HBSS, and HBSS Device Control Modules at enterprise locations in accordance with:
i. National Institute of Standards and Technology Special Publication 800-53 Recommended Security Controls for Federal Information Systems and Organizations, Revision 3, August 2009.
ii. DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003.
iii. DoDD 8500.01E, Information Assurance (IA), April 23, 2007.
e. Operate and defend the network in accordance with:
i. DoDI O-8530.2, Support to Computer Network Defense (CND), March 9, 2001.
ii. Strategic Command (STRATCOM) Directive (SD) 527-1, Department of Defense (DoD) Information Operations Condition (INFOCON) System Procedure, January 27, 2006. 
iii. CYBERCOM cyber condition operational tasking orders.
f. Design, plan, and implement actions on the enterprise as required by each of the Cyber Readiness Conditions.
g. Provide input to Cyber Readiness Implementation Plans for the Government.
h. Execute the Cyber Readiness Implementation Plan.
i. Notify appropriate Government representative upon completion of all steps in the Cyber Readiness Implementation Plan.
j. Defend Systems by recognizing, reacting to, and responding to threats (identified by NCDOC, MCNOSC, or higher authority), vulnerabilities, and deficiencies, such that no access is uncontrolled and all systems and networks are capable of self-defense with all reporting and responses to the CNDSP(s).
k. Identify, comply with, and respond to CND RAs, which may develop CND-RAs based on intelligence reporting, active network incidents or trends.  Provide a written assessment of any adverse impact to end user services.  In the case of an adverse impact, provide alternative actions to achieve the original intent of the CND-RAs. (CDRL A116 – CND Impact Report with Recommendations)
l. Capture transactional information during the auditing process using Government provided tools.
m. Analyze vulnerability scan results to determine potential network or system vulnerabilities in accordance with: 1) DoDI O-8530.2, Support to Computer Network Defense (CND), March 9, 2001; and, 2) Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011.
n. Provide an analysis of vulnerable machines to MCNOSC including the following information: hostname, IP, MAC address, site, device function, and vulnerability associated with that asset. (CDRL A114 – Vulnerability Scan Analysis)
o. Provide analysis results to MCNOSC.
p. Provide, in accordance with performance measures, logs and information feeds including HBSS, IPS, and IDS to the MCNOSC to support Government oversight.  
q. Maintain Government accessible historical data that can be retrieved and mined by automated means using standard protocols (e.g., XML and SOAP).  
r. Take and report prescribed actions in response to an identified attack on or intrusion into an information system or network. (CDRL A112 - Incident Detection Report)
s. Provide any actions recommended by the CND team to the Marine Corps Emergency Response Team (MARCERT) for possible inclusion into the overall DON security posture as part of the threat sharing initiative.
t. Provide Incident and Event reporting utilizing the Government provided Ticket Management System.
u. Provide input and development of incident logs.
v. Provide input and development of Operation Support Services data.
w. Maintain near real-time data feeds from designated systems into the Government Security Incident Management (SIM) system.  Test SW required for real-time data feed for compatibility on designated devices.  Provide completed test plans, test procedures, and test reports. (CDRL A117 – Test Plan, CDRL A118 – Test Procedures, and CDRL A022 – Test Report)
x. Provide incident response by isolating a network or system device within 30 minutes of identifying an incident for servers and 60 minutes for seats.  The Government may request physical removal of the equipment after isolation.
y. Collect incident handling evidence.  Execute a preselected volatile data capture tool within one hour of an incident for such data and provide the tool output in the CNDSP(s) approved format and output.
z. Take possession of any magnetic and optical media related to a network incident utilizing Government chain of custody procedures.
aa. Ship incident handling evidence, via registered mail, or as specified by DoDI 5000.2, Operation of the Defense Acquisition System, December 8, 2008 if classified, the media (or entire device, if required) within 48 hours to the Government POC.
ab. Operate a decryption capability for DAR enabled media.
ac. Restore network and system devices to a known valid baseline.  
ad. Reimage workstations and servers as required by either incident response procedures or current INFOCON or Cyber-Readiness Condition requirements.
ae. Restore network and system devices to a known valid baseline.  Provide post event scans and verification of mitigation actions as required by the CNDSP(s).
af. Monitor and conduct incident response to alerts generated by the Government anti-malware SW in accordance with: 
i. Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011.
ii. DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003.
iii. DoD 5220.22-M, National Industrial Security Program Operating Manual, February 28, 2006.
vii. SECNAVINST 5239.3B, Department of the Navy (DON) Information Assurance (IA) Policy, June 17, 2009.
iv. SECNAV M-5239.1, DON Information Assurance (IA) Manual, November 2005.
ag. Monitor the IA and CND operational situation on network system status consoles, perform initial investigation on any suspicious activity reported, and escalate potential events via the incident ticket and event tracking system to the appropriate-level NOSC security Operations Duty manager.
ah. Coordinate operational reporting of CDRL and Incident and Events reporting. 
ai. Generate, provide, and archive activity and event component logs as directed by the CNDSP(s): 
i. Operate an automated logging aggregation system that compresses, correlates, and provides 30 days of log data for analysis and audit from all sources (e.g., host audits, networks, and host-based IDS). 
ii. Provide external connections as specified by the CNDSP to enable data mining for event correlations specific to the DON GIG.  
aj. Monitor logging aggregation system weekly and analyze logs to identify unauthorized, illicit, or other unwanted activity.
ak. Operate Security Event Correlation Tools to enable the Government to determine if ongoing system activities are in accordance with security policies.
al. Operate Computer Forensic Tools to identify, extract, preserve, and document computer-based evidence.
am. Capture in scope transactional information during the auditing process, the scope of information requested is limited to the capabilities of the solutions in the forensics area.
an. Operate physical and system mechanisms for safeguarding CUI including encryption, access control, end user identification and authentication, malicious content detection, audit, and physical and environmental control.
ao. Assist the SOC by generating, providing, and archiving activity and event component logs as directed by the CNDSP(s).
ap. Provide audit and monitor controls to allow system administrators to perform testing for implementation of new services, changes to services, and investigations.
aq. Provide audit and monitoring technologies for IA and CND to the CNDSP(s).

[bookmark: _Toc314051682][bookmark: _Toc324342553]Security and IT Certification and Accreditation (C&A) Services
Security and IT C&A Services support the DIACAP.  This includes management of the certification process, the performance of a complete certification, or preparation and assessment of individual documents in the final DIACAP Package.

[bookmark: _Toc314051683][bookmark: _Toc324342554]Specific Tasks
The ES Contractor shall:
a. Provide input in the development of certification and accreditation packages that will allow each discrete site to be certified and accredited in accordance with:
i. DON DIACAP Handbook, 15 July, 2008.
ii. DoDI 8510.01 DoD Information Assurance Certification and Accreditation Process (DIACAP), July 22, 2010.
iii. Director of Central Intelligence Community Directive (ICD) Number 503, effective 15 September 2008.
b. Conduct C&A testing and analysis of system security and data safeguards in accordance with the DIP to provide correct and thorough implementation of relevant Information Assurance controls as defined within DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003 in accordance with the system’s Mission Assurance Category and Classification level of information processed.  Provide completed test plans, test procedures, and completed test reports. (CDRL A117 – Test Plan, CDRL A118 – Test Procedures, and CDRL A022 – Test Report)
c. Provide the appropriate SME participation with the Government in discussions, design solutions, identify risks, make recommendations, and develop schedules for approval in Configuration Control Board (CCB), IA Verification and Validation (V&V) activities, WIPT, and other engineering and security-focused working groups related to the Clinger-Cohen Act such as S/TEAG and C&A Subgroup, in conjunction with the Government POC.
d. Provide the appropriate SME participation in and provide POCs to the Government for technical reviews, analysis of capability, processes, and systems such as the CSR, ECCB, and Enterprise Residual Risk Panel (ERRP) providing design solutions, identification of risks, and recommendations.
e. Implement accreditation boundary change requests following the established U4010/C4010 processes.
f. Comply with: 
i. DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003.
ii. DoD 5200.2-R, Personnel Security Program, January 1987.
iii. DoDI 8510.01, DoD Information Assurance Certification and Accreditation Process (DIACAP), July 22, 2010.
iv. DON DIACAP Handbook Version 1.0, July 21, 2008.
v. SECNAVINST 5239.3B, Department of the Navy (DON) Information Assurance (IA) Policy, June 17, 2009.
vi. OPNAVINST 5239.1C, Navy Information Assurance Program, August 20, 2008.
vii. Marine Corps Enterprise IA Directive (EIAD) 018 Marine Corps Certification and Accreditation Process v2.0, September 2, 2008.
g. Validate that automated systems comply with security requirements and are accredited by the DAA, HQMC, and C4 prior to processing sensitive data.
h. Provide input and assist the Government in preparing DIACAP Packages consisting of the DIP, System Identification Profile (SIP), and IT Security POA&M identifying the non-complaint IA controls or vulnerabilities, and scorecard populated with security testing results.
i. Assign and tailor IA system and site controls and security requirements for the Government.
j. Track status of packages coming up for recertification.
k. Implement and validate assigned Information Assurance Controls (IACs):
i. Provide completed test plans, test procedures, and completed test reports. (CDRL A117 – Test Plan, CDRL A118 – Test Procedures, and CDRL A022 – Test Report)
ii. Compile system or site testing results.
iii. Provide input for development of an IT security POA&M.
l. Facilitate Echelon II/MSC Concurrence of C&A Package.
m. Complete required testing and provide input to the required C&A documentation to assist the Certificate Authority/Certificate Authority Representative (CA/CAR) and DAA in making certification determination and accreditation decisions.
i. Provide any additional information required by Government PM and designated representatives to substantiate packages submitted for decisions from the CA/CAR DAA.
ii. Respond to inquiries during this activity.
n. Provide input for maintaining Authority to Operate and conduct system/site reviews.
o. Decommission system or site as required.
p. Notify MCNOSC when system or site is de-commissioned
q. Draft C&A Documentation for sites in accordance with DON DIACAP Handbook Version 1.0, July 2008, not less than 70 calendar days before expiration, ATO.
r. Perform Security Test and Evaluation (ST&E) in accordance with the Government preapproved test plan for each site and identify security discrepancies found during testing in the approved documentation, Federal Information Security Management Act (FISMA), POA&M, and DIACAP Scorecard.  Provide completed test plans, test procedures and completed test reports. (CDRL A117 – Test Plan, CDRL A118 – Test Procedures, and CDRL A022 – Test Report)
s. Maintain and update the EDP when implemented.
t. Assist the Government in preparing proposed updates to the estimated ATO approval cycle for stakeholder review.  All Sections of the EDP must be updated prior to the expiration of the estimated ATO.
u. Provide the appropriate SME participation and provide recommendations in discussions, design solutions, identify risks, and develop schedules for approval in technical interchange meetings, conferences, and workshops including in CSR for Architecture & Engineering (A&E) solutions - security engineering review (ER) for new solutions.
v. Provide the appropriate SME participation and provide recommendations in discussions, design solutions, identify risks, and develop schedules for approval in technical interchange meetings, conferences, and workshops including in ERRP. 
w. Provide the appropriate SME participation and provide recommendations in discussions, design solutions, identify risks, and develop schedules for approval in technical interchange meetings, conferences, and workshops including the Security and Technical Enterprise Action Group and subgroups.
x. Provide the appropriate SME participation and provide recommendations in discussions, design solutions, identify risks, and develop schedules for approval in technical interchange meetings, conferences, and workshops including in DAA and other status briefings.
y. Assist independent test and audit teams conducting evaluations on systems or networks to verify and determine the extent a particular design and implementation meets a set of specified security requirements.
z. Provide the appropriate SME participation in weekly production call with the Government in order to identify status of C&A packages in process and the identification of issues impacting those packages.
aa. Prepare C&A related information, including detailed site topology drawings and other documentation required by DISA for ATC to the GIG.
ab. Conduct site visits, IAM Interviews, as well as Security Test and Evaluations using Government provided Test Plans including building walkthroughs and physical security inspections for room certifications and build and support the Government in delivering C&A packages that are able to be Certified and Accredited ATO and DISA ATC to the GIG.
ac. Evaluate proposed new IT products and protocols for impacts to C&A.
ad. Prepare sufficient architecture documentation, risk assessments, risk mitigation plans, and other supporting documents required to support DIACAP accreditation.
ae. Migrate from manual C&A processing to automate processing using the specified DON DIACAP Tool for populating data using specified templates.
af. Provide input and assist the Government in developing C&A packages.
ag. Achieve ATO for all sites granted IATO within 180 calendar days from the date IATO was granted.
ah. Review U.S. Cyber Command Coordinated Alert Messages and verify that no sites on these messages, with the exception of IATB sites, are within 30 calendar days of expiration.
ai. Populate templates per DIACAP requirements in accordance with DON DIACAP Handbook Version 1.0, July 2008.
aj. Provide input and development of C&A status reports. (CDRL A010 - Monthly Status Report)
ak. Provide input and development of annual forecast of packages to be delivered to the Government for C&A decisions.
al. Provide input and development of Enterprise documentation.
am. Attend the Integration Certification Solution Review Board as the Engineering and PMR.
an. Provide C&A Program Management.
ao. Fulfill C&A responsibilities with respect to applicable laws, policies, and directives.
ap. Provide input and assist the Government in developing C&A package for the Core Build.
aq. Complete and submit the DIP.
ar. Validate assessments of system's compliance with stated requirements, assess the risks associated with operating the system, and coordinate the certification activities.
as. Assist the Government as the Validator and Certification Agent.
at. Provide problem escalation and resolutions for Government issues relating to C&A site package preparation.
au. Report on IA requirements compliance with respect to C&A.
av. Provide completed test plans, test procedures, and completed test reports. (CDRL A117 – Test Plan, CDRL A118 – Test Procedures, and CDRL A022 – Test Report)

[bookmark: _Toc314051684][bookmark: _Toc324342555]Authentication and Authorization Services
Authentication and Authorization Services comply with the applicable policies of DoDD 8500.01E, Information Assurance (IA), April 23, 2007, by enforcing procedures to ensure that end users possess appropriate identity credentials and that end users are authorized only the minimum rights and privileges required to perform their assigned duties and tasks.  The network enforces end user authentication through the use of strong (two factor) authentication using the DoD PKI, which allows for the implementation of a comprehensive accountability model and holds end users responsible for their actions.  The authorization management piece allows for the definition of authorization policy and for the enforcement of this policy.

[bookmark: _Toc314051685][bookmark: _Toc324342556]Specific Tasks
The ES Contractor shall:
a. Provide identity and access management in accordance with Information Sharing Environment Guidance Identity and Access Management Framework for the ISE (ISE-G-108), Version 1, November, 2008.
b. Comply with DoD and DON Policy to support CLO for network authentication.
c. Comply with Government procedures to support DON login mechanism using an end username and password combination for any enterprise assets that do not support CLO.
d. Operate an identity management system for the authorization and access model.
e. Limit the number of consecutive unsuccessful access attempts in accordance with: 1) DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003; and, 2) JTF-GNO CTO 07-15 Rev 1, Public Key Infrastructure (PKI) Implementation, Phase 2 Revision 1, 07 Apr 2008.
f. Monitor and maintain the use of a Government approved system use notification message before granting system access for the information system.
g. Maintain a session lock as defined by policy due to inactivity to prevent further access to the system.
h. Comply with current Government regulations, policy, and guidance in effect at time of implementation of the IdAM schema and access control mechanism.  Upon notification by the Government of change to current regulation, policy or guidance, notify the Government, within 30 days if there is a material change.
i. Maintain the trust relationship structure among resources, assets, networks, and security domains.
j. Maintain CND mechanisms, including anti-spam tools, Network Access Control, HBSS, and HBSS Device Control Modules at enterprise locations based on:
i. National Institute of Standards and Technology (NIST) Special Publication 800-53, Recommended Security Controls for Federal Information Systems and Organizations, Revision 3, August 2009
ii. DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003
iii. DoDD 8500.01E, Information Assurance (IA), April 23, 2007.  
Operate and defend the network in accordance with:
i. DoDI O-8530.2, Support to Computer Network Defense (CND), March 9, 2001.
ii. Strategic Command (STRATCOM) Directive (SD) 527-1, Department of Defense (DoD) Information Operations Condition (INFOCON) System Procedure, January 27, 2006.
iii. CYBERCOM cyber condition operational tasking orders.
k. Perform actions on the enterprise as required by each of the Cyber Readiness Conditions.
l. Defend Systems by recognizing, reacting to, and responding to threats (identified by MCNOSC or higher authority), vulnerabilities, and deficiencies, such that no access is uncontrolled and all systems and networks are capable of self-defense with all reporting and responses to the CNDSP(s).
m. Comply with formal security classification and Operational Security (OPSEC) guidance in accordance with:
i. DoDI O-3600.02, Information Operation (IO) Security Classification Guidance (U)", November 28, 2005.
ii. Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011.
iii. DoDI O-8530.2, Support to Computer Network Defense (CND), March 9, 2001, related to generation, transmission, storage, and destruction of CND related incidents, countermeasures, vulnerabilities, or CND systems status.
iv. DoD 5000.2-R Mandatory Procedures for Major Defense Acquisition Programs (MDAPS) and Major Automated Information System (MAIS) Acquisition Programs 5 April 2009, if classified.
n. Implement physical and system mechanisms for safeguarding CUI including encryption, access control, end user identification and authentication, malicious content detection, audit, and physical and environmental control.
o. Provide PKI services in compliance with DON Chief Information Officer (CIO) Message Date Time Group (DTG) 122213Z MAY 08, Public Key Infrastructure (PKI) Software Certificate Minimization Effort for DON Unclassified Environments, and configurations in accordance with MCEN DAA.
p. Maintain smart card (or credential) reader, middleware, and all necessary SW to support the use of PKI certificates on each data seat, portable electronic device, and network component which require AD domain account authentication.
q. Authenticate end users, both locally and remotely, using only PKI-based authentication on each data seat, portable electronic device, and network component which require AD domain account authentication.
r. Use medium assurance PKI based X.509 Version 3 certificates (PK Standard).
s. Facilitate the medium assurance PKI implementation of Government approved smart cards, [e.g., Common Access Card (CAC) and ALT] on all unclassified networks.
t. Use ALT for System Administrators. 
u. Provide the appropriate SME participation in DoD testing and evaluation of end user credential platforms. 
v. Use only those MS Windows-based servers that are DoD PKI-enabled.
w. Use only PKI-based authentication for network services, applications, resources, and components requiring AD Domain account authentication.
x. Manage and maintain digital signature and encryption capabilities for email services in accordance with Government policy:
i.  Navy Telecommunications Directive (NTD) 07-06, Public Key Infrastructure Implementation Plan, R 061930Z SEP 06, COMNAVNETWARCOM Norfolk /INFRASTRUCTURE IMPLEMENTATION PLAN. 
ii. NAVADMIN 248/08, Implementation of Navy Email Digital Signature Policy, October 23, 2008.
iii. MARADMIN 336/08, Marine Corps Policy for Personal Electronic Devices (PEDS) Security and Application of Email Signature and Encryption Policy, November 2008. 
y. Register and install DoD PKI certificates for network PKI-enabled servers, infrastructure, non-person entities, and applications.
z. Perform LRA functions to augment Service LRA capabilities for machine certificate issuance.
aa. Maintain current certificate trusts for all DoD certification authorities on data seats and network components.
ab. Manage applications to minimize network traffic destined for the DoD PKI certificate validation infrastructure.
ac. Maintain internal certificate validation infrastructure (e.g., OCSP and CRL caching).
ad. Operate certificate validation services for each data seat, portable electronic device, and network component utilizing PKI certificates.
ae. Publish DoD and Service certificate policies and certificate practice statements.
af. Implement the trust relationship structure to be used among resources, assets, networks, and security domains.
ag. Maintain mappings between PKI certificates and network accounts in order to both support two-factor authentication for all AD Domain account categories and eliminate the need for password-based authentication (e.g., exception accounts).
ah. Provide unique identification to both the sender and the recipient of a message.
ai. Receive request for and initiate end user account lifecycle events.
aj. Create new end user account with DON provided attributes data.  Perform lifecycle events on end user accounts as requested by DON, including the following:
i. Modify end user account attributes including move, add, change, disable, or deactivate.
ii. Modify end user account type (upgrade or downgrade).
iii. Deactivate end user accounts.
iv. Change end user account status.
v. Provide unique identifiers for all accounts using naming standards in accordance with Government policy (e.g., MARADMIN 328/08, Policy For The Standardization of Electronic Mail (Email) And Global Address List (GAL) Naming Conventions DTG: 031012Z JUN 08).
1. Provide end user access to workstations based on end user account and workstation permissions as designated by the Government or as specified by requested service.
al. Associate the DoD PKI user credential with a provisioned AD Domain account.
am. Issue user credentials for the purposes of user authentication, digital signature, and email encryption.
an. Perform CA functions.
ao. Perform Registration Authority (RA) functions.
ap. Perform LRA functions.
aq. Publish certificate revocation lists for certificates issued by the DoD PKI.
ar. Provide certificate validation services.

[bookmark: _Toc314051686][bookmark: _Toc324342557]Network Access Control (NAC) Services
NAC Services provide device discovery and rogue device prevention by identity based compliance evaluation and verification for network connected devices and end users.  The NAC Service checks host machines before allowing access to the network.  Non-compliant hosts can be remediated before an NGEN IP address is issued DHCP and an NGEN network connection is made.

[bookmark: _Toc314051687][bookmark: _Toc324342558]Specific Tasks
The ES Contractor shall:
a. Maintain CND mechanisms, including anti-spam tools, Network Access Control, HBSS, and HBSS Device Control Modules at enterprise locations based on: 
i. National Institute of Standards and Technology Special Publication 800-53, Recommended Security Controls for Federal Information Systems and Organizations, Revision 3, August 2009.
ii. DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003.
iii. DoDD 8500.01E, Information Assurance (IA), April 23, 2007.
b. Develop, plan, and implement actions on the enterprise as required by each of the Cyber Readiness Conditions.
c. Execute the Cyber Readiness Implementation Plan.  Inform Government upon completion of all steps.  Report any actions that could not be completed, along with an estimated time of completion via the Government provided TMS.
d. Defend Systems by recognizing, reacting to, and responding to threats (identified by NCDOC, MCNOSC, or higher authority), vulnerabilities, and deficiencies, such that no access is uncontrolled and all systems and networks are capable of self-defense with all reporting and responses to the CNDSP(s).

[bookmark: _Toc314051688][bookmark: _Toc324342559]Remote Access Services (RAS)
RAS support implementation, operation, and maintenance for access by remote end users to unclassified resources on the network from laptops, desktops, or PDAs, via broadband, or other authorized access medium (e.g., cellular).

[bookmark: _Toc314051689][bookmark: _Toc324342560]Specific Tasks
The ES Contractor shall:
a. Configure end user devices (e.g., laptops, tablets, and desktops with remote access SW).
b. Maintain VPN client SW.
c. Maintain RAS SW.
d. Comply with DoDD 8100.2, Use of Commercial Wireless Devices, Services, and Technologies in the Department of Defense Global Information Grid (GIG), April 14, 2004.

[bookmark: _Toc314051690][bookmark: _Toc324342561]End User Training Services
End user training services develop and deliver training in accordance with current DON, the Navy, Marine Corps, Training and Education Command (TECOM) guidance, curriculum development manuals, and style guides.  The purpose is to train the end user on the tools and applications required to operate, maintain, administer, and secure the network aligned to mission essential task lists and job task analysis.

Provide end user training and education on the various NGEN Services including computer-based training, web-based training, and instructor-led training as required.

[bookmark: _Toc314051691][bookmark: _Toc324342562]Specific Tasks
The ES Contractor shall:
a. Provide input to and publish end user communications and training material for DAR.
b. Provide end user training on the use of DoD PKI certificates for network Logon, email message signing and encryption, and authentication to public key enabled services.
c. Maintain needed curricula to train end users in the use of computer equipment in deployable environments.
d. Electronic curricula shall be as accessible to people with disabilities as to people without disabilities.
e. Provide input to update curricula to incorporate relevant changes in the deployment tools and processes on the network.
f. Maintain a searchable resource library for end users to reference in order to solve common issues or find training materials.
g. Provide end user training services that include access to training content addressing primary end user needs, including operating system functions and capabilities, Core Build applications, and common end user applications, drawing on available resources and existing DoD, DON, or commercial practices.
h. Maintain end user training services that include training materials based on analysis of end user need or interest.
i. Provide input for instructional learning content.
j. Provide input for instructional content in courseware material.
k. Provide input for instructional content in instructional material.
l. Reserved.
m. Reserved.
n. Provide input for end user training to order services.
o. Provide input for end user training on the process required by the end user to implement a new service or capability.
p. Provide input for end user training for changes in services, tools, and processes.
q. Report on user training execution for both security and standard HW and SW training hosted by a computer-based learning system.
r. Work with Government (PM office, Customer Technical Representatives, and Marine Corps) to determine training requirements supporting end users.
s. Provide technical subject matter expertise in documenting training requirements and assist the Government SMEs in the development of training.
t. Provide the appropriate SME participation in the Training and Communications Review Board (TCRB) and other stakeholder reviews of current and emerging End User Training, and training requirements for new capabilities.
u. Operate an automated means for users to request training and track their completion.
v. Operate a centralized repository for training materials and documentation.

[bookmark: _Toc314051692][bookmark: _Toc324342563]Network Operations (NetOps) and Cyber Security Training Services
NetOps and cyber security training services provide transformational, operationally focused training to accomplish the Navy, Marine Corps, and joint mission requirements for NetOps and IA training and certification.

[bookmark: _Toc314051693][bookmark: _Toc324342564]Specific Tasks
For NetOps and cyber security training services, the ES Contractor shall:
a. Provide input for instructional content learning content.
b. Provide input for instructional content in instructional material.
c. Provide input for instructional content in courseware material.
d. Maintain access controls and lists and privileges of file share.
e. Initiate generation of a report for allocation, usage and ad hoc reports of file share.
f. Provide input for end user training for changes in services, tools and processes.
g. Post Government-provided training materials to support deployed personnel.
h. Report on end user training execution for both security and standard HW and SW training hosted by a computer based learning system.
i. Provide technical subject matter expertise in documenting training requirements and support Government SMEs in the development of training.
j. Provide IT certifications for NetOps and Cyber Security personnel in accordance with the DoD 8570.01-M, Information Assurance (IA) Workforce Improvement Program Manual, January 24, 2012.

[bookmark: _Toc314051694][bookmark: _Toc324342565]Test and Evaluation (T&E) Services
Enterprise (T&E) services encompass the broad aspects of testing scope, objectives, schedules, and bring together the specialists to manage and conduct the enterprise testing requirements.  Entities include the enterprise test and evaluation manager or director, the NGEN service provider, DON major commands and claimants, DON operational T&E, and systems support centers and activities, as well as the various other test groups and sites that will be involved.  Testing and certification services consist of HW, SW, IA, Core Build, integration, interoperability production pilot, and testing.

Marine Corps unique test requirements include Marine Corps applications and regionalized BPS C2.  Of particular interest for regionalized testing is a replicated MITSC test capability, as this would be the focal point for demonstrating mission effectiveness, reliability, and responsive, dynamic network management for Marines in garrison.

A Contractor will not be tasked to develop test plans, procedures, and reports to test its own or competitors’ products unless mitigation measures have been approved by the Government.  

The Contractors shall conduct testing with Government oversight and in accordance with Government provided Test Plans.  The Government will observe testing done in a test facility to verify established evaluation criteria and test procedures are used to evaluate selected vendor solutions. 

[bookmark: _Toc314051695][bookmark: _Toc324342566]Specific Tasks
The ES Contractor shall:
a. Provide testing services in support of Developmental Testing (DT) and Operational Testing (OT).  Every test includes a test plan, test procedures, and test report.  These artifacts, along with test cases and other supporting data, shall be maintained in the CMS. (CDRL A117 – Test Plan, CDRL A118 – Test Procedures, and CDRL A022 – Test Report)
b. Establish, maintain, accredit, and manage a test and evaluation facility which provides capability for certification and accreditation of services and applications for the enterprise, developmental testing and engineering of new products and services and is operationally representative of the network.  
c. Coordinate with the Navy Test Services organizations to consolidate common test objectives and results.
d. Provide test facility design and equipment BOM for the environment. (CDRL A119 – Laboratory Design with Equipment Bills of Material)
e. Ensure the Core Build operates and meets all requirements by applicable directives.  Identify potential compatibility issues with other Core Build SW, cyber security settings, and or impact to network operations, malware protection and standard HW configurations.  Government will review and approve Core Build changes.
f. Test user and enterprise core services SW modification or upgrade to validate SW operability.
g. Test applications that have received configuration authority approval for use on the network.
h. Provide a packaged solution for all tested applications and services, which includes any required media and supporting documentation.  All material shall be stored in the definitive SW library (DSL).
i. For applications that fail, a Test Summary Report (TSR) shall be provided to the Government stating the reasons for failure.   The Government will propose solutions or mitigations of test defects. (CDRL A120 – Test Summary Report)
j. Provide a test summary report, a copy of the packaged solution, and any supporting documentation on optical media.  All material shall be stored in the CMS. (CDRL A120 - Test Summary Report)  
k. The packaged solution shall account for all associated applications, simulations, scripts, tools, or configuration changes required for the test.  These shall be provided in supplemental packaged solutions.
l. Prepare packaged solution for distribution and deployment, and submit to Enterprise Change Advisory Board (ENTCAB).
m. Recommend to the ENTCAB release of successfully tested configuration items.
n. Provide notification of any stoppages or failures during testing.
o. Send a failed notice to the application developer or owner and Application Management Team (AMT).
p. Test and evaluate new or upgraded solutions, services, and capabilities at BPS, including travel to remote locations, or across the WAN prior to and subsequent to final deployment.
q. The Contractor shall use Government approved test plans for the planning and execution of final certification tests. (CDRL A117 – Test Plan)
r. Submit test plans to a testing event for Government approval.
s. Provide access and review of applicable documentation including at a minimum, requirements documents, architecture and engineering and deployment plans.
t. Perform V&V of requirements and service implementations and provide V&V traceability matrices. (CDRL A121 – Verification and Validation Traceability Matrix)
u. Receive Government signature approval of the applicable production test plan prior to commencement of testing. (CDRL A117 – Test Plan)
v. Test and certify DoD approved versions of assistive technology SW and HW for use in the enterprise upon request of the CAP office.
w. Provide a formal test requirements traceability matrix which maps all documented requirements to applicable production test cases in the respective test plan. (CDRL A122 – Test Requirements Traceability Matrix and CDRL A117 – Test Plan)
x. This service shall provide up to three attempts to test the subject SW application(s). Execution of the proposed resolution or mitigation of the failure is not included in this service.
y. When Packaged Solutions are updated by the Contractor as a result of a Remedy fix due to a packaging error, the updated new Packaged Solution shall be deployed to all network environments where the old solution exists.
z. Test and certification of simple and complex HW.
aa. Release the solution after ENTCAB approval is granted or if test results are that the HW device did not pass certification requirements, the Test Summary Report described above will provide in reasonable detail the reasons for failure. (CDRL A120- Test Summary Report)
ab. Store a copy of the certified solution and any supporting documentation in the CMS.
ac. Update the listing in the event a previously certified item no longer properly integrates with the network or fails to meet updated security and IA requirements so the Government can promptly remove the item.
ad. Test all applications in response to a Request for Service (RFS) in ISF Tools.  If the application is actually a suite, only the parent/primary application requires an RFS in ISF Tools. 
ae. Record all testing results and store the Test Summary Report (Certification/Failure Letter) in a Government provided repository. (CDRL A120 - Test Summary Report)
af. Provide Problem Application Wrapping (PAW) Report. (CDRL A123 – Problem Application Wrapping Applications Report)
ag. Test newly developed and discovered IA and security vulnerabilities, new products, compatibility issues, and legacy support.
ah. Allow designated Government personnel and direct support Contractors access to the test facility and observe operations and testing.
ai. Formally record test data and observations.  Test data and observations are to be made available to the Government on request.
aj. Formally document the results of certification testing in a separate formal written report to the Government.
ak. Provide a formal requirements traceability matrix to the Government which maps all documented requirements to applicable production test cases in the respective test plan.
al. Record all test data and observation.
am. Provide all test data and observations to the Government when requested.
an. In the event of a “failed test” event or “no test” event related to testing in the field, develop and submit a POA&M to the Government for approval that outlines the required corrective action, projected completion.
ao. Provide a Test Plan. (CDRL A117 – Test Plan)
ap. Provide format and content guidance on test plans and reports to meet Government requirements and guidelines.
aq. Conduct test coordination and planning meetings.
ar. Conduct Test Readiness Reviews (TRR).
as. Assist in test data collection and final reporting responsibilities.
at. In the case of a failed test event or “no test” event, assist in review and approval of plan of action and milestones for corrective action and retest as required.

[bookmark: _Toc314051696][bookmark: _Toc324342567]Continuity of Operations (COOP), Disaster Recovery (DR), and Business Continuity Planning Services
COOP involves establishing and implementing plans for emergency response, storage and backup operations, off-site storage, and post-disaster recovery of information systems.  DR is the processes, policies, and procedures related to preparing for recovery or continuation of technology infrastructure critical to an organization after a natural or human-induced disaster. Business Continuity Planning is an interdisciplinary concept used to create and validate a practiced logistical plan for how an organization will recover and restore partially or completely interrupted critical functions within a predetermined time after a disaster or extended disruption.

[bookmark: _Toc314051697][bookmark: _Toc324342568]Specific Tasks
The ES Contractor shall:
a. Support, operate, and maintain COOP capabilities
b. Develop, maintain, and update the Disaster Recovery Plan for restoration of operations in the event of an incident or disaster. (CDRL A124 - Disaster Recovery Plan)
c. Provide input and assist the Government in developing system and network designs that enable business and network operations capable of surviving individual component failure.
d.  Provide input to the Government for making system degradation decisions in the event of a disaster or incident.
e.  Provide input to the Government AARs and lessons learned following exercises.  
f. Support execution of emergency failover COOP requirements.
g. Support annual exercise of the Disaster Recovery Plan (DRP).
h. Support activation of the DRP in the case of an incident or disaster.
i. Assist in the implementation of continuity of operations activities.

[bookmark: _Toc314051698][bookmark: _Toc324342569]File Removal Services 
File removal services (spillage) is defined as any incident where information of a higher classification is introduced on an IT System that is not authorized to hold or process such data. This service shall support the recovery of data and services following a spillage and includes, but is not limited to continuing the discovery as required, assessing the damage, cleaning up the spillage in accordance with the Marine Corps IA OP STD 010, Unauthorized Electronic Spillage Handling, June 15, 2008, Marine Corps Incident Handling Procedures, all associated reporting requirements, recovering the data, and restoring the services.

[bookmark: _Toc314051699][bookmark: _Toc324342570]Specific Tasks
The ES Contractor shall:
a. Provide personnel, with appropriate security clearances, to execute file removal of electronic spillage.
b. Lock access to known electronic spillage locations within one hour.  This includes physically removing the device from the network or administratively disabling the port.
c. Remove all instances of the electronic spillage data files from the network, backup systems, and media within 24 hours of notification by service level DAAs, except for offsite and SAN storage, which timeframe is based on Government direction.  Minimize access and further dissemination of electronic spillage.
d. Start trace process to determine the extent of the electronic spillage proliferation across systems (e.g., desktop, laptop, servers, and monitoring systems) in the enterprise within 30 minutes of notification.
e. Remove online electronic spillage files off all affected systems (e.g., desktop, laptop, servers, monitoring systems, and BlackBerries).
f. Remove electronic spillage files from the backup systems and tapes.
g. Provide input and assist the Government in developing a POA&M to execute removal of electronic spillage for actions that cannot be completed by established deadlines.
h. Certify completion of electronic spillage cleanup and notify the Government when complete.
i. Report to service level network operations centers all locations of electronic spillage files that may have been further distributed, but cannot be traced such as email files that were opened and read or files that may have been copied. (CDRL A037 – Electronic Spillage Report)
j. Reconnect the device to the network once the host is certified clean.
k. Physically remove spillage from end user devices.

[bookmark: _Toc314051700][bookmark: _Toc324342571]Electronic Software Delivery Services 
ESD services, also known as digital distribution, refer to the practice of having SW products delivered electronically as opposed to receiving physical media.  Security, licensing, bandwidth, reporting, and compliance represent a few of the major considerations associated with ESD.

[bookmark: _Toc314051701][bookmark: _Toc324342572]Specific Tasks
The ES Contractor shall:
a. Maintain SW to perform remote SW installation.
b. Provide input and assist the Government in repairing SW script, packaging it for distribution and testing, presenting to ENTCAB for approval, and loading into the ESD system.
c. Distribute Government approved new and updated packaged application solutions via automated support; using electronic distribution methods.
d. Resolve failures in the event the SW application fails to be electronically delivered and installed because of failures in the ESD system.
e. Provide electronic SW distribution services for applications that will be distributed within the Marine Corps Management domain.
f. At the completion of the initial distribution event, place the Packaged Instance AD Object for the application into the "Core" Application Distribution Group.
g. Provide SW deployment in either a single event or a series of multiple events, depending on the requirements of the application developer and the site(s) receiving the deployed application.
h. Only install DADMS and ENTCAB approved SW.  All SW must be DADMS approved before installing to the network. 
i. Complete distribution of SW over a 30 calendar day duration unless the Government directs more time.
j. Distribute SW that has been certified under the T&E Services.
k. Use Government provided seat to application mapping to deploy SW to designate data seats.
l. Provide application virtualization services to mitigate application incompatibility issues.
m. Use AD data to determine which seats have applications targeted for removal using ESD.
n. Remove SW, using ESD mechanisms if able, for applications that were manually installed.
o. Remove any associated packaged solutions from the ESD system and any associated objects from AD for applications removed from the Marine Corps Management Domain.
p. Provide a script to remove the last two versions of application (N-2) in the Marine Corps Management Domain.
q. Report status of deployed patch/upgrade every 24 hours until completion.  Reported information should contain:
i. Total devices needing push.
ii. Total successful pushes.
iii. Total unsuccessful pushes.
iv. Total number of machines not yet having the push applied.
r. Develop SW distribution report. (CDRL A125 – Software Distribution Services Performance Summary Report)
s. Provide “initial” and “subsequent” distribution event services.
t. Use standard deployed solution for any dependent applications (e.g., Oracle, Java, CITRIX, or similar products) if it is available.
u. Validate that applications, that will be deployed, meet DAA IA requirements.
v. Deploy applications Identified in Request to Deploy Document.
w. Validate that the SW application is appropriately licensed for distribution.
x. Provide SME for troubleshooting of applications to ensure proper application functionality.

[bookmark: _Toc314051702][bookmark: _Toc324342573]Service Desk Services
Service desk services manage and coordinate the handling of incidents, problems, and requests from end users and organizations, using established processes.  The Service desk will provide an end user with a single point of contact accessible via toll-free number, web interface, voice mail or email, for incident resolution management, and request fulfillment.  The Marine Corps has implemented six ITSM processes and tools for use throughout the Marine Corps environment.  The six ITSM processes are: 1) Incident Management; 2) Event Management; 3) CM; 4) Change Management; 5) Release and Deployment Management; and, 6) Service Catalogue Management.  These processes and tools are hosted and maintained at the Marine Corps facility located in Kansas City, MO and are web enabled.  The ES Contractor is not required to perform services from the Kansas City location.

[bookmark: _Toc314051703][bookmark: _Toc324342574]Specific Tasks
The ES Contractor shall:
a. Operate a service desk that provides a single point of contact for end user problems and service requests.
b. Coordinate with desk side support services to provide assistance in resolution of tickets as necessary.
c. Provide for dedicated VIP support capability for specified NGEN user in key leadership and management positions with enhanced service desk support.  All general officers and SES civilians will automatically receive this VIP support.  VIP support includes: service desk analyst will immediately notify the USMC Watch Officer that a VIP ticket is in the system and analyst will continue to work the ticket using normal procedures.  Ticket priority and urgency will be assigned and managed by the USMC watch officer and USMC ticket queue managers will respond with appropriate touch labor or other resources once the VIP ticket is escalated by the USMC watch officer. 
d. Additional VIP end users can be identified by authorized Government representatives.
e. Close tickets in the TMS after the incident or event has been resolved.
f. Direct resolution of incidents at the lowest possible management level.
g. Perform service desk services as an initial point of contact for trouble calls.
h. Maintain self-service tools for end users to access current status of NGEN services.
i. Maintain self-service tools for end users to access planned status of NGEN services.
j. Maintain self-service tools for end users to access service desk point of contact information.
k. Maintain the Government provided listing, accessible by all end users of the network, of all optional capabilities that have been certified for use on the network.
l. Provide end user’s electronic notification of service requests and ticket closures using Government provided service desk tools.
m. Use Government approved escalation and problem resolution processes.
n. Accept service requests from Government ordering tool.
o. Maintain Government provided web enabled tools for tracking status of service request tickets.  
p. Prioritize all tickets in accordance with Government procedures.
q. Use Government approved processes for opening, processing, and closing tickets.
r. Update change tickets to document the processing of the request until resolved.
s. Close change tickets only when authorized by the initiator or other approved Government representative.
t. Accept service requests from end users and authorized submitters, and process in accordance with service request fulfillment process guide.
u. Provide end user technical assistance for solving issues.
v. Operate a service desk that enables direct interaction between the end user and the technical support organizations for questions and problem resolution.
w. Coordinate incident diagnosis and resolution with the technical support organizations for questions and problem resolution.
x. Create an incident ticket for all trouble calls or a service request ticket for all pre-approved standard change requests.
y. Update incident tickets and service request tickets to document the processing of the ticket until resolved
z. Operate service desk 24 hours a day and 7 days a week.
aa. Provide service desk services in response to requests received via toll-free number, web interface, voice mail, or email.  If request is new, ensure a new ticket is created in TMS.  If request is for status of an existing ticket, ensure response is documented in the ticket.  
ab. Support the maintenance of Government provided tools for tracking ticket status.
ac. Notify only those affected end users of scheduled and unscheduled system maintenance or degradation of service.
ad. Collect service desk metrics and post on Government specified web site.
ae. Use Government provided asset management system in approval process for service requests.  Update Government provided asset management system with results of action(s) taken with regard to a Service request. 
af. Provide dedicated and elevated support (above normal service desk services) for rapid remediation of incidents in accordance with Government procedures.
ag. Support the maintenance of password reset service.
ah. Maintain Government provided tools to allow an end user to review and provide information to the service desk.
ai. Assist end users in obtaining and deploying CAP procured assistive technology in accordance with Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d).  
aj. Update TMS tickets within time frames established by Government procedures.
ak. Close ticket when approved by Government representatives.
al. Maintain vendor technical references for all HW and SW supporting or associated with supporting the network.
am. Maintain custody of received equipment until turned over to a Government representative.
an. Maintain Government records for warranty and maintenance repair.
ao. Ensure labor services update tickets such that an analyst can track progress of equipment upgrade and repair.
ap. Ensure a ticket created for equipment repair contains the Government approved and required information. 
aq.  Ensure IT asset information is accessed from an authoritative Government database and coordinate any asset discrepancies with the Government.
ar. Use Government provided CMS.
as. Coordinate with desk side support services to provide assistance in resolution of tickets as necessary.
at. Provide input and development of status reports to measure service desk service performance to the appropriate Government service desk manager.
au. Provide input and development of an end of month Service Request backlog exception report.
av. Provide input and development of an end of month problem resolution backlog exception report.
aw. Provide input and development of an end of month access to Government application problem resolution backlog exception report.
ax. Perform Service Desk assistance for deployed users.
ay. Use the Marine Corps developed Incident Management process and associated Ticket Management System (TMS) tool.
az. Ensure asset information is updated and current in the authoritative Government database in accordance with:
i. DoDI 5000.64, Accountability and Management of DoD Equipment and Other Accountable Property, May 19, 2011.
ii. DoDI 4165.14, Real Property Inventory and Forecasting, March 31, 2006.
iii. DoD 4140.1-R, DoD Supply Chain Material Management Regulation, May 23, 2008.
iv. DoD 4000.25-2-M Military Standard Transaction Reporting and Accounting Procedures (MILSTRAP) Manual, September 19, 2001.
v. FAR Part 45.000.
vi. SECNAVINST 7320.10A Department of the Navy (DON) Personal Property Policies and Procedures, 1 April 2004.

[bookmark: _Toc314051704][bookmark: _Toc324342575]Application Hosting Services
Application hosting services in a Government furnished facility provide a protected hosting environment, consisting of common HW platforms and operating systems where applications reside.  Application hosting includes, but is not limited to hosting legacy, and enterprise applications.

[bookmark: _Toc314051705][bookmark: _Toc324342576]Specific Tasks
The ES Contractor shall:
a. Prepare the hosting environment to allow the Government to install the hosted applications.  
b. The Contractor shall support the Government with preparation of Application Security Validation documentation as contained in the DOS.
c. Provide server de-installation services from the hosting environment to discontinue application hosting service.

[bookmark: _Toc296672703][bookmark: _Toc296779575][bookmark: _Toc296924141][bookmark: _Toc298162510][bookmark: _Toc301517292][bookmark: _Toc301721230][bookmark: _Toc314051706][bookmark: _Toc324342577]Data Storage Services
Data Storage Services provide storage solutions for Online, near-line and off-line storage. Storage includes but is not limited to applications, databases, shared file services, server virtualization, backup, recovery, and restore.

[bookmark: _Toc298162511][bookmark: _Toc301517293][bookmark: _Toc301721231][bookmark: _Toc314051707][bookmark: _Toc324342578]Specific Tasks
The ES Contractor shall:
a. Manage log retention data storage for USCYBERCOM INFOCON requirements.
b. Provide access to migrated data or external data storage devices after migration of data.
c. Deliver DAR services using a commercial off-the-shelf solution approved by the DoD DAR Tiger Team per the DoD CIO Memo July 3, 2007, Encryption of Sensitive Unclassified Data at Rest on Mobile Computing Devices and Removable Storage Media.
d. Deliver DAR services that interoperate with all DoD PKI credentials in both the DAR pre-boot kernel and client operating system.
e. Encrypt workstation media storage device using full disk encryption.
f. Encrypt mobile devices using full disk encryption, content protection, or equivalent encryption system.
g. Encrypt data written from workstations to removable storage media.
h. Enable file and folder encryption on workstations.
i. Allow a means to designate authorized access to end users for workstation data encrypted on removable storage or in files and folders.
j. Enable authentication to end users for authorized access to workstation data encrypted on removable storage media or in files and folders using DoD PKI credentials or a password.
k. Provide a means for end users to decrypt files and folders encrypted on removable storage for Government and non-Government workstations.
l. Provide for encryption of data written from network computing devices to removable storage media.
m. Decrypt hard drives, storage media, files, folders, or other data encrypted by DAR Services when directed by designated Government operational interfaces.
n. Remove one or more components of the DAR services from workstations if necessitated by operational requirements and directed by designated Government operational interfaces.
o. Provide a DAR system administrator credential (e.g., end username and password) and recovery tools for a DAR full disk encryption solution to the designated Government operational interfaces.  This will enable the Government to decrypt DAR-encrypted hard drives in the network.
p. Operate enterprise storage infrastructure (SFI) at server farm sites. 
q. Provide end users the ability to store and retrieve files on shared, controlled access storage media. 
r. Provide for the storage of and access to data files.
s. Provide the ability to administer, identify, and grant individuals and groups general or specific operational capabilities that can be performed at file level.  These capabilities shall include, but is not limited to the ability to open, list, read, modify, save, copy, delete, rename, and print files.
t. Provide and administer the capability to control the manipulation of shared folders at the individual and group level.
u. Provide the ability to administer, identify, and grant individuals and groups general or specific operational capabilities that can be performed at folder level.  These capabilities shall include, but is not limited to the ability to open, list, create, delete, copy, move, rename, and map to folders.
v. Provide and administer the capability to set up file blocking on a folder and all sub-folders, within a command share space. 
w. Provide the ability to specify what type or group of files are not allowed to be written to a folder structure (e.g., block ability of end users to save *.PST files to a folder and all subfolders).
x. Provide and administer the capability to control the physical size limit quota, within a command share space, of a folder and all subordinate folders.
y. Provide and administer Exchange Services for end user storage allocation and high availability storage services. 
z. Provide and administer personal data storage allocation, command storage allocation, exchange storage allocation, and public folder storage allocation. 
aa. Provide Orderable Data Seat Backup and Restore services in accordance with DON and DoD policy, standards, and architecture regarding data, data storage, and data retrieval, including use of COTS tools as provided by the Government. 
ab. Provide a backup and restore solution for desktop and laptop clients, including the ability to manage and automate distributed backups to a centralized repository in a highly scalable architecture with tools provided by the Government. 
ac. Provide complete backups and online recovery, regardless of location, when connected through a high-speed connection with tools provided by the Government. 
ad. Provide recovery from accidental file deletion, system corruption, loss of system, or HW failure, to the last backup file (or older available backup file as requested), with tools provided by the Government. 
ae. Manage automated distributed backup to and recovery from a centralized repository in a scalable architecture. 
af. Provide 24/7/365 access to backup and restore data, regardless of location, without direct assistance from the Enterprise Service Desk staff with tools provided by the Government. 
ag. Provide email and telephonic customer support if required for Data Seat Backup and Restore services. 
ah. Maintain Government servers and intelligent storage systems for scalability, high availability, and redundancy. 
ai. Ensure capability to recover backed up files for at least a 30 day window after file loss.
aj. Verify selection of files for backup to ensure full end user data protection and recovery capabilities. 
ak. Manage and maintain baseline tiered storage options for the enterprise that vary in performance as measured by disk latency and disk responsiveness, security and availability, as well as options to implement departmental or workgroup instances to meet technological, DoD, and legal requirements. 
al. Maintain Active Tiered Storage Allocation Management tools. 
am. Maintain Passive Tiered Storage Allocation Management options. 
an. Manage storage options for prioritization of data in accordance with Government procedures, including changes in mission priorities that can be adjusted in real time.
ao. Manage High Availability storage options, which meet or exceed Recovery Time Objective and Recovery Point Objective values for data availability and address specific end user applications and types. 
ap. Provide engineering, implementation, and maintenance capabilities for additional Tiered Storage options.
aq. Manage data storage mechanisms for long-term storage and archiving of data to meet regulatory and legal requirements for discovery and audit. 
ar. Input IA and security content for all tiers into the database. 
as. Manage log retention data storage for USCYBERCOM INFOCON requirements.
at. Maintain statistical trending for capacity management of tiered storage services. 
au. Manage and maintain the accessibility and capability to retrieve data from any maintenance data repository 24 hours per day, 7 days per week. 
av. Provide engineering, implementation, and maintenance capabilities for storage options requested and funded by specific commands or initiatives.
aw. Provide trained and certified storage and file managers for the level of business ordering storage.
ax. Maintain the Definitive Storage System Guide (DSSG) and make available via web site.
ay. Provide input to Active and Passive Tiered Storage Allocation Management direction, policies, and procedures.
az. Provide input to Data Prioritization direction, policies, and procedures.
ba. Support individual command or organization storage requirements outside of enterprise solutions.
bb. Direct data to storage tiers based on requirements and cost optimization factors.
bc. Deliver DAR services providing authentication of users with DoD PKI credentials prior to loading a workstation hard disk encryption key and booting the operating system.
bd. Support a capability to forward data to NetOps centers and the Community Data Center to support joint NetOps and security operations and provides DoD network defense operations personnel with access to DON network security data that supports enterprise-level CND monitoring and analysis."

[bookmark: _Toc296672704][bookmark: _Toc296779576][bookmark: _Toc296924142][bookmark: _Toc298162512][bookmark: _Toc301517294][bookmark: _Toc301721232][bookmark: _Toc314051708][bookmark: _Toc324342579]Enterprise Messaging Services 
Enterprise Messaging Services are core messaging solutions.  Messaging encompasses human-readable messages delivered via computer SW for person-to-person communication through SMTP based email applications.  Shared service messaging for NGEN Block 1 will be provided via existing messaging infrastructure with potential future integration with NCES, DKO, and other enterprise wide messaging services.  Messaging provides one-to-one relationships, but also one-to-many relationships (multicasting), intelligent routing, and guaranteed delivery.

[bookmark: _Toc298162513][bookmark: _Toc301517295][bookmark: _Toc301721233][bookmark: _Toc314051709][bookmark: _Toc324342580]Specific Tasks
The ES Contractor shall:
a. Manage and maintain digital signature and encryption capabilities for email services in accordance with: 
i. Navy Telecommunications Directive (NTD) 07-06, Public Key Infrastructure Implementation Plan, R 061930Z SEP 06, COMNAVNETWARCOM Norfolk /INFRASTRUCTURE IMPLEMENTATION PLAN.
ii. NAVADMIN 248/08, Implementation of Navy Email Digital Signature Policy, October 23, 2008.
iii. MARADMIN 336/08, Marine Corps Policy for Personal Electronic Devices (PEDS) Security and Application of Email Signature and Encryption Policy, November 2008. 
b. Provide unique identification to both the sender and the recipient of a message. 
c. Manage and maintain capability to send, store, and process received email and associated attachments. 
d. Configure the email client with the ability to send and receive signed and encrypted email and attachments, by utilizing DoD PKI issued end user certificates.
e. Maintain the capability for email to support cryptographic functions from a smart card. 
f. Support email that conforms to industry standards (including native RPC and HTTP) for interoperability and remote access. 
g. Configure and manage Exchange Services including Single Mailbox Restore capability. 
h. Manage and maintain global access to email via a web-based application (e.g., OWA) using PKI based end user authentication or both PKI and password based authentication for Government designated exceptions from a HW and SW entry point with a browser compatible with Transport Layer Security (TLS). 
i. Configure and manage Exchange Services for automatic archiving for up to 6GB storage per end user. 
j. Configure and manage Exchange Services for automatic archiving of single instance storage. 
k. Configure and manage SMTP connections to network bridgehead servers designated by the Government. 
l. Configure and manage email redirection, forwarding, and re-implementation of full service email for accounts being deployed.
m. Configure and manage email redirection to a “.mil” or “.gov” address only.
n. Implement and maintain the email redirection capability to allow deployed end users to remotely and securely start, stop, or modify their email redirection configuration.
o. Modify email account storage limits.
p. Transfer email Accounts between MITSCs.

[bookmark: _Toc296672710][bookmark: _Toc296779582][bookmark: _Toc296924148][bookmark: _Toc298162524][bookmark: _Toc301517298][bookmark: _Toc301721236][bookmark: _Toc314051710][bookmark: _Toc324342581]Enterprise Web Portal Services
Enterprise Web Portal Services provide or utilize existing authentication services and control end user access based upon DoD security policies.  The Enterprise Web Portal Services include web based portal content, discovery, and delivery.  The Marine Corps will use the MITSCs and MCEITS to host all enterprise web portal content, discovery, and delivery not offered through NCES.  The Marine Corps will host non-enterprise web portal content, discovery, and delivery services at the MITSCs and BPS.

[bookmark: _Toc298162525][bookmark: _Toc301517299][bookmark: _Toc301721237][bookmark: _Toc314051711][bookmark: _Toc324342582]Specific Tasks
The ES Contractor shall:
a. Support all portal functionality through MCEITS.
b. Transition current portals to the enterprise web portal.
c. Operate and maintain the enterprise web portal.
d. Integrate the enterprise web portal with the DON portal.
e. Administer the capabilities and features that allow end users to access internal and external web content via HTTP and HTTPS protocols.
f. Administer the capabilities for caching and proxy to enhance information access and performance.
g. Provide control over the content that may be accessed through the proxy:
i. Filter by category.
ii. Allow policy application scheduling.
iii. Automated filter categories updates from a Government approved industry provider.
h. Provide filtering policy information for any web filtering performed at the proxy level.
i. Provide access to web reports from the proxy and web filtering tools on the network.
j. Administer and facilitate hosting of web pages or provisioning of a web address URL.
k. Create and maintain static web pages.
l. Administer DNS services for hosted websites.
m. Provide the ability to host HTTPS websites.
n. Provide HTTP and HTTPS hosting.
o. Administer DoD CAC/PKI Logon authentication for hosted websites.
p. Administer security groups to manage access to internal web sites.
q. Maintain web content.
r. Post program, contract, and public affairs materials on enterprise web portal.
s. Restrict access and usage to sub-sites or specific content areas.
t. Administer and maintain search capabilities for Web Portal.
u. Maintain Service Desk contact information on the public internet including contact information for the Service Desk with email and telephone number.
v. Publish appropriate news, information, and event content on Web Portal.
w. Operate and maintain portal services in existence at contract outset.
x. Maintain portal services that support the capacity implemented at contract outset.
y. Maintain portal services that support the capacity implemented at contract outset; estimated at 1,000,000 named end users.
z. Maintain Portal services that support the capacity implemented at contract outset; estimated at 100,000 concurrent end users.
aa. Maintain DMZ services.
ab. Maintain storage services necessary to support the end user size of the portal, meeting specified caching, transmission, and reliability metrics.
ac. Maintain continuity of operations services including fail over capacity to an alternate site.
ad. Provide and maintain end user content alert and notification services.
ae. Integrate content discovery services.
af. Integrate NCES collaboration services.
ag. Integrate JEDS.
ah. Provide Incident and Service Desk support for portal end users.
ai. Assist with planning and risk mitigation of a portal migration to the Enterprise Portal:
i. Provide input for a detailed Project Plan and Timeline showing interim objectives and milestones leading to the Full Operational Capability of the migrated portal within the Enterprise Portal.
ii. Assess current portal environment and components.
iii. Provide input for a Migration Validation Strategy Document.
iv. Provide input for a detailed Migration Plan.
v. Prepare NEIS environment to receive the legacy portal.
vi. Provide input for any necessary migration tools.
aj. Execute portal migration plan to an Enterprise Portal including transformation of end user accounts and content in the migration plan, optimization of migrated portal, and transition to steady state operations:
i. Migrate end user accounts and content into the Enterprise Portal environment.
ii. Resolve any issues with migrated portal.
iii. Measure and analyze the daily performance of the migrated portal, resolving any issues uncovered.
ak. Provide analysis and design service for new Portal functionality (e.g., content crawlers, web services, and community templates), which may be used for either new requirements or as part of a portal migration:
i. Provide input for a detailed requirements document for the Portal functionality.
ii. Provide input for a validation document for the Portal functionality.
iii. Provide input for a strategy for integrating this Portal functionality into the Enterprise Portal environment.
iv. Provide input to design documents of how the Portal functionality would function and interact with administrators and end users.
al. Provide input to an implementation service for new Portal functionality (e.g., content crawlers, web services, and community templates, etc.), which may be for either new requirements or as part of a portal migration:
i. Develop the Portal functionality as designed.
ii. Validate the Portal functionality.
iii. Integrate the Portal functionality into the Enterprise Portal environment.
iv. Provide input and assist the Government in updating project documentation to reflect any functionality and/or usage changes.
am. Provide portal engineering support to achieve 98.5 percent service availability exclusive of scheduled downtime.
an. Support the Portal architecture design process to support up to 100 TB of end user content.
ao. Prepare legacy portal data for migration.
ap. Enable searches using a simple web based access page with full text, phrase, and conceptual search options.
aq. Provide data indexing.
ar. Support Content Discovery capabilities.
as. Support automated user initiated process for content submission and indexing.
at. Maintain a web based search page to search enterprise data sources.
au. Maintain capability to search the address book and directory service.
av. Maintain a web services standardized XML interface that will allow interaction with other available web services.  
aw. Evaluate the accessibility of CAP products and services to individuals with disabilities, unless an exception to Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d) is  appropriately invoked, as defined in 36 C.F.R. § 1194.3 General exceptions.
ax. Maintain content discovery server hosting and maintenance.
ay. Maintain compliance with security controls, ports, and protocols as directed by the MCEN DAA.
az. Provide Content Discovery reports. (CDRL A126 – Content Discovery Status/Queries Reports)
ba. Maintain authorized data sources that will be included in the search index.
bb. Maintain content and data.
bc. Provide SME support for legacy solutions.
bd. Maintain contacts for data source.
be. Provide communication with web host servers on MCEN and Internet.
bf. Maintain hosting capabilities compatible with Windows operating systems.
bg. Execute a migration plan to re-host the Homeport system.
bh. Maintain user’s self-service tools. 
bi. Maintain the Government provided listing, accessible by all end users of the Network, of all Optional Capabilities that have been certified for use on the Network.
bj. Produce the Data Capacity Usage Report. (CDRL A127 – Data Capacity Usage Report)
bk. Maintain content delivery services access to content.
bl. Maintain Business Process Management and Workflow services.
bm. Maintain Federation Services capabilities framework.
bn. Provide governance, management, and administration of the portal.
bo. Coordinate licensing requirements for federation to other DoD and DON portals, systems, and applications.
bp. Provide a self-service capability to obtain the following analytic reports including:
i. Traffic Reports.
ii. Total number of searches.
iii. Most popular Query Phrases (Top 100).
iv. Most popular Query word (Top 100).
v. No-Match queries.
vi. Query Reports:
a. Documents indexed.
b. Data Sources indexed.
c. Time required for first run index.
d. Remaining storage available for the index.
bq. Manage the capability to search the contents of structured and unstructured data to include:
i. Intranet web sites.
ii. Portal data.
iii. Local file shares.
iv. Exchange folders.
v. Legacy systems.
vi. Databases.
vii. Document management systems.
viii. Service Desk systems.

[bookmark: _Toc296672711][bookmark: _Toc296779583][bookmark: _Toc296924149][bookmark: _Toc298162526][bookmark: _Toc301517300][bookmark: _Toc301721238][bookmark: _Toc314051712][bookmark: _Toc324342583]Workflow and Collaboration Services
Workflow and collaboration services enable synchronous and asynchronous communication using Web Portal infrastructure, instant messaging, low-bandwidth text chat, and Web conferencing.  This capability is provisioned to the operational community predominantly through the Web Portal Services.  Near future provisioning of workflow and collaboration tools could include both mobile and secure mobile devices across the enterprise.  Instant messaging and Web conferencing both includes, but is not limited to text-based communication, while Web conferencing adds shared whiteboards, desktop and application sharing, and the ability to invite non-DoD personnel into collaboration sessions.  Workflow Design provides capabilities that include: 
a. Improved efficiency.
b. Better process control. 
c. Improved customer service. 
d. Flexibility.
e. Business process improvement.  

Workflow and collaboration tools design the tasks, procedural steps, organizations or people involved, required input and output information, and tools needed for each step in the business processes. 

[bookmark: _Toc301517301][bookmark: _Toc301721239][bookmark: _Toc314051713][bookmark: _Toc324342584]Specific Tasks:
The ES Contractor shall:
a. Install Government provided CAC Readers that allow end users to send digitally signed and encrypted email, receive digitally encrypted email, or use encrypted PIN-to-PIN Instant Messaging on Blackberry or similar device.
b. Integrate NCES collaboration services.
c. Provide support for integration of content discovery and collaboration components.
d. Maintain information sharing/collaboration capability (e.g., portal) to include required engineering, architectural, and requirements documents; test documentation test plans, test reports, test data and observations and applicable test coordination, scheduling, and execution information. (CDRL A117 - Test Plan, CDRL A118 - Test Procedures, and CDRL A022 – Test Report)
e. Sustain operational capability of Web Services (SharePoint Portal).
f. Sustain operational capability of Portal Access.
g. Provide Large Scale Collaboration for up to 500 personnel.
h. Provide access to the following portal-driven capabilities:
i. Team threaded discussion forum
ii. Team contact list
iii. Shared bookmark
iv. Team tasks list
v. Ability to conduct surveys, polls, questions and voting
vi. Team notification and alerting capability
i. Provide the ability for the end user to participate in a Wiki-based collaborative information repository.
j. Provide a mechanism for an individual to customize and present personally relevant information in a consolidated area.
k. Support the capability to provide visibility into hosted email accounts (Microsoft Exchange-based or other similar product).
l. Support the capability to provide visibility into hosted calendars accounts (Exchange-based or other similar product).
m. Provide access to a portal-end user to portal-end user asynchronous, closed loop messaging capability (Internal to the portal).
n. Provide ability to present content exposed through RSS/Atom feeds on external servers.
o. Provide the ability to present the end user contact information contained within the Global Address Book and other LDAP based end user identity repositories.
p. Provide the ability to present end user contact information from the DISA sponsored Joint Enterprise Directory Service White pages.
q. Provide the ability for the end user to author and publish a blog through portal.
r. Provide a mechanism for an organization to customize and present organizational information in a consolidated area.
s. Facilitate synchronous collaboration by providing links to Government sponsored collaboration suites (e.g., DCO).
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[bookmark: _Toc296672717][bookmark: _Toc296779589][bookmark: _Toc296924155][bookmark: _Toc298162537][bookmark: _Toc301517312][bookmark: _Toc301721250][bookmark: _Toc314051716][bookmark: _Toc324342586]Voice Over Internet Protocol Options and Services
VoIP options and services utilize Internet Protocol for the transmission of voice.  This service provides the requisite HW and SW to permit the use of VoIP.  IP phones provide end users with all the standard telephony features, including full voice mail capabilities and the option to customize ring tones and color display features.  The VoIP system also supports fax machines and legacy analog conference speakerphones.

[bookmark: _Toc298162538][bookmark: _Toc301517313][bookmark: _Toc301721251][bookmark: _Toc314051717][bookmark: _Toc324342587] Specific Tasks
The ES Contractor shall:
a. Support engineering and design of VoIP services to include unlimited local connection minutes for basic telephone functionality.
b.  Support system HW and SW de-installation, move, re-installation, and change. 
c. Support engineering and design to provide access to toll free numbers.
d. Support engineering and design to provide VoIP telephone system that interfaces between data services and the network on a fully converged voice and data LAN meeting DISA Unified Capabilities Requirements.
e. Support end user training and education on the various devices provided by the Government for voice services on the network including computer-based training, web-based training, and instructor-led training as required.
f. Manage, maintain, operate, existing VoIP servers, switches, routers, and other equipment supporting VoIP networks.
g. Maintain configuration of auxiliary voice VLANS.
h. Maintain configuration, management, operations of network devices, PSTN interfaces, and fax modules supporting the voice system.
i. Support tiered Service Desk support for Voice Seats.
j. Support VoIP MACs and complete other associated Service Desk network request.
k. Program, configure, and maintain the network devices.
l. Support VoIP services that provide Layer 3 switching capability as well as updated TACLANE configurations in support of future transition to DISA Voice over Secure Internet Protocol (VoSIP). 
m. Provide engineering and design support for a VoIP service with capability to support Extension Mobility, Unified Messaging, and Emergency Responder.
n.  Provide engineering and design support for a VoIP service that supports Call Center operations in a Service Desk environment.

[bookmark: _Toc296672718][bookmark: _Toc296779590][bookmark: _Toc296924156][bookmark: _Toc298162539][bookmark: _Toc301517314][bookmark: _Toc301721252][bookmark: _Toc314051718][bookmark: _Toc324342588]Unclassified Mobile Phone Services
Unclassified mobile phone services are a comprehensive set of wireless cellular capabilities, available through multiple carriers with the service plans to meet end users' needs, where available, which includes cellular phones, PDA devices, paging services, and cellular data network access devices.

[bookmark: _Toc298162540][bookmark: _Toc301517315][bookmark: _Toc301721253][bookmark: _Toc314051719][bookmark: _Toc324342589]Specific Tasks
The ES Contractor shall:
a. Develop and maintain mobile solutions that incorporate cellular phones, cellular modems and air cards, PDA devices (e.g., BlackBerries or other approved devices), tethering, and paging, into the Enterprise Network.  
b. Support testing and certifying of mobile solutions including new capabilities as well as patches, updates, and technology refresh of existing solutions.
c. Develop and implement procedures for technology refresh and deployment of significant mobile service solution updates and patches.  
d. Draft and support implementation of procedures for service transfer between end users as well as transfers of service between carriers.
e. Maintain data services that include cellular cards, tethering, and associated service plans for connectivity to the network including a cellular card and service from approved carriers, transfer of service from a Government furnished device and service plan to this contract, upgrade cellular card service will replace the older technology with a new cellular card, and associate it with the existing service plan.
f. Install Government provided smart card readers that allow end users to send digitally signed and encrypted email, receive digitally encrypted email, or use encrypted PIN-to-PIN instant messaging on BlackBerry or similar device.
g. Provide remote connectivity to unclassified email, calendar and contacts, as well as optional data services and peripherals, including a supporting enterprise server capable of support DoD PKI or approved hard token encryption.
h. Maintain a mobile solution interoperable with Marine Corps approved BlackBerry or similar devices combining mobile voice and data access to Marine Corps email services.
i. Maintain a mobile solution able to interface with the PKI certificates stored on an end user’s DoD smart card through a MCEN DAA approved device or connection - either a physical connection or a secured Bluetooth communications link configured in accordance with DoD, DON, and Marine Corps wireless security standards.


[bookmark: _Toc296672719][bookmark: _Toc296779591][bookmark: _Toc296924157][bookmark: _Toc298162541][bookmark: _Toc301517316][bookmark: _Toc301721254][bookmark: _Toc314051720][bookmark: _Toc324342590]Classified Mobile Phone Services
Classified mobile phone services provide classified voice services that meet the NSA certification and are compliant with DoDD 8100.2, Use of Commercial Wireless Devices, Services, and Technologies in the Department of Defense Global Information Grid (GIG), April 14, 2004. Secure Wireless Cellular Service consists of cellular data network access services.

[bookmark: _Toc298162542][bookmark: _Toc301517317][bookmark: _Toc301721255][bookmark: _Toc314051721][bookmark: _Toc324342591]Specific Tasks
The ES Contractor shall:
a. Maintain data services that includes cellular cards, tethering, and associated service plans for connectivity to the network including a cellular card and service from approved carriers, transfer of service from a Government furnished device and service plan, upgrading cellular card service to replace the older technology with a new cellular card, and associate it with the existing service plan.
b. Install Government provided CAC Readers that allow end users to send digitally signed and encrypted email, receive digitally encrypted email or use encrypted PIN-to-PIN Instant Messaging on BlackBerry or similar device.
c. Provide remote connectivity to classified email, calendar and contacts as well as optional data services and peripherals including supporting Enterprise Server capable of support DoD PKI or approved hard token encryption.
d. Maintain the Government mobile solution interoperable with Marine Corps approved BlackBerry or similar devices combining mobile voice and data access to Marine Corps email services.
e. Maintain the Government mobile solution able to interface with the PKI certificates stored on an end user’s DoD CAC through a NAVY ODAA/MCEN DAA approved device or connection - either a physical connection or a secured Bluetooth communications link configured in accordance with DoD, DON, and Marine Corps wireless security standards.
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VTC services offer cameras, CODECs, monitors, onscreen menus, dynamic speaker technology, far-end camera control, collaborative tools, VTC scheduling set-up and operations, IP infrastructure, multi-session MCU and bridging service, and remote diagnostics to enable VTC connectivity throughout NGEN and with external participants via high bandwidth communications, point-to-point and point-to-multi-point switching.

[bookmark: _Toc298162544][bookmark: _Toc301517319][bookmark: _Toc301721257][bookmark: _Toc314051723][bookmark: _Toc324342593]Specific Tasks
The ES Contractor shall:
a. Maintain HW, SW, network, and scheduling required for end users to conduct videoconferences with other parties on the network or on other DON, DoD, Federal, or commercial networks.
b. Support videoconference services including:
i. Fixed Video Seats: Support VTC services in existing facilities where end users can initiate and participate in live VTC’s with in-network and external connectivity.  Support fixed rooms only, room cameras with full area coverage, large monitors, on-screen menus, dynamic speaker technology, and video player and recorder capability.
ii. Moveable Video Seats: Provide support for end users to access VTC services offering mobility and easy relocation.  End users can initiate and participate in live VTC’s with in-network and external connectivity.  Support connection of room cameras, large monitors, speakers, T.120 compliant collaborative tools, VTC scheduling, setup, operations, and multi session bridging.
iii. Desktop: Support capability for end users to participate in live video teleconferences from any location with other VTC systems using H.320 and H.323 described in Federal Telecommunications Recommendation (FTR) 1080B-2002, VTC Services, August 15, 2002.
c. Perform videoconference MAC services.
d. Perform upgrades to high-end, mission-critical, or classified functionality.
e. Provide operator services for operator-assisted videoconference setup and operation which are processed on normal business days (M-F).  Combined normal VTC support coverage: 0230-1500 PST, unless scheduled in advance.
f. Provide video service delivered via Government provided ISDN or other digital transmission service.
g. Manage efficient off-net routing of video calls.
h. Provide routing of calls over the Government provided DVS-G or FTS only when specified by the end user on a per call basis.
i. Provide end user training on videoconferencing including the operation of any associated HW and SW. 
j. Conduct testing for videoconferencing services.
k. Provide remote diagnostics for videoconferencing.
l. Manage SW distribution and upgrades to videoconference SW and firmware. 
m. Provide multi-point bridging.
n. Provide service for movable VTC seats over standard infrastructure and temporary connections such as the DSTB.
o. Comply with DISA Uniform Capabilities Requirements and DVS-G standards for IP VTC configurations for LANs and WANs.

[bookmark: _Toc296672727][bookmark: _Toc296779599][bookmark: _Toc296924165][bookmark: _Toc298162557][bookmark: _Toc301517336][bookmark: _Toc301721274][bookmark: _Toc314051724][bookmark: _Toc324342594]Fixed and Portable Computing Services
Fixed computing services provide a fixed workstation with the following capabilities: HW and SW (Core Build), local storage capability, standard and enhanced graphics with processing capabilities, and standard office automation SW; which includes, but is not limited to word processing, spreadsheet work, email, calendar, multimedia presentation, and an internet browser. 

Each workstation shall be capable of facilitating the following services: network file sharing, shared network printing, network and web access services, training, relocation, customer support, messaging, maintenance, refreshment, administration, and operate over a non-optimized, high-latency link via cable or wireless connection. 

Portable computing services deliver all services available from a fixed workstation to a portable workstation. Also, if required the portable workstation can be upgraded to accommodate special requirements.

[bookmark: _Toc298162558][bookmark: _Toc301517337][bookmark: _Toc301721275][bookmark: _Toc314051725][bookmark: _Toc324342595]Specific Tasks
The ES Contractor shall:
a. Receive and track HW and SW (including GFP), and stage and ship equipment based on jointly developed implementation plan.
b. Configure end user HW and SW with "Core Build" and DADMS approved SW to the place and at the time identified in the individual orders.
c. Install end user HW and SW at the end user location including connecting approved peripherals.
d. Register end users for full disk encryption authentication on workstations they are authorized to use.
e. Maintain smart card (or credential) reader, middleware, and all necessary SW to support the use of PKI certificates on each data seat, portable electronic device, and network component which require AD domain account authentication.
f. Authenticate end users, both locally and remotely, using only PKI-based authentication on each data seat, portable electronic device, and network component which require AD domain account authentication.
g. Maintain OS including drivers associated with OS HW compatibility list as provided by the OEM.
h. Maintain Core Build SW including but not limited to:
i. Just-in-time Compilers.
ii. The office productivity Suite.
iii. Desktop management SW.
iv. Email services SW.
v. Internet browsing SW.
vi. Virus protection SW.
vii. PDF viewer SW.
viii. GIS viewer to view geospatial material.
ix. Terminal and print emulator – host SW.
x. Compression tool SW.
xi. Collaboration tool SW.
xii. Multimedia capability to view video and listen to audio.
xiii. Electronic records management SW.
xiv. Security SW.
xv. Software management SW.
xvi. Inventory and remote control SW.
xvii. Smart card middleware SW.
i. Apply SW upgrades, tool extensions and templates, as provided by the SW developer(s) to meet security or specific functional requirements identified by the Government.
j. Manage the capability to send, store, process, and received email and associated attachments.
k. Configure email client with the ability to send and receive signed and encrypted email and attachments, by utilizing DoD PKI issued end user certificates.
l. Maintain the ability for email to support cryptographic functions from a smart card.
m. Provide the management and maintenance of remote access to email via a web-based application (e.g., OWA) using PKI-based end user authentication or both PKI and password-based authentication for Government designated exceptions from a HW and SW entry point with a browser compatible with TLS.
n. Maintain a desktop or laptop embark able seat to be used in an expeditionary or field environment.
o. Maintain deployable seats that are capable of interfacing with and being reconfigured for compatibility with DON and DoD networks.
p. Perform installation and configuration of received end user HW and SW and deliver to end user.
q. Configure default email client settings to include a digital signature utilizing DoD PKI certificates in accordance with Service direction [e.g., 1) NAVADMIN 248/08, Implementation of Navy Email Signature Policy, October 23, 2008; and, 2) MARADMIN 336/08, Marine Corps Policy for Personal Electronic Devices (PEDS) Security and Application of Email Signature and Encryption Policy, November 2008].
r. Provide the ability to Create, modify, and delete all personal, command, echelon, and organizational messaging distribution lists existing at the start of the service and those created at later dates.
s. Use a method and tool for a Unit IT to display Deployable equipment IAVA status to the hosting network’s IAM.
t. Use an automated web based deployable tool solution to allow the unit IT to remotely choose, schedule, and execute the deployment of equipment and users.
u. Receive end user HW and SW as GFP and perform installation, configuration, and deliver to end user.

[bookmark: _Toc296672734][bookmark: _Toc296779606][bookmark: _Toc296924172][bookmark: _Toc298162571][bookmark: _Toc301517338][bookmark: _Toc301721276][bookmark: _Toc314051726][bookmark: _Toc324342596]Thin Client Computing Services
Thin Client computing services provide a server-centric computing model in which the application SW, data, and Central Processing Unit (CPU) power resides on a network server rather than on the client computer.  Thin Client workstations do not have a local hard drive and consist of a set of IT characteristics (e.g., HW and firmware, file share services, maintenance, refreshment, administration, network access, customer support, relocation, and training).  Each client configuration must be able to meet a core set of performance tests when fully loaded, with all security configurations set and operational over a non-optimized, high-latency link.  Using terminal services software, end users share the applications in the server with all other end users at thin client stations. Although presented with their own desktop, end users are limited to running prescribed shared operating system, applications in a server with other end users and performing simple tasks such as creating folders and shortcuts. There are options for Classified Thin Client seats and S&T Terminal seat services. These seats shall be refreshed every 48 months.

[bookmark: _Toc298162572][bookmark: _Toc301517339][bookmark: _Toc301721277][bookmark: _Toc314051727][bookmark: _Toc324342597]Specific Tasks
The ES Contractor shall:
a. Provide touch labor to maintain thin client, fixed workstations available on supported networks.
b. Manage thin client capabilities including file share services, maintenance, refreshment, administration, network access, customer support, re-location, and training.
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Optional HW and SW services offer enhanced, optional SW and HW peripherals by providing COTS SW and HW peripherals associated with data, voice, and video.  End user may choose from a wide selection of items utilizing the latest technology that will best meet the requirements beyond the basic services.

[bookmark: _Toc298162560][bookmark: _Toc301517341][bookmark: _Toc301721279][bookmark: _Toc314051729][bookmark: _Toc324342599]Specific Tasks
The ES Contractor shall:
a. Receive and track HW and SW (including GFP).  Stage and ship equipment based on jointly developed implementation plan.
b. Configure end user HW and SW with Core Build SW and FAM approved and certified SW to the place identified in the individual task orders.
c. Install end user HW and SW at the end user location including connecting approved peripherals.
d. Perform delivery and installation for non-catalog and specially-negotiated services per individual task order.
e. Apply SW upgrades, tool extensions and templates, as provided by the SW developer(s) to meet security or specific functionality requirements.
f. Maintain the ability for designated workstations to run the time and attendance applications. 
i. The seat shall permit a functional account to remain logged in, with no Logon password required, and accommodate the barcode scanners.
ii. End user authentication shall occur within the application and not in the NGEN AD infrastructure.
iii. The seat shall consist of one functional end user account for each seat and a barcode scanner shall be ordered in conjunction with the seat order.
iv. CAC authentication will not be required. A functional account Logon ID and password will be utilized for AD authentication.
v. Provide automatic AD Logon to the functional account at power-up and re-boot.
vi. Disable screensaver password requirement.
vii. Maintain group policy object-enabled restrictions to Microsoft Internet Explorer, Microsoft Office, WinZip, RealPlayer, and WRQ Reflections.
viii. Maintain auto load of the time and attendance application at power-up or re-boot.
ix. Operate and maintain peripheral devices on NGEN including SW updates and patches.
x. Operate and maintain SW on NGEN including SW updates and patches.
g. Test and certify DoD approved versions of assistive technology SW and HW for use in the enterprise upon request of the CAP office.
h. Coordinate with the CAP office and the applicable customer technical representative for procurement (by CAP at no cost to end user or Contractor), delivery and installation of CAP – procured assistive technology to qualifying end users (as defined by the CAP office).
i. Perform installation and configuration of received end user HW and SW GFP and deliver to end user, in accordance with Government established timelines.  
j. Maintain the process and procedures to network end users for obtaining and deploying assistive technology. 
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Printing services includes, but is not limited to HW and SW to provide black and white and color, local, or network printing.  Network printing enables jobs sent by end users to go to the appropriate printer.

[bookmark: _Toc298162564][bookmark: _Toc301517345][bookmark: _Toc301721283][bookmark: _Toc314051731][bookmark: _Toc324342601]Specific Tasks
The ES Contractor shall:
a. Map network printers to the new end user computer, in cases where the end user computer is being replaced.
b. Test end user network printer to ensure the end user can print.
c. Implement the capability and features to produce black-and-white and color hard copies, and transparencies of electronic documents.
d. Operate and maintain network printer infrastructure.
e. Implement the ability for end users to connect to any networked printer via the service desk.
f. Provide access to printers without exposing an end user to a safety hazard or creating a security compromise.
g. Monitor location of networked printers to ensure they located within 50 feet of end users being serviced.
h. Monitor end user to printer ratio to ensure a ratio of twenty-five to one (25:1) is maintained.
i. Monitor printer locations to ensure they are within the same physical plane of supported end users and not separated by ceilings, floors, and true walls.
j. Monitor the OEM specified consumables (including paper, fuser, and maintenance kits) where available for replacement.
k. Administer print queues.
l. Implement the ability for end users to connect authorized local printers to their desktop or laptop computer.
m. Provide service desk support to users if needed to connect authorized local printers to their desktop or laptop computer.
n. Provide HW specifications. (CDRL A128 – Hardware Specifications Report)
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Desk side support services consist of providing Tier-2 assistance with computer HW, SW, or other electronic or mechanical devices.  Desk side support, which is located at the BPS level, is usually in support of a trouble ticket that has been transferred from the service desk.  An extension of the service desk to the field, desk side support is comprised of any labor activities, physical or virtual, required to address incident management, problem management, event management, access management, asset management, request fulfillment, and release and deployment management to on-site, remote, and VSSD sites.  Desk side support provides VIPs 24/7/365 support. 
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The ES Contractor shall:
a. Conduct data migration from previous HW to new HW.
b. Provide access to migrated data or external data storage devices to ensure end user data sources are valid and available following data migration from previous HW to new HW for implementation of enterprise core services HW and SW operations.
c. Support the maintenance of onsite resources to manage end user HW installation processes, including troubleshooting issues after delivery and installation of end user HW.
d. Notify the Government custodian that equipment has been delivered, data migrated and installed applications are functioning properly.
e. Perform asset scanning and logging of assets that have been delivered.
f. Conduct data migration from previous HW to new HW, including any external devices enabled with DAR solutions.
g. Provide access to migrated data or external data storage devices to ensure end user data sources are valid and available following data migration from previous HW to new HW for implementation of end user HW and SW.
h. Utilize Government procedures and implementation plans to ensure that IT resources leaving the control of the assigned end user such as being reassigned, removed for repair, replaced, or upgraded is cleared of all DON data, including Character User Interface and sensitive application SW by a technique approved by the Government.
i. Provide end user support of DAR services, including hard disk data recovery if full disk encryption DAR services cause a failure.
j. Manually install a SW application on a data seat connected to the network.
k. Manually remove a SW application on a data seat connected to the network.
l. Maintain all end user devices.
m. Maintain time and attendance application for end users. 
n. Provide labor for deployable seats that meet the requirements for a portable data seat with limited regular services when deployed.
o. Provide labor for deployable seats that meet the requirements for a portable data seat to maintain deployment support services and logistics services in support of operational forces in a deployed environment.
p. Provide worldwide logistics support for deployed equipment and SW, which will include replacement units, forward points of service, and online troubleshooting.
q. Incorporate spares as part of the PUK to facilitate operation at forward deployed locations.
r. Provide to Government logistics team alerts of equipment failures while deployed, in accordance with the Logistics Process and Procedures Guide (LPPG).
s. Provide labor to maintain deployable seats that meet the requirements for a portable data seat, to reconfigure, perform preventive and corrective maintenance upon return of the embarked units and prior to reconnection with the shore infrastructure.
t. Maintain deployable seats that are capable of interfacing with and being reconfigured for compatibility with DON and DoD networks.
u. Provide deployable services for both scheduled movements that are known in advance, or contingency operations and other unplanned movements.
v. Scan the returning deployed seat to validate compatibility with network.
w. Maintain a copy of the Core Build media and authorized application SW loaded on the deployable equipment to rebuild seats.
x. Conduct local desktop support requiring access to the device or end user only during normal local working hours and only on normal Government workdays.
y. Provide labor support to physically move or transfer assets or SW.
z. Perform requested service requests and incident ticket resolution as provided by the enterprise service desk. 
aa. Provide local troubleshooting of issues identified through service desk to ensure the ticket is updated with all troubleshooting actions accomplished in the TMS.
ab. Resolve issues and notify service desk and Government of cause and corrective action to ensure the ticket is updated with what action(s) actually resolved the issue in the TMS
ac. Maintain any loaner equipment that is in place in a ready-to-issue condition to support repair scenarios.
ad. Submit an individual incident ticket for each piece of broken equipment 
ae. Operate and maintain authorized SW in use including SW updates and patches.
af. Coordinate with the CAP office and the applicable customer technical representative for procurement (by CAP at no cost to end user or Contractor), delivery and installation of CAP – procured assistive technology to qualified end users (as defined by the CAP Office).
ag. Document changes to assets in the Government furnished asset management tool. 
ah.  Provide repair and maintenance services on end user HW that is in warranty or planned for technology refresh.
ai. Ship equipment to customer locations.
aj. Maintain custody of received equipment until turned over to a Government representative.
ak. Identify and track equipment and components being repaired.
al. Document the RMA and the serial number of the component being repaired in TMS ticket.
am. Manually install the SW application on a Data Seat connected to the network in the event the SW application cannot be packaged for installation via an electronic distribution method.
an. Use other techniques to remove SW (e.g., remote administration or manual removal at the Data Seat) if unable to remove via ESD mechanisms as needed.
ao. Respond to Request to Deploy forms, prior to the initial movement of a Deployable seat.
ap. Remove non-standard or unauthorized applications from the seat before it is rejoined to the NGEN environment.
aq. Perform requested MAC services within performance parameters identified in the USMC QASP listed as Attachment 31 in Section J of this contract.

[bookmark: _Toc314051734][bookmark: _Toc324342604]IT Service Management (ITSM)
ITSM is a framework of specialized functions and processes that, in conjunction with IT infrastructure and personnel, provides value to managers, technicians and customers in the form of IT services.  ITSM processes support conceptualization, planning, procurement, implementation, and operation of IT services.  Well defined process interfaces ensure the integration of acquisition, governance, and operational activities.  Marine Corps E-ITSM processes and activities are based on the IT Infrastructure Library (ITIL) v3® lifecycle and processes, but are tailored to the unique policies, culture, and organizational constructs of the Marine Corps.  In the future net-centric operational environment, the Marine Corps will become increasingly dependent on IT services and capabilities, and service management will become even more important.  

The ES Contractor shall:
a. Comply with Marine Corps E-ITSM framework by managing and reporting work activities according to defined processes, procedures, work instructions, and metrics.  
b. Align its teams with Marine Corps NetOps organizations and provide the appropriate SME participation in the ITSM framework on the behalf of these different enterprise, regional, and local organizations under the guidance of local commanders and managers. 
c.  Ensure its activities are recorded separately, allowing the Government to examine the Contractor's specific contribution to Marine Corps IT services.  A Marine Corps ES Notional Tools List is listed as Attachment 28 in Section J of the contract.  The Marine Corps E-ITSM Guides are listed as Attachments 21-26 in Section J of the contract. 
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The ES Contractor shall satisfy the following requirements:

1.1 
[bookmark: _Toc314051736][bookmark: _Toc324342606]Ordering and Invoicing Tools and Services
a. Provide the appropriate SME participation in requirements review meetings, as well as develop price and technical proposals.
b. Create orders and exchange data with Government ordering tools.
c. Perform internal review and approval of orders by the Government ordering approval authority and provision of financial information.
d. Track order approval, invoicing, and delivery status.
e. Maintain the ability to input direct manual entry of orders for exceptions of data exchange format (e.g., certain end of year orders).
f. Accept service delivery details for services electronically.
g. Include the ability to de-obligate funds at least quarterly at the Task Order level and provide the order modifications to the customer via reports and screens. Interfaces with the Government contracting information system permitting download of database.
h. Provide continuous access to the full set of ordering information through ad hoc reports.
i. Provide retention of ordering data to comply with FAR Record Retention requirements.
j. Execute bilateral and unilateral orders and modifications. Include secure transactions in conformance with DoD PKI searchable database containing all orders (open and closed).
k. Track individual service status by service ID for invoicing.
l. Provides the ability to process multiple lines of accounting on a single task order to support obligation, deobligation, and invoicing transactions down to the CLIN or Sub-contract Line Item Notation (SLIN) level.
m. Interface with Marine Corps Standard Accounting Budgeting and Reporting System (SABRES) to ensure processing of invoice (exists today).
n. Create and maintain physical location identifiers in the ordering tool.
o. Keep ordering tool user account data current.
p. Provide a web‐based tool for submitting invoices, acceptance of services, and certification for payment:
i. Develop tool capability that ensures that any changes made to the invoice post ACTR review are clearly identified and reviewable by the Government in the tool.
ii. Provide Government with Receipt Validation data at CLIN level data for reporting and through ad hoc reporting downloads updated daily.
iii. Develop tool capability to provide Government with Invoice data at CLIN level data for reporting and through ad hoc reporting downloads updated daily.
iv. Retain and allow Government access to Invoices, Receiving Reports and underlying reporting data for at least 6 years after the end of the contract.
v.  Provide updated and accurate payment status including date and amount.
vi. Develop tool capability that provides accurate payment status to include the interest.
q. Provide receipt validation services:
i. Maintain a web‐based tool that provides for Government receipt validation and tracks status of all deliverables received by the Government.
ii. Maintain Receiving Report (previously known as “Pre‐invoice screens”) to the Government for validation prior to invoicing:
a) Records designated Government representatives’ electronic receipt of delivered services.
b) Allow Government to validate dates and quantities as presented or change the dates and quantities.
c) Provides accurate asset data information reflecting services being invoiced.
r. Electronically transfer the following data to the Government ordering tool:
i. PSI data.
ii. Legacy server information.
iii. New application data as created by Government owned DADMS and after applications have been placed on the Command Applications List.
iv. User account data, by type.
v. Daily MAC ledgers (annual and purchased) and MAC execution details.
vi. Asset data to service ID level for confirmation of delivery and subsequent service modification.
vii.  Schedule of service deliveries.
viii.  Manufactured date for all data seats services eligible for Technology Refresh.

[bookmark: _Toc314051737][bookmark: _Toc324342607]Asset Management
The Asset Management Tools, which are part of the larger CMS, are a set of tools and databases that will be used for collecting, storing, managing, updating, and presenting data for all configuration items, and includes assets and their relationships.

The Contractor shall maintain Marine Corps Asset Management Systems which includes Asset Management Systems and CM Databases owned or operated by the Government and monitor:
a. All HW assets, moveable, and non-moveable.
b. Software and all other assets directly or indirectly supporting the network.
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Asset acquisition and accountability procures and accounts for assets, to include receipt of assets from a supplier, and repurposing or redeploying existing assets.  This activity also provides status, as well as the assignment of transportation and coordination of assets to new locations, when applicable.

The ES Contractor shall:
a. Support the importation of existing data (e.g., inventory and usage information, purchase order, and contracting data) from other data sources into a centralized asset repository.
b. Procure HW and SW assets as part of a specific service.
c. Perform receipt, inventory, integrate, and perform kitting and shipment of HW and SW to designated Government locations.
d. Perform Asset Discovery scans and Usage Monitoring to ensure the asset repository is always current with the latest information.
e. Maintain accountability of SW and storing significant information about each SW license, such as:
i. Software information including name, version, release.
ii. Purchase orders including approving authority.
iii. Vendor information.
iv. License type.
v. License allocation.
vi. Financial information.
vii. Any related contracts or documentation.
viii. Custom fields. 
f. Maintain accountability of HW and storing significant information about each asset, such as:
i. Manufacturer, make, model, serial number.
ii. Purchase orders including approving authority.
iii. Vendor information.
iv. Financial information.
v. Any related contracts or documentation.
vi. Custom fields.
g. Provide Government ordering tool updates daily with service delivery data for assets.
h. Manage and maintain accurate and timely warranty data information on all assets.
i. Develop spares requirements and fielding to achieve material availability.
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 Asset record control involves maintaining asset records (e.g., creating, updating, or deleting asset data) as required.  Incident management, problem management and ITSM operational CM can also trigger modifications to asset data information.  This activity also administers the asset database and performs asset reconciliation.  The database includes all assets with status designation (e.g., ordered, in storage, assigned, retired, or disposed).

The ES Contractor shall:
a. Manage inventory records for HW and SW.
b. Create, update, and maintain CI information on HW and SW assets in support of the enterprise.
c. Provide periodic reporting of the number of installed copies of SW, the total number of licenses allocated, and the number actually being used to support accounting and reconciliation processes, as well as validating compliance with license agreements.
d. Verify asset deployment, changes, and removal to ensure that actual configurations match inventory, license agreements, and finance records.
e. Monitor the status of all assets within the enterprise to ensure Government CM tools are maintained and updated with the most current information.
f. Verify SW is being used only by the assets to which it is allocated.
g. Identify asset management data errors and mitigate errors with Government concurrence.
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Operations management performs NGEN IT asset monitoring.  The NGEN IT status, with regard to compliance for licensing and information security requirements, is also monitored.  Formal inventory audits of all physical assets occur during operations management.  Also performed are audits and reconciliation of the ITAM data.  Audits of logical CIs include installed SW on workstations and IT configurations.

The ES Contractor shall:
a. Maintain and link contracts to related assets, licenses, vendors, and purchases in Government tools.
b. Alert users based on events determined by user-defined business rules (e.g., when maintenance renewals are due).
c. Perform ad hoc reporting.
d. Configure tools to allow scheduling and data reporting to meet specific needs over a period of time. 
e. Provide recommendations and inputs for the budgeting process (e.g., the number of licenses that will be required, the number of desktop computers that need to be upgraded).
f. Link maintenance licenses with the underlying original full license.
g. Link HW warranties to each asset and perform maintenance activities in accordance with warranty provisions.
h. Link a SW license directly with the HW it is installed on, to include any HW that may not be directly connected to the network. 
i. Define the structure of the organization (e.g., group computers and assets by department, location, unit, cost center) to facilitate license allocation, compliance, and reporting.
j. Maintain and draft updates to the government provided supply chain management concept and approach to support Enterprise Services. 
k. Provide warranty mail-in service.
l. Use next-day mail to return the repaired item to the user.
m.  Retain master copies of all SW (purchased or internally produced) to include any SW license and warranty information for purposes of regulatory compliance and warranty administration.

[bookmark: _Toc314051741][bookmark: _Toc324342611]Life Cycle Management and Disposal of Assets
Life cycle management and disposal of assets ensures that NGEN assets are maintained and updated until criteria for retirement are met and the assets are returned to storage in preparation for disposal.  Assets that have reached end-of-life will be disposed of as required.  NGEN asset records and databases must be updated with new information and a change in asset status.

The ES Contractor shall perform or provide include:
a. Track all assets from purchase to retirement or disposal.
b. Track all changes that are made to a system (e.g., what changes have been made, when changes were made, who made the change).
c. Provide usage data to determine if any unused license can be reallocated or if SW can be retired.
d. Prepare documentation for asset disposal.
e. Update Government CM and ITAM tools.
f. Perform RMA activities.
g. Provide input to a network system maintenance and sustainment strategy.
h. Develop sustainment related specifications and collect metrics.
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The MCIENT, the E-ITSM Process Guides, listed as Attachments 21-26 in Section J of the contract, and other supporting documents are the primary CM documents for the Marine Corps and define the program CM approach, policies, processes, roles, and responsibilities and interactions with other processes.

The ES Contractor shall:
a. Provide the appropriate SME participation in the Marine Corps CM process in accordance with the Marine Corps Configuration Management Plans and E-ITSM process guides.
b. Develop and deliver the ES Contractor’s CMIP to the Government for approval.  Provide CM of assigned CIs to include all systems, subsystems, components, and associated technical documentation.  (CDRL A042 – Configuration Management Implementation Plan):
i. Propose additional CIs for Government approval. (CDRL A129 – Configuration Item Reports)
ii. Execute functional requirements traceability in the establishment of CIs in accordance with the Marine Corps Configuration Management Plans.
iii. Manage assigned baseline documentation including validation of the allocated and ES product baselines.  The baseline descriptions include the HW, firmware, and SW. (CDRL A130 – Baseline Description Reports)
c. Utilize the Marine Corps provided CMS:
i. Assist with system administration for the CMS.
ii. Maintain ES CIs within the CMS and ensure regular updates of configuration records applicable to this contract, including proper archiving.
iii. Maintain all change records for ES CIs in the CMS and communicate the status of all changes to the Government or authorized designee.
iv. Provide tailored data and reports on CIs and changes to all equipment. (CDRL A129 – Configuration Item Reports)
v. Provide other service providers (e.g., TXS Contractor) access to the CMS as required with Marine Corps approval. 
d. Audit CM activities:
i. Execute monthly operational self-audits and provide reports in accordance with the Contractor’s ES CMIP, Marine Corps Configuration Management Plans and E-ITSM Process Guides. (CDRL A043 – Configuration Audit Report)
ii. Perform annual PCAs to validate the system is accurately represented in the design documentation. (CDRL A043 – Configuration Audit Report)
iii. Perform annual FCAs to validate system tests results as detailed in Section 4.5.15 meet the performance specification requirements. (CDRL A043 – Configuration Audit Report)
iv. Develop the CM Report. (CDRL A131 – Network Configuration Baseline Report)
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This section provides the Contractor with geographical information for enterprise service support.  This can include server farms, micro server farms, service desk locations, small end user locations major bases, remote sites, small, and VSSD sites.  More detail is provided as an attachment in Section J of the contract.
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	Installation
	City
	State/Country

	MCB Quantico
	Quantico
	VA

	MCB Camp Foster
	Okinawa
	Japan

	HQMC Server Farm 
	Pentagon, Arlington
	VA

	MCB Camp Lejeune
	Jacksonville
	NC

	MCB Camp Pendleton
	Oceanside
	CA

	MCB Kaneohe Bay
	Kaneohe Bay
	HI
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[bookmark: _Toc324343079]Table 4.8-2: Current NMCI Micro Server Farms
	Installation
	City
	State/Country

	Marine Corps Logistics Base (MCLB) 
	Albany
	GA

	MCAS Cherry Point
	Havelock
	NC

	Marine Corps Recruit Depot (MCRD) 
	Beaufort
	SC

	Marine Forces Reserve (MFR) Headquarters
	New Orleans
	LA

	MCAS 
	San Diego
	CA

	MCAS 
	Yuma
	AZ

	Marine Corps Air Ground Combat Center (MCAGCC) 
	29 Palms
	CA

	MCLB 
	Barstow
	CA

	Marine Corps Mountain Warfare Training Center
	Bridgeport
	CA

	MCAS 
	Iwakuni
	Japan
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The scope of this effort is to provide technical support, network sustainment, and network transition support to the Marine Corps Systems Command (MCSC), Information Systems and Infrastructure Product Group 10 (ISI/PG-10), Marine Corps Network and Infrastructure Services (PM MCNIS) program office, MCNOSC, and Marine Corps garrison network operations at Marine Corps sites.  

For the Marine Corps Management Domain, Transport and Facilities Management Services will be managed by Government personnel, with additional support provided by the TXS Contractor. Notional technical support categories are listed in the Rate Card attachment to the contract and map to corresponding tasks. Tasks include assisting in operating, troubleshooting, and monitoring WAN, BAN, and LAN network HW, infrastructure, and SW and may include 24/7 operations, systems and network engineering, cyber security, IT management, data and migration services, and various support functions.  Information pertaining to level of support is provided in the United States Marine Corps (USMC) TXS CLIN Definitions listed as Attachment 19 and the USMC TXS Responsible, Accountable, Supportive, Consulted, Informed (RAsCI) listed as Attachment 30 in Section J of the contract. 

Throughout the contract period, the TXS Contractor will be required to coordinate schedules, assist with data collection for assets, provide engineering and technical support, assist in network management and operations, user requirements management, application and HW inventory, transition activities, technology refresh schedules and activities, and lifecycle sustainment in the Marine Corps IT environment (e.g., SRM data collection, asset reconciliation and tracking).  The scope of work shall be structured to reflect support for MCNOSC and Major Commands across the Marine Corps sites.  Data used to generate each CDRL shall be made available to the Government upon request.

[bookmark: _Toc314051748][bookmark: _Toc324342616]Program Management
Program Management provides the personnel, processes, and tools necessary to effectively manage the NGEN program within schedule and performance requirements.  This section describes the types of work the TXS Contractor shall provide to achieve management, technical, logistical, cost, and schedule objectives.  

The TXS Contractor shall:
a. Maintain a formal program management organization in the vicinity of MCB Quantico.  
b. Identify key personnel who will provide program management support.  Designate one individual and an alternate with the responsibility and authority to execute activities assigned by the Government.  
c. Define and establish clear lines of authority and responsibility when changes are made between all organizational elements and update the Government.
d. Update and implement a Program Management Plan. (CDRL A004 – Program Management Plan)
e. Provide comments and recommendations on requirements, designs, test, analyses, implementations, deployments, sustainment, and risk management.
f. Plan and identify roles and responsibilities for post-install site certification, implementation, testing, resources, migration of user data, and coordination activities.
g. Provide project management support including (e.g., PMRs):  
i. Prepare meeting agendas. (CDRL A001 – Meeting Agenda)
ii. Prepare presentation material, based upon the agreed agenda. (CDRL A002 – Presentation Material)
iii. Designate the appropriate SMEs to attend the meetings and address agenda items.
iv. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)
h. Conduct PMRs semi-annually including an overview of enterprise operations, schedule performance, contract status (including a discussion of open issues and negotiations in process), status of operations, operational metrics and trending, metrics for key projects, and an overall assessment of program risk.
i. Provide a venue for the PMRs.
i. Maintain web enabled tools for tracking status of requests that have been received by the Contractor.
j. Notify the Government POC when agreed upon deadlines will not be met and specify the risks associated with schedule slip.
k. Provide QAPs for designated NGEN initiatives including (e.g., plans, training materials, process improvement, and conflict resolution processes, customer feedback processes, and trend analysis). (CDRL A100 – Quality Assurance Plans)
l. Provide Ad Hoc Reports as required by the Government. (CDRL A101 – Ad Hoc Reports)
m. Provide Contractor Management Plan. (CDRL A102 – Contractor Management Plan)
n. Provide a Monthly Status Report including: (CDRL A010 – Monthly Status Report) 
i. Track and include the status of official communication with the COR such as technical direction and transmittals in the Monthly Status Report. (CDRL A010 – Monthly Status Report)
ii. Comply, measure, and report ES performance in relationship to the USMC QASP listed as Attachment 31 in Section J of the contract.
o. Provide a key representative at each MITSC to coordinate priorities, schedules, and responsibilities shared with the Government. 
p. Prepare and submit, for Government approval, the CWBS and CWBS dictionary in accordance with: (CDRL A005 – Contract Work Breakdown Structure)
i. MIL-STD-881C, Department of Defense Standard: Work Breakdown Structures (WBSs) For Defense Materiel Items, October 3, 2011.
ii. DoD 5000.04-M-1, Cost and Software Data Reporting (CSDR) Manual, November 4, 2011. 
iii. NGEN Contract Cost and Software Data Report Plan, listed as Attachment 35 in Section J of the contract.
q. Maintain and update the CWBS and CWBS dictionary throughout the life of the contract.  Obtain approval from the Government before making any changes to the CWBS and CWBS dictionary. (CDRL A005– Contract Work Breakdown Structure)
r. Submit an Integrated Master Schedule (IMS) that is vertically traceable to the CWBS, and the requirements of this PWS.  All schedules required throughout the contract must be contained in the IMS. (CDRL A006 – Integrated Master Schedule)
s. Prepare and submit CCDR information in accordance with the CSDR Plan, listed as Attachment 35 in Section J of the contract; and, DoD 5000.04-M-1, Cost and Software Data Reporting Manual, November 4, 2011.   Pass along CCDR requirements, for inclusion in the CCDR information, to any lower tier Contractor that has a contract value over $50 million or is designated by the Government as doing high risk, high value, or high technical interest work on the contract. (CDRL A007 – Cost Data Summary Report, CDRL A008 – Functional Cost Hour Report, and CDRL A009 – Contractor Business Data Report)
t. Propose recommendations to improve the reporting accuracy, consistency, or relevancy of the NGEN Contract Cost and Software Data Report (CSDR) Plan, listed as Attachment 35 in Section J of the contract.  Include the recommendations in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
u. Prepare and submit labor services cost data.  The Functional Labor Services Report includes the hours charged per PWS paragraph and element mapped to each location within each CLIN. (CDRL A103 – Functional Labor Services Report)

[bookmark: _Toc314051749][bookmark: _Toc324342617]IT Service Management (ITSM)
ITSM is a framework of specialized functions and processes that, in conjunction with IT infrastructure and personnel, provides value to end users and customers in the form of IT services.  ITSM processes support conceptualization, planning, procurement, implementation, and operation of IT services.  Well-defined process interfaces ensure the integration of acquisition, governance, and operational activities.  Marine Corps E-ITSM processes and activities are based on the ITIL v3® lifecycle and processes, but are tailored to the unique policies, culture, and organizational constructs of the Marine Corps.  In the future net-centric operational environment, the Marine Corps will become increasingly dependent on IT services and capabilities, so service management will become even more important.  The TXS Contractor is responsible for participating in the Marine Corps E-ITSM framework by managing and reporting work activities according to defined processes, procedures, work instructions, and metrics.  The TXS Contractor will align its teams with Marine Corps NetOps organizations and provide the appropriate SME participation in the ITSM framework on the behalf of these different enterprise, regional, and local organizations under the guidance of local commanders and managers.  The TXS Contractor shall ensure that its activities are recorded separately, allowing the Government to examine the Contractor's specific contribution to Marine Corps IT services.  A Marine Corps TXS Notional Tools List is attached to this contract. Marine Corps E-ITSM Process Guides are listed as Attachments 21 – 26 in Section J of the contract.
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TXS includes supporting the Marine Corps in operating, maintaining, and sustaining the Transport infrastructure, performing associated services, procuring TXS HW and SW, and providing associated training.  This includes support of technology refresh for the Cable Plant, some lease hold improvements, and movable infrastructure associated with LAN and BAN operations.  The Cable Plant includes LAN and BAN fiber and wire that connects the office wall plug to the DISN point of presence.  Within the NOCs, the Transport Contractor will assist the Government in operation of the Transport infrastructure.  Transport HW and SW consists of routers, switches, and boundary suites including LAN and BAN components down to the wall plug in each office.  The TXS Contractor will also install, configure, and test GFP.  

The USMC TXS RAsCI matrix depicts the Marine Corps requirements with a manpower breakout of how much of the work will be performed by the Government (G columns) and how much of the work will be performed by the TXS Contractor (C columns).  The USMC TXS RAsCI matrix is listed as Attachment 30 in Section J of the contract.  

TXS includes lifecycle support and operations of the following infrastructure.

[bookmark: _Toc307381316][bookmark: _Toc314051751][bookmark: _Toc324342619]BAN and LAN 
a. Network CP is the LAN and BAN media (fiber, copper and wireless) that links office wall plugs to the DISN SDPs.
b. Switching Infrastructure is all of the SW, HW, electronic infrastructure required to deliver BAN and LAN services.  TXS infrastructure extends from the wall plug (wired network access point interface to the workstation/laptop NIC), to the distribution routers, core switches, inner routers, and out to the DISN SDPs.

[bookmark: _Toc307381317][bookmark: _Toc314051752][bookmark: _Toc324342620]WAN and Boundary Protection
a. B1 Security Boundaries (between NGEN and the DISN POP) with associated DMZs.
b. B2 Boundaries (between NGEN enterprise and other legacy networks).
c. Transport Boundaries (connects all NGEN sites except VSSD sites that use a commercial ISP).
d. DSTB.
e. The types of equipment used in the B1, B2, and Transport Boundaries include:
i. Firewalls and all associated functionality.
ii. Network Load Balancers.
iii. IDS and IPS network appliances.
a. Anti-Malware appliances.
iv. Network-based Encryption Devices.
v. Network elements of the NAC system.
vi. VPN Appliances.
vii. WAN Accelerators.
viii. Network and Security management HW and SW.
ix. Other Network-based Cyber Security Devices.

[bookmark: _Toc307381318][bookmark: _Toc314051753][bookmark: _Toc324342621]Facilities Capacity Management
Transport Services shall also include Facilities Capacity Management Services which include assessment, planning, design, and coordination of improvements or modifications to Government buildings. Locations for improvements include building communications rooms, wiring closets, NOCs, server-farms, micro-server farms, administrative spaces, and warehouses.  All improvements and modifications shall use sustainable design principles and Energy Star® compliant equipment whenever applicable.  All improvements and modifications to Government buildings shall be coordinated with the ES Contractor and approved by the Government Facilities Manager with updates to InFADS when required thresholds are met.  These modifications include capacity of:
a. HVAC.
b. Electrical Systems, including Power Distribution Units, UPS, Backup Generators, Transformers, and Lighting.
c. Fire and Smoke Detection and Suppression Systems.
d. Floors, Walls, and Ceilings.
e. Hazardous Material Abatement.
f. Physical Security (e.g., locks and surveillance).
g. Other improvements such as office spaces and storage.

[bookmark: _Toc307381319][bookmark: _Toc314051754][bookmark: _Toc324342622]Performance Requirements
[bookmark: _Toc307381320][bookmark: _Toc314051755][bookmark: _Toc324342623]Performance Quality
The TXS Contractor shall be evaluated against the performance standards defined in the USMC QASP listed as Attachment 31 in Section J of the contract.

[bookmark: _Toc307381321][bookmark: _Toc314051756][bookmark: _Toc324342624]Quality Control Plan
The TXS Contractor shall establish, implement, and maintain a complete Quality Control Plan that shall ensure the requirements of the contract are provided as specified in Sections 5.4 and 5.5 of this document.  This will be a “living” document that allows for changes to include future task orders. (CDRL A104 - Quality Control Plan)

[bookmark: _Toc307381322][bookmark: _Toc314051757][bookmark: _Toc324342625]Government Representatives
The Government will designate representatives who will evaluate Contractor personnel against these categories.  Representatives will generally hold positions as MITSC Directors, Ops Managers, MCNOSC Site Leads, MCNOSC Department Heads, and Base G6 leadership. Specific personnel will be identified within 30 calendar days after task order award.

[bookmark: _Toc307381323][bookmark: _Toc314051758][bookmark: _Toc324342626]Phase-in and Phase-out Period
[bookmark: _Toc307381324][bookmark: _Toc314051759][bookmark: _Toc324342627]Phase-in Period
Phase-in period encompasses the people, processes, tools, technologies, and sequenced activities required to transfer service operations from the Incumbent to the Successors.  The USMC TXS Contractor start date at the MCNOSC is 120 days after contract award.  For all other USMC sites the start date is 150 days after contract award. 

The TXS Contractor shall:
a. Collaborate with the Incumbent to transition all the tasks performed under this contract, including the processes, procedures, and tools.  
b. Propose a staffing and training plan to support task order requirements that encompass staffing and on-boarding activities for the location(s) specified. The staffing plan shall include labor categories, describe associated skill sets, and level of support required to meet the service requirements in this PWS. (CDRL A132 – Transition Staffing Plan)
c. Provide the appropriate SME participation in transition readiness reviews to ensure successful transfer of service operations.

[bookmark: _Toc307381325][bookmark: _Toc314051760][bookmark: _Toc324342628]Phase-out Period
a. During the Phase-out period, the Contractor shall provide and execute a phase-out plan in accordance with the terms of the NGEN Transport Contract to ensure continuity of services, minimize any decreases in productivity, and prevent possible negative impacts on additional services during the phase out period. (CDRL A133 – Phase-out Plan)
b. Provide knowledge transfer, support successor job-shadowing, training, and other activities in order to transfer full operation of services.

[bookmark: _Toc307381326][bookmark: _Toc314051761][bookmark: _Toc324342629]Services Provided
The TXS Contractor shall support a broad range of technical, operational, maintenance and management functions in support of delivery of Transport Services to the Marine Corps Management Domain, and be expected to support the following elements:

[bookmark: _Toc307381327][bookmark: _Toc314051762][bookmark: _Toc324342630]Transport Engineering Design and Support Services (TEDSS)
TEDSS are the engineering and technical services required to support implementation of transport systems and infrastructure in accordance with Government-provided architecture and design.  This will support the delivery of data services including all functionality of the underlying enterprise, provisioning of data and resources, and synchronization of business operational functions with available systems and services.  The general tasks include centralized IP network management, legacy network support, Management Domain expansion and extension, and dynamic bandwidth management. The Marine Corps is the design and technical authority for the transport system.

[bookmark: _Toc307381328][bookmark: _Toc314051763][bookmark: _Toc324342631]Specific Tasks
The TXS Contractor shall:
a. Design and engineering activities for expansions and transformations to the existing transport architecture.
b. Inputs to deployment plans for any new or expansion to the existing Transport architecture, including recommendations for HW and SW.  
c. Deployment plans as required by changes in HW, SW, or resource availability or other reasons
d. Inputs to the tech refresh deployment plan and schedules.
e. Test the newly installed transport assets design functionality and interoperability with existing network transport infrastructure.
f. Report the procedures used for the test, issues encountered, proposed resolutions to the issues and the results of the design and interoperability test. 
g. Move the SW from a development or test environment to the live environment.

[bookmark: _Toc307381329][bookmark: _Toc314051764][bookmark: _Toc324342632]Transport Operations Services
Transport Operations Services include the day to day activities required to provide end to end monitoring, management, administration, and maintenance for the Marine Corps. 

[bookmark: _Toc307381330][bookmark: _Toc314051765][bookmark: _Toc324342633]Specific Tasks
For Transport Operations Services, the TXS Contractor shall:
a. Monitor and maintain Transport Services, including the infrastructure, HW, and SW for the Marine Corps management domain.
b. Installation and maintenance of Government provided performance monitoring and management systems for Network Transport infrastructure.
c. Input to reporting of performance monitoring and management measures for Network Transport infrastructure. 
d. Notify, per Government procedures, of cyber threats and activities as well as information from sensors within the TXS network. 
e. Recommend prioritization of events, incidents, and problems. 
f. Monitor the Cyber Security and CND operational situation on network system status consoles.
g. Initial investigation on any suspicious activity reported.
h. Escalate potential security events via the incident ticket/event tracking system to the appropriate Operations Duty manager.
i. Execute the Cyber Readiness Implementation Plan. 
j. Implementation of CND RAs, which may be based on intelligence reporting, active network incidents or trends.
k. Evaluate the impact of Government directed configuration changes from CND-RAs.
l. Audit and Accountability that can include monitoring (weekly) and analyzing logs to identify unauthorized, illicit, or other unwanted activity.
m. Maintain near real-time data feeds from designated systems into the Government SIM system.
n. Install the Government-provided SW agent(s).
o. Execute a preselected volatile data capture tool and provide the output in the CNDSP approved format/output. 
p. Take possession of any equipment related to a Government designated network incident utilizing Government chain of custody procedures.
q. Restoration of network and system devices to a known valid baseline.
r. Post-event scans and verification of mitigation actions.
s. Maintain the network and system configuration baseline of all devices in accordance with current Government directives.
t. Install network and system monitoring devices into the Transport Services system.
u. Implement automated tools to collect Intrusion Management data.
v. Prepare collected Intrusion Management data.
w. Implement standard vendor provided appliance signatures.
x. Update and maintain detailed network diagrams in support of conducting network based intrusion detection monitoring and prevention.
y. Provide operational status of all sensors, manager systems, and associated database systems to the Government.
z. Monitor intrusion detection systems.
aa. Collect and copy sensor log data to the Government.
ab. Collect and copy appliance log data to the Government.
ac. Electronic notification upon receipt of request, resolution (work completion) of request and ticket closure.
ad. Approved MAC services.
ae. Create, log, and close a change ticket to document the processing of requests until resolved in accordance with the Marine Corps Enterprise ITSM Change Management Process Guide listed as Attachment 21 in Section J of the contract.
af. Negative impacts to systems, operational risk, or potential performance risks associated with any Government initiative, design elements, or plans and recommend options to reduce or eliminate these risks.
ag. Status of Contractor activities to the Government POC to include; when action is initiated, progress, and confirmation of completed action. 

[bookmark: _Toc307381331][bookmark: _Toc314051766][bookmark: _Toc324342634]IT Collateral Equipment Management Services Specific Tasks
For IT Collateral Equipment Management Services, the TXS Contractor shall:
a. Assessment, design, implementation, optimization, and energy efficiency of Government IT facilities in compliance with green technology where technically feasible and cost effective.
b. Planning and design of new facilities requiring network connections.
c. Overall condition and status of facility support systems, including maintenance and repair activities, equipment condition, and environmental conditions.
d. Assess environmental requirements for space, air conditioning, electric power, plumbing and lighting systems, fire suppression, and security capabilities.
e. Overseeing the safe, secure, energy efficient and environmentally sound operations and maintenance of assets.
f. Life cycle management of facility equipment and consumables.
g. Communicate plans and activities with others.
h. Fixture ordering, supply ordering, and generating work requests.
i. Maintain storage and staging areas.
j. Update facilities programs such as spreadsheets, Computer-Aided Design (CAD) drawings, facilities management tools, and line drawings as required.

[bookmark: _Toc307381332][bookmark: _Toc314051767][bookmark: _Toc324342635]Security Configuration and Management Services 
Security Configuration and Management Services provides an enterprise wide security compliance capability that scans and remediates NGEN network devices for out-of compliance conditions such as changed settings, outdated patches, and illicit SW.

[bookmark: _Toc307381333][bookmark: _Toc314051768][bookmark: _Toc324342636]Specific Tasks
For Security Configuration and Management Services, the TXS Contractor shall:
a. Use Government cryptographic keys, algorithms and IPsec Security Associations to encrypt and decrypt data.
b. Use Government provided Type 1 cryptographic devices when interfacing with coalition networks.
c. Safeguard Government provided encryption products and keying materials in accordance with EKMS-1 Series, Communication Material System (CMS) Policy and Procedures for Navy Electronic Key Management System (EKMS), October 8, 2008.
d. Operate and maintain bulk encryption on transmission channels in accordance with current Government directives. 
e. Operate and maintain HW and SW with key distribution using current X.509 PKI certificates.
i. Operate and maintain HW and SW with PKI tokens in accordance with Government policy and procedures. 
ii. Operate and maintain HW and SW with key destruction in accordance with Government policy and procedures. 
iii. Operate and maintain HW and SW with data encryption in accordance with Government policy and procedures.  
iv. Operate and maintain HW and SW with Protocol-Internet Engineering Task Force IPsec, 1) Request for Comments 4301 – Security Architecture for the Internet Protocol, December 2005; and, 2) Request for Comments 4303 – IP Encapsulating Security Payload, December 2005, ESP tunnel mode only.
v. Operate and maintain HW and SW with data hashing functions in accordance with Government policy and procedures. 
f. Operate, maintain, and troubleshoot VPN HW and SW.
g. Analyze VPN Concentrator capacity planning.
h. Operate, maintain, and troubleshoot encryption tunneling HW and SW associated with remote access services VPN concentrators.
i. Conduct IAVM. 
j. Conduct vulnerability scans that utilize the latest Government provided configuration and definition files as applicable to the DoD mandated solution.
k. Implement Government directed signatures.
l. Analyze vulnerability scan results to determine potential network or system vulnerabilities in accordance with current Government directives. 
m. Status IAVM actions implementation through the designated Government portal.
n. Develop a POA&M that shows the status of each vulnerability and actions taken, if there is any outstanding vulnerability. 
o. Complete corrective actions for Vulnerability Alerts.
p. Provide reviews, analyses, evaluations, risk assessments, and recommendations to the Government for required vulnerability management and analysis.

[bookmark: _Toc307381334][bookmark: _Toc314051769][bookmark: _Toc324342637]Boundary and Demilitarized Zone (DMZ) Services
Boundary and DMZ Services protect the NGEN Enterprise including the management and operation of the boundaries.

[bookmark: _Toc307381335][bookmark: _Toc314051770][bookmark: _Toc324342638]Specific Tasks
For Boundary and DMZ Services, the TXS Contractor shall:
a. Administer and maintain external interface solutions supporting remote management, monitoring, and administration through a VPN to and from Marine Corps NOCs and SOCs.
b. Administer and maintain interfaces that allow all Marine Corps networks to interface with the network boundary routers.
c. Administer and maintain a physical interface between the migrated Legacy systems (server) via the network interface card in the server, in accordance with Network Transport infrastructure DAA security requirements and policy.
d. Administer and maintain logical or physical interface to the DSN for basic voice TXS from premise switches that are part of a BAN.
e. Administer and maintain network interface to Local Exchanges Carriers (LECs) via T1 interfaces that support ISDN Primary Rate Interface and Basic Rate Interface.
f. Administer and maintain network interface to IECs via T1 interfaces that support ISDN Primary Rate Interface.

[bookmark: _Toc307381336][bookmark: _Toc314051771][bookmark: _Toc324342639]Security and IT Certification and Accreditation (C&A) Services
Security and IT C&A Services supports the DIACAP to include tracking, testing, and delivery in support of C&A.

[bookmark: _Toc307381337][bookmark: _Toc314051772][bookmark: _Toc324342640]Specific Tasks
For Security and IT C&A Services, the TXS Contractor shall:
a. Evaluate proposed new products and protocol for impacts to C&A.
i. Analyze network security requirements based on Government guidance
b. Ongoing assessment of the infrastructure.
c. Ongoing Government DIACAP testing and processes in support of C&A.
d. C&A recommendations to network engineers and other technical staff.
e. Create DIACAP Packages in support of C&A.
f. Collect documents, finding artifacts and evaluating system security posture as it relates to the stated standards.

[bookmark: _Toc307381338][bookmark: _Toc314051773][bookmark: _Toc324342641]Network Operations and Cyber Security Training Services
The Contractor shall update existing training material and develop training materials and procedures and train personnel on new Transport HW and SW.

[bookmark: _Toc307381339][bookmark: _Toc314051774][bookmark: _Toc324342642]Test and Evaluation (T&E) Services
The Contractor shall provide T&E support to four principal areas: 
a. C&A.
b. Application Compatibility & Technology Integration (AC&TI). 
c. Solution Testing. 
d. Performance Measurement and Analysis using established GFP measurement system. 

The TXS testing shall verify compliance with technical and operational thresholds.  The TXS Contractor will be required to closely collaborate with the ES Contractor and the designated Government engineers to support all required testing.  The NGEN overarching Test and Evaluation Strategy (TES) is documented in the NGEN Test and Evaluation Master Plan (TEMP).  No testing will be performed until it has been approved by the Government.

[bookmark: _Toc307381340][bookmark: _Toc314051775][bookmark: _Toc324342643]Specific Tasks
For T&E Services, the TXS Contractor shall:
a. Test upgrades or additions to the transport architecture prior to deployment in accordance with approved test plans.
b. Test upgrades or additions to the transport architecture after deployment in accordance with approved test plans.
c. Development of test plans for the certification of upgrades or additions to the transport architecture.
d. Collect test data that includes test results and observations from test events. 
e. Develop test reports that include test results and observations from test events.
f. Develop a requirements traceability matrix that maps documented requirements to production test cases.
g. Develop a POA&M to the Government that outlines corrective actions and a schedule for any failed test.

[bookmark: _Toc307381341][bookmark: _Toc314051776][bookmark: _Toc324342644]Base Area Network (BAN) and Local Area Network (LAN) Services 
A BAN service resides on Marine Corps bases, connecting LANs and organizations to the Intranet and Internet.  The LAN resides in buildings, offices, or sites and connects to the BAN infrastructure (or the BAN, LAN, or SDP) and ES.  The BAN extends to the external edge (inner routers) of bases served by BAN services and provides the IP transport capabilities for integrated services supporting data.

[bookmark: _Toc307381342][bookmark: _Toc314051777][bookmark: _Toc324342645]Specific Tasks
For BAN and LAN, the TXS Contractor shall:
a. Operate and maintain the existing BAN infrastructure, which includes all necessary cable plant (inside and outside) and equipment required to provide information transport functionality between LANs located at end user locations at given BPS connecting them to the BAN, LAN, or SDP.  BAN infrastructure provides an IP based network that supports a dual stack IPv4 and IPv6 environment and necessary cyber security services.
b. Operate and maintain the existing LAN infrastructure, which includes cable plant (inside and outside) and equipment, required to provide information transport functionality between end nodes that is confined within end user locations.  LAN infrastructure consists of premise cabling and equipment located at the customer sites.  The LAN connects to a BAN or WAN.
c.  Plan, engineer, design, and install BAN and LAN infrastructure.
d. Install, configure, and remove routers, switches, and other BAN and LAN devices in accordance with enterprise change management processes.
e. Use, safeguard, operate, and maintain cryptographic material in accordance with appropriate Government policy and processes.
f. Plan, implement, operate, and maintain regional and local wireless capabilities.
g. Install cable trunks and fiber runs in accordance with enterprise change management processes.
h. Maintain and update SW and firmware required for BAN and LAN components.
i. Requirements analysis for future BAN and LAN services in support of NGEN modernization. 
j. Conduct annual service continuity BAN and LAN site assessments, identify deficiencies, and provide future design/operations recommendations. 
k. Coordinate with Service Desk regarding tracking of issues with BAN and LAN in accordance with Government-provided incident management processes.
l. Install Transport HW and SW, at the appropriate locations. This may include electronic distribution or manual installation of SW.
m. Configure Transport HW and SW to the current operating configuration in accordance with CM processes.
n. Manage troubleshooting support after installation of HW and SW for Network Transport infrastructure.
o. Data migration activities for supported end user devices, storage devices and application hosting devices.
p. Plan, configure, and operate data migration tools.
i. Maintain IP Addressing Plan.
q. Maintain Routing Plan.
i. Maintain IPv6/IPv4 Coexistence and Interworking Practices.
r. DIACAP processes prior to connecting any new device into the NGEN environment. Install ducts and conduits, pull cables, and terminate, test, splice, and repair copper, coaxial, and fiber optic cabling.
s. Install outside and interior copper and fiber cabling, fiber optic modems, fiber multiplex equipment, fiber patch panels, analog and digital copper patch panels, main and intermediate distribution frames, lightning protection, and supporting ground and power connections.
t. Install cabinets, cable ladder and rack systems, and equipment components in the cabinets.
u. Develop and update policy and procedures to ensure consistent standards and requirements, for inside and outside plant installations. 
v. Make recommendations for Government approval for replacement/upgrade of support equipment (e.g., test equipment), and copper/fiber optic cable transmission technologies to increase reliability and optimize systems performance.
w. Advise the Government on inside and outside plant cable installation issues.
x. Update cable plant programs such as spreadsheets, CAD drawings, management tools, and line drawings as required.
y. Identify any possible risks to the project schedule and provide any needed mitigation for those risks.
z. Ensure all cable locating has been done and marked prior to any maintenance.

[bookmark: _Toc307381344][bookmark: _Toc314051779][bookmark: _Toc324342646]Wide Area Network (WAN) Services
WAN Services provide separate connections to external networks and the Internet.  WAN services provide transport of data from Government base, facility, and office locations, across non-Government property, to other Government base, facility and office locations.  WAN requires connectivity to the B1 and B2 gateway.

[bookmark: _Toc307381345][bookmark: _Toc314051780][bookmark: _Toc324342647]Specific Tasks
For WAN services, the TXS Contractor shall:
a. Provide technical information required to place a DISN circuit order in accordance with site WAN circuit mapping.
b. Provide input to design, installation, and documentation of site modifications to connect BAN and LAN to local DISN SDP in accordance with site WAN circuit mapping.
c. Maintain WAN Routing Plan, including interior routing of IP addresses up to the site interior router and other infrastructure that uses IP addresses.
d. Install and test circuit extensions and base extensions, including coordination with the Telecommunications Office (TELO), DISA, and Government PM for end to end testing and activation of DISN circuits.
e. Document WAN interface HW and SW to support DIACAP.
f. Provide input to capacity planning based on LAN, WLAN, BAN, and WAN network data.
g. Maintain as-is modeling capabilities to support the planning of changes to the network infrastructure, specifically to estimate future volume, usage, and application characteristics, as well as integration of emerging technology and utilization of DISN provided as GFP. 
h. Analyze the network capacity and propose engineering recommendations.
i. Configure external network connections to allow for interoperability with other DoD networks such as the Marine Corps Tactical Data Network (TDN) and IT-21, and to major commercial partners of Navy and Marine Corps stakeholders.
j. Install ducts and conduits, pull cables, and terminate, test, splice, and repair copper, coaxial, and fiber optic cabling.
k. Install outside and interior copper and fiber cabling, fiber optic modems, fiber multiplex equipment, fiber patch panels, analog and digital copper patch panels, main and intermediate distribution frames, lightning protection, and supporting ground and power connections.
l. Install cabinets, cable ladder and rack systems, and equipment components in the cabinets.
m. Develop and update policy and procedures to ensure consistent standards and requirements, for inside and outside plant installations. 
n. Make recommendations for Government approval for replacement or upgrade of support equipment (e.g., test equipment), and copper/fiber optic cable transmission technologies to increase reliability and optimize systems performance.
o. Advise the Government on inside and outside plant cable installation issues.
p. Update spreadsheets, CAD drawings, management tools, and line drawings for WAN infrastructure.
q. Ensure all cable locating has been done and marked prior to any maintenance.


[bookmark: _Toc283824168][bookmark: _Toc283826141][bookmark: _Toc282086497][bookmark: _Toc282275929][bookmark: _Toc282275942][bookmark: _Toc282275943][bookmark: _Toc282275944][bookmark: _Toc296924124][bookmark: _Toc298162487][bookmark: _Toc298662636][bookmark: _Toc302048920][bookmark: _Toc324342648][bookmark: _Toc295829116][bookmark: _Toc298662638]Law Enforcement and Litigation
[bookmark: _Toc278054243][bookmark: _Toc289173058][bookmark: _Toc295829115][bookmark: _Toc298662637][bookmark: _Toc302048921][bookmark: _Toc324342649]Law Enforcement  
The ES Contractor shall:
0. Comply with Communications Assistance for Law Enforcement Act (CALEA) 47 United States Code (U.S.C.) 1001-1010, October 25, 1994 upon direction of NCIS or other Federal Law Enforcement entities as required.  Confirm within 48 hours receipt of direction in writing to the PCO.
0. Provide the following services when required by the Government and as directed in writing by DON credentialed, badged, or appointed investigators within 72 hours from the time of the investigator’s request unless another timeline is indicated.  Confirm within 48 hours receipt of direction in writing to the PCO.
i. Provide to the DON investigator, or to another individual designated in writing by the DON investigator, historical Electronic Information File (EIF) retention, recovery, and archiving services, which may apply to a single point in time and periodic timeframes or updates, for the following:
a) Identified end user email account(s).  The Contractor shall also, when directed by the Government, retain (“freeze”) all or selected EIF associated with an identified account.
ii. Internet and Intranet Activity Monitoring Services: Provide Internet and Intranet activity monitoring services for identified end user(s), including monitoring of proxy server logs, firewall activity reports, ACT and security logs of any network device accessed by the identified end user(s).  These services may apply to a single point in time and/or include periodic timeframes or updates.  The Contractor shall assist DON Law Enforcement and Counter Intelligence (LE/CI) in executing electronic surveillance pursuant to the requirements of a telecommunications carrier under Communications Assistance for Law Enforcement Act (CALEA) 47 United States Code (U.S.C.) 1001-1010, October 25, 1994.
iii. Single POC for LE/CI support services:  Provide the Government with a single POC and an alternate who is responsible for coordinating the Contractor’s performance of required LE/CI support services.  The single POC for LE/CI support services shall be competent to provide forensically sound support services and to abide by chain-of-custody procedures, and will be expected to provide testimony in court regarding their services provided when required.  The single POC for LE/CI support services shall have authority to retain, recover, and archive all EIF necessary to respond to Government requests for such effort.  The Contractor shall establish a process, and then follow the process to receive, process, track, and maintain a secret or higher classified level LE/CI requests for support.  This process shall be restricted to a specific and limited number of Contractor personnel and shall be the sole process for all LE/CI requests for EIF collection.  The Contractor shall only process LE/CI requests from DON credentialed, badged, or appointed investigators.  The single POC for LE/CI support services and an alternate shall be available to respond to Government requests for information at all times.
iv. Securing End User EIF: The Contractor shall ensure that the end user EIF identified by the Government is replicated to a secured data storage environment to eliminate the potential that an end user could destroy data associated with an investigation.  In securing the end user EIF, the Contractor must preserve the data in an “as found” state so that it is not altered by the Contractor’s opening of files, folders, or adding notes.  The Contractor shall preserve the data as soon as practicable consistent with its regular business practices.  Such data preservation shall be initiated within 24 hours and forwarded to the Government upon completion of the preservation.
v. Documentation of Services Provided: Provide the DON investigator or designee with written certification of services performed.  Written certification shall identify the specific means in which such services were performed and records preserved.  For Internet or Intranet monitoring, the Contractor shall, where possible, provide electronic copies of monitoring information.  
vi. Delivery Formats and Delivery Locations: The Government may also direct the Contractor to utilize physical media, such as hard disks, CD-ROMs, and DVD-ROMs.  Reports, spreadsheets, databases, and other written information shall be delivered in Contractor format and be compatible with the latest Core Build release of Microsoft Office or similar product.  The Contractor shall maintain the integrity of the original data, including any metadata, until confirmation is received from the Government that the data has been received, verified, and validated.  When requested, provide a copy of all the existing electronic information related to a specific investigative subject or suspect to specified investigative personnel within one week of request, without regard to where that electronic information may be located.
vii. Confidentiality: The Contractor shall not disclose or reproduce EIF, data or information without prior written authorization of the Contracting Officer, unless compelled by a subpoena or court order, in which case the Contractor must first notify the General Counsel of the DON and await direction from the Office of the DON General Counsel.
viii. Privacy: Each end user signs a System Authorization Access Request and agrees to the DoD Notice and Consent Banner in order to access the U.S. Government Information System.  Therefore, end users do not have a reasonable expectation of privacy in Government provided EIF, and the Contractor must not delay providing EIF on the basis of purported privacy rights.
ix. Under exigent circumstances and in response to threats to national security, allow duly authorized Government personnel to seize data, SW, HW, and associated peripheral devices found to be of evidentiary value to an investigation
x. LE/CI Support: Provide the DON investigator or designee with the following LE/CI support services for networks and items under the Contractor’s control. 
a) Notice to the Naval Computer Incident Response Team (NCIRT) and MCNOSC, upon discovery of an intrusion.
b) Forensic analysis of identified data or mobile/peripheral seats or devices, to be ordered via Engineering Services CLIN.  The Contractor shall not conduct forensic analysis until authorized to do so by the Government.
c) Notice to the Government of any suspected criminal activity detected on networks/items under its control.
d) Notice of any unauthorized access or use detected to NCDOC for Navy networks and MCNOSC for Marine Corps network.
e) Access to any security logs, domain topology and remote access connection logs maintained by the Contractor for the purpose of obtaining information relevant to the investigation, including exculpatory evidence.
f) Assistance on implementing specialized investigative technologies that may be required in furtherance of specific Government investigative or operational support requirements.
g) PKI assistance, including assistance on PKI key control and decryption of PKI encrypted EIF.
h) Contractor  IA Plans, Network Management Plans, and other Contractor information related to logging methodologies, locations or logs, backups, disaster recovery plans, and similar information in furtherance of Government criminal investigation requirement.
i) Historical email records (for up to 30 calendar days) for an identified end user.
j) Assistance to Government personnel in obtaining an image of a data seat or mobile device (e.g., removing and providing local hard drive to Government personnel).
k) Access to any IDS or network sniffer.
l) Assistance on identifying and monitoring of VOIP and wireless technologies associated with the identified end users.
xi. Comply with DON policies specifying the roles and responsibilities of the Naval Criminal Investigative Service:
a) SECNAVINST 5430.107, Mission and Functions of the Naval Criminal Investigative Service, December 28, 2005.
b) SECNAVINST 3052.2, Cyberspace Policy and Administration within the DON, March 6, 2009.
c) SECNAVINST 5239.19, DON Department of the Navy Computer Network Incident Response and Reporting Requirements, March 18, 2008.
d) OPNAVINST 2201.2, Navy and Marine Corps Computer Network Incident Response, March 3, 1998.
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The Contractor(s) shall provide technical advice and assistance for the following: 
1. Assist DON attorneys according to the parameters set by the DON lead attorney to respond to subpoenas, discovery requests, court orders and other matters related to litigation that require the discovery, production, archiving, retention, or rotation of end user electronic information and Internet or Intranet activity information.  Such assistance will not include any subjective decision making by the Contractor(s).  Confirm the request for assistance within 48 hours in writing to the PCO.
1. Respond within 10 calendar days (or 20 calendar days in the case of retrieving information from network backup tapes) from the date of the DON lead attorney’s written request unless otherwise agreed by the DON lead attorney.
1. Provide the following Litigation Support Services:
1. Accurate, timely and complete information as requested by the DON lead attorney for DON responses to discovery requests served on the Government.  The DON lead attorney will direct the Contractor(s) by describing the type of information sought.  Contractor(s) will not make any determination as to whether such information requested is “responsive” or no.
1. Accurate information and documentation concerning infrastructure configuration and information that describes management of any network under the Contractors’ control, including encryption, protocols for network back-up procedures, enterprise and other legacy systems, preservation protocols, and data applications used, etc. (if not classified).
1. Information concerning electronic discovery and data issues as these topics apply to networks and any enterprise and other legacy systems controlled by the Contractor(s) (e.g., information required for the Government in to evaluate the scope of potential electronic discovery agreements and electronic data preservation orders).
a) Information on electronic discovery issues related to items under the Contractor’s control.
b) Data to authenticate electronic information.
c) Recovery of network backup tapes within reason, for up to 30 calendar days from the date of the DON lead attorneys request or a litigation hold, including signed and dated affidavits by a Contractor(s) information custodian stating that data is accurate to the best of his or her knowledge, as well as where, how, and when the electronic information on the backup tapes was collected and recovered.
1. Preservation of relevant network backup information, including taking network media out of the Contractors’ network backup rotation and storing as required to respond to Government litigation needs.
1. Accurate data from data seats or mobile devices, including sector-by-sector imaging that preserves the integrity of the original data and metadata.
1. Periodic audit planning for electronic records, including conducting audits as directed by the Government and providing reports of compliance on a periodic basis.
1. Provide the following Litigation Holds services:
1. When notified by the Government to place a litigation hold on a category of records, the Contractor(s) shall locate, secure and preserve, within reason those records found in Contractor-controlled Online and off-line storage.  A single litigation hold notice may cover one, few or many different categories of records.  In addition, the Contractor(s) shall search end user controlled online storage areas of specified end users.  If the Government does not specify the manner or method of performance for the litigation hold, the Contractor(s) may use any means generally accepted in the industry for preserving evidence in anticipation of litigation.  A generally accepted preservation method would be to make a read-only copy of the pertinent native files on a hard drive or portable media with back-up copies stored at a different site.  The Contractor(s) shall discontinue routine destruction of those records.  The Contractor(s) shall continue to locate, secure and preserve that category of records or end user controlled online storage areas of specified end users until notified by the Government that the litigation hold has ended.  After the litigation hold has ended, the Contractor(s) may resume normal records management practices including the routine destruction of records.
1. Provide the Government copies of the records held for each litigation hold request.  Unless otherwise specified by the Government, the Contractor(s) may produce the records as preserved by providing a read-only copy on hard drive or portable media.  The Contractor(s) shall also provide documents identifying the records, their file type, the corresponding litigation hold and category.
1. Maintain a record of its actions on each litigation hold request and report the status of litigation holds to the Government upon request.  Upon request, the Contractor(s) shall report, for each litigation hold request, a description of the records preserved, including their quantity, category, file type, and location.
1. Provide the following Records Searches and Production Services:
1. When the DON lead attorney requests a search for a category of records, the Contractor(s) shall search Contractor controlled online and offline storage for the requested records.  A single search request may request one, few, or many different categories of records.  In addition, the Contractor(s) shall search end user controlled online storage areas of specified end users.  The Contractor(s) shall secure and preserve all responsive records found.  If the Government does not specify the manner or method of performance, the Contractor(s) may use any means generally accepted in the industry for preserving evidence in anticipation of litigation.  A generally accepted preservation method would be to make a read-only copy of the pertinent native files on a hard drive or portable media with back-up copies stored at a different site.  The Contractor(s) shall discontinue routine destruction of those records.  The Contractor(s) shall continue to locate, secure, and preserve that category of records until notified by the Government.  The Contractor(s) shall provide all licenses for the forensic search and data preservation SW functionality identified in the CoSC Master Software List document, listed as Attachment 18 in Section J of the contract.  The Contractor(s) shall provide a forensic and electronic discovery capability with the following functionality:
a) Discovery and acquisition of electronic data from disk or RAM, documents, images, email, web mail, Internet artifacts, web history and cache, HTML page reconstruction, chat sessions, compressed files, backup files, encrypted files, Redundant Array Independent Disks (RAIDs), workstations, servers, small phones, and tablets.
b) Recovery of files and partitions, detection of deleted files through the parsing event logs, file signature analysis, and hash analysis, even within compounded files or unallocated disk space.
c) Search and analysis of multiple drives or media simultaneously.
d) Viewing of multiple formats in native form, built-in registry viewer, integrated photo viewer, and results in a timeline viewer.
e) Creation of tailorable reports with data such as a listing of all files and folders along with detailed lists of URLs, with dates and time of visits as well as hard drive information and details related to the method of acquisition, drive geometry, and folder structure.
f) Creation of tailorable, comprehensive reports suitable for presentation in court.
1. Produce all responsive records found as soon as practical, and give to the Government as soon as practical.  Unless otherwise specified by the Government, the Contractor(s) may produce the records as preserved by providing a read-only copy of all responsive records on hard drive or portable media.  With each production, the Contractor(s) shall provide a document identifying the records, their file type, corresponding request, and the category. 
1. Maintain a record of actions on each search request and report the status of the searches to the Government upon request.  Upon request, the Contractor(s) shall report for each search request a description of the records found and preserved, including their quantity, category, file type, and location.
1. Respond to written requests for information retrieval from end user HW and all other equipment on the network including Contractor controlled online and offline storage and end user controlled offline storage.  The Contractor(s) shall locate, secure, preserve, and provide records responsive to identified document records or record categories.  Unless otherwise specified, the Contractor(s) may use any means generally accepted in the industry to preserve retrieved documents.  Upon request, the Contractor(s) shall produce responsive records found as soon as practical, unless a response period is otherwise specified.
f. Provide the following Testimony Services:
1. Upon timely request by the Government, the Contractor(s) shall provide credible, qualified knowledgeable individuals to testify as “Keeper of the Records” in litigation and investigations before various courts, boards, agencies and other forums.  This often requires travel to various locations within the United States, review and analysis necessary to form conclusions and opinions, interviews by various attorneys, and preparation for testimony and cross-examination.  It may also involve assisting attorneys representing the Government in preparing disclosures of the substance of facts and opinions of the witness’s expected testimony.  The testimony may consist of both factual and expert testimony and may among other subjects address: authenticity of evidentiary copies of electronic records, search efforts related to document requests, preservation efforts related to litigation hold requests, missing and destroyed electronic records, and the Contractors’ routine business practices including policy and procedures regarding the routine destruction of records.  In testifying about Government records and information the Contractor(s) and witnesses shall follow all reasonable instructions of the attorneys representing the Government, (e.g., the assertion of privileges and instructions limiting testimony).  Testimony may take three forms and all forms must be accurate.
a) Testimony may be presented through an Affidavit or Declaration under penalty of perjury rather than live testimony, such as in support of a summary judgment motion.
b) Testimony may be presented Under Oath in response to oral or written questions for a deposition.  Although a judge may not attend the deposition, the deposition is still in effect before a judge or other presiding official.  Testimony is recorded by a court reporter that prepares a written transcript and may prepare a video recording.  The testifying witnesses shall review, correct, and sign video and written deposition transcripts in accordance with the procedures of the respective forum.  Contractor(s) reserves the right to have its counsel present for such proceedings.
c) Testimony is presented at a Trial or Hearing, under oath in accordance with procedures set by the presiding official.  Testimony may be presented either orally or in writing, in the form of a narrative report or questions and answers.  Contractor(s) reserves the right to have its counsel present for such proceedings.
g. Provide the following Advice and Assistance to Government Attorneys:
1. Provide advice and assistance regarding NGEN network administered by the Contractor(s) and the information contained therein to attorneys representing the Government upon request.
1. Provide assistance in preparing the Government’s case.  This includes preparing for cross-examination of opposing witnesses.
1. Assist the Government in preparing for discovery of opposing experts’ opinions, including preparation for and attendance at opposing experts’ depositions.
1. Provide assistance in presenting the Government’s case at trials and hearings.
1. Assist the Government in preparing for and in conducting cross-examination of opposing experts, including attendance at trials and hearings during testimony by opposing experts.
1. Provide assistance in drafting motions and briefs.  This includes, among other things, reviewing and analyzing portions of opposing briefs and motions, as well as reviewing Government drafts.
h. Adhere to the following Confidentiality and Release of Government Information provisions:
1. Classified and “No Foreign” information procedures are not relaxed for litigation or because information might be relevant to litigation.
1. Unclassified information about the services provided under this section, and the Government records involved, may be privileged and shall be treated as For Official Use Only (FOUO), until otherwise directed by the Government.
1. Information about the services provided or records involved shall not be released without prior authorization by the Contracting Officer, the Contracting Officer Representative, or the representative of the office that placed the litigation hold, or, in the case of actual litigation, an attorney representing the Government in the matter.
i. If the records involved include records on individuals, the Contractor shall also comply with the Privacy Act of 1974, Public Law 93-579, December 31, 1974 (5 U.S.C. 552a) and agency rules and regulations issued under the act as required by the Privacy Act clauses, as well as FAR 52.224-1 and 52.224-2 (April 1984).
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	ACRONYM
	DESCRIPTION

	A&E
	Architecture & Engineering

	AAR
	After Action Report

	ACL
	Access Control List

	AC&TI
	Application Compatibility & Technology Integration

	AD
	Active Directory

	AEC
	Automated Electronic Classrooms

	AES
	Advanced Encryption Standard

	AFOR
	Assumption of Full Operational Responsibility

	AHS
	Application Hosting Services

	ALPP
	Acquisition Logistics Planning Productivity

	ALT
	Alternate Logon Token 

	AMIP
	Asset Management Implementation Plan

	AMT
	Application Management Team

	ANSI
	American National Standards Institute

	APO
	Army Post Office

	ATA
	Analog Telephone Adapter

	ATC
	Authority to Connect 

	ATO
	Authority to Operate 

	BPS
	Bases, Posts, and Stations

	B1
	Boundary 1 

	B2
	Boundary 2 

	B3
	Boundary 3 

	B4
	Boundary 4 

	BAN
	Base Area Networks

	BCO
	Base Communications Office

	BIOS
	Basic Input Output System

	BOE
	Basis of Estimate

	BOM
	Bill of Materials 

	BREM
	Bremerton (Naval Base)

	BSO
	Budgeting Submission Office

	BWC
	Battle Watch Captain

	C&A
	Certification and Accreditation 

	C2
	Command and Control

	C3F
	Commander Third Fleet

	C4
	Command, Control, Communications, and Computers

	C4F
	Commander Fourth Fleet

	C10F
	Commander Tenth Fleet

	CA
	Certificate Authority

	CAC
	Common Access Card

	CAD
	Computer-Aided Design

	CADI
	Custom Active Directory Interface

	CALEA
	Communications Assistance for Law Enforcement Act

	CAP
	Computer-Electronic Accommodations Program

	CAR
	Certificate Authority Representative

	CASE
	Certification Assessment and Summary Evaluation

	CAV- ORM
	Commercial Asset Visibility - Organics Repairable Module 

	CAVWEB
	Commercial Asset Visibility Web

	CBT
	Computer-Based Training

	CCB
	Configuration Control Board

	CCDR
	Contractor Cost Data Reporting

	CDR
	Critical Design Review

	CDRL
	Contract Data Requirements List

	CDS
	Cross Domain Security  

	CHLK
	China Lake (Naval Air Weapons Station)

	CHRL
	Charleston (Naval Weapons Station)

	CI
	Configuration Item

	CIO
	Chief Information Officer

	CISO
	Command Information Security Officer

	CJCSI
	Chairman of the Joint Chiefs of Staff Instruction 

	CJCSM
	Chairman of the Joint Chief of Staff Manual

	CLEC
	Competitive Local Exchange Carrier

	CLIN
	Contract Line Item Number

	CLO
	Cryptographic Log‐On

	CM
	Configuration Management 

	CMIP
	Configuration Management Implementation Plan

	CMS
	Configuration Management System

	CND
	Computer Network Defense 

	CNDSP
	Computer Network Defense Security Provider

	CODEC
	Coder-Decoder

	COI
	Communities of Interest

	COOP
	Continuity of Operations

	COMSEC
	Communications Security

	CONUS
	Continental United States

	COP
	Common Operational Picture 

	COR
	Contracting Officer’s Representative

	CoSC
	Continuity of Services Contract

	COTS
	Commercial off the Shelf 

	CPF
	Commander Pacific Fleet

	CPMD
	Client Performance Management Database

	CPU
	Central Processing Unit

	CRAN
	Crane (Naval Surface Warfare Center)

	CSDR
	Cost and Software Data Report

	CSI
	Continual Service Improvement

	CSIP
	Continual Service Improvement Plan

	CSP
	Commercial Services Profiles

	CSR
	Certification Solution Review 

	CTO
	Communications Tasking Orders

	CTR
	Customer Technical Representative 

	CUI
	Controlled Unclassified Information

	CWBS
	Contract Work Breakdown Structure

	Cyber NetOps
	Cyber Network Operations

	3DES
	Triple Data Encryption Standard

	DAA
	Designated Approving Authority 

	DADMS
	DON Application and Database Management System

	DAR
	Data at Rest

	DCO
	Defense Connect Online

	DD/QS
	Dual Desktop/Quarantine Seats

	DDL
	Data Definition Language

	DEMIL
	Demilitarization

	DES
	Data Encryption Standard

	DFAR
	Defense Federal Acquisition Regulation Supplement

	DFC
	Direct Funded Contractor

	DH
	Department Head

	DHCP
	Dynamic Host Configuration Protocol

	DIACAP
	DoD Information Assurance Certification and Accreditation Process

	DID
	Defense in Depth

	DIP
	DIACAP Implementation Plan 

	DISA
	Defense Information Systems Agency

	DISN
	Defense Information Systems Network

	DLA
	Defense Logistics Agency

	DMDC
	Defense Manpower Data Center

	DMIP
	Data Management Implementation Plan

	DMSMS
	Diminishing Manufacturing Sources and Material Shortages

	DMZ
	Demilitarized Zone 

	DNS
	Domain Name Services

	DoD
	Department of Defense

	DoDD
	Department of Defense Directives

	DoDI
	DoD Instruction

	DON
	Department of the Navy

	DPAS
	Defense Property Accountability System

	DR
	Disaster Recovery

	DREN
	Defense Research Engineering Network

	DRP
	Disaster Recovery Plan

	DSN
	Defense Switched Network

	DSAWG
	Defense Information assurance Security Accreditation Working Group

	DSL
	Definitive Software Library 

	DSS
	Digital Signature Standard

	DSSG
	Definitive Storage System Guide

	DSTB
	Deployable Site Transport Boundary

	DT
	Developmental Testing

	DTG
	Date Time Group

	DV
	Desktop Virtualization

	DVS-G
	DISN Video Services - Global

	e-DMZ
	extended-DMZ

	eDP
	enterprise DIACAP Plan 

	EAP
	Extensible Authentication Protocol

	EBC
	Edge Boundary Controllers

	ECCB
	Enterprise Configuration Control Board 

	ECDSA
	Elliptical Curve Digital signature Algorithm

	ECR
	Electronic Classroom

	EDI-PI
	Electronic Data Interchange - Personal Identifier

	EDSS
	Engineering Design and Support Services

	EIA
	Enterprise Information Assurance

	EIAD
	Enterprise IA Directive

	EIF
	Electronic Information File

	EIT
	Electronic and Information Technology

	EKMS
	Electronic Key Management System

	EM
	Enterprise Management

	EMAIL
	Electronic Mail

	EMCON
	Emergency Condition

	ENTCAB
	Enterprise Change Advisory Board

	EO
	Executive Order

	EOL
	End-of-Life

	EOS
	End-of-Support

	EPA
	Environmental Protection Agency

	EPMD
	Enterprise Performance Management Database

	ER
	Engineering Review

	ERRP
	Enterprise Residual Risk Panel

	ES
	Enterprise Services 

	ESD
	Electronic Software Delivery

	ESDS
	Electronic Software Delivery Services

	ESOH
	Environmental Safety and Occupational Health

	ESL
	Enterprise Software License

	ESP
	Encapsulating Security Payload

	EVIP
	Executive Very Important Person

	FALN
	Fallon (Naval Air Station)

	FAM
	Functional Area Manager

	FAR
	Federal Acquisition Regulation

	FCA
	Functional Configuration Audits

	FDCC
	Federal Desktop Core Configuration

	FEDLOG
	Federal Logistics

	FIPS
	Federal Information Processing Standard 

	FISMA
	Federal Information Security Management Act 

	FLTCYBERCOM
	Fleet Cyber Command

	FLTNOC
	Fleet Network Operations Center

	FMIP
	Facility Management Implementation Plan

	FOUO
	For Official Use Only

	FPO
	Fleet Post Office

	FREP
	File Replication

	FSP
	Field Service Provider

	FTP
	File Transfer Protocol

	FTR
	Federal Telecommunications Recommendation

	FTS
	Federal Telecommunications Service

	GAL
	Global Address List

	GBIC
	Gigabit Interface Converter 

	Gbps
	Gigabits per second

	GDA
	Government Directed Action 

	GFF
	Government Furnished Facilities

	GFP
	Government Furnished Property

	GIG
	Global Information Grid 

	GO/CO
	Government Owned, Contractor Operated

	GO/GO
	Government Owned, Government Operated

	GOTS
	Government off the Shelf

	GPO
	Group Policy Objects

	GSP
	Global Services Provider

	GTSE
	Generic TXS Extension

	HAI
	Host Application Interface

	HBSS
	Host-Based Security System

	HQMC
	Headquarters Marine Corps

	HQ Web
	Headquarters Web

	HTTP
	Hypertext Transfer Protocol

	HTTPS
	Hypertext Transfer Protocol Secure

	HVAC
	Heating, Ventilation, and Air Conditioning 

	HW
	Hardware

	IA
	Information Assurance

	IAC
	Information Assurance Control

	IAM
	IA Manager

	IATC
	Interim Authority to Connect

	IATO
	Interim Authority to Operate

	IATS
	IA Tracking Status

	IATT
	Interim Authority to Test

	IAVA
	Information Assurance Vulnerability Advisory

	IAVB
	Information Assurance Vulnerability Bulletin

	IAVM
	Information Assurance Vulnerability Management

	IAWF
	IA Workforce Improvement

	ICD
	Intelligence Community Directive

	ICR
	Installation Completion Report

	ICSR
	Integrated Certification Solution Review

	ICW
	Interactive Courseware

	IdAM
	Identity and Access Management

	IDE
	Integrated Digital Environment 

	IDP
	Installation Design Plan

	IDS
	Intrusion Detection System

	IdSS
	Identity Synchronization Service

	IEC
	Inter-Exchange Carriers

	IKEv2
	Internet Key Exchange Protocol Version 2

	ILE
	Integrated Learning Environment

	ILEC
	Incumbent Local Exchanges Carrier

	IM
	Instant Messaging

	IMS
	Integrated Master Schedule

	INFOCON
	Information Operations Condition

	Inform21
	Information Management for the 21st Century

	IOPS
	Input/Output operations Per Second 

	IP
	Internet Protocol

	IPv4
	Internet Protocol version 4

	IPv6
	Internet Protocol version 6

	IPMSCG
	Identity Protection and Management Senior Coordinating Group

	IPS
	Intrusion Protection System

	ISA
	Internet Security and Acceleration Server

	iSCSI
	internet Small Computer Systems Interface

	ISD/SAT
	Instructional Systems Development/Systems Approach to Training and Education

	ISDN
	Integrated Services Digital Network

	ISDN-PRI
	Integrated Services Digital Network - Primary Rate Interface

	ISE
	Information Sharing Environment

	ISE-G
	Information Sharing Environment Guidance

	ISF Tools
	Integrated Solution Framework Tools

	ISS
	Internet Security Systems

	IT
	Information Technology

	IT-21
	Information Technology for the 21st Century

	ITSG
	Information Technology Steering Group

	ITSM
	Information Technology Service Management

	JAXS
	Jacksonville (Naval Air Station)

	JEDS
	Joint Enterprise Directory Service

	JTF-GNO
	Joint Task Force-Global Network Operations

	KVM
	Keyboard, Video or Visual display unit, and Mouse

	LAN
	Local Area Network

	LEC
	Local Exchanges Carriers

	LE/CI
	Law Enforcement and Counter Intelligence

	LDAP
	Lightweight Directory Access Protocol

	LMS
	Learning Management System

	LNSCs
	Local Network Support Centers

	LOS
	Level Of Service

	LPPG
	Logistics Process and Procedures Guide

	LPR
	Line Printer Request

	LRA
	Local Registration Authority

	LSC
	Local Session Controllers

	LUN
	Logical Unit Number 

	MAC
	Move, Add, and Change

	MAGTF
	Marine Air Ground Task Force

	MARCERT
	Marine Corps Emergency Response Team

	MCAGCC
	Marine Corps Air Ground Combat Center

	MCB
	Marine Corps Base

	MCEN
	Marine Corps Enterprise Network 

	MCIENT
	Marine Corps Information Enterprise

	MCLB
	Marine Corps Logistics Base

	MCNOSC
	Marine Corps Network Operations and Security Center

	MCRD
	Marine Corps Recruit Depot

	MCSC
	Marine Corps Systems Command

	MCU
	Multi-point Control Unit

	MDP	
	Malware Detection and Prevention 

	MECH
	Mechanicsburg (Navy Support Activity)

	MFR
	Marine Forces Reserve

	MIL-HDBK
	Military Handbook

	MILL
	Millington, Mid-South (Navy Support Activity)

	MILSTRAP
	Military Standard Transaction Reporting and Accounting Procedures

	MIP
	Mobile Information Protection

	MITSC
	Marine Air Ground Task Force IT Service Center

	MOC
	Maritime Operation Center

	MPLS
	Multi-Protocol Label Switching

	MPT&E
	Manpower, Personnel, Training & Education

	MRB
	Mobile Recruiter Build

	MSC
	Major Subordinate Command

	MUGU
	Point Mugu (Naval Base Ventura County)

	NAC
	Network Access Control

	NARA
	National Archives and Records Administration

	NAT
	Network Address Translation 

	NAVSUP
	U.S. Naval Supply Systems Command

	NAVEDTRA
	Naval Education and Training 

	NAVGIG
	Navy’s Global Information Grid

	NAVNETWARCOM
	Naval Network Warfare Command 

	NCDOC
	Navy Cyber Defense Operations Command

	NCDSO
	Navy Cross Domain Solutions Office

	NCES
	Net Centric Enterprise Services

	NCIRT
	Naval Computer Incident Response Team

	NCIS
	Naval Criminal Investigative Service

	NCR
	National Capital Region

	NCTAMS 
	Naval Computer and Telecommunications Area Master Stations

	NECO
	Navy Electronic Commerce Online

	NEN
	Naval Enterprise Networks

	NETC
	Navy Education Training Command

	NetOps
	Network Operations 

	NFPA
	National Fire Protection Association

	NGEN
	Next Generation Enterprise Network

	NIPRNet
	Non-secure Internet Protocol Router Network

	NISPOM
	National Industrial Security Program Operating Manual

	NIST
	National Institute of Standards & Technology

	NLL
	Naval Logistics Library

	NMCI
	Navy Marine Corps Intranet

	NNPDM
	Navy NGEN Process Definition Model

	NNPI
	Naval Nuclear Propulsion Information

	NNWC
	Naval Network Warfare Command

	NOATS
	Nuclear Outfitting Automated Tracking System

	NOC
	Network Operations Center 

	NORU
	Navy Recruiter Orientation Unit

	NPDM
	NGEN Process Definition Model

	NPPS
	Navy Ports, Protocols, and Services 

	NRC
	Navy Recruiting Command

	NRD
	Navy Recruiting Districts

	NRFK
	Norfolk (Naval Station)

	NRS
	Navy Recruiting Station

	NSA
	National Security Agency

	NSF
	Naval Support Facility

	NTD
	Navy Telecommunications Drive

	NTP
	Network Time Protocol

	NTSP
	Navy Training Systems Plan

	NWOR
	New Orleans East Bank (Naval Support Activity)

	OCEN
	Oceana (Naval Air Station)

	OCONUS
	Outside Continental United States

	OCSP
	Online Certificate Status Protocol

	ODAA
	Operational Designated Approving Authority

	OEM
	Original Equipment Manufacturer

	OMB
	Office of Management and Budget

	ONE-Net
	Outside Continental United States Navy Enterprise Network

	OPNAVINST
	Chief of Naval Operations Instruction

	OPSEC
	Operational Security

	OPSO
	Operations Officer

	OS
	Operating System

	OSHA
	Occupational Safety & Health Administration

	OT
	Operational Testing

	OTD
	Order to Delivery

	OTS
	One Touch Supply

	OU
	Organizational Units

	OWA
	Outlook Web Access

	PAW
	Problem Application Wrapping

	PAXR
	Patuxent River (Naval Air Station)

	PCA
	Physical Configuration Audits

	PCI
	Peripheral Component Interconnect

	PCO
	Procuring Contracting Officer

	PDA
	Personal Digital Assistant

	PDR
	Preliminary Design Review

	PEDS
	Personal Electronic Devices

	PG-10/ISI
	Product Group 10/Information Systems and Infrastructure 

	PHIL
	Philadelphia (Naval Support Activity)

	PII
	Personally Identifiable Information

	PK
	Public Key

	PKCS
	Public Key Cryptography Standard

	PKI
	Public Key Infrastructure

	PM
	Program Manager

	PM MCNIS
	Program Manager, Marine Corps Network and Infrastructure Services

	PMP
	Program Management Plan

	PMR
	Program Management Review 

	PO
	Purchase Order

	POA&M
	Plan of Action and Milestones 

	POC
	Point of Contact

	Portal HA
	Portal High Availability

	PPSM
	Ports, Protocols, and Services Management

	PRLH
	Pearl Harbor (Naval Complex)

	POR
	Programs of Record

	PPMAP
	Procurement Performance Management Assessment Program

	PPP
	Program Protection Plan 

	PPSM
	Ports, Protocols, and Services Management

	PPTAS
	Personal Property Transportation Audit System

	PSI
	Physical Site Indicator 

	PSTN
	Public Switched Telephone Network

	PTNH
	Portsmouth (Naval Shipyard)

	PTR
	Pointer Record

	PUK
	Pack-up Kits 

	PWO
	Public Works Officer

	PWS
	Performance Work Statement

	QAPs
	Quality Assurance Plans

	QASA
	Quality Assurance Self-Assessment

	QASP
	Quality Assurance Surveillance Plan

	QCP
	Quality Control Plan

	QM
	Quality Management

	QOS
	Quality of Service

	RA
	Registration Authority

	RAS
	Remote Access Services

	RAsCI
	Responsible, Accountable, supported, Consulted, Informed 

	RAID
	Redundant Array Independent Disk

	RDP
	Release and Deployment Plan

	ReMAD
	Re-Engineered Maritime Allowance Development

	RFC
	Request for Change

	RFID
	Radio Frequency Identification

	RFS
	Request for Service 

	RMA
	Records Management Application

	RMB
	Risk Management Board

	RMP
	Risk Management Plan

	RNOSC
	Regional Network Operations and Security Center

	ROM
	Rough Order of Magnitude

	RPC
	Remote Procedure Calls

	RPM
	Revoltions per Minute

	RPO
	Recovery Point Objective

	RSA
	Rivest, Shamir, & Adleman

	RTM
	Requirements Traceability Matrix

	RTO
	Recovery Time Objective

	RTOP
	Response To Operational Problem

	RTR
	Readiness to Transition Review

	S&T
	Science and Technology

	S/TEAG
	Security/Technical Enterprise Action Group

	SABRES
	Standard Accounting Budgeting and Reporting System

	SAN
	Storage Area Network

	SAS
	Serial Attached SCSI

	SATA
	Serial Advanced Technology Attachment 

	SATCOM
	Satellite Communications

	SBC
	Server Based Computing

	SBU
	Sensitive But Unclassified

	SCAM
	Security Configuration and Management

	SCM
	Security Configuration Management

	SD
	STRATCOM Directive 

	SDNI
	San Diego North Island (Naval Air Station)

	SDNS
	San Diego (Naval Station)

	SDP
	Service Delivery Point 

	SDR
	Supply Discrepancy Reporting

	SDREN
	Secret Defense Research Engineering Network

	SDS
	Systems Design Specification

	SECNAVINST
	Secretary of the Navy Instructions

	SEM
	Security Event Management 

	SEMP
	Systems Engineering Management Plan

	SES
	Senior Executive Service

	SETR
	Systems Engineering Technical Review

	SFI
	Storage Infrastructure

	SFR
	System Functional Review

	SFTP
	Secure File Transfer Program

	SHML
	Ships Hazardous Materials List

	SIM
	Security Incident Management

	SIP
	System Identification Profile 

	SIPH
	SPAWAR Shore Installation Process Handbook

	SIPRNet
	Secret Internet Protocol Router Network

	SITREPS
	Situational Reports

	SLICware®
	Systems & Logistics Integration Capability

	SLIN
	Sub-contract Line Item Notation

	SLR
	Service Level Requirement

	SME
	Subject Matter Expert

	SME PED
	Secure Multi Environment Personal Electronic Device

	SMIA
	Service Management Integration Activity

	SMTP
	Simple Mail Transfer Protocol

	SOC
	Security Operation Center 

	SOP
	Standard Operating Procedures

	SPAWAR
	Space and Naval Warfare Systems Command

	SPAWARINST
	Space and Naval Warfare Systems Command Instructions

	SPS
	Standard Procurement System

	SPSC
	Point Loma (Naval Base)

	SSAA
	System Security Authorization Agreement

	SSH
	Secure Shell

	SSL
	Secure Socket Layer

	ST&E
	Security Test and Evaluation 

	STIG
	Security Technical Implementation Guide 

	STRATCOM
	Strategic Command

	SubCA
	Subordinate Certificate Authority

	SW
	Software

	SWM
	Smart Web Move

	10th FLT
	Tenth Fleet

	T&E
	Test and Evaluation

	TCRB
	Training and Communications Review Board

	TDN
	Tactical Data Network

	TDR
	Technical Data Repository

	TECOM
	Training and Education Command

	TEDSS
	Transport Engineering Design and Support Service

	TEMP
	Test and Evaluation Master Plan

	TES
	Test and Evaluation Strategy

	TEWG
	Test and Evaluation Working Group

	TIA
	Telecommunications Industry Association

	TLS
	Transport Layer Security

	TMS
	Ticket Management System

	TNOSC
	Theater Network Operations and Security Centers

	TOC
	Total Ownership Cost

	TRIM
	Total Records and Information Management 

	TRP
	Technology Refresh Plan 

	TRR
	Test Readiness Reviews

	TRRB
	Training Requirements Review Board

	TSR
	Test Summary Report

	TXS	
	Transport Services 

	UC
	Unified Capabilities

	UCA
	Umbilical Cable Assembly

	UCDMO
	Unified Cross Domain Management Office

	UCR
	Unified Capabilities Requirements

	UII
	Unique Item Identifier

	uNNPI
	Unclassified Naval Nuclear Propulsion Information

	UPS
	Uninterruptible Power Supply

	URL
	Uniform Resource Locator

	uRAS
	Unclassified Remote Access Services

	USCC
	U.S. Cyber Command

	USCYBERCOM
	United States Cyber Command

	USFF
	United States Fleet Forces 

	USFF CLF
	United States Fleet Forces Combat Logistics Force

	USFF CNO
	United States Fleet Forces Combat Chief of Naval Operations

	USFFC
	United States Fleet Forces Command

	USGCB
	United States Government Configuration Baseline

	USMC
	United States Marine Corps

	USN
	United States Navy

	USPACOM
	United States Pacific Command

	USSTRATCOM
	United States Strategic Command

	UTNPP
	Unclassified Network Trusted Protection Policy

	V&V
	Verification and Validation

	VDI
	Virtual Desktop Infrastructure

	VIP
	Very Important Person

	VLAN
	Virtual LAN

	VoIP
	Voice over Internet Protocol

	VoSIP
	Voice over Secure Internet Protocol

	VPN
	Virtual Private Network

	VSSD
	Very Small Site Design

	VTC
	Video Teleconferencing 

	WAN
	Wide Area Networks

	WIN
	Windows Internet Naming Service

	WIPT
	Working Integrated Product Team

	WLAN
	Wireless LAN

	WNYD
	Washington Navy Yard

	WO
	Watch Officer

	XML
	Extensible Markup Language
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