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IT Service Management (ITSM) – Change Page
ITSM provides a structured approach for managing the NGEN services.  NGEN will utilize the ITIL® 2011 framework for ITSM.  The objectives of NGEN ITSM are to:
a. Provide a service delivery process framework that:
i. Provides continuity of services during the transition of NGEN.
ii. Promotes consistent delivery and management of the NGEN Services to end users.
b. Focus on the delivery of services to end users.
c. Respond to dynamic mission requirements and priorities.
d. Implement new processes and improve current processes.

The Government intends to achieve a fully developed ITSM model as outlined in the NNPDM.  

An ITSM Service Management Integration Activity (SMIA) will be conducted at the start of Phase-in to determine the integrated service management activities required of the Contractors to perform the existing processes listed in Table 3.4‑1 ITSM Processes, in a multi-Contractor environment.  

[bookmark: _Ref318091891][bookmark: _Toc324343075]Table 3.4‑1: ITSM Processes
	ITSM Processes

	Availability Management
	Access Management

	Capacity and Demand Management 
	Event Management 

	Asset Management 
	Incident Management

	Change Management
	Problem Management

	Configuration Management
	Data Management

	Release and Deployment Management
	Request Fulfillment



[bookmark: _Toc312137688]IT Service Management is a shared service.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and any other service providers to provide the common services described below.

For the assigned processes and services, the Contractors shall:
a. Conduct a SMIA to identify and address how the processes listed in Table 3.4-1 will be performed in the Government C2 and multi-Contractor environment including Government to Government, Government to Contractor, and Contractor to Contractor interactions.
i. Identify how the processes will be performed during and following the transition to NGEN with C2 and multiple Contractors.
ii. Identify how the process tasks and activities will be performed and how the inputs and outputs will be generated for each process in the C2 and multi-Contractor environment during and following transition to NGEN.
iii. Identify risks associated with each integrated process and perform a risk assessment. 
iv. Assess and recommend modified or new process performance metrics in support of the integrated processes in the C2 and multi-Contractor environment.
b. Conduct a SMIA to identify and address how services will be performed in the Government C2 and multi-Contractor environment. 
i. Identify how the service tasks and activities will be performed during and following the transition to NGEN and the impact to the Technical Baselines and Integrated Architecture in the C2 and multi-Contractor environment.
c. Document the results of the SMIA in a report. (CDRL A012 – Service Management Integration Activity Report)
d. Update and maintain the documentation for the 12 NGEN processes listed in Table 3.4-1 and associated procedures. (CDRL A058 – NGEN Process and Procedures)
i. An increment 1, initial submission is due 60 days after the completion of SMIA for Government comment and incorporates the results of the SMIA for these six processes:
a) Event Management.
b) Incident Management.
c) Request Fulfillment.
d) Change Management.
e) Configuration Management.
f) Asset Management.
ii. The increment 2, initial submission is due 120 days after completion of the SMIA for all 12 processes listed in Table 3.4-1 and includes the results of the SMIA as well as the incorporation of the Government comments from the initial submission.
iii. The next submission is due six months after AFOR for the entire network and incorporates information obtained during transition into the baseline end-to-end, detailed NGEN Process and Procesdures documents for all 12 processes listed in Table 3.4-1.
iv. The frequency is semi-annual thereafter.
e. Perform the processes listed in Table 3.4 1 as guided by the approved SMIA Report and in accordance with the ITIL® 2011 framework and the approved NGEN processes and procedures. 
f. Perform all ITSM processes in accordance with the Contractors’ Quality Management System.

The ES Contractor shall:
a. Consolidate, with input and agreement from the TXS Contractor, the SMIA Report. (CDRL A012 – Service Management Integration Activity)
b. Consolidate, with input and agreement from the TXS Contractor, the documentation for the NGEN processes listed in Table 3.4-1 and associated procedures. (CDRL A058 – NGEN Process and Procedures)

The TXS Contractor shall:
a. Provide input and agreement on the SMIA Report. (CDRL A012 – Service Management Integration Activity Report) 
b. Provide input to the ES Contractor on the documentation of the NGEN processes listed in Table 3.4-1 and associated procedures. (CDRL A058 – NGEN Process and Procedures)
[bookmark: _Toc305094613]
3.3.1 [bookmark: _Toc326219822]NGEN ITSM Processes
NGEN ITSM Processes is a shared service.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and any other service providers to provide the common services described below.

The Contractors shall meet with the Government as required to resolve or respond to network events, incidents, problems, and any other operational issues.

3.3.1.1 [bookmark: _Toc326219823]Availability Management
Availability Management provides a framework to address the availability of services and infrastructures to meet mission needs in a cost effective manner.

The Contractors shall:
a. Execute Availability Management.
b. Conduct availability trend analysis of assigned systems and services against established thresholds and include the outcome of this analysis and recommendations in the Monthly Status Report, and depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material) 
c. Analyze and refine, as required, assigned NGEN service and component availability metrics and associated measurements.

In addition to the above, the ES Contractor shall consolidate, with input and agreement from the TXS Contractor, the availability trend analysis and recommendations.

3.3.1.2 [bookmark: _Toc313799132][bookmark: _Toc313819319][bookmark: _Toc298604124][bookmark: _Toc298162365][bookmark: _Toc299281848][bookmark: _Toc326219824]Capacity and Demand Management 
Capacity Management addresses the capacity and performance of IT services and systems to meet the current and future business requirements in the most cost-effective and timely manner.  The objectives of Capacity Management are to optimize performance and efficiency as well as provide information to plan for and justify financial investments.  Demand Management provides a decision making and analysis framework that utilizes available capacity, mission, and business data to assess demand for services.

For the assigned services and systems, the Contractors shall:
a. Develop and implement a NGEN Capacity and Demand Management Plan in coordination with the Government and other NGEN providers (i.e., DISA). (CDRL A040 – Capacity and Demand Management Plan)
b. Identify and analyze NGEN service and component capacity and demand requirements and refine existing metrics and measurements to further implement capacity and demand management.  
c. Perform capacity and demand management in accordance with the NGEN Capacity and Demand Management Plan. 
d. Provide the capability to monitor the capacity and demand metrics identified in the NGEN Capacity and Demand Management Plan and incorporate into the EPMD and CPMD.
e. Monitor, document, report, and track violations to the capacity metrics.
f. Determine in collaboration with NGEN operations, engineering, and service providers, service modifications that optimize the use of the existing infrastructure. 
g. Document and assess the current and future demands for services and computing resources as well as future plans for workload growth in the TRP. (CDRL A027 – Technology Refresh Plan) 
0. Document influences and projections on demand for computer and network resources.
0. Incorporate capacity and demand engineering services into the requirements and design activities of new and modified services.  Analyze measurement data to include the impact of new releases on capacity.
h. Collect and analyze capacity and demand information and include in the Monthly Status Report, and depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
0. Capacity threshold violations. 
0. Service and system capacity trend analysis.

In addition to the above, the ES Contractor shall:
a. Establish and implement, in collaboration with the Government, a system and tools to electronically capture, model, and readily generate tailored reports on the capacity of and demand for services and systems.  The Government will verify and validate the model.
b. Consolidate, with input from the TXS Contractor, capacity threshold violations as well as service and system capacity trend analysis in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

In addition to the above, the TXS Contractor shall provide input on the current and future demands for services and computing resources and future plans for workload growth to the ES Contractor to include in the Monthly Status Report, and depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

3.3.1.3 [bookmark: _Toc299281852][bookmark: _Toc326219825]Asset Management 
Asset Management is the identification, tracking, control, and accounting of assets (HW and SW) throughout the assets’ life cycle to provide operational and cost visibility.

For the assigned services and systems, the Contractors shall:
a. Develop an AMIP for submittal to and approval by the Government. (CDRL A029 – Asset Management Implementation Plan)
b. Manage all assets within the NGEN environment in accordance with the approved AMIP and CMIP.  
c. Maintain asset data within the NGEN CMS in accordance with the approved AMIP and CMIP.
i. Mark and report all assets procured for the Government in accordance with the below sub-paragraphs.  Affix Item Unique Identifier (IUID) tags to all new assets prior to shipment for Government receipt.
a) Defense Federal Acquisition Regulation Supplement (DFARS) Clauses 252.211-7003 and 252.211-7007. 
b) DoDI 5000.64, Accountability and Management of DoD Equipment and Other Accountable Property, May 19, 2011.  
c) MIL-STD-130N, DoD Standard Practice Identification Marking of US Military Property, December 17, 2007. 
ii. Affix IUID tags to all existing GFP by the completion of Phase-in Transition Services. 
d. Perform physical asset audits to validate inventory in accordance with DoDI 5000.64, Accountability and Management of DoD Equipment and Other Accountable Property, May 19, 2011. For large sites, perform physical asset audits at a minimum of every three years.  For NOCs, large server farms, and other classified or sensitive property perform physical asset audits annually.  Sampling methods may be used where appropriate, provided they achieve statistically valid results.  Sampling methods may not be used for classified or sensitive property. (CDRL A041 - Asset Audit Report)
i. A 98% physical accuracy rate for unclassified, and a 100% physical accuracy rate for classified or sensitive property must be achieved and maintained.
e. Perform monthly virtual asset audits for all sites to validate inventory accuracy. (CDRL A041 – Asset Audit Report)
f. Perform root cause analysis and remediation of inaccurate inventory.  Include the analysis and remediation in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 - Presentation Material)  
g. Manage and track all SW licenses required to operate and maintain the network and support the delivery of end user services in accordance with the AMIP.  This includes SW licenses provided by the Contractor, procured for the Government, and provided by the Government as GFP.  The existing SW licenses are provided in the CoSC Master SW List document, listed as Attachment 18 in Section J of the contract.
h. Support monthly Asset Management meetings. 
i. Prepare a meeting agenda for submittal to the Government. (CDRL A001 – Meeting Agenda)
ii. Prepare presentation material, based upon the agreed agenda, for submittal to the Government. (CDRL A002 – Presentation Material)
iii. Designate the appropriate SMEs to attend the meetings and address agenda items.
iv. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)

In addition to the above, the ES Contractor shall: 
a. Consolidate and provide an integrated AMIP, with input and agreement from the TXS Contractor, to the Government for approval. (CDRL A029 – Asset Management Implementation Plan)
b. Upload and maintain the following asset information to the Defense Property Accountability System (DPAS).  Entry is via Wide Area Workflow.
i. Stock Number.
ii. Acquisition Cost.
iii. Acquisition Date.
iv. Local Receipt Date.
v. Original in Service Date.
vi. Asset Status.
vii. Asset Pilferable (selected).
viii. Manufacturer’s Name.
ix. Manufacturer’s Model Number.
x. Manufacturer’s Part Number.
xi. Manufacturer’s Year (year manufactured).
xii. Unique Item Identifier (UII) Status Code.
xiii. Inventory by Serial Number (selected).
xiv. Custodian.
xv. Unit Identification Code (UIC) .
xvi. Site Code.
xvii. Building.
xviii. Location.
xix. Asset ID.
xx. Serial Number. 
xxi. Vendor or Purchase Order (PO) Number.
xxii. Warranty Start.
xxiii. Warranty Finish.
c. Provide access to the Government to perform audits and inspections. 
d. Provide the Government an integrated, enterprise-level view of all assets in the NGEN CMS.
e. Consolidate, with input and agreement from the TXS Contractor, root cause analysis and remediation of inaccurate inventory and include in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 - Presentation Material)
f. Consolidate the meeting agenda, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A001 – Meeting Agenda)
g. Consolidate presentation material, with input and agreement from the TXS Contractor, and submit to the Government. (CDRL A002 – Presentation Material)
h. Consolidate meeting minutes and the status of action items, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A003 – Meeting Minutes)

In addition to the above, the TXS Contractor shall:
a. Provide input on the AMIP to the ES Contractor for submittal to the Government. (CDRL A029 – Asset Management Implementation Plan) 
b. Provide the ES Contractor input on root cause analysis and remediation of inaccurate inventory.
c. Provide input on the meeting agenda to the ES Contractor for consolidation. (CDRL A001 – Meeting Agenda)
d. Provide the TXS presentation material to the ES Contractor for consolidation. (CDRL A002 – Presentation Material)
e. Provide input on the meeting minutes and the status of action items to the ES Contractor for consolidation. (CDRL A003 – Meeting Minutes)

3.3.1.4 [bookmark: _Toc298604128][bookmark: _Toc299281854][bookmark: _Toc326219826]Change Management
Change Management enables beneficial changes, with minimum disruption to IT services, by ensuring changes are recorded, evaluated, authorized, prioritized, planned, tested, implemented, documented, and reviewed in a controlled manner.  The following Class I and Class II HW and SW definitions of change are based on MIL-HDBK-61A (SE), Military Handbook: Configuration Management Guidance, 7 February 2001, Appendix A, Activity Guide: Table A-3:
a. Class I - HW Changes
i. Class I HW Level I - includes changes to form, fit, and function, new installations, and major infrastructure changes and upgrades. 
ii. Class I HW Level II - includes insertion of technologies and infrastructure which alter (e.g., HW configuration, network connectivity, and bandwidth).
b. Class I – SW Changes
i. Class I SW Level I - not applicable.
ii. Class I SW Level II – includes changes which alter (e.g., HW configuration, network connectivity, and bandwidth).
c. Class II – HW Changes
i. Class II HW Level I – includes (e.g., LAN drops, switch replacement, and minor network HW insertion of similar or identical capacity). 
d. Class II – SW Changes
i. Class II SW Level I - not applicable.
ii. Class II SW Level II - activities that do not alter (e.g., the existing HW configuration, network connectivity, and bandwidth). 

For the assigned services and systems, the Contractors shall:
1. Execute Change Management in accordance with the approved CMIP and SEMP.
i. Maintain and provide to the Government a list of names and roles of the systems administrators assigned to execute change activities. 
ii. Develop RFCs for all changes.  As part of the RFC, document the impact of the proposed changes to the Technical Baselines, SLRs, and Integrated Architecture Products. (CDRL A015 – Request for Change) 
iii. Conduct and report configuration testing on all modifications made to equipment including technology refresh. (CDRL A020 – Test Plan, CDRL A021 – Test Procedures, and CDRL A022 – Test Report)
iv. Develop the change and remediation plan for all changes in accordance with the SEMP and the CMIP.
v. Develop and submit for Government approval draft change communications, including expected service impacts, for all scheduled maintenance or change events, no later than ten business days in advance of the event.
vi. Dispatch communications, upon Government approval, to impacted users no later than two business days prior to the commencement of the maintenance or change event.
vii. Update technical documentation to include the impacted Technical Baselines and Integrated Architecture Products. (CDRL A018 – Technical Baseline Documents and CDRL A016 – Integrated Architecture Products)
viii. Provide installation documentation as described in Section 3.5.1 Installation Support and a BOM. (CDRL A019 – Installation Technical Documentation and Plans)
ix. Provide the DIACAP Package. (CDRL A023 – DoD Information Assurance Certification and Accreditation Process Package)
x. Comply with DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003 for all proposed COTS IA and IA enabled products.
xi. Provide test plans and test procedures. (CDRL A020 – Test Plan and CDRL A021 – Test Procedures)
xii. Test the change and remediation plan and report results. (CDRL A022 – Test Report) 
xiii. Implement the change.
xiv. Report unsuccessful changes and apply remediation as required. 
xv. Establish, maintain, and promulgate change schedules containing details of the approved changes and their proposed deployment dates.  Use the schedules of change as the basis for planning the deployment of releases. 

In addition to the above, the ES Contractor shall: 
a. Consolidate all material for the ECCB meetings with input and agreement from the TXS Contractor.
b. Document, deliver, and manage, with input and agreement from the TXS Contractor, all RFCs, DIACAP Packages, BOMs, installation documentation as described in Section 3.5.1 Installation Support, test plans, test procedures, test reports, and associated change documentation inputs and agreement from the TXS Contractor. (CDRL A015 - Request for Change, CDRL A023 – DoD Information Assurance Certification and Accreditation Process Package, CDRL A019 – Installation Technical Documentation and Plans, CDRL A020 – Test Plan, CDRL A021 – Test Procedures, and CDRL A022 – Test Report)
c. Provide a web accessible change documentation library that contains in development, requested, planned, in progress, and completed RFCs.  Provide and manage access to the change documentation library as directed by the Government.

In addition to the above, the TXS Contractor shall: 
a. Provide input to the ES Contractor for the ECCB meetings.
b. Provide inputs to the ES Contractor for all RFCs, DIACAP Packages, BOMs, installation documentation as described in Section 3.5.1 Installation Support, test plans, test procedures, test reports, and associated change documentation inputs and agreement from the TXS Contractor. (CDRL A015 - Request for Change, CDRL A023 – DoD Information Assurance Certification and Accreditation Process Package, CDRL A019 – Installation Technical Documentation and Plans, CDRL A020 – Test Plan, CDRL A021 – Test Procedures, and CDRL A022 – Test Report)

3.3.1.5 [bookmark: _Toc299281853][bookmark: _Toc326219827]Configuration Management (CM)
For the assigned services and systems, the Contractors shall:
a. Develop a CMIP for submittal to and approval by the Government. (CDRL A042 – Configuration Management Implementation Plan)
b. Execute CM in accordance with the CMIP. 
c. Provide CM of the CIs as identified in the NGEN Configuration Items document, listed as Attachment 14 in Section J of the contract.
d. Propose for Government approval additional CIs and the mechanisms for auto-discovery. 
e. Maintain and update the Technical Baselines and associated Integrated Architecture Products. (CDRL A016 – Integrated Architecture Products, CDRL A018 – Technical Baseline Documents)
f. Audit the CM activities and generate self-audit reports.  Include a synopsis of the self-audit reports in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 - Presentation Material)  
g. Prepare, document, categorize, track, and monitor systems configuration for audit and forensic investigations in the federated NGEN CMS.  The CMS will be included as part of the Integrated Digital Environment (IDE).  The CMS for NGEN is the tools and databases used to manage configuration data for NGEN infrastructure assets from design to retirement.  Information pertaining to the NGEN CIs is provided in the NGEN CIs listed as Attachment 14 in Section J of the contract.  The CMS tools collect, store, manage, update, and present data about all CIs including the relationships between CIs.  
h. Perform annual configuration audits to validate the system is accurately represented in the NGEN Technical Baselines, Integrated Architecture Products, and design and installation documentation. (CDRL A043 – Configuration Audit Report)

In addition to the above, the ES Contractor shall: 
a. Consolidate and provide an integrated CMIP, with input and agreement from the TXS Contractor, for approval by the Government. (CDRL A042 – Configuration Management Implementation Plan) 
b. Provide, operate, and maintain the NGEN CMS.  
i. Provide system administration for the NGEN CMS.   
ii. Provide regular updates of configuration records. 
iii. Maintain all change records for CIs in the CMS and communicate the status of all changes to the Government or authorized designee.
iv. Perform weekly exception reporting and resolve issues.
v. Provide the ability for and allow the Government to generate tailored reports on CIs. 
vi. Provide other NGEN service providers and the Government access to the CMS as required.
c. Consolidate, with input and agreement from the TXS Contractor, the synopsis of the self-audit reports in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 - Presentation Material)
d. Consolidate, with input and agreement from the TXS Contractor, the Configuration Audit Report. (CDRL A043 – Configuration Audit Report)

In addition to the above, the TXS Contractor shall:
a. Provide input on the CMIP to the ES Contractor for submittal to the Government. (CDRL A042 – Configuration Management Implementation Plan)
b. Provide a synopsis of the TXS self-audit reports to the ES Contractor for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 - Monthly Status Report and CDRL A002 - Presentation Material)  
c. Provide input on the Configuration Audit Report to the ES Contractor for submittal to the Government. (CDRL A043 – Configuration Audit Report) 

3.3.1.6 [bookmark: _Toc298604129][bookmark: _Toc298162369][bookmark: _Toc299281855][bookmark: _Toc326219828]Release and Deployment Management 
Release and Deployment Management provides life cycle management to support the development, deployment, and reporting of service installation including HW and SW releases. 
 	
For the assigned services and systems, the Contractors shall:  
a. Execute Release and Deployment Management.
b. Provide and update the NGEN Enterprise Release Schedule inputs: (CDRL A006 – Integrated Master Schedule)
i. Planned Technology Refresh and Modernization activities.
ii. Quarterly Core Build SW releases.
iii. New installations and service upgrades including MACs.
iv. HW and SW release packages based on GDA, IAVM, and NGEN incidents.
c. Provide Certification Assessment Summary Evaluation Information for all approved changes and present at the ECCB to determine if a RDP is required. (CDRL A044 – Certification Assessment Summary Evaluation Information)
d. Develop RDP inputs for all approved Class I and other changes as directed by the ECCB. (CDRL A028 - Release and Deployment Plan) 
e. Develop installation documentation in accordance with Section 3.5.1 Installation Support. 
f. Install and test release components.
i. Conduct installations in accordance with Section 3.5.1 Installation Support.
ii. Conduct and report completion of required operational verification release testing. 
a) Develop and submit test procedures for Government approval prior to testing. (CDRL A021 – Test Procedures)  
b) Develop and submit a test report to the Government following the test. (CDRL A022 – Test Report)
iii. Provide for the receipt, warehousing, distribution, and installation of release HW in accordance with the AMIP. (CDRL A029 – Asset Management Implementation Plan)
iv. Document asset and configuration changes in accordance with the CMIP.
v. Conduct a post implementation review.

In addition to the above, the ES Contractor shall: 
a. Consolidate the NGEN enterprise release schedule with input and agreement from the TXS Contractor. (CDRL A006 – Integrated Master Schedule)
b. Develop a consolidated RDP for Class I changes as directed by the ECCB with inputs and agreement from the TXS Contractor. (CDRL A028 - Release and Deployment Plan) 
i. Present new consolidated RDPs for ECCB consideration at the ECCB meetings.	
c. Present status of proposed deployments at the ECCB meetings.	
d. Consolidate, with input and agreement from the TXS Contractor, the status and progress of the Contractors’ RDPs for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 - Presentation Material) 

In addition to the above, the TXS Contractor shall: 
a. Provide input on the NGEN enterprise release schedule to the ES Contractor. (CDRL A006 – Integrated Master Schedule)
b. Provide input on the RDPs for Class I changes to the ES Contractor. (CDRL A028 - Release and Deployment Plan) 
i. Present new consolidated RDPs for ECCB consideration at the ECCB meetings.
c. Support the ES Contractor in presenting the status of proposed deployments at the ECCB meetings.
d. Provide the ES Contractor input on the status and progress of the Contractors’ RDPs for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

3.3.1.7 [bookmark: _Toc298604134][bookmark: _Toc299281860][bookmark: _Toc326219829]Access Management 
Access Management supports user requests for access to entitled services.  

The Contractors shall execute Access Management.

The ES Contractor shall:
a. Evaluate and verify access requests in accordance with Government policies identified in Table 2.1‑2.
b. Coordinate access requests that involve TXS components with the TXS Contractor. 
c. Maintain, verify, and validate user credentials. 
d. Provide and maintain access rights.
e. Monitor and manage access activities.
f. Notify the Government when access to services or systems is suspected of being compromised.
g. Report the total access requests in the Monthly Status Report, and depending upon the agenda, the PMR presentation.  The Monthly Status Report includes (e.g., a graphical presentation of the total number of access requests processed, including the number revoked, for the current reporting period and each of the five previous reporting periods). (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

The TXS Contractor shall execute access requests that involve TXS components in coordination with the ES Contractor.

3.3.1.8 [bookmark: _Toc298604132][bookmark: _Toc298162383][bookmark: _Toc299281858][bookmark: _Toc326219830]Event Management 
Event Management is the collection, collation, filtering, categorization, and response to NGEN service and system events.  Event is any detectable or discernible occurrence that has significance for the management of the IT infrastructure or the delivery of an IT service.

For the assigned services and systems, the Contractors shall:
a. Execute Event Management.
b. Collect, monitor, detect, assess, display, correlate, and respond to events. 
c. Provide near real-time situational awareness of events (e.g., the status and impact on NGEN systems, IT services, and Navy operations). 
i. Notify the NETWARCOM Battlewatch Captain when an event occurs meeting the Commander’s Critical Information Requirements (CCIRs).

In addition to the above, the ES Contractor shall:
a. Provide and manage access to the NGEN Event Management tools to support the execution of Event Management.
b. Consolidate and provide near real-time integrated situational awareness (e.g., ES, TXS, DISA, and other service providers) of events (e.g., the status and impact on NGEN systems, IT services, and Navy operations) with inputs and agreement from the TXS Contractor.
c. Publish Event Management correlated data from the NGEN Event Management tools in accordance with the Navy Enterprise Services Profile, Network Operations Network and Systems Management, v1.0, December 16, 2010. 
d. Provide, with input and agreement from the TXS Contractor, a consolidated status on Event Management in the Monthly Status Report and, depending upon the agenda, the PMR presentation.  The Monthly Status Report includes  (e.g.,): 
i. Graphical presentation of the total number of events processed for the current reporting period and each of the five previous reporting periods.
ii. Summary of the event triggers that resulted in incidents for the current reporting period and each of the five previous reporting periods.
iii. Problems nominated as a result of events.  
Include further breakouts of the monthly status information in the report (e.g., AHS, COIs, Echelon II Commands, and Legacy Services). (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material) 

In addition to the above, the TXS Contractor shall:
a. Provide the ES Contractor with input on Event Management that involved the TXS Contractor for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
b. Coordinate with the ES Contractor to gain access and appropriate administrative rights to the NGEN Event Management tools to execute Event Management.

3.3.1.9 [bookmark: _Toc298604133][bookmark: _Toc298162382][bookmark: _Toc299281859][bookmark: _Toc326219831]Incident Management 
Incident Management is the documentation, tracking, and mitigation of incidents to return to normal service operation of the network and minimize adverse impact on mission operations.  
An Incident is defined as an unplanned service disruption or degradation.

The Contractors shall.
a. Execute Incident Management.
b. Provide near real-time situational awareness of incidents (e.g., the status and impact on NGEN systems, IT services, and Navy operations). 
i. Notify the NETWARCOM Battlewatch Captain when an incident occurs that meets the CCIRs.

The ES Contractor shall: 
a. Provide and manage access to the NGEN Incident Management tools to support the execution of Incident Management.
b. Manage the resolution of all NGEN IT incidents.
i. Provide near-real time status of all NGEN IT incidents. 
ii. Log, categorize, prioritize, allocate, track, and escalate incidents.
a) Correlate and reconcile end user and infrastructure incidents into a single source incident repository. 
b) Conduct an initial analysis of incidents and escalate to the appropriate service provider.
c) Take the necessary actions to resolve and restore services necessary to meet or exceed the performance requirements in the NGEN Service Level Requirements document, listed as Attachment 13 in Section J of the contract.  
iii. Provide, with input and agreement from the TXS Contractor, a consolidated status on Incident Management in the Monthly Status Report, and depending upon the agenda, the PMR presentation.  The Monthly Status Report includes (e.g.):  
a) Graphical presentation of the total number and type of incidents processed and outstanding for the current reporting period and each of the five previous reporting periods.
b) Problems nominated as a result of incidents.  
Include further breakouts of this information in the report (e.g., AHS, COIs, Echelon II Commands, and Legacy Services). (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

The TXS Contractor shall:
a. Coordinate with the ES Contractor to gain access and appropriate administrative rights to the NGEN Incident Management tools to execute Incident Management.
b. Manage the resolution of assigned NGEN IT incidents.
i. Provide TXS input into near-real time status tool for all assigned NGEN incidents. 
ii. Track and resolve assigned incidents:
a) Provide recommended prioritization of physical infrastructure and IT service incidents based on the Navy mission and operational impact.
b) Close all assigned incidents.
c. Provide the ES Contractor with input on Incident Management that involved the TXS Contractor for inclusion in the Monthly Status Report and, depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)

3.3.1.10 [bookmark: _Toc298604135][bookmark: _Toc298162384][bookmark: _Toc299281861][bookmark: _Toc326219832]Problem Management 
Problem Management provides a framework to troubleshoot, trend, diagnose, and analyze root cause.  Problem Management identifies similar incidents that are grouped into “problems” and initiates RFCs when appropriate, to eliminate the known error from the environment.  A Problem is one or more incidents that cause a service interruption.

For the assigned services and systems, the Contractors shall:
a. Execute Problem Management
b. Identify, monitor, diagnose, mitigate, and report problems.
i. Perform pro-active problem management on event and incident data.
ii. Perform reactive problem management on availability, capacity and demand, event, incident, and Government provided data.    
iii. Establish and track problem records in the Problem Management tracking tool to relate incident or event data and document problem artifacts.
iv. Identify underlying root cause of assigned problems.  Notify the Government via email within one business day when a root cause is uploaded to the Problem Management tracking tool.
v. Develop workarounds and create known error records within the Problem Management tracking tool, if applicable.  Include the following information within the error records: 
a) Clear, concise problem statement.
b) Basis for root cause investigation.
c) Process (incident, event, or Government) from which the problem originated.
d) Significance of the problem and related effects.
e) Extent of the problem.
f) Timeframe of the problem, where possible.
g) Detailed explanation of problem solutions. 
vi. Find or create a problem solution.
vii. Determine resolution and assist in planning and generating RFC(s), as required, to resolve problem. (CDRL A015 – Request for Change)
viii. Recommend to the Government convening joint service provider resolution sessions to resolve problems. 
c. Implement approved problem solutions.
d. Participate in approximately three Major Problem Review meetings annually.  Major Problem Review meetings are scheduled for problems large in scope, size, and severity; and, the problems affect a large user population (>20,000 NIPR and >2,000 SIPR end users).
i. Prepare a meeting agenda for submittal to the Government. (CDRL A001 – Meeting Agenda)
ii. Prepare presentation material, based upon the agreed agenda, for submittal to the Government. (CDRL A002 – Presentation Material)
iii. Designate the appropriate SMEs to attend the meetings and address agenda items.
iv. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)

In addition to the above, the ES Contractor shall:
a. Provide and manage access to the Problem Management tools to support the execution of Problem Management.
b. Record and provide near real time information on all NGEN problems.
c. Assist the Government in prioritizing problems. 
d. Recommend allocation of problems to the appropriate service provider or Government entity.
e. Provide, with input and agreement from the TXS Contractor, problem solutions and implementation plans.  
f. Track resolution of NGEN problems. 
g. Provide, with input and agreement from the TXS Contractor, a consolidated status on Problem Management in the Monthly Status Report, and depending upon the agenda, the PMR presentation.  The Monthly Status Report includes (e.g., ): 
i. Graphical presentation of the total number and type of problems processed and open with disposition for the current reporting period and each of the five previous reporting periods.
ii. Matrix that identifies the relationship between events, incidents, and problems.  
Include further breakouts of this information in the report (e.g., AHS, COIs, Echelon II Commands, and Legacy Services). (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
h. Consolidate, with input and agreement from the TXS Contractor, the Major Problem Review meeting agenda for submittal to the Government. (CDRL A001 – Meeting Agenda)
i. Consolidate, with input and agreement from the TXS Contractor, the Major Problem Review presentation material, for submittal to the Government. (CDRL A002 – Presentation Material)
j. Consolidate, with input and agreement from the TXS Contractor, the Major Problem Review meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)
k. Prepare an Executive Summary for each major Problem Review, to include: (CDRL A032 - Technical Report) 
i. Brief Description of the Problem.
ii. Customer(s) Impact.
iii. Key Findings.
iv. Initiating Root Cause.
v. Contributory Causes.
vi. Key Actions to Eliminate.
vii. Lessons Learned.

In addition to the above, the TXS Contractor shall:
a. Track resolution of assigned TXS problems.
b. Provide to the ES Contractor input on problem solutions and implementation plans.  
c. Provide the ES Contractor with input on Problem Management that involved the TXS Contractor for inclusion in the Monthly Status Report, and depending upon the agenda, the PMR presentation. (CDRL A010 – Monthly Status Report and CDRL A002 – Presentation Material)
d. Provide the ES Contractor input on the Major Problem Review meeting agenda. (CDRL A001 – Meeting Agenda)
e. Provide the ES Contractor input on the Major Problem Review presentation material. (CDRL A002 – Presentation Material)
f. Provide the ES Contractor input on the Major Problem Review meeting minutes. (CDRL A003 – Meeting Minutes)
g. Coordinate with the ES Contractor to gain access and appropriate administrative rights to the Problem Management tools to execute Problem Management.

3.3.1.11 [bookmark: _Toc326219833]Data Management
Data Management includes capturing, maintaining, managing, aligning, exporting, and sharing data required to manage, design, build, deploy, operate, and deliver IT services.  The Government intends to manage NGEN data within an IDE.  The IDE will be a physically distributed, logically linked data structure, and tools required for the collection and use of service, process, and support data for NGEN.  The IDE will be used simultaneously by the Government and Contractor personnel in near real time to manage the program and operate and maintain the network.  The existing data environment consists of: 1) multiple federated CM databases; 2) multiple asset management databases; 3) Definitive Solution Library; 4) technical and non-technical (e.g., facilities, processes, and performance) data repositories; 5) service management databases; 6) IA logging; and, 7) other miscellaneous data.  This information is primarily on servers and other storage devices located in the Norfolk and San Diego NOCs.  The current tools used are identified in the CoSC Master Software List document, listed as Attachment 18 in Section J of the contract.

For the assigned services and systems, the Contractors shall:
a. Develop for submittal the Data Management Implementation Plan (DMIP). (CDRL A045 - Data Management Implementation Plan) 
b. Execute Data Management in accordance with the DMIP.
c. Maintain a comprehensive list of NGEN data structures, sources, categorizations, and formats.
d. Support monthly Data Management meetings. 
i. Prepare a meeting agenda for submittal to the Government. (CDRL A001 – Meeting Agenda)
ii. Prepare presentation material, based upon the agreed agenda, for submittal to the Government. (CDRL A002 – Presentation Material)
iii. Designate the appropriate SMEs to attend the meetings and address agenda items.
iv. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)

The ES Contractor shall:	
a. Consolidate and submit, with input and agreement from the TXS Contractor, the DMIP. (CDRL A045 – Data Management Implementation Plan) 
b. Consolidate, with input and agreement from the TXS Contractor, a comprehensive list of NGEN data structure, sources, categorizations, and formats.
c. Operate and maintain Data Management capabilities (processes, procedures, and tools) to create, receive, validate, maintain, catalog, store, update, and retrieve data in accordance with the DMIP.
d. Establish and maintain an electronic Records Management Application (RMA) that complies with DoD 5015.02-STD, Electronic Records Management Software Applications Design Criteria Standard, April 25, 2007. 
e. Implement electronic records management in accordance with: 1) DoD 5015.02-STD, Electronic Records Management Software Applications Design Criteria Standard, April 25, 2007; and, 2) DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003.
f. Provide data feeds to and extrapolate data from the data environment. 
g. Operate and sustain data environment.
i. Maintain existing taxonomy and metadata standards. 
ii. Provide access and SME support for the Government to perform audits on the integrity of the data environment. 
iii. Process requests for user access to the data environment and provide system administration and support of data management tools by assigning rights based on roles and responsibilities.
h. Provide and support continual process and product improvements to Data Management.   
i. Consolidate the meeting agenda, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A001 – Meeting Agenda)
j. Consolidate presentation material, with input and agreement from the TXS Contractor, and submit to the Government. (CDRL A002 – Presentation Material)
k. Consolidate meeting minutes and the status of action items, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A003 – Meeting Minutes)

The TXS Contractor shall: 
a. Provide input on the DMIP to the ES Contractor for submittal to the Government. (CDRL A045 - Data Management Implementation Plan)
b. Provide a comprehensive list of NGEN data, sources, categorizations, and formats to the ES Contractor to maintain a consolidated list. 
c. Provide input on the meeting agenda to the ES Contractor for consolidation. (CDRL A001 – Meeting Agenda)
d. Provide the TXS presentation material to the ES Contractor for consolidation. (CDRL A002– Presentation Material)
e. Provide input on the meeting minutes and the status of action items to the ES Contractor for consolidation. (CDRL A003 – Meeting Minutes)

3.3.1.12 Request Fulfillment
Request Fulfillment is the responsibility for managing the life cycle of all service requests from the users. 

For the assigned services and systems, the Contractors shall execute Request Fulfillment in accordance with Section 3.3.2.3 Service Order Management and Section 3.3.17 Service Desk Services.



