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1 INTRODUCTION

1.1 Scope
Program Executive Office, Littoral Mine Warfare, Maritime Surveillance Program Office PMS 485 whereon referenced to as "PMS 485" is acquiring program management; engineering and development of Integrated Common Processor (ICP) software;  engineering and support services for ICP ship and shore system hardware procurement, integration, Manassas Alpha Lab testing, installation at operational sites, acceptance testing at operational sites; and Integrated Logistics Support to include supply support, training, technical documentation development, and Reliability, Maintenance, and Availability (RMA) engineering and support.

Performance of the work will be subject to specific information identified in Task Orders (TOs) and Delivery Orders (DOs) issued in accordance with the Special Contract Requirements.

This Statement of Work (SOW) defines the scope of required contractor efforts for software development, maintenance and production; hardware procurement, integration, and testing; and Integrated Logistics Support (ILS) for specific sites and platforms.  These will include:
a) Program Management to include single point of contact for PMS 485 interface, communication, and technical guidance; Financial management for generation of monthly fund and man-hour expenditure reports; and Data management program.

b) Design of ICP software and hardware architecture upgrades for specific sites and operational platforms.

c) Software development, production, test, installation and configuration management.

d) ILS to include Training Support with development/update of training documentation, supply support, maintenance and repair program, support and test equipment, technical data, and software support activity.

e) System and Hardware Production for specific sites and platforms to include system production integration and assembly, Manassas Alpha Lab testing, ship and shore installation and testing, and configuration management.

f) Common Processor Technology Refreshment to ensure CFE systems are not technologically obsolete at final installation and acceptance.
g) Provide post installation software maintenance for all sites and platforms
1.2 Background
Under N00039-06-C-0001 contract, PMS 485 initiated the ICP program to provide a common Integrated Undersea Surveillance Systems (IUSS) signal processing and display system software and hardware suite for Surveillance Towed Array Sensor System (SURTASS) ships and IUSS shore sites.  This effort consolidated independent, unique SURTASS and Fixed Surveillance System (FSS) architectures into a single Maritime Surveillance System (MSS) ICP.  ICP has been successfully installed at Naval Ocean Processing Facility (NOPF) Whidbey Island, the NOPF Whidbey Island Trainer, United States Naval Ship (USNS) ABLE (T20) and USNS EFFECTIVE (T21) on the existing contract.  Efforts are underway to install ICP systems at NOPF Dam Neck to support the remoting of Joint Maritime Facility (JMF) sensors in May 2009.  Also underway are efforts to begin the ICP installation for USNS IMPECCABLE (T23) in August and September 2009.

ICP leverages the technology contained within the SURTASS and submarine Acoustic Rapid COTS Insertion (ARCI) program, as well as within the FSS Shore Segment Information Processing System / Surveillance Direction System (SSIPS/SDS) program.

This procurement is a follow on to the N00039-06-C-0001 contract and will continue design, development, production, installation, training, maintenance and technology refresh of the ICP for all IUSS Ship and Shore locations through the ordering period.
1.3 Technical Instructions
Specific technical Instructions under this contract will be provided for through the issuance of task and delivery orders, which will contain task order specific SOWs and CDRLs.  
2 APPLICABLE DOCUMENTS - REFERENCES

For engineering and support services requirements, specific data to be furnished by PMS 485 to the contractor will be identified on each TO.

For production requirements, the following documents are referenced for use as guidance in performing the work specified herein.
The following documents are listed here for reference and form a part of this document to the extent specified herein.  In the event of conflict between the documents referenced herein and the contents of the document, the contents of this document will be considered a superseding requirement.

2.1 Military Specifications
	MIL Specification #
	Title
	Date

	MIL-DTL-24784(C) Navy
	Detail Specification, Manuals, Technical: General, Acquisition and Development Requirements, General Specification for
	3 Nov 2007

	MIL-DTL-31000C
	Technical Data Packages 
	09 Jul 2004

	MIL-DTL-87268C
	Manuals, Interactive Electronic Technical – General Content, Style, Format, and User Interaction Requirements
	22 Jan 2007

	MIL-PRF-29612B
	Performance Specification Training Data  Products
	31 Aug 2001

	MIL-PRF-49506
	Logistics Management Information
	03 Nov 2007


2.2 Military Standards
	MIL Standard #
	Title
	Date

	MIL-STD-130N 
	Identification Marking for US Military Property
	17 Dec 2007

	MIL-STD-882D
	Standard Practice for System Safety
	10 Feb 2000

	MIL-STD-961E(1)
	Defense and Program Unique Specifications Format and Content
	02 Apr 2008

	MIL-STD-1472F
	Design Criteria Standard, Human Engineering
	23 Aug 1999


2.3 Military Handbooks
	MIL Handbook #
	Title
	Date

	MIL-HDBK-61A
	Configuration Management Guidance
	7 Feb 2001

	MIL-HDBK-502      NOT 1
	Department of Defense Handbook Acquisition Logistics
	20 Jan 2005

	MIL-HDBK 881A
	Work Breakdown Structures for Defense Materiel Items
	30 July 2005

	MIL-HDBK-29612/2A NOT 1
	Instructional Systems Developments/System Approach to Training and Education
	08 Jun 2006

	MIL-HDBK-29612/3A NOT 1
	Development of Interactive Multimedia Instruction (MI)
	08 Jun 2006

	MIL-HDBK-29612/4A NOT 1
	Glossary for Training
	08 Jun 2006

	MIL-HDBK-29612/5 NOT 1
	Advanced Distributed Learning (ADL) Products and Systems
	08 Jun 2006

	MIL-HDBK-46855A NOT 1
	Human Engineering Program Process And Procedures
	19 Feb 2004


2.4 Government Technical Documentation
	Document #
	Title
	Date

	
	Capabilities Production Document (CPD)
	DD MM 09

	
	Configuration Management Plan, PMS 485
	DD MM 09

	
	ICP Work Breakdown Structure (WBS)
	DD MM 09

	
	Installation Process Handbook, PMS 485
	DD MM 09

	
	IUSS Work Breakdown Structure (WBS)
	DD MM 09

	
	Open Architecture Guidance, PMS 485
	     Mar 2009

	
	LM Requirements Database
	03 Mar 2009

	
	Practical Software and Systems Measurements Guidance
	     Mar 2003

	
	RMA Guidance for Critical Procurements, 

PMS 485
	     Nov 2008

	
	System Performance Specification (SPS)    (Draft dated 21 May 2009)
	30 Jun 2009

	
	Systems Engineering  Management Plan (SEMP), PMS 485
	13 Apr 2009

	
	Technical Review Procedures, PMS 485
	 19 Feb 2009


2.5 Standard Documentation
	Document #
	Title
	Date

	ASTM F 1337-91
	American Society for Testing and Materials (ASTM) F 1337-91
	

	DFAR 252.234-7001
	Notice of Earned Value Management System
	 

	DFAR 252.211-7003
	Identification Marking of U.S. Military Property and Item Identification and Evaluation
	 Aug 2008

	DODI 8500.2
	http://www.dtic.mil/whs/directives/corres/pdf/850002p.pdf 
	6 Feb 2003

	
	DISA IA Awareness Training Course http://iase.disa.mil/eta/iaav7-1/iaav7/iaa/launchpage.htm 
	

	DON Policy
	Digital Product /Technical Data memo, 
	23 Oct 2004

	EIA 632
	Engineering a System, Processes For
	 

	EIA/IS-649
	National Consensus Standard for Configuration Management
	07 Aug 1998

	IEEE/EIA 12207
	Software Life Cycle Processes
	09 Aug 2002

	ISO 9001-2000 (E)
	Quality Management Systems – Model for Quality Assurance in Design / Development, Production, Installation and Servicing
	15 Dec 2000

	ISO 13407
	Human-Centered Design Processes For Interactive Systems
	

	ISO TR 16982
	Ergonomics of Human-System Interaction -- Usability Methods Supporting Human-Centered Design
	

	Naval OA Contract Guidebook
	Naval Open Architecture Contract Guidebook Version 1.l1
	25 Oct 2007


3 REQUIREMENTS 
Specific software and hardware deliverables will be identified in the TOs and DOs which authorizes, funds, and schedules the delivery of the contract end item.  Data item deliverables for each TO and DO will be tailored from the contract DD Form 1423 with specific delivery and schedule requirements applicable to the order and associated funding.

3.1 Program Management

The contractor shall provide a Single Point of Contact (SPOC) for the Program Management under this contract.  The contractor shall organize, coordinate and control all program activities, including those assigned to subcontractors, to ensure the correct and timely delivery of all supplies and services specified.  The SPOC shall have the authority to commit the contractor to specific courses of action.  The SPOC shall be responsible for coordinating all audits, reviews and meetings, including ensuring the attendance of key contractor personnel.  The SPOC shall identify and monitor all vendor efforts including technical, quality, schedule, and milestone achievement on a continuing basis.  Vendor monitoring will include inquiries to Government Furnished Equipment suppliers.  The SPOC shall track drawing discrepancies, end-of-life issues and parts obsolescence and ensure issues are resolved in a timely manner.  The SPOC shall be authorized to deal directly with the respective cognizant Navy Program Offices on all technical matters.
3.1.1 Earned Value Management
The contractor shall report and furnish the Contract Performance Report (CPR) on a monthly basis using the contractor’s Earned Value Management System (EVMS) that complies with Defense Federal Acquisition Regulation Supplement (DFARS) 252.234-7001, Notice of Earned Value Management System.  The monthly earned-value report relates cost, schedule and technical accomplishments against baseline budget, so that progress may be measured against planned schedule and technical milestones.  In cases where earned value data are not available at the time of Contract Line Item Number completion, data will continue to be reported as scheduled until the complete data set has been reported.  (CDRL A001, A002, A003)
3.1.2 Progress Reporting

The contractor shall maintain technical and financial status and generate reports as requested by the COR and present such data at customer status meetings.  (CDRL A001, A002)
3.1.3 Subcontract Management and Control

The contractor shall identify and monitor subcontractor technical, quality, schedule, and milestone achievement on a continuing basis, according to the contractor’s own established subcontract management techniques.  (CDRL A004)
3.1.4 Reviews and Meetings
The contractor shall conduct periodic program reviews, including Quarterly Performance Reviews (QPRs) and Quarterly In Progress Reviews (IPRs), at designated sites (to include the contractor’s facility) as mutually agreed upon between the contractor and PMS 485.  The meetings will address the status of the ICP and legacy systems, and related efforts.  Topics to be covered include, at a minimum, schedules, critical paths, commonality, risk assessment, costs, contract status and issues.  The contractor shall present data and documentation in sufficient detail at these reviews to permit monitoring of contract tasks progress, status and contract funding requirements.  (CDRL A005)
3.1.4.1 Software Integrated Product Team (IPT)

Upon contractor award, the contractor and the government will jointly establish a Software IPT.  This team will consist of contractor and government representatives, and will be co-chaired by the program office Chief Software Engineer and the contractor Chief Software Engineer (to include subcontractor Chief Software Engineers as appropriate).

The Software IPT should be tasked to define, document, monitor, and improve the software development approach being used for the software effort.  Specifically, the Software IPT will:

· Define and document the software development approach to be used for the work effort.  The approach is to be documented in the contractors’ SDP, which is to be based on the proposed SDP submitted with the contractor’s proposal.

· Secure government approval for the SDP.  Approval is facilitated by having government representatives serving on the Software IPT.

· Identify and make process improvements to the software approach, and document these in the SDP.  These improvements are to be based on lessons-learned, suggestions from staff, industrial advancements, and other sources.  

· Control all changes to the SDP.

· Monitor development progress, assess effectiveness of the development approach, and monitor adherence to the defined process.  One key mechanism for monitoring is attendance at technical reviews conducted in accordance with the SDP and the Navy Technical Review process.  Another is the use of a separately-scheduled process assessment review (Independent Technical Assessment (ITA)), conducted specifically to determine degree of adherence to the SDP process and to assess the effectiveness of the SDP as it is being applied.

· Monitor industry-wide lessons-learned, evolution of standards, advances in relevant technology, tool utility and availability, and other information that may prove to be valuable for the software work effort. 

· Advise program management in areas relating to the software effort.  

The Software IPT is not responsible for management of the software effort, for performing software quality assurance, or for acting as an IV&V agent.  The IPT however will rely on existing program management and on the QA/IV&V function to provide sufficient information to facilitate their monitoring of progress and adherence to plan.
3.1.5 Software Metrics
All software measurement planning and reporting required in the paragraphs which follow will be flowed down to subcontractors and reported.
3.1.5.1
Measurement Planning
The contractor shall maintain and update the software measures specified in the preliminary measurement plan (developed in accordance with the Practical Software and Systems Measurements Guidance); and provide the status on a monthly basis.  For all the measures specified in the plan, the contractor shall update and maintain the initial plan and periodic actual data.  Any time that the planning data for any of the detailed measurement parameters changes, the contractor shall provide an updated plan with thirty (30) days of the change.  (CDRL A006)
3.1.5.2 
Monthly Software Measurement Reporting 
The contractor shall provide the status of each measure on a monthly basis as specified in the preliminary measurement plan.  Data will be provided for each data item at the specified collection level.  Data will not be considered as actual until the criteria for counting the actual has been successfully met.  In cases where software measurement data are not available at the time of software delivery, data will continue to be reported as scheduled until the complete data set has been reported.  (CDRL A006, A030)
3.1.5.3 
Measurement Methodology and Reporting

For each measure specified in updated measurement plan, the contractor shall provide a measurement definition, an estimation methodology, the method used to measure actual data, and the data reporting format and associated mechanism.  This information will include a description of any tools utilized.  Planned and actual data will be based on the same measurement methodology. Any changes in definitions, estimation methodologies, or actual measurement approaches will be documented within 30 days of the change and will require approval of the program manager.

The required measures will be delivered within 30 days after the data are collected.  (CDRL A006)
3.1.6 Integrated Master Schedule (IMS)

The contractor shall create and maintain an IMS that reflects the complete project showing interdependencies and critical paths.  The IMS will detail all on-going activities for all system activities.  Schedule deviations reported on the IMS will be reconciled to schedule deviations and reported to PMS 485 at the quarterly IPRs and corrective actions identified to support recovery of schedule performance.  (CDRL A007, A008)
3.1.7 Contract Work Breakdown Structure (CWBS) 

The contractor shall prepare and submit a CWBS and the program dictionary using MIL-HDBK-881A, the IUSS WBS, and the ICP WBS as guides.  (CDRL A008, A009)
3.1.8 Data Accession List (DAL) 

The contractor shall provide a Data Accession List (DAL) to provide a medium for identifying contractor internal data which has been generated by the contractor in compliance with the work effort described in the Statement of Work (SOW).   The DAL is an index of the generated data that shall be made available to the Government upon request.  (CDRL A031)
3.2 Engineering and Support Services

The contractor shall, as identified in TOs, provide engineering and support services for PMS 485 Program Office.  This will include providing systems engineering for system upgrades including production and delivery of ICP hardware and approved ICP software; the design and development of upgrades, support for integration and testing at the Manassas Alpha Lab integration facility, and support for Operational Site installation preparation, installation conduct, and site integration and testing of the upgrades.  Section B, Supplies or Services and Prices/Costs, of the Contract Schedule defines the appropriation for each contract line item.  The types of appropriations to be used in this effort are RDT&E, OPN, O&MN, and FMS.  Additionally, The contractor shall develop a robust and flexible framework for implementation of services based on "open systems architectures" and Commercial off-the-Shelf (COTS) products and technologies.  This framework for services will support the rapid insertion of new COTS and new and upgraded Government off-the-Shelf (GOTS) products, applications, processes, and network capabilities into the acoustic systems.

Because of the open system architecture of the capabilities and interfaces, it is anticipated that PMS 485 will be able to take advantage of code reuse and portability for use aboard other SURTASS ships and Shore Sites.

The contractor shall provide the necessary technical, engineering and field engineering support to perform TOs related to: (1) Technology Insertion support to ICP Hardware and Software Architecture; and, (2) support integration of advanced application builds such as the Advanced Processing Build (APB), or other similar build processes, such as the Undersea Warfare (USW) requirements, where appropriate.  (CDRL A008)
3.2.1 System Engineering

The contractor shall employ systems engineering practices including a configuration management control process to ensure the ICP test and the manufacturing systems are properly documented and safe for use during testing and normal operations.  The contractor shall comply with US Navy policies for system operational suitability and effectiveness.

The contractor shall decompose and allocate system performance, interface, and constraint requirements and derive additional requirements to subsystems and shall produce the subsystem item performance specifications.  These will be further broken down as deemed appropriate by the contractor while maintaining performance-based requirements (except for interfaces and constraints) to the lowest level practical.  This is to provide maximum design trade space during development.  Only at the lowest specification level deemed appropriate by the contractor shall design specific requirements be provided.

The contractor shall plan, implement, and conduct a systems engineering program using best commercial practices with EIA-632 and the Systems Engineering Plan (SEP) provided by PMS 485 as a guide.  The contractor shall document their program in a contractor produced Systems Engineering Management Plan (SEMP).  The systems engineering program will:

a) Transform validated customer needs and requirements into a life cycle balanced solution set of product and process designs by integrating engineering analyses, specialty engineering, and ILS functions into the system design process;

b) Demonstrate that risks associated with the proposed concept, as modified by continuing systems engineering studies, have been mitigated; (CDRL A010)
c) Efficiently implement system requirements and show it to be cost effective compared to the best alternatives; (CDRL A005)
d) Validate the specified capabilities; 
e) Conduct trade studies as required; (CDRL A005)
f) Implement a risk management approach; (CDRL A010)
g) Develop technical performance measurements, as appropriate; 

h) Develop a methodology for the assignment of verification methods to requirements and track the verification of requirements and resolution of failed verifications at all levels of contractor and combined government/contractor testing (CDRL A011); and
i) Conduct Systems Engineering reviews in accordance with the PMS 485 Technical Review Procedures and as described in individual orders.

3.2.1.1 Systems Engineering Analysis
The contractor shall conduct the following studies and analyses as required and tasked under individual orders.
3.2.1.1.1
Trade Studies

The contractor shall cost, identify and execute tradeoffs as required among user requirements, design, program schedule, functional and performance requirements, life cycle costs, specialty engineering functions, and ILS.  The contractor shall use Cost as an Independent Variable (CAIV) analysis to provide PMS 485 recommendations on the resolution of outstanding technical issues.  Trade studies will be defined, conducted, and documented at various levels of functional or physical detail.  The level of detail of a study will be commensurate with cost, schedule, performance, and risk impacts.  (CDRL A005)
3.2.1.1.2
Reliability, Maintainability and Availability

The contractor shall plan, develop, implement, and maintain a Reliability, Maintainability, and Availability (RM&A) program in accordance with best commercial practices, the PMS 485 RMA Guidance for Critical Procurements, and the individual orders.  The contractor’s RM&A program will include a reliability growth program and will as required by DODI 5000.02 and will address all life-cycle states of ICP.  The contractor shall plan for maximum availability and minimum impact on mission readiness.
The contractor shall identify impacts to the reliability of the ICP System due to changes in the production design.  The contractor shall also collect and review identified failures or faults occurring in acceptance testing.

Identified failures will be reported on a regular and timely basis to PMS 485.  
The RM&A work products will be provided in contractor format for informational purposes.

3.2.1.1.2.1
Reliability

Using the specified reliability requirements and appropriate block diagram and model.  The contractor shall provide the final system reliability analysis and prediction on production ready hardware.

The contractor shall perform a final Failure Mode, Effects, and Criticality Analysis (FMECA) on production ready hardware to evaluate system design in terms of LRU application, hardware interfaces, and stresses, with regards to operational modes and the ICP mission.

Using reliability data and the contractor shall develop maintenance procedures using the Reliability Centered Maintenance (RCM) approach.

The contractor shall implement a Failure Reporting and Corrective Action System (FRACAS) and generate failure summary analysis reports (FSARs) on a quarterly basis. (CDRL A005)
3.2.1.1.2.2 
Maintainability 

Using the preliminary maintenance concepts, the contractor shall lead the development of maintenance concepts for production ready hardware.  The maintenance concepts will address preventive and corrective maintenance at the organizational (O) and depot (D) level for production ready and GFE hardware.

The contractor shall conduct final maintainability analysis and predictions for production ready and GFE hardware

The contractor shall develop the final maintenance task analysis and accessibility assessment for production ready and GFE hardware.  The maintenance task analysis and accessibility assessment will derive the system and subsystems maintenance requirements and the respective manpower, personnel, training requirements.  (CDRL A005)
3.2.1.1.2.3
Availability 

The contractor shall conduct final availability analyses and predictions on production-ready equipment to validate the availability requirements.  (CDRL A005)
3.2.1.1.3
Commonality 

The contractor shall pursue commonality with ARCI and other Navy acoustic processing programs in a manner that supports meeting ICP system performance requirements and ICP affordability.

3.2.1.1.4
Quality

The contractor shall implement and maintain a quality management program based on the concept of continuous improvement in critical processes, using ISO 9001-2000(E) as a guide.  The contractor’s program will include, but shall not be limited to a program of analysis which:  (CDRL A012)
a) Identifies suppliers, stakeholders, and internal and external customers for selected development and production processes,

b) Analyzes sources of variation in critical processes and opportunities for process improvement, and

c) Utilizes a structured approach to critical process improvement that includes statistical thinking and analysis.

3.2.1.1.5
Environmental, Safety, and Health 

The contractor shall implement an effective management approach to ensure that ICP and associated processes are environmentally safe, do not cause health hazards, and comply with all environmentally related government laws.

The contractor shall, jointly with PMS 485, establish and conduct an Environmental, Safety, and Health (ESH) program that integrates ESH issues into the systems engineering and design process and supports the development of a programmatic ESH evaluation.  The contractor shall develop/update the ICP System Safety Plan.

The ESH work products will be provided in contractor format for informational purposes.  (CDRL A005)
3.2.1.1.5.1
National Environmental Policy Act 

The contractor shall coordinate with PMS 485 Environmental Program Management Team on issues regarding the National Environmental Policy Act (NEPA).  The contractor shall provide test data, design data, and descriptions and drawings to support PMS 485 in its compliance with the NEPA.  
3.2.1.1.5.2
Environmental Compliance Program 

The contractor shall establish and implement an environmental compliance/ protection program that reflects the contractor’s intentions for environmental compliance during development, testing, and fabrication of ICP hardware.  The environmental compliance program will identify the environmental laws and regulations pertaining to the development effort, the risks these laws may pose, and the measures required to comply with these laws and regulations.
3.2.1.1.5.3
System Safety and Health

The contractor shall establish and implement a safety and health program that identifies and evaluates system safety and health hazards, defines risk levels, and establishes a system to manage the probability and severity of all hazards associated with the development, use, and disposal of the system health hazards include conditions that create significant risks of death, injury, or acute chronic illness, disability, or reduced job performance of personnel who produce, test, operate, maintain, or support the ICP.  The contractor shall consider safety and health issues as part of Human System Integration (HSI) engineering and integrate personnel considerations in the design and development of the system.  (CDRL A013)
3.2.1.1.5.4
Hazardous Materials

The contractor shall establish and implement a hazardous material management program that ensures appropriate consideration is given to eliminating and reducing the use of hazardous materials in processes and products.  (CDRL A005)
 3.2.1.1.6
Human Systems Integration (HSI)

3.2.1.1.6.1
Human Systems Integration Plan (HSIP)

The contractor shall develop or update an HSIP that will form the basis for total system operator and maintainer manpower skill requirements, team and staff level skill requirements and all required training to support them, and the identification of human performance risks, constraints, metrics, and mitigation strategies.  The HSIP will describe how the contractor’s HSI program will integrate the HSI domains (Manpower, Personnel, Training (MPT), human factors engineering, personnel survivability, habitability, environment, safety, and occupational health) with other program elements to develop a user/maintainer friendly system and control total ownership costs.  (CDRL A013)
3.2.1.1.6.2
 Human Factors Engineering (HFE)

The contractor shall establish and conduct an HFE effort that conforms to American Society for Testing and Materials (ASTM) F 1337-91, MIL STD 1472F, MIL-HDBK-46855A, ISO 13407, and ISO TR 16982.  The contractor shall develop and apply HFE to all areas of human machine integration, information flows, operator tasks, maintenance tasks, system administration tasks, and installation tasks.  The contractor shall perform the HFE effort concurrently with the design of all elements of the system, both hardware and software, having an interface with the system operator, system administrator, and maintainer.  (CDRL A013)
3.2.1.1.6.3
 Human Engineering Plan (HEP) 

The contractor shall develop or update an HEP which describes the contractor’s entire human engineering program, identifies its elements, and explains how the elements will be managed.  (CDRL A013)
3.2.1.1.6.4
Task Analysis/Task Allocation Report 

The contractor shall develop or update a Task Analysis/Task Allocation Report describing the results of analyses of tasks performed by the contractor to provide a basis for evaluation of the design of the system, equipment, or facility.  The evaluation will verify that human engineering technical risks have been minimized and solutions are in hand.  (CDRL A005)
3.2.1.1.6.5 
Human Engineering Design Approach Document 

The contractor shall develop or update a Human Engineering Design Approach Document for the operator, system administrator, and maintainer.  This document will address operator, administrator, and maintenance functions normally found in the Human Systems Engineering Approach Document, Operator and the Human Systems Engineering Approach Document, Maintainer.  (CDRL A013)
3.2.1.1.6.6 
Human Systems Engineering Analysis Report (HESAR) 

The contractor shall complete or update a HESAR that describes the HFE efforts conducted as part of the system analysis.  (CDRL A013)
3.2.1.1.6.7 
Human Engineering Test Plan (HETP)

The contractor shall develop or update a HETP identifying test requirements to ensure that human performance requirements for operators, system administrators, and maintainers are met and demonstrate that the personnel, equipment/software combination can accomplish the intended operation system administration and maintenance functions   To avoid duplication with other system test planning, the contractor can reference where testing will be completed in other system test plans.  The HETP should identify the types of tests to be conducted, the test subjects to be used and how they compare to the user population, and the data collection and reporting methods to be used.  (CDRL A013)
3.2.1.1.6.8
Human Engineering Simulation Description 

The contractor shall provide a Human Engineering Simulation Description for all planned use of mock-ups and simulators in support of tasks for HFE analysis, design support, and test and evaluations.  (CDRL A013)
3.2.1.1.6.9 
Human Engineering Test Report (HETR)

The contractor shall complete or update a HETR that documents the compatibility of the human performance requirements, personnel selection criteria, training program, and design of the personnel equipment/software interfaces.  The HETR confirms that human performance requirements have been met or defines the degree to which problems may exist.  Again to avoid duplication with other test reports, the contractor can reference where test reporting is completed in other system test reports.  (CDRL A013)
3.2.1.2  Systems Engineering Reviews and Meeting

The contractor shall conduct periodic Systems Engineering reviews, in accordance with the PMS 485 Technical Review Procedures, as described in individual orders, and at designated sites as mutually agreed upon between the contractor and PMS 485.
3.2.2  Computer Resources Support

The contractor shall provide software development, production, test and configuration management in accordance with this SOW and as specified in detailed TOs and DOs issued for the applicable CLIN efforts.
3.2.3 Open Systems Approach and Goals

The Government intends to procure ICP having an Open System Architecture and corresponding components. As part of this contract, the contractor shall be required to define, document, and follow an open systems approach for using modular design, standards-based interfaces, and widely-supported consensus-based standards. The contractor shall develop, maintain, and use an open system management plan to support this approach and will be required to demonstrate compliance with that plan during all design reviews. As part of an open system management plan, the contractor shall be required to identify to the Government all COTS/NDI components, their functionality and proposed use in the system, and provide copies of license agreements related to the use of these components for Government approval prior to use. The proposed open system management plan will be incorporated into the contract with any changes, alterations, and/or modifications requiring Government approval.

In addition, the contractor shall provide the Government (and/or Government support contractors) electronic access to its integrated development environment throughout the term of the contract.

The contractor shall follow the PMS 485 Open Architecture Guidance, as specified in the individual order, to satisfy Government open architecture requirements.
3.2.3.1
Technical Approach

The contractor shall define a technical development approach appropriate for the effort to be performed under this contract.  This approach will be documented in a Software Life Cycle Management Plan (SLCMP).  The contractor shall follow this SLCMP for all development efforts.

3.2.3.1.1
Software Engineering Approach

The contractor shall define a software development approach appropriate for the computer software effort to be performed under this solicitation.  This approach will be documented in a Software Development Plan (SDP).  The contractor shall follow this SDP for all computer software to be developed or maintained under this effort.

The SDP will define the contractor’s proposed life cycle model and the processes used as a part of that model. In this context, the term “life cycle model” is as defined in IEEE/EIA 12207. The SDP will describe the overall life cycle and will include primary, supporting, and organizational processes based on the work content of this solicitation.  In accordance with the framework defined in IEEE/EIA12207, the SDP will define the processes, the activities to be performed as a part of the processes, the tasks which support the activities, and the techniques and tools to be used to perform the tasks. Because IEEE/EIA 12207 does not prescribe how to accomplish this task, the contractor must provide this detailed information so the Navy can assess whether the contractor approach is viable. 

The SDP will contain the information defined by IEEE/EIA 12207.1, section 5.2.1 (generic content) and the Plans or Procedures in Table 1 of IEEE/EIA 12207.1. In all cases, the level of detail shall be sufficient to define all software development processes, activities, and tasks to be conducted. Information provided must include, as minimum, specific standards, methods, tools, actions, strategies, and responsibilities associated with development and qualification.  (CDRL A014)

3.2.3.2
Intellectual Property

The contractor shall provide the software required to configure and integrate the COTS items into a system that operates as required.  This software includes so-called “glue” code that enables integration, scripts that configure the COTS and the operating systems, database (e.g., Structured Query Language (SQL)) code that drives the COTS.
3.2.4
Software Development 

The contractor shall conduct detailed design, code, test, distribution, installation and check out, on-site support, and all activities related to enhancements to fielded software that is to be maintained during the period of performance of this contract.  Additionally, the contractor shall provide software engineering services in support of software development and production.  Software engineering service efforts will include but not be limited to the following: 
· analysis of baseline requirements, algorithms; 
· engineering studies of proposed system enhancements; 
· software prototyping; and 
· the definition of a complete set of functional, performance, interface, and qualification requirements for planned software releases.  
Technical requirements for engineering design efforts will be detailed in TOs and DOs.  The software design and development activities should be accomplished through the use of best software industry practices.  (CDRL A014, A015, A016, A017, A018)
3.2.5
Software Maintenance

The contractor shall be responsible for the detailed design, code, test, distribution, installation and check out, on-site support, and all activities related to corrections and modifications to fielded software that is to be maintained during the period of performance of this contract.  Additionally, the contractor shall provide software engineering services in support of software maintenance.  Software engineering service efforts will include but not be limited to the following:  
· analysis of baseline requirements, algorithms, and procedures to identify design and implementation deficiencies; 
· software prototyping; and 
· the definition of a complete set of functional, performance, interface, and qualification requirements for planned software releases.  
Engineering design efforts will be provided in detailed TOs.  The software maintenance activities should be accomplished through the use of best software industry practices.  (CDRL A014, A015, A016, A017, A018)
The contractor shall perform the following software maintenance efforts:

a) System level impact analysis for all Program Trouble Reports (PTRs), Incident Reports (IRs), installation Incident Reports (IIRs), Systems Trouble Reports (STRs), System Change Requests (SCRs), Engineering Change Proposals (ECPs) and Notice of Change (NOR).  (CDRL A019, A029)
b) Produce the detailed design, generate the associated source code changes, test the resultant compiled software, and distribute the deliverable media for all approved changes to the baseline software.  This will include the production of change pages in the style and format of existing documentation for all documentation affected by the approved changes.

c) Design, code and test of software releases including all documentation related thereto.

d) Installation of software builds and incremental changes.
3.2.6
Systems Assurance, Software Assurance and Information Assurance

3.2.6.1 
 Systems Assurance

The contractor shall ensure ICP functions as intended, is free of exploitable vulnerabilities, and protects critical program information. These activities require the use of systems engineering practices that minimize the introduction of vulnerabilities across the entire supply chain. In systems engineering terms, vulnerabilities are not just malicious code but include requirements gaps, architecture and design flaws, dead code, and open interfaces among the risks to be addressed.

3.2.6.2  
Software Assurance

The contractor shall ensure that the software portions of ICP achieve the same goals as systems assurance. Key practices are applied to ensure that the software:

· Conforms to all allocated requirements and standards;

· Achieves predictable execution under benign, degraded, and hostile environments; and

· Avoids vulnerabilities that could be exploited by hostile agents

One important aspect of systems and software assurance is that of system safety.  Overall requirements for this area are covered in standards such as MIL-STD-882, and MIL-STD-961.

Of particular concern for software developers is the potential threats presented by the use of software obtained from external sources.  Such software includes COTS, open source, “freeware,” among others.  All such software packages need to be analyzed to ensure that latent vulnerabilities do not exist hidden in the code.  For that software for which the source code is available, developers need to analyze the code to ensure the absence of risk.  For software for which the source code is not visible, other scanning techniques must be applied.

3.2.6.3 
Information Assurance

The contractor shall design, develop, integrate, verify, and deliver software that satisfies ICP Information Assurance (IA) Controls as defined for a Mission Assurance Category II (MAC II), Classified device, and meets the security and IA performance requirements specified in section 5.2.  (CDRL A005)
3.2.6.3.1 
Information Assurance Design

The contractor shall design, develop, and document a security architecture for ICP that is in compliance with the security requirements as identified in DODI 8500.2 for a MAC II, Classified system, and PMS 485 Specifications.  At design reviews, the contractor shall present the systems security design, initial security risk assessment, security test approach, security training approach, and any other security relevant information.
3.2.6.3.2 
 Information Assurance Certification

The contractor shall support the IA certification process in accordance with both the Platform Information Technology System and DoD Information Assurance Certification and Accreditation Process (DIACAP).

3.2.6.3.3 
Software Integrity Certification

The contractor shall verify and certify that ICP software functions as designed in a properly secured operating system environment and is free of elements that might be detrimental to the secure operation of the resource operating system, as described in DODI 8500.2.  The contractor shall provide Vendor Integrity Statements for each ICP software application.  Commercial Item software does not require a Vendor Integrity Statement.  (CDRL A005)
3.2.6.3.4 
Information Assurance Compliance

The contractor shall test, verify, and document that the security architecture of ICP is in compliance with the security requirements as identified in DODI 8500.2 for a MAC II, Classified system.  The contractor shall support PMS 485 in performance of IA testing and only use DoD and PMO approved assessment tools to perform IA testing.  Prior to testing, PMS 485 will provide a list of assessment tools that PMS 485 intends to use during testing.

3.2.6.3.5 
Information Assurance Vulnerability Management Program

As part of the Information Assurance Vulnerability Management Program (IAVMP) and the contractor shall document the incorporated and unincorporated Information Assurance Vulnerability Alerts (IAVAs), Information Assurance Vulnerability Bulletins (IAVBs), and Information Assurance Vulnerability Technical Advisories (IAVTAs).  The contractor shall incorporate all applicable DoD and Department of the Navy (DoN) Information Assurance Vulnerability Management messages issued through Government Preliminary Inspection (GPI).  The contractor shall provide justification for each unincorporated IAVMP message (i.e., describe the specific negative impact the IAVMP message incorporation would have on ICP operation).  (CDRL A005)
3.2.6.3.6 
Information Assurance (IA) Training

The contractor shall provide IA training for all on-site System Administrator (SA), any IA representatives designated for ICP and anyone involved with the software development.  Training will be conducted IAW Government-accepted IA training outline.  The training may be accessed via the DISA website if users have a Common Access Card (CAC).
3.2.7
Installation
The contractor shall perform assembly, installation, and checkout of the system/ equipment at designated operational sites of the systems/equipment integrated at the land based test site.  The contractor shall be responsible for providing the labor, materials, parts, cables, conduits, control, etc. required to assemble and integrate the system with the computer software program at the installation site  As part of the installation, the contractor shall be responsible for the equipment removal and refurbishment of the affected portions.

3.2.8  
Resident Engineer Support

The contractor shall provide as required in individual task orders, qualified personnel at designated CONUS and OCONUS sites to operate, maintain and provide training on systems installed at various locations.  The length of duty may be either short term or long term.  These are level of effort tasks that will include, but not be limited to: 

· operating and monitoring equipment and systems at the site; 
· maintaining those systems, trouble shooting those systems; 
· providing JAOS shipboard systems support; 
· making recommendations to PMS 485 for fixes, repairing equipment; and
· documenting repairs or changes made to the system.  
The systems may be COTS and may contain unique-to-IUSS items that may or may not have a warranty.  Training of other personnel at the sites may also be required.  
· Weekly status reports will be submitted documenting system status when directed.  
· Quarterly resident’s reports will be submitted that include system status, problem/trouble report status, and status of the residents reserve funds.  
The contractor shall provide staff hours to support on-site engineering services for Host Mobile Shore System to ensure site operations readiness for mission requirements and provide overall project engineering and program support to include:

· maintaining reliability, calibration and operational performance of mobile ICP shore systems

· engineering assistance in association with repairs, modifications, system tests and checkout of newly installed ICP systems

· perform routine scheduled preventative equipment and software maintenance

· review maintenance records to determine equipment and design issues that impact the operational availability of the installed systems

· troubleshoot and repair on-site equipment failures and provide investigation of contributing factors to failures

· assist in planning, installation and testing of engineering or field changes or modifications 

· provide operational and maintenance OJT training and assistance to Customer personnel

· review and develop information necessary to revise technical documentation for the system when deficiency or changes are identified

· assist in tracking and developing requisition requirements of consumables and spare parts and repairable items

· assist in maintaining and troubleshooting system operations and data export interface.

(CDRL A008, A028)
3.2.9 
Data Management Program

The contractor shall maintain a data bank of the program documents generated under this contract and under concurrent and preceding PMS 485 development, production and support contracts.  This will include the receiving, logging and distribution of program related incoming documents and the assignment of serial numbers and other required identification to outgoing documents.  The data bank will retain at least one copy of all program related material in electronic media.  All contract data deliverables will be made electronically, in a format and a media as mutually agreed to by NAVSEA PMS 485 and the contractor, unless otherwise agreed to by the COR.  

3.2.9.1 
Data Review, Comment and Approval Process

The contractor shall formally submit for review and approval the documents per the appropriate CDRL.

3.2.9.2 
Data Generation

The contractor shall use data developed under other efforts and other contracts to the maximum extent practicable to prevent duplication of data.  Duplication of effort in the development of data under this contract and other contracts is expressly forbidden.  The contractor shall generate changes to technical documentation supporting both life cycle updates and changes caused by incorporating approved improvements in accordance with TOs issued for requirements in SOW.
3.2.10  
Configuration Management

The contractor shall implement configuration management processes for the ICP program (to include all aspects of management, control and status accounting for each phase or upgrade).  The contractor shall maintain configuration management control at one central location.  All formal CDRL items will be released to the PMS 485 MSS Integrated Digital Environment (IDE).  The contractor shall update the configuration baseline to reflect all corrections.

The contractor shall support Configuration Management for the ICP deliveries.  The contractor shall be responsible for developing and conducting a CM program in support of the Hardware, Firmware, and Computer Software Configuration Items (HWCIs/FWCIs/CSCIs) produced and maintained under this contract.
The contractor shall employ a system configuration control process that provides PMS 485 sufficient insight on the traceability of exact ICP system configurations (including delivered packaging, carrying cases, and special tools and test equipment) and for modifications to existing platforms and support systems which is compatible with Government Configuration Management methodology and CM accounting systems.  Requirement traceability tools, revision control, and other features will be integrated into the process.

The contractor shall develop and implement a Configuration Management Plan (CMP), which details their process using EIA/IS-649 as a guide.  The contractor’s CMP shall include CM planning and management, configuration identification, configuration change management, configuration status accounting, configuration verification, and configuration management of digital data.

The contractor shall maintain configuration control of contractor designed components.  PMS 485 will be notified within ten (10) business days of impending Class 1 changes.
3.2.10.1 
Government Configuration Control Board (GCCB) Support

The contractor shall provide technical representation to pre-GCCBs and GCCBs as requested by PMS 485.

The contractor shall, as a part of their Risk/Opportunity Management process, recommend inclusion of contractor, third-party, and accessible configuration items into the ICP program baseline.

The contractor supports the activities (e.g., meetings, creation and/or review of engineering data, etc.) of the GCCB as required by PMS 485.

3.2.10.2 
Integrated Digital Environment (IDE) 

The contractor shall coordinate with PMS 485 to establish and maintain a collaborative environment that ensures adequate timely UNCLASSIFIED and SECRET communications among the geographically separated team members and PMS 485 for the life of the program.  The contractor shall use PMS 485 established UNCLASSIFIED IDE for the program website which can be used for the collection, sharing, and dissemination of UNCLASSIFIED and For Official Use Only (FOUO) program information.

The program web site will contain ICP Program information including all CDRL items, informal documentation, Integrated Product Team (IPT) information, the risk management information, the action item database and work-in-progress information, and a list of all ICP Program member names, contact information, company and roles.  The contractor shall incorporate a web-based trouble tracking and reporting system into the IDE, to collect trouble reports and report on their disposition and/or resolution.
The Contractor shall use the PMS 485 IDE such that the IDE:

· Contains all program development information, including intermediate and final artifacts, both in-work and completed, developed and used as a part of the development activity, to include, at a minimum, all design data items, review materials (briefings and reports), technical reports and briefings, all software measures and metric reports, peer review reports, program schedules, and all Software Development Folders (SDF) (including all requirements, design documents, code, test cases, test results, and other items).

· Provides a web-enabled interface allowing continuous, real-time access (remote and local) to all items contained in the IDE.

· For information maintained in special formats (such as within database tools used to manage requirements), access will be provided either via web-enabled tool interfaces or via remote tool invocation, or both, ensuring minimal user access delays.

· Provides continuous, real-time access for all stakeholders, including government staff, contractor staff, subcontractors, Independent Verification and Validation (IV&V) activities, and others as necessary and appropriate.

· Segregates information according to need-to-know and security levels, protecting the enclaves using access controls and, if necessary, separate networks. For example, restricted and proprietary information can be kept private from subcontractors.

CDRL items will be posted to PMS 485 ICP Program IDE Website.  PMS 485 will provide their IDE to establish and maintain a collaborative environment that ensures adequate, timely, unclassified communications among geographically separated team members and PMS 485 for the life of the program.  The unclassified component of the IDE will be a Web-based portal to be identified as the ICP Program Portal.  A Common Access Card (CAC) and appropriate card reader and software are required by all personnel accessing the IDE.
PMS 485 will ensure that the collaborative environment is accessible by members of the ICP Program (all contractors, all subcontractors, all Inter-Divisional Organization members, and Government members approved by the PMS 485 Program Manager).
3.2.10.2.1
ICP Program Portal

The ICP Program Portal will be a one-stop information collaborative environment for all unclassified activities on the program.  The portal will be a central repository for all program artifacts and includes an area FOUO for the ICP Program Office.  The portal will be a valuable aid for providing Web-based common information for daily updates and collaboration during conference calls.

The ICP Program Portal is organized by content to support system engineering, design, development, integration, installation/deployment, training, integrated logistics, systems management and requirements, risk management, and financial management activities.

Authorized users can share, collect, and disseminate information.  In addition to the CDRL data items, the ICP Program Portal includes:

a) Documents listed in the Data Accession List (e.g., Software Development Plan)

b) Software development folders

c) Informal documentation

d) IPT information

e) Risk management information

f) Work-in-progress information

g) Action Item Database

h) Meetings: agenda, briefing materials, minutes, action items

i) Collaboration tools to include FOSOs / P/ECPs / BCRs / RFDs / NORs / PCRs (if needed)

j) Instant auto-generated messaging

k) ICP Program members’ names, contact information, company, and program role

3.2.10.2.2 
Software Applications and Licenses

The ICP Program Portal may be accessed over the Internet by using a CAC with a Web browser such as Microsoft Internet Explorer.  All ICP Program data will be readable by Microsoft Office 2003 applications to Word, Excel, Project, PowerPoint, or as an output in Portable Document Format (PDF).  The following applications will be available on the IDE to the ICP Program team and required in support of releasing all Fleet Operation Support Office (FOSO), Preliminary/ Engineering Change Requests (P/ECPs), Request For Deviations (RFDs), Baseline Change Requests (BCRs), and Notice Of Revisions (NORs).

3.2.10.3  
Quality Assurance
The contractor shall maintain a quality control management system to support the ICP Program.  The contractor shall make quality system procedures, planning, and other documentation and data that comprise the quality system available to PMS 485 for review upon request unless identified as formal CDRL deliverable.

The contractor shall implement appropriate corrective actions based on Government audits or inspections, to bring the quality system into compliance.  All items will be reviewed by contractor and Government Stakeholders.  (CDRL A012, CDRL A020)
3.2.10.4 
Functional/Physical Configuration Audit (FCA/PCA)

The contractor shall host a FCA (software) and PCA (hardware) for each unit no later than 15 days after successful completion of acceptance test.  Formal plans for each will be created and accepted between contractor and PMS 485 prior to scheduled audits.

The contractor shall verify system functionality and document any discrepancies between required functionality and actual functionality.
The contractor shall propose corrective action for shortfalls and recommend whether corrective action should be required prior to delivery.
Upon successful completion of the FCA/PCA, the contractor shall place the ICP Program software and hardware under formal Government Configuration Control and provide the “as built” technical documentation.  All formal releases will contain a Version Description Document.  (CDRL A016, A021)
When directed and in accordance with DFARS 252.227-7014, the contractor shall provide rights sufficient to enable PMS 485 and/or a third party to provide long-term depot support in order to sustain the ICP Program for the life of the program (approximately 15 years).  
3.2.10.5
Inspection and Acceptance

The contractor will perform acceptance testing of each item processed under ICP prior to its return shipment to PMS 485.  Acceptance test procedures will demonstrate that the item to be returned to PMS 485 is in full working condition.  Replacement items will be inspected and accepted and will be in new condition.
The contractor shall support all Government-witnessed inspections, test procedures and test plans.

The contractor shall furnish all facilities, equipment and services necessary to perform these acceptance tests and inspections.
Prior to returning a serviceable item to stock or shipment back to PMS 485, the contractor shall inform the Defense Contract Management Agency (DCMA) representative as to the results of acceptance testing and inspection. 
3.3 Logistics

3.3.1 Integrated Logistics Support
The contractor shall implement and maintain a comprehensive logistics program that ensures the ICP program will efficiently field/install future ICP builds, ensures effective logistics support, operation and maintenance of ICP throughout the program’s life cycle.
The contractor shall establish and implement a tailored ILS program using MIL-PRF-49506 and MIL-HDBK-502 as guides.  The contractor shall conduct ILS analyses and update or prepare logistics data products, required to implement the ICP support program.  (CDRL A013)
3.3.2 Design Influence

The contractor shall integrate the ILS process with the system engineering process.  The contractor shall actively participate in the ICP design giving consideration to all ILS and ILS-related design interface elements (i.e. HSI, RMA, CM, etc.) (CDRL A013)
3.3.3 Logistics Support Analysis 

The contractor shall conduct Logistic Support Analyses (LSA) as part of the system engineering process.  The contractor shall integrate LSA data into the design process to ensure that supportability requirements are an integral part of system design, that support requirements relate to each other, that ICP supportability requirements are met and that ICP support resources are identified.  (CDRL A013)
3.3.3.1 Maintenance Planning 

The contractor shall document maintenance planning.  Maintenance planning will identify repairable items, preventative and corrective maintenance actions, required spares and support equipment, accessibility, elapsed time for each maintenance action, frequency, and mean time to repair.  The contractor shall ensure that maintenance actions and support structure are aligned with the ICP maintenance concept and support and include the capability to automatically record all Performance Monitoring (PM)/Fault Localization (FL) for detected faults.  (CDRL A013)
3.3.3.1.1
Level of Repair Analysis (LORA) 

The contractor shall conduct a LORA to determine the level of maintenance (Operator/Depot) at which repair should be performed.  Factors to be considered include economic considerations, operational availability, and safety.  (CDRL A013)
3.3.3.2 Built In Test

The contractor shall incorporate Built In Test (BIT) capability if applicable to minimize the need for Special Purpose Electronic Test Equipment (SPETE).  (CDRL A013)
3.3.3.3 LSA Candidate List 

Items that will be candidates for LSA include all production ready equipment for the system, subsystem, configuration item, support and test equipment.  The contractor shall analyze each LSA candidate to define the logistics support requirements.  (CDRL A013)
3.3.3.3.1
LSA Control Number 

The contractor shall assign LSA control numbers using best commercial practice to represent a hardware generation breakdown/disassembly sequence of ICP and GFE hardware including; from the end item(s) to the lowest level of repair to identify its relationship to its next higher assembly including integration of subcontract/vendor control numbers within the overall coding arrangement.  (CDRL A013)
3.3.4 Supply Support 

The contractor shall maintain a supply support program which will provide documentation to assist PMS 485 in the selection of spares, repair parts, and material to properly maintain the ICP system, including preliminary and updated Bill of Materials (BOMs).  The contractor shall maintain provisioning documentation to support Engineering Changes and in accordance with the PMS 485 CMP and PMS 485 Configuration Control Procedures.
3.3.4.1 Readiness Based Sparing (RBS)

The contractor shall conduct spares analysis using a RBS Model to determine initial sparing requirements to support ICP.  (CDRL A013)
3.3.4.2 Provisioning Documentation

The contractor shall develop provisioning data traceable to an OPNAV-approved reliability based sparing model (e.g., TIGER).  The contractor shall develop provisioning data, including a recommended spares list for PMS 485 approval, including identification and the recommended depot spares, onboard spare and repair parts (OBRPs), long lead items, bulk items, tools, test and support equipment.  (CDRL A013)
3.3.4.3 Spares

Prior to PMS 485 acceptance of the installation, the contractor shall be responsible for supplying spares and repair parts necessary to support testing and PMS 485 acceptance of the system.  The contractor shall deliver demand and consumption data for spares provided prior to PMS 485 acceptance.  (CDRL A013)
Sparing work products will be provided in contractor format for informational purposes.

3.3.4.4 Demilitarization and Disposal 

Demilitarization and disposal considerations will be integrated into the systems engineering process so that the ICP can be disposed of in a way that is in accordance with all legal and regulatory requirements relating to safety, security, and the environment.  (CDRL A013)
3.3.5 Obsolescence and Diminishing Manufacturing Sources & Material Shortages (DMSMS) Management

When directed and in conjunction with PMS 485, the contractor shall develop and implement a corrective action process to manage and mitigate obsolescence and DMSMS cases.

The contractor shall develop, submit, and implement a plan to address obsolescence and DMSMS to manage the loss, or impending loss, of manufacturers or suppliers of parts and/or material including items at risk for environmental obsolescence (e.g. Restriction on Hazardous Substances (RoHS)).  (CDRL A013)  
The contractor shall validate the system’s technical data to ensure all configuration changes are incorporated into the configuration management data base and drawings to ensure the system’s most current configuration is documented, and address configuration management of Diminishing Manufacturing Sources and Material Shortages (DMSMS) in the configuration management program plan using MIL-HDBK-61A guidance.  Configuration of all parts and changes to the appropriate level are maintained in accordance with the approved configuration management plan.

3.3.5.1 Parts Management

The contractor shall develop an interchangeability parts list that contains the vendor name and vendor part number, and a comparison of the alternate part(s) versus the part it replaces, detailing any differences in the specifications, testing, and manufacturing operations performed by the vendor.  (CDRL A013)
3.3.5.2 Configuration Management

Changes resulting from obsolescence and DMSMS corrective actions will follow the guidance of MIL-HDBK-61A and the PMS 485 CMP.

3.3.5.3 Supplier and Subcontractor Management

The contractor shall flow-down DMSMS contract requirements to subcontractors while managing and maintaining visibility of is suppliers’ DMSMS capabilities and efforts.  (CDRL A004)
3.3.5.4 Source Data
In the absence of prime vendor or sub-tier supplier BOMs, the contractor shall provide an alternative method of obtaining source data information needed to forecast DMSMS.  This could include third party agreements with commercial activities to which the prime vendor and subtier suppliers may provide or transfer data.

3.3.5.5 Forecasting and Notifications
The contractor shall implement a process for identifying and notifying PMS 485 of forecasted and identified DMSMS issues by requiring the following: (CDRL A001, A002)
a) Use of predictive tools and methods to proactively forecast and monitor parts for DMSMS, and provide the results to PMS 485 on an established periodic basis.
b) Access into the contractor’s DMSMS forecasting tool

c) Presentation of the program’s DMSMS status at all design reviews and program reviews.  The contractor shall provide the customer a softcopy of the “Unable to buy Report” monthly.

3.3.6 Marking
3.3.6.1 Hardware Identification / Marking
The contractor shall implement a marking in accordance with MIL-STD-130N and DFARS 252.211-7003 (Identification Marking of U.S. Military Property and Item Identification and Evaluation, August 2008.) 
The applied Item Unique Identification (IUID) will be permanent for the life of designated parts under normal service conditions.  The contractor shall be wholly responsible for any sub-tier suppliers requiring IUID part marking as part of compliance with this ICP SOW.  The combination of the physical IUID part marking and this data set are the basis of initializing the IUID system for the DOD.  The contractor shall submit a candidate list to PMS 485 for IUID marking concurrence.  The contractor shall address the timing of meeting the requirement to transmit the IUID data set as part of its IUID implementation.  This data will be used by the contractor to load the U.S. Government’s IUID Registry via best means (Wide Area Work Flow (WAWF)).  Submitted data IUID data records will apply to the IUID marked part and any embedded IUID records for sub-tier suppliers.  The contractor is wholly responsible for their IUID part-marking equipment.  Responsibilities include but are not limited to equipment selection, installation, training, tooling, and readability of IUID markings.  This will also include evaluation of associated materials to be used with the equipment (ink ribbons, film materials, etc.).  (CDRL A033)
3.3.6.2 Software / Middleware Identification / Marking
The contractor shall physically identify each software/middleware entity under configuration control in accordance with the requirements specified in the configuration baseline documentation.  If not specified, the contractor shall mark and label each software/middleware entity with a unique identifier and the version/revision level.  Where appropriate, this information must be embedded in the code header.  The contractor shall mark each software media (e.g., magnetic tape, disk) containing copies of tested and verified software entities with a label containing, or providing cross-reference to, a listing of the applicable software identifiers of the entities it contains.  The contractor shall label media for deliverable CSCIs with the Government contract number; software identifier; Commercial and Government Entity (CAGE) code; media number (e.g., 1 of 2 of 2) if there are multiple tapes/disks per set; and serial number of the media or media set (if there is more than one copy being delivered).  Media copy numbers shall distinguish each copy of the software media from its identical copies.  Each time a new version of software is issued, new or modified identifier numbers must be assigned. (CDRL A033).  
3.3.6.3 Firmware Identification / Marking
The contractor shall mark and label firmware in accordance with the requirements specified in the configuration baseline documentation.  If not specified, the contractor shall mark the part number on the firmware device or on the next higher assembly:


a) Where both the hardware device and the embedded firmware are documented and controlled via the same engineering document, the Part/Item Identification Number (PIN) for the device with the code embedded identifies the firmware.  The PIN will be marked on the device or traceable from the next higher assembly.


b) Where the hardware device and the software to be embedded are documented and controlled separately, the hardware device is identified by a PIN; the embedded software is identified separately.  The hardware device PIN and the serial number shall be marked on the item.  The software identifier will either be embedded in the code and a means to display the identifier to the user provided or a label will be attached to the device containing or providing cross reference to a listing of software identification.  (CDRL A033)

3.3.7 Tools / Test and Support Equipment

The contractor shall assess subsystem and equipment test and measurement requirements.  The contractor shall maximize the use of General Purpose Electronic Test Equipment (GPETE) and minimize the use of Special Purpose Electronic Test Equipment in the design of the system.  The contractor shall identify special tools or test equipment for operational level maintenance to PMS 485 for approval prior to incorporation into the system design.

The contractor shall deliver a tools, test, and support equipment list needed to support ICP to include technical description, CAGE code, NSN (if applicable), test requirements and related data.  Data for GFM will be provided by PMS 485.  The contractor shall supply all approved unique tools, test and support equipment for each installation unless documented as available on site.  (CDRL A013)
3.3.8 Transportation and Handling 

The contractor shall identify Packaging, Handling, Storage, and Transportation (PHS&T) requirements for all ICP equipment and support equipment.  The contractor shall develop PHS&T SOPs for each ship and shore location to facilitate the return of replaceable production hardware.  (CDRL A013)
3.3.9 Facilities 

The contractor shall characterize the facilities required to store, train, maintain, transport, install, operate, recover, and dispose of ICP production ready hardware.  The contractor shall identify facility physical, functional, environmental, safety, and security requirements necessary to store, train, and maintain ICP production ready hardware and support equipment in a Ready for Issue (RFI) condition.  (CDRL A013)
3.3.10  Computer Resources 

The contractor shall provide a plan that details how computer software, firmware and hardware maintenance will be conducted for the ICP.  As part of the plan, the contractor shall present a methodology for periodically upgrading computer hardware, firmware and software to take advantage of technology advances, to meet spiral development requirements and/or to combat parts obsolescence.  (CDRL A013)
3.3.11  Training Support and Program
The contractor shall provide training support, including training support documentation, for PMS 485 Systems.  The contractor shall develop/update all ship/shore training courses and Computer-Based Training (CBT) packages using MIL-PRF-29612B and MIL-HDBK-29612 (series) as guidance.  The training program will be ready for full implementation at the time of installation.  (CDRL A022, A023, A024)
3.3.11.1 Training Program Planning and Management
The contractor shall conduct planning for training development and management using MIL-PRF-29612B and MIL-HDBK-29612 (series) as guidance.  The contractor shall implement a program to provide personnel with sufficient skills to operate, repair, and maintain the ship and shore equipment.  The contractor shall include reference to applicable system operational and maintenance Interactive Electronic Technical Manuals (IETMs) and provide instruction in the use thereof.  The contractor shall conduct a training requirements conference at the contractor’s facility prior to beginning development or updates of the training materials.  The contractor shall conduct in-process reviews at the contractor’s facility according to dates specified during the training requirements conference.  These conferences and reviews will be held at the contractor’s facility with Government personnel attending and will generally require a maximum of five days.  (CDRL A022, A023, A024)
3.3.11.2 Training Material Development / Update
The contractor shall develop/update as appropriate initial operator and maintenance training courses for the ship and shore systems.  During the development/update of the courses, the contractor shall make maximum utilization of training materials previously developed for related systems where practicable.  The contractor shall develop/update training material for both instructors and trainees using MIL-PRF-29612B and MIL-HDBK-29612-2A, MIL-HDBK-29612-3A, MIL-HDBK-29612-4A, MIL-HDBK-29612-5 as guidance.  Training material will consist of lesson plans, instructional media packages, trainee guides, test packages, and Interactive Multimedia Instruction (IMI).  (CDRL A022, A023, A024)
System Maintenance curriculum, at a minimum, will cover:  
a) System overview; 
b) All equipment descriptions; 
c) Basic maintenance-related procedures; 
d) System configuration descriptions; 
e) System interfaces; 
f) System setup/shutdown procedures; 
g) Troubleshooting and diagnostic procedures;
h) Preventive maintenance descriptions; and
i) Basic system administrative functions.
3.3.11.2.1
Initial Training
The contractor shall develop/update and conduct operator and maintenance training courses for the ship/shore equipment systems.  The contractor shall leave curriculum materials, IMI, and IETMs on site at the completion of initial training.

· Training Instructional Media Production
· The contractor shall develop/update as appropriate training instructional media for the production of curriculum materials using MIL-PRF-29612B and MIL-HDBK-29612-3A as guidance.  (CDRL A022)
· Training Materials for Instructors
· The contractor shall develop/update as appropriate training materials for instructors using MIL-PRF-29612B and MIL-HDBK-29612-2A, -3A, -4A as guidance.  (CDRL A023)
· Training Materials for Trainees
· The contractor shall develop/update as appropriate trainee material using MIL-PRF-29612B and MIL-HDBK-29612-2A, -3A, -4A as guidance.  (CDRL A024)
· Testing Materials 

· The contractor shall develop/update and administer as appropriate testing material using MIL-PRF-29612B and MIL-HDBK-29612-2A, -3A, -4A, as guidance.

3.3.11.2.2
Interactive Multimedia Instruction (IMI)
The contractor shall analyze and utilize the existing CBT packages developed for previous ship/shore equipment systems (to the maximum extent possible) when developing/updating the operational and maintenance IMI packages, using MIL-PRF-29612B and MIL-HDBK-29612-5 as guidance.  The contractor shall develop all web-based IMI to be SCORM 2004 conformant.  The contractor shall demonstrate that the developed courseware runs successfully on a sponsor-designated Sharable Content Object Reference Model (SCORM) 2004 conformant LMS.  The contractor shall demonstrate that the developed courseware runs successfully on a sponsor-designated Navy Marine Corps Intranet (NMCI) client computer.  (CDRL A025)
The SURTASS ship and IUSS shore operation and maintenance IMI’s functionality will be integrated into their respective operation and maintenance IETMs, sharing common databases.  One integrated IMI/IETM for each of the operations and maintenance functions will be developed representing all U.S ship installations; and one integrated IMI/IETM for each of the operation and maintenance functions will be developed representing all related shore installations.  If any differences occur between platform system installations/configurations, an addendum package will be developed and added to the original integrated CBT/IETM.  Only FMS sites will have unique integrated IMI/IETMs or CBT/IETMs developed per site.  (CDRL A025)

3.3.11.3 Conduct of Training
The contractor shall conduct initial operator and maintenance training using MIL-PRF-29612B and MIL-HDBK-29612-2A, -3A, -4A as guidance.  The contractor shall train operator and maintenance technicians at a contractor facility or on-site coincident with installations as appropriate.  The contractor shall also evaluate the need for and provide attrition training as needed until such time as IUSS ship and/or shore trainers are capable of maintaining the training program.  (CDRL A022, A023, A024)
3.3.12 Technical Data / Documentation 

The contractor shall develop/acquire, deliver and maintain technical data and documentation including GFI/CFI, required to Operate, Maintain, and Support ICP production ready, GFE, and support/test equipment hardware throughout the ICP life-cycle.
The contractor shall be responsible for the technical and administrative planning, organizing, directing, coordinating, and controlling resources required for the preparation and use of technical data generated under this contract.  The contractor shall conduct in-process reviews at the contractor’s facility at regular intervals (i.e., 30/60/90 percent) within each product’s development schedule.

Technical manuals shall provide, at a minimum, operations and maintenance procedures; packaging, handling, storage and, transportation (PHS&T) procedures; installation and checkout (INCO) procedures; inspection and calibration procedures; and set up and stowage instructions for all ICP system equipment.
The range and depth of subject matter contained within the equipment and system-level Technical Manuals will be derived from MIL-DTL-24784(series) and further specified in Technical Manual Contract Requirements (TMCR) documents to be provided with future TOs and DOs.
Digital technical data will be developed and formatted in conformity with DON Policy on Digital Product /Technical Data memo, 23 October 2004.  Digital data will be created, received, maintained, and distributed in the common, neutral format of an integrated digital data environment (IDDE) to accommodate life-cycle information exchange and interoperability.

(CDRL A013)
3.3.13 Engineering Drawings and Associated Lists

The contractor shall correct and revise drawings and associated lists and provide new end-item drawings and associated lists as required.
3.3.13.1 Ship Installation Documentation 

The contractor shall update existing ship installation documentation for the T-AGOS retrofit configurations.  The contractor shall provide drawings and shall use as a guide the engineering practices as described in MIL-DTL-31000C, paragraphs 1.0 through 3.6.4 and 4.4.   The contractor shall also prepare Electromagnetic Compatibility (EMC) cable routing and installation details as required.  The contractor shall obtain and utilize current ship and engineering drawings, as required.  (CDRL A026, A027)
The contractor shall prepare the Base Electronics Systems Engineering Plan (BESEP) for each hardware installation in accordance with the PMS 485 Installation Process Handbook (CDRL A027).
The installation drawings will be prepared for the purposes of determining ship installation detailed material requirements for SPAWAR/NAVSEA/MSC reference.  The installation drawing set will include the following drawings as applicable for each ship project:

a) Structural (Three Types) – Bulkhead and layout in the SURTASS Operations Center (SOC), Foundation Arrangements (including sway braces, CG, weights) and antenna foundations with locations.

b) Power Requirements – Detailed electrical power drawings detailing overall ships power and power distribution as it applies to ICP.
c) Heating, Ventilation, and Air Conditioning (HVAC) Requirements - HVAC drawing detailing size and location of ducts in the SOC; identify size and location of ducting required for ICP; identify any/all impacts to SOC and ship HVAC requirements.  
d) Lighting Requirements - Lighting drawing which details lighting location in the SOC and power interconnections; identify lighting required for ICP and what impact(s), if any, to SOC and ship lighting requirements.  
e) Equipment Guidance Package (EGP) -  Plan and elevation view of equipment/racks in SOC; rack configuration detail including: 
1) Nomenclature and serial number; 
2) Slide information; 
3) Connector details and clearance access for servicing and maintenance; 
4) Heat load and power requirements of equipment/racks; 
5) List of components in system detailing sub-assemblies; 
6) Next higher assembly and lowest replaceable unit (LRU); and
7) List of components required for spares in system.
f) Cable run sheets - Detail of cable fabrication to include: 
1) Cable type/length; 
2) From/to information; 
3) Labeling information; 
4) Connector/backshell information; and 
5) Pin out information.
g) Block and wiring diagrams (three types) – Intraconnect block and wiring diagram detailing cabling inside cabinet, interconnect block and wiring diagram detailing cabinet to cabinet, and overall system flow diagram.

h) Removal/Ripout Drawing with details and disposition of removed equipment and cables.

i) Compartment Arrangement Drawing.

j) Cable Routing Drawing showing routing of power and signal lines.

k) Index for complete package of drawings/documentation required for install and Index for Cable Run Sheets.
The installation drawing will be applicable to an entire class of ships.  If for any reasons, an individual ship has specific installation criteria, which differs from the rest of the class.  The contractor shall develop additional sheets, which includes the special criteria to the applicable drawing.
3.3.13.2 Shore Installation Documentation
The contractor shall prepare the BESEP for each hardware installation in accordance with the PMS 485 Installation Process Handbook (CDRL A027).
The contractor shall update existing shore installation documentation using as a guide MIL-DTL-31000C, paragraphs 1.0 through 3.6.4 and 4.4 and the existing Technical Data Package (TDP) containing shore installation drawings for the IUSS shore systems.  (CDRL A026, A027)
The shore installation drawings will include as applicable the following drawings:

a) Room Arrangement

b) Foundation Details

c) Block Wiring Diagram

d) EMC Cable Routing and Installation Details

e) AC Power Modification

f) Name Plates and Engraving

g) Bill of Material.
3.3.14  Product Improvement Processes

3.3.14.1 System Problem Resolution Process

The contractor shall conduct analysis and develop solutions for known problems in the hardware, software and system areas for the PMS 485 systems.  Each effort to resolve problem areas will be specifically approved by PMS 485 as appropriate, prior to initiation.  The contractor shall manage the Problem/Trouble Report (PTR) System.  The contractor shall investigate, propose, and provide changes to the PMS 485 systems within the scope of this contract to enhance the ability to maintain the system in the shipboard or shore operating environments.  (CDRL A013) 
3.3.14.2 Failure Review Process

The contractor shall conduct failure reviews of parts on assigned systems and participate in PMS 485 quarterly Failure Review Boards (FRB).  The contractor shall review functional / performance failure data generated from inspections and tests including: 
a) Subcontractor qualification; 
b) Reliability and acceptance test failures; 
c) Usage data as reflected in the ready stock depot requisition records; and 
d) Reports on shipboard systems.  
The contractor shall record and keep on file failure review activity for examination by the procuring activity during the term of the contract.  (CDRL A013)
3.4 System / Hardware Production

The contractor shall procure, integrate, test at the factory Manassas Alpha Lab, install and test at the specified site or platform in accordance with the applicable Technical Instruction which specifies the applicable ICP software baseline.  The hardware configuration for the respective site or platform is to be modular and scalable.

All equipment and components required for the ICP Baseline Software release will be provided as CFE.
The contractor shall provide the following under specific TOs and DOs with tailored SOWs for the respective site or platform.
a) Hardware design and architecture that will host the ICP Baseline software release and meets the technical requirements of the equipment specified in the TO.  A Preliminary Design Review (PDR) and a Critical Design Review (CDR) will be conducted.  The approval of the CDR presentation will baseline the hardware architecture for that site or platform such that procurement and integration actions can be initiated.

b) Procure the required hardware and spare equipment LRUs to support the ICP hardware baseline.

c) Initiate the system integration design to include ship installation and preparation drawings, conduct of ship-check, preparation of Manassas Alpha Lab and site test procedures and ILS documentation.

d) Integrate ICP system at Manassas Alpha Lab and conduct factory acceptance tests IAW approved, detailed test procedures, and provide Test Report.

e) Conduct Factory FCA and PCA
f) Prepare Operational Site Acceptance Test Procedures

g) Ship ICP system to site or platform following approval of Manassas Alpha Lab Test Report.

h) Install ICP system and conduct Operational Site acceptance test per the approved operational site acceptance test procedures.

i) Conduct Operator and Maintenance Training and deliver required ILS documentation to the designated site or ship platform.

The TOs and DOs will specify applicable contractual milestones, place of performance, deliverables, GFE and GFI items, and man-hour and funding requirements for the specific TOs and DOs.

3.5 Material Procurement

3.5.1 ICP Hardware and Spares

The contractor shall recommend initial hardware requirements and sparing requirements.  The contractor shall identify specific items which will satisfy the hardware and spares requirements.
When tasked in an order, the contractor shall procure hardware and replenishment spares identified by PMS 485.
3.5.2 ICP Technology Refreshment

The contractor shall implement a technology refreshment program to ensure the contractor-furnished hardware is not technologically obsolete at final acceptance.  Components will be considered to be obsolete and must be replaces with current technology if they meet any one of the following criteria:

· Products (component level, LRU, or assembly of COTS or Non-Development Items (NDI) not in production or expected to be phased out of production by the original equipment manufacturer within five years after acceptance.

· Products no longer commercially supported, or any component without a documented plan to support for seven years following acceptance.

· Products whose maintenance costs exceed replacement with current technology.
The contractor shall assess the state of current technology, project future technology trends, compare current and projected technology with contractor-furnished units, and identify potential areas for technology refreshment.  PMS 485 will identify planned facility upgrades.  In addition to considering the known facility upgrades identified by PMS 485, the contractor shall recommend facility upgrades based on the contractor’s design approach and technology refreshment plans.  The contractor shall ensure that technology refreshments incorporated do not degrade performance or decrease system flexibility, reliability, maintainability, or availability.

The contractor shall conduct a supportability analysis on all new parts introduced as a result of technology refreshment.  This analysis will assess the impact on technical documentation, spare parts, installation kits, and associated costs.  The contractor shall report the results of this analysis during regularly scheduled reviews and prior to the introduction of technology refreshment.

When further directed, the contractor shall procure technology refreshment hardware and spares identified by PMS 485.

4 GOVERNMENT FURNISHED PROPERTY

4.1 Government Furnished Property / Equipment / Material Management 
The contractor’s procedures for GFP management shall be in accordance with government property requirements.  In addition, the contractor shall:

a) Examine upon receipt, consistent with the practicality, to detect damage in transit;

b) Inspect for completeness and proper type;

c) Conduct functional testing, during system demonstration, as required by the contract to determine satisfactory operation;

d) Verify quantity;

e) Coordinate, track and report all loans and borrows of Government-furnished production assets;

f) Be responsible for maintaining GFE/GFM as directed in the GFP requirements.  
g) Repair parts may be obtained by MILSTRIP at the direction of the COR;

h) Report to PMS 485 any GFP found damaged, malfunctioning, or otherwise unsuitable for use. (CDRL A001)
i) Provide an annual inventory status report of all contract GFE.   (CDRL A032)
5 SECURITY

5.1 DD 254 Requirements
The contract Form DD254, Contract Security Classification Specification will specify the classification level and access requirements for data, information, and spaces.
5.2 System Security

The contractor shall develop and implement a system security approach in accordance with the Contract Security Classification Specification, DD Form 254.  
5.3 Foreign Travel
If foreign travel is required, all outgoing Country/Theater clearance message requests will be submitted to the SSC-SD foreign travel team, OTC-2, Room 1656 for action.  A Request for Foreign Travel form will be submitted for each traveler, in advance of travel, to initiate release of clearance message at least 35 days in advance of departure.  Each traveler must also submit a Personal Protection Plan and have a Level 1 Antiterrorism/Force Protection briefing within one year of departure and a country specific briefing with 90 days of departure.  

























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































