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NGEN Security and IT C&A Services execute the DIACAP, in accordance with the DON DIACAP Handbook Version 1.0, July 21, 2008.  The program maintains accreditation boundaries as defined in the security architecture section of the enterprise DIACAP Plan (eDP), Version 0.04, October 17, 2011.   

Security and IT C&A Services are shared services.  The ES Contractor is designated as the primary service provider, and the TXS Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

For the assigned services and systems, the Contractors shall:
a. Comply with the IA references listed in Table 2.1‑2.
b. Submit proposed updates to the accreditation boundary Authority to Operate (ATO).  All sections of the EDP must be reviewed and updated prior to the expiration of the ATO. (CDRL A023 - DoD Information Assurance Certification and Accreditation Process Package)
c. Provide programmatic and technical support for all weekly Certification Solution Review (CSR) and weekly Integrated Certification Solution Review (ICSR) meetings.  CSR meetings address all NGEN architecture and engineering solutions that reside solely in NGEN.  ICSR meetings address all NGEN architecture and engineering solutions that interface with other non-NGEN networks and enclaves and require joint accreditation (e.g., IT-21 and ONE-Net).
i. Prepare a meeting agenda for submittal to the Government. (CDRL A001 – Meeting Agenda) 
ii. Prepare and present engineering project briefs based upon the agreed agenda, for submittal to the Government. (CDRL A002 – Presentation Material)
iii. Track and present outstanding DIACAP Packages by phase, including expiring accreditations, and the resolution of issues impacting those Packages. (CDRL A002 – Presentation Material)
iv. Obtain DIACAP scope, identification, version, and package type from the CSR board for architecture and engineering solutions. 
v. Designate the appropriate Project Managers, Technical Leads, and other SMEs to participate in the CSR and ICSR meetings and address all agenda items.
vi. Obtain routing and approval requirements from the CSR board for architecture and engineering solutions.
vii. Prepare meeting minutes for submittal to the Government and track action items to completion. (CDRL A003 – Meeting Minutes)
d. Produce and provide C&A related information, including detailed site topology drawings and other documentation such as the SIPRNet and NIPRNet Connection Questionnaire required by DISA for Interim Authority to Connect (IATC) and Authority to Connect (ATC) to the GIG. (CDRL A019 – Installation Technical Documentation and Plans)
e. Prepare quarterly updates to the Enterprise System Security Authorization Agreement (SSAA) document and the successor document, the EDP when implemented.
f. Provide Government physical, logical, administrative access and support to all NGEN sites, including NOCs, to accommodate scheduled and unscheduled Government cyber security inspections and compliance validation.  

In addition to the above, the ES Contractor shall:
a. Prepare, with input and agreement from the TXS Contractor, consolidated DIACAP Packages in accordance with DoD and DON security policies and requirements. (CDRL A023 – DoD Information Assurance Certification and Accreditation Process Package)
b. Provide programmatic and technical support for all weekly CSR and weekly ICSR meetings.
i. Consolidate the meeting agenda with input and agreement from the TXS Contractor and submit to the Government for approval. (CDRL A001 – Meeting Agenda)
ii. Consolidate, with input and agreement from the TXS Contractor, and submit to the Government the engineering project briefs and the outstanding DIACAP Packages by phase, including expiring accreditations, and the resolution of issues impacting those Packages. (CDRL A002 – Presentation Material)
iii. Consolidate meeting minutes and the status of action items, with input and agreement from the TXS Contractor, and submit to the Government for approval. (CDRL A003 – Meeting Minutes)
c. Conduct C&A testing in accordance with the DIACAP Implementation Plan (DIP) and other Government provided test plans.  
d. Implement accreditation boundary change requests following the established processes as outlined in the Navy Ports, Protocols, and Services (NPPS) Manual, Version 1.5, November 16, 2010.
e. Verify automated systems comply with security requirements and are accredited by the Operational Designated Approving Authority (ODAA) and the DAA Command, Control, Communications, and Computers prior to operating in the production environment.  
f. Support, in a non-evaluating capacity, the Government in its role of DIACAP Validator in conducting site visits, IA Manager (IAM) interviews, as well as Security Test and Evaluations using Government provided test plans, building walkthroughs, and physical security inspections and room certifications.
g. Submit DIACAP Packages to the Government in accordance with the DON DIACAP Handbook Version 1.0, July 21, 2008 no later than 70 days prior to impact date (date required to maintain or attain ATO or ATC). (CDRL A023 - DoD Information Assurance Certification and Accreditation Process Package) 
i. Run tests no earlier than four months prior to package submission.
ii. Upload results to the IA Tracking Status (IATS) or available C&A tool.
h. Perform Security Test and Evaluation in accordance with Government provided test plans.
i. Support Independent Test and Audit Teams evaluations on systems or networks to verify and determine the extent a particular design and implementation meets a set of specified security requirements.  Provide the Teams with the use of assigned servers to run remote scans and support of on-site POCs.  Collaborate with the Government to collect and analyze test data and recommend remediation of findings.
j. Evaluate new C&A products and protocols for impact to the C&A process.
k. Provide the Government architecture documentation, risk assessments, and risk mitigation plans to support DIACAP accreditation.
l. Achieve ATO for all sites granted Interim Authority to Operate (IATO) prior to expiration of the IATO.
m. Review U.S. Cyber Command (USCC) Coordinated Alert Messages to identify NGEN sites that are within 30 days of IATO expiration.  This requirement does not apply to Interim Authority to Test (IATT) sites.
n. Populate C&A templates per DIACAP requirements. 
o. Provide status on DIACAP Packages in the Monthly Status Report and, depending upon the agenda, the PMR presentation.  The C&A information includes total DIACAP Packages submitted with a breakout of the total Packages completed and total Packages open with estimated time to closure. (CDRL A010 - Monthly Status Report and CDRL A002 – Presentation Material)
p. Provide accreditation boundary documentation. (CDRL A023 - DoD Information Assurance Certification and Accreditation Process Package)
q. Provide NGEN certification documentation [e.g., scans, RTMs, or DoD Architecture Framework documents] for solutions being certified for inter-network use. 
r. Provide security design management control of NGEN Core Build processes for servers, services, and end points.
s. Consolidate, with input and agreement from the TXS Contractor, quarterly updates to the Enterprise SSAA document and the successor document, the EDP when implemented. 

In addition to the above, the TXS Contractor shall:
a. DevelopTXS components of the DIACAP Packages in coordination with the ES Contractor and other service providers and in accordance with DoD and DON Security Policies and Requirements for three levels of C&A. (CDRL A023 – DoD Information Assurance Certification and Accreditation Process Package) :
i. Systems and projects for incremental changes and improvements.
ii. Site installations.
iii. Enterprise.
b. Conduct annual reviews of the TXS components of the DIACAP Packages in coordination with the ES Contractor and other service providers.
c. Ensure automated systems comply with security requirements and are accredited by the Navy's ODAA prior to processing classified or sensitive unclassified data. 
d. Conduct C&A testing on TXS systems in accordance with the DIP and other Government provided test plans. 
e. Conduct evaluations on systems or networks to verify and determine the extent a particular design and implementation meets a set of specified security requirements. 
f. Provide programmatic and technical support for all weekly CSR and weekly ICSR meetings.
i. Provide input on the meeting agenda to the ES Contractor for consolidation. (CDRL A001 – Meeting Agenda)
ii. Provide the TXS input on the engineering project brief to the ES Contractor for consolidation. (CDRL A002 – Presentation Material)
iii. Provide input on the meeting minutes and the status of action items to the ES Contractor for consolidation. (CDRL A003 – Meeting Minutes)
iv. Provide to the ES Contractor, for inclusion in the briefing material, input on the outstanding DIACAP Packages by phase, including expiring accreditations, and the resolution of issues impacting those Packages for inclusion.
g. Execute accreditation boundary change requests following the established processes as outlined in the Navy Ports, Protocols, and Services (NPPS) Manual, Version 1.5, November 16, 2010.
h. Review compliance with all non-inheritable IA Controls for each site [i.e., each Physical Site Indicator (PSI) Code and all tenant commands there] annually.
i. Conduct validation testing in accordance with the Government provided test plan for each site by PSI Code for all non-inheritable IA controls applicable to that site. 
j. Provide the ES Contractor quarterly updates to the Enterprise SSAA document and the successor document, the EDP when implemented. 
k. Submit proposed DIACAP Package updates to the stakeholders (e.g., DAAs and Certificate Authorities) for review and approval.

