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Boundary, DMZ, and COI Services provide protection to NGEN, including the management and operation of the boundaries.  
	
Defense-in-Depth includes defense mechanisms at each of the following five boundaries:
a. Transport Boundary: Unclassified and classified transport boundaries that connect all NGEN sites (internal facing intranet transport).
b. Boundary 1 (B1): Security boundaries between NGEN and the NIPRNet or SIPRNet (trusted to un-trusted WAN).
c. Boundary 2 (B2): Boundaries between NGEN and other Navy networks [trusted to trusted networks (e.g., ONE-Net and IT-21)].
d. Boundary 3 (B3): Boundaries between NGEN and NGEN COIs.
e. Boundary 4 (B4): Application and host level.

These five boundaries are defined in the Ongoing Infrastructure Engineering Support document listed as Attachment 32 in Section J of the contract.

Boundary, DMZ, and COI Services are shared services. The TXS Contractor is designated as the primary service provider, and the ES Contractor is designated as the supporting service provider.  The Contractors shall collaborate with each other and other service providers to provide the common services described below.

The Contractors shall comply with the IA references listed in Table 2.1‑2.

In addition to the above, the ES Contractor shall:
a. Update and maintain the end-to-end security architecture design for boundaries, DMZs, and COIs in coordination with the TXS Contractor.
b. Operate and maintain ES assigned boundary, DMZ, and COI components.

In addition to the above, the TXS Contractor shall:
a. Operate and maintain TXS assigned boundary, DMZ, and COI components.
b. Provide the transport components to support the implementation, operations, and maintenance of training classrooms at existing Navy classroom locations.  Maintain a COI network solution that supports access to NGEN training resources from other networks and NGEN electronic classroom seats.
c. Provide its portion of the end-to-end architecture design documentation to the ES Contractor for incorporation into the architecture documents submitted to the Government.

