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[bookmark: _Toc316652313]Purpose
In order to release all data to Industry, the Department of Navy (DON) must reduce the level of risk associated with the release of enterprise network Technical Data Processes & Procedures (TDPP).  The intent is to ensure the security of the Navy Marine Corps Intranet (NMCI), a National Security System (NSS), will not be compromised through methods of data aggregation associated with highly sensitive network architecture and design documentation.  PMW-205 Naval Enterprise Networks (NEN) has developed the following policies and procedures to grant Industry access to all available NMCI data, while ensuring appropriate security measures are in place to prevent spillage and malicious attacks on the NMCI network. Reading rooms, which are a standard Government practice, will provide controlled access to sensitive information while restricting capabilities that could expose the data to undue risk.
[bookmark: _Toc294098762][bookmark: _Toc316652314]Reading Room Services
Analogous to Sensitive Compartmented Information Facilities (SCIF), the reading rooms within the Technical Data Research Facility (TDR FAC) will provide Industry with read-only access to the PM NEN developed Technical Data Package (TDP) and the licensed incumbent developed NMCI Intellectual Property (IP).  The reading rooms will not connect to the Internet, but will be limited to an isolated Local Area Network (LAN) to prevent access to e-mail, FTP, instant messaging, and any other means that would enable data transport. 
Each reading room within the TDR FAC will contain two computers with read-only access to the technical data corpus.  To prevent copy or download of data, USB ports and CD/DVD drives will be disabled and no electronic devices will be permitted inside the reading rooms. Each reading room can accommodate up to four participants.
NOTE: If the company who has reserved the space chooses to bring a partner company representative and share the reading room space, this can be accommodated.  The TDR FAC Staff will not ask companies to share their reserved space with other companies. 
Within the reading rooms, Industry Representatives will be able to take notes which TDPP Consultants will review to ensure the notes do not pose a risk to NMCI security.  The TDPP Consultant will have the notes redacted (blacked-out) to remove any sensitive data or potential code that could represent sensitive data, and upon approval, deliver a copy of the redacted notes electronically. 


[bookmark: _Toc316652315]Reading Rooms 
[bookmark: _Toc294098765]Industry Representatives will not be allowed to bring any items into the reading rooms.  Upon check-in, TDR FAC Staff will retrieve and secure any items brought by Industry Representatives. Items will be returned to representatives as needed.  Items that are prohibited within the reading rooms include, but are not limited to, the following: 
· Bags (e.g., backpacks, purses, brief cases, etc.)
· Electronic devices (e.g., laptops, cellular phones, PDAs, cameras, digital pens, etc.) 
· Storage devices (e.g., thumb drives, hard drives, etc.)
NOTE: Neither the hosting contractor nor the Government is responsible for lost or stolen items stored at the facilities. 
[bookmark: _Toc316652316]Criteria for Requestor & Company
While the material within the TDR FAC is UNCLASSIFIED, it is designated as Controlled Unclassified Information (CUI).  The risk associated with data aggregation creates a higher requirement for security and controlled access.  Once TDR FAC Staff receives an appointment request and the TDR FAC FSO receives a Visitor Request, TDR FAC FSO will vet the following requirements prior to scheduling an appointment:
· Company NDA status against the PM NEN Procuring Contract Officer (PCO) provided list of companies who have signed NDAs
· Individual is affiliated with the company who signed the NDA
· [bookmark: _GoBack]Company SECRET Security Clearance 
· Individual SECRET Security Clearance for all participants
If a company or individual does not currently hold a Clearance, information on this process can be obtained from the Defense Industrial Security Clearance Office (DISCO) website. 
[bookmark: _Toc316652317]Hours of Operation and Scheduling
TDR FAC reading rooms will have set hours of operation (Monday - Friday 9AM – 5PM respective to each location’s time zone) and a structured scheduling process.  Appointments will be scheduled as equitably as possible.
· Appointments are scheduled in four (4) hour block increments.
· Industry Representatives may not reserve more than 24 consecutive business hours of access at a time to ensure availability for all potential offerors (e.g., 1 full day, 3 full days, 6 half days, etc.).
· Companies cannot have multiple appointments scheduled at one time (i.e., one reading room at a time, one TDR FAC site at a time).
· A subsequent appointment cannot be scheduled prior to completion of a scheduled appointment.
 NOTE: The Government reserves the right to limit or change availability as needed. 
[bookmark: _Toc316652318]Industry Representative Notes
TDPP Consultants retrieve and inspect all notes upon exit to ensure notes do not include data that cannot leave the reading rooms, such as Internet Protocol (IP) addresses, IP schemas, ports, or any other data that would have no relevance to contract bidding, but full relevance to malicious attacks on the NMCI network.  TDPP Consultants return the notes electronically to the Industry Representative once they have been approved for release.  Industry Representatives must not duplicate network drawings in notes and take all notes in plain English.  Files, whole or in part, may not be copied by use of the copy, cut, or paste command prompts.
NOTE: Any notes resembling code, or that cannot be understood, will be redacted prior to release.
TDPP Consultants are available to answer questions as to what notes can and cannot be taken if needed; such as the following:
0. [bookmark: _Toc294098766]Information that may create an unfair competitive advantage/expose business proprietary information
0. Contractor financial data (e.g., labor rates, etc.)
0. Contractor data not developed in support of NMCI 
0. Personally Identifiable Information (PII)
0. Nonpublic information
0. Contractor solution evaluations (e.g., vulnerabilities, etc.)
0. Information that may pose a risk to network security
1. Internet Protocol (IP) addresses
1. Routing tables
1. Virtual Private Network (VPN) data
1. Domain Name System (DNS) data
1. Firewall data
1. Passwords
1. Intrusion Detection System (IDS) or Intrusion Prevention System (IPS) data
1. Public Key Infrastructure (PKI) details
1. Detailed configuration data
1. Point of Presence (POP) locations
1. Legal or Nuclear Community of Interest (COI) data
1. Network drawings
1. Files, whole or in part, by use of the copy, cut, or paste command prompts
1. Notes “ad verbum” from IP located within the TDPP folder
[bookmark: _Toc316652319]Breakout Room Services
Each TDR FAC location will offer a breakout room which will serve as an open work area for Industry Representatives to step out of the reading room to check their corporate e-mail, take phone calls, and access the Internet as needed.  Each breakout room will offer wired Internet connectivity.  Wireless Internet connectivity will not be provided within the TDR FAC for security purposes.  If you need to check your e-mail or make a phone call during your scheduled appointment time, the front desk will provide your checked items for use within the breakout room.  TDR FAC Staff will escort you to and from the reading rooms.
[bookmark: _Toc316652320]Assistance 
[bookmark: _Toc294098767]TDR FAC Staff will monitor the reading rooms for compliance and escort Industry Representatives to and from the reading rooms.  TDPP Consultants will provide assistance to Industry Representatives, as needed, in the realm of locating information within the IP corpus. Acting as NMCI IP subject matter experts (SMEs), the TDPP Consultants will respond to ad-hoc data requests and facilitate answering questions about the organization of IP and location of information.  No technical exploratory or acquisition related areas of inquiry will be broached while in the TDR FAC.  Microsoft Windows accessibility options can be enabled for participants with disabilities.
[bookmark: _Toc316652321]Out-Briefing 
At the conclusion of every TDR FAC appointment, all participants will attend a mandatory out-briefing that includes review of rules and use of data viewed held by TDR FAC Staff.  At that time, all participants will release all of their notes for review and redaction if needed.  Redacted notes will be delivered electronically once the notes are approved for release. The out-briefing is mandatory for all participants without exception. 


[bookmark: _Toc316652322]Appointment Process
1. Submit an electronic Facility Access Request Form to the TDR FAC (NEN_TDRFAC@falconwood.biz). 
2. Have company Security Officer submit a Visit Authorization Letter (VAL) to the TDR FAC FSO. 
3. TDR FAC FSO will vet participant credentials (e.g., Clearance, NDA) prior to confirming an appointment upon receipt of VAL.
4. TDR FAC Staff will contact the requestor to coordinate an appointment time. 

NOTE: Appointment priority will be given to companies who have not had an appointment yet. Upon FSO approval, TDF FAC Staff will confirm the appointment time.

5. Upon arrival for the appointment, complete the check-in process:
· Verification of US Government-issued photo identification for each participant, such as the following:
· DoD or Federal Common Access Card (CAC)
· US Passport
· US State-issued Driver’s License
· Secure all items that cannot enter the reading room
· Complete a User Agreement 
· Reading rooms overview:
· Rules and policies, as well as consequences for violations
· What notes can be taken
· Where to find information
· Facility overview (e.g., emergency exits, restrooms, etc.)
· How to request assistance
· Reading room computer log on instructions

6. TDR FAC Staff will escort you to the reading room and ensure you are able to log in successfully. 
7. Upon completion of your reading room appointment, the TDR FAC Staff will conduct a mandatory out-briefing to include:
· Retrieval of all notes from all participants
· Review of rules and use of data
8. At the completion of your out-briefing, TDR FAC Staff will escort you to the front desk at which time all secured items will be returned. 
9. After 24 hours, you may submit a request for a subsequent appointment. 


[bookmark: _Toc316652323]User Agreement
I have read and understand the Technical Data Research Facility (TDR FAC) Rules of Engagement. I understand that by violating the terms of this user agreement, at a minimum my privileges, as well as my company’s privileges, to access the PM NEN TDR FAC may be suspended or revoked. As a guest within the TDR FAC I will:
· I WILL NOT attempt to bring any unauthorized items into the reading rooms. This includes, but is not limited to:
· Bags (e.g., backpacks, purses, brief cases, etc.)
· Electronic devices (e.g., laptops, cellular phones, cameras, digital pens etc.)
· Storage devices (e.g., thumb drives, hard drives, etc.)
· I UNDERSTAND that if I choose to stow these items at the facilities, neither the hosting contractor nor the Government is responsible for lost or stolen items. 
· I WILL NOT copy or take notes on any data which may be sensitive, pose a security threat to the NMCI network, or create an unfair competitive advantage if released outside of the reading rooms.  This includes, but is not limited to:
· Information that may create an unfair competitive advantage/expose business proprietary information 
· Contractor Financial Data (e.g., labor rates, proprietary business information, etc.)
· Contractor Data not developed in support of NMCI 
· Personally Identifiable Information (PII)
· Non-public Information
· Contractor Solution Evaluations (e.g., vulnerabilities, etc.)
Note:  If inadvertent discovery of this type of information occurs, I will immediately secure my workstation and physically contact the TDRFAC security officer to disclose what I have discovered and surrender notes taken.
· Information that may pose a risk to network security
· NO Internet Protocol (IP) addresses
· NO routing tables
· NO Virtual Private Network (VPN) data
· NO Domain Name System (DNS) data
· NO firewall data
· NO passwords
· NO Intrusion Detection System (IDS) or Intrusion Prevention System (IPS) Data
· NO Public Key Infrastructure (PKI) details
· NO detailed configuration data
· NO Point of Presence (POP) locations
· NO Legal or Nuclear Community of Interest (COI) data
· NO Network drawings
· NO files, whole or in part, by use of the copy, cut, or paste command prompts
· NO notes “ad verbum” from IP located within the TDPP folder
· I UNDERSTAND that MS Notepad is the only authorized and allowable means in which to take electronic notes.
· I WILL attend an out-briefing at the completion of my appointment; at which time I will submit all notes for review and redaction. I understand that I cannot take my notes with me at the completion of my appointment.


____________________________________          	____________________________________	
Printed Name, Title					      Company
_____________________________________         	      ____________________________________
Signature						      Date
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