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1.  INTRODUCTION

This document provides guidance for the acquisition of commercial information technology software.  This software may be acquired under a contract to acquire commercial applications, utility or operating software.  This software may also be acquired under a contract, which requires the contractor to deliver computer systems (processors, hardware, peripherals, operating software and applications software as an integrated system).  The term “information technology” is defined in Federal Acquisition Regulation (FAR) 2.101.  The term “commercial” as used in this Guide is the same as the definition of "commercial items" in FAR Part 12 and in the FAR 52.202-1 "Definitions" clause.  This Guide is current as of FAC 97-04 to the 1997 Edition of the FAR, DAC 91-13 of the 1991 Edition of the DFARS, and the 1997 Edition of the NAPS in effect on 18 March 1998.
The FAR 52.227-19 “Commercial Computer Software--Restricted Rights” clause may be used in an acquisition conducted under FAR Part 12 “Commercial Items.”  This FAR 52.227-19 clause which is discussed in more detail in paragraph 3.1.b(4) of this Guide, defines restricted computer software as any "any computer program…that has been developed at private expense and either is a trade secret, is commercial or financial and confidential or privileged, or is published and copyrighted."  This privately developed software is then either (1) sold, leased, or licensed to the general public, or (2) has been offered for sale, lease or license to the general public (see the definition of commercial item in FAR 52.202-1).  Therefore, products that meet the definition in the FAR 52.227-19 clause are "commercial items" as they are described in the FAR 52.202-1 "Definitions" clause.

Software and its documentation that was either “developed exclusively with government funds” or “developed with mixed funding” are outside the scope of this Guide.  The contracting officer and/or program manager should examine the contents of Defense Federal Acquisition Regulation Supplement (DFARS) 227-7203 through 227-7207 or the terms and conditions of the contract under which the software and its documentation were developed for guidance concerning its acquisition.

The contents of this Guide is for use in solicitations and contracts awarded under FAR Part 13, Simplified Acquisition Procedures; Part 14, Sealed Bidding; or Part 15, Contracting by Negotiation.

While this Guide may be used in the development of an acquisition strategy involving the issuance of Federal Supply Schedule (FSS) blanket purchase agreements under FAR 8.4 or issuing delivery orders under FSS information technology contracts, caution must be exercised in implementing the strategy.  Each Federal Supply Schedule information technology contract contains terms and conditions including software licensing provisions that are unique to that FSS contract.  The inclusion of any additional software licensing provisions in a BPA or delivery order that are not already contained in the FSS contract constitutes an action that is outside the scope of the FSS contract.  The “Blanket Purchase Agreements” clause in each FSS contract says that “The contractor agrees to enter into blanket purchase arrangements in accordance with FAR 13.2 with ordering activities, provided that Orders placed under such agreements shall be issued in accordance with all applicable regulations and the terms and conditions of the contract.”  The “Ordering” clause in each FSS contract says that “…All delivery orders are subject to the terms and conditions of this contract…”  Consequently, the text of a BPA, the text in a delivery order issued under a BPA as well as the text in a delivery order issued directly under a FSS contract shall not contain any additional software licensing provisions.

The contents of this Guide may be used in conjunction with the “SPAWAR Claimancy Clausebook” (in particular, Specification C-702 “Federal Standards”, Specification C-714 “Conversion Requirements”, the clause at SPAWAR 5252.239-9607, Software, and the clause at SPAWAR 5252.239.9605, Technology Improvements).


This Guide does not address any contracting or program approval requirements (including those required under DoD Directive 5000.1, DoD Instruction 5000.2, and DoD Regulation 5000.2-R.  However, the “Analysis of Alternatives” discussed in DoD Instruction 5000.2 should address to the extent that they are applicable, any compatibility-limited requirements as discussed in paragraph 3.1.e.(2)(B) or software conversions and their estimated costs as discussed in paragraph 3.2.b.

Except for subparagraphs 3.1.b.(4)(c), 3.1.b.(4)(d) and 3.1.c, the substance of paragraph 3 “Special Characteristics of Commercial Software Acquisitions” was extracted from the “A Guide for Acquiring Commercial Software” published in January 1991 by the Information Resources Management Service of the U.S. General Services Administration.  The contents of Paragraph 3 have been reviewed for currency with the Federal Acquisition Streamlining Act of 1994 and the Clinger-Cohen Act of 1996 as they have been implemented in the Federal Acquisition Regulation and the Defense Federal Acquisition Regulation Supplement.

2.  APPLICABLE REGULATORY GUIDANCE

The following is regulatory guidance from the from Federal Acquisition Regulation (FAR) and the Defense Federal Acquisition Regulation (DFARS) that applies to the acquisition of commercial computer software.

2.1.  Extracts from Federal Acquisition Regulation
The following are extracts from FAR Part 12 “Acquisition of Commercial Items” and FAR Part 27 “Patents, Data, and Copyrights” of regulatory guidance that apply to the acquisition of commercial computer software:

PART 12--ACQUISITION OF COMMERCIAL ITEMS

12.000  Scope of part.

This part prescribes policies and procedures unique to the acquisition of commercial items.  It implements the Federal Government's preference for the acquisition of commercial items contained in Title VIII of the Federal Acquisition Streamlining Act of 1994 (Public Law 103-355) by establishing acquisition policies more closely resembling those of the commercial marketplace and encouraging the acquisition of commercial items and components.

Subpart 12.1--Acquisition of Commercial Items--General

12.101  Policy.

Agencies shall--

(a) Conduct market research to determine whether commercial items or nondevelopmental items are available that could meet the agency’s requirements;

(b) Acquire commercial items or nondevelopmental items when they are available to meet the needs of the agency; and

(c) Require prime contractors and subcontractors at all tiers to incorporate, to the maximum extent practicable, commercial items or nondevelopmental items as components of items supplied to the agency.

12.102  Applicability.

(a) This part shall be used for the acquisition of supplies or services that meet the definition of commercial items at 2.101.

(b) Contracting officers shall use the policies in this part in conjunction with the policies and procedures for solicitation, evaluation and award prescribed in Part 13, Simplified Acquisition Procedures; Part 14, Sealed Bidding; or Part 15, Contracting by Negotiation, as appropriate for the particular acquisition.

(c) Contracts for the acquisition of commercial items are subject to the policies in other parts of this chapter.  When a policy in another part of this chapter is inconsistent with a policy in this part, this Part 12 shall take precedence for the acquisition of commercial items.

Subpart 12.2--Special Requirements for the Acquisition of Commercial Items

12.201  General.

Public Law 103-355 establishes special requirements for the acquisition of commercial items intended to more closely resemble those customarily used in the commercial marketplace.  This subpart identifies those special requirements as well as other considerations necessary for proper planning, solicitation, evaluation and award of contracts for commercial items.

12.202  Market research and description of agency need.

(a) Market research (see 10.001) is an essential element of building an effective strategy for the acquisition of commercial items and establishes the foundation for the agency description of need (see Part 11), the solicitation, and resulting contract. 

(b) The description of agency need must contain sufficient detail for potential offerors of commercial items to know which commercial products or services may be suitable.  Generally, for acquisitions in excess of the simplified acquisition threshold, an agency’s statement of need for a commercial item will describe the type of product or service to be acquired and explain how the agency intends to use the product or service in terms of function to be performed, performance requirement or essential physical characteristics.  Describing the agency’s needs in these terms allows offerors to propose methods that will best meet the needs of the Government.

(c) Follow the procedures in Subpart 11.2 regarding the identification and availability of specifications, standards and commercial item descriptions.

12.203  Procedures for solicitation, evaluation, and award.

Contracting officers shall use the policies unique to the acquisition of commercial items prescribed in this part in conjunction with the policies and procedures for solicitation, evaluation and award prescribed in Part 13, Simplified Acquisition Procedures; Part 14, Sealed Bidding; or Part 15, Contracting by Negotiation, as appropriate for the particular acquisition.  The contracting officer may use the streamlined procedure for soliciting offers for commercial items prescribed in 12.603.  For acquisitions of commercial items exceeding the simplified acquisition threshold but not exceeding $5,000,000, including options, contracting activities shall employ the simplified procedures authorized by Subpart 13.5 to the maximum extent practicable.

12.207  Contract type.

Agencies shall use firm-fixed-price contracts or fixed-price contracts with economic price adjustment for the acquisition of commercial items.  Indefinite-delivery contracts (see Subpart 16.5) may be used where the prices are established based on a firm-fixed-price or fixed-price with economic price adjustment. Use of any other contract type to acquire commercial items is prohibited.  

12.208  Contract quality assurance.

Contracts for commercial items shall rely on contractors’ existing quality assurance systems as a substitute for Government inspection and testing before tender for acceptance unless customary market practices for the commercial item being acquired include in-process inspection.  Any in-process inspection by the Government shall be conducted in a manner consistent with commercial practice.

12.211  Technical data.

Except as provided by agency-specific statutes, the Government shall acquire only the technical data and the rights in that data customarily provided to the public with a commercial item or process.  The contracting officer shall presume that data delivered under a contract for commercial items was developed exclusively at private expense.  When a contract for commercial items requires the delivery of technical data, the contracting officer shall include appropriate provisions and clauses delineating the rights in the technical data in addenda to the solicitation and contract (see Part 27 or agency FAR supplements).

12.212  Computer software.

(a) Commercial computer software or commercial computer software documentation shall be acquired under licenses customarily provided to the public to the extent such licenses are consistent with Federal law and otherwise satisfy the Government’s needs.  Generally, offerors and contractors shall not be required to--

(1) Furnish technical information related to commercial computer software or commercial computer software documentation that is not customarily provided to the public; or

(2) Relinquish to, or otherwise provide, the Government rights to use, modify, reproduce, release, perform, display, or disclose commercial computer software or commercial computer software documentation except as mutually agreed to by the parties.

(b) With regard to commercial computer software and commercial computer software documentation, the Government shall have only those rights specified in the license contained in any addendum to the contract.

12.213  Other commercial practices.

It is a common practice in the commercial marketplace for both the buyer and seller to propose terms and conditions written from their particular perspectives.  The terms and conditions prescribed in this part seek to balance the interests of both the buyer and seller.  These terms and conditions are generally appropriate for use in a wide range of acquisitions.  However, market research may indicate other commercial practices that are appropriate for the acquisition of the particular item.  These practices should be considered for incorporation into the solicitation and contract if the contracting officer determines them appropriate in concluding a business arrangement satisfactory to both parties and not otherwise precluded by law or Executive order. 

Subpart 12.3--Solicitation Provisions and Contract Clauses for the Acquisition of Commercial Items

12.300  Scope of subpart.

This subpart establishes provisions and clauses to be used when acquiring commercial items.

12.301  Solicitation provisions and contract clauses for the acquisition of commercial items.

(a) In accordance with Section 8002 of Public Law 103-355 (41 U.S.C. 264, note), contracts for the acquisition of commercial items shall, to the maximum extent practicable, include only those clauses--

(1) Required to implement provisions of law or executive orders applicable to the acquisition of commercial items; or

(2) Determined to be consistent with customary commercial practice.

(b) To implement this Act, the contracting officer shall insert the following provisions in solicitations for the acquisition of commercial items, and clauses in solicitations and contracts for the acquisition of commercial items:

(1) The provision at 52.212-1, Instructions to Offerors--Commercial Items.  This provision provides a single, streamlined set of instructions to be used when soliciting offers for commercial items and is incorporated in the solicitation by reference (see Block 27a, SF 1449).  The contracting officer may tailor these instructions or provide additional instructions tailored to the specific acquisition in accordance with 12.302;

(2) The provision at 52.212-3, Offeror Representations and Certifications--Commercial Items.  This provision provides a single, consolidated list of certifications and representations for the acquisition of commercial items and is attached to the solicitation for offerors to complete and return with their offer.  This provision may not be tailored except in accordance with Subpart 1.4;

(3) The clause at 52.212-4, Contract Terms and Conditions--Commercial Items.  This clause includes terms and conditions which are, to the maximum extent practicable, consistent with customary commercial practices and is incorporated in the solicitation and contract by reference (see Block 27a, SF 1449).  The contracting officer may tailor this clause in accordance with 12.302; and 

(4) The clause at 52.212-5, Contract Terms and Conditions Required to Implement Statutes or Executive Orders--Commercial Items.  This clause incorporates by reference only those clauses required to implement provisions of law or executive orders applicable to the acquisition of commercial items.  The contracting officer shall attach this clause to the solicitation and contract and, using the appropriate clause prescriptions, indicate which, if any, of the additional clauses cited in 52.212-5(b) or (c) are applicable to the specific acquisition.  When cost information is obtained pursuant to Part 15 to establish the reasonableness of prices for commercial items, the contracting officer shall insert the clauses prescribed for this purpose in an addendum to the solicitation and contract.  This clause may not be tailored.

(c) When the use of evaluation factors is appropriate, the contracting officer may-- 

(1) Insert the provision at 52.212-2, Evaluation--Commercial Items, in solicitations for commercial items (see 12.602); or

(2) Include a similar provision containing all evaluation factors required by 13.106, Subpart 14.2 or Subpart 15.3, as an addendum (see 12.302(d)).

(d) Use of required provisions and clauses.  Notwithstanding prescriptions contained elsewhere in the FAR, when acquiring commercial items, contracting officers shall be required to use only those provisions and clauses prescribed in this part.  The provisions and clauses prescribed in this part shall be revised, as necessary, to reflect the applicability of statutes and executive orders to the acquisition of commercial items.

(e) Discretionary use of FAR provisions and clauses.  The contracting officer may include in solicitations and contracts by addendum other FAR provisions and clauses when their use is consistent with the limitations contained in 12.302.  For example:

(1) The contracting officer may include appropriate clauses when an indefinite-delivery type of contract will be used.  The clauses prescribed at 16.505 may be used for this purpose.

(2) The contracting officer may include appropriate provisions and clauses when the use of options is in the Government’s interest.  The provisions and clauses prescribed in 17.208 may be used for this purpose.  If the provision at 52.212-2 is used, paragraph (b) provides for the evaluation of options.

(3) The contracting officer may use the provisions and clauses contained in Part 23 regarding the use of recovered material when appropriate for the item being acquired.

(f) Agencies may supplement the provisions and clauses prescribed in this part (to require use of additional provisions and clauses) only as necessary to reflect agency unique statutes applicable to the acquisition of commercial items or as may be approved by the agency senior procurement executive, or the individual responsible for representing the agency on the FAR Council, without power of delegation.

12.402  Acceptance.

(a) The acceptance paragraph in 52.212-4 is based upon the assumption that the Government will rely on the contractor’s assurances that the commercial item tendered for acceptance conforms to the contract requirements.  The Government inspection of commercial items will not prejudice its other rights under the acceptance paragraph.  Additionally, although the paragraph does not address the issue of rejection, the Government always has the right to refuse acceptance of nonconforming items.  This paragraph is generally appropriate when the Government is acquiring noncomplex commercial items.

(b) Other acceptance procedures may be more appropriate for the acquisition of complex commercial items or commercial items used in critical applications.  In such cases, the contracting officer shall include alternative inspection procedure(s) in an addendum and ensure these procedures and the postaward remedies adequately protect the interests of the Government.  The contracting officer must carefully examine the terms and conditions of any express warranty with regard to the effect it may have on the Government’s available postaward remedies (see 12.404).

12.404  Warranties.

(a) Implied warranties.  The Government’s post award rights contained in 52.212-4 are the implied warranty of merchantability, the implied warranty of fitness for particular purpose and the remedies contained in the acceptance paragraph.

(1) The implied warranty of merchantability provides that an item is reasonably fit for the ordinary purposes for which such items are used.  The items must be at least average, fair or medium-grade quality and must be comparable in quality to those that will pass without objection in the trade or market for items of the same description.

(2) The implied warranty of fitness for a particular purpose provides that an item is fit for use for the particular purpose for which the Government will use the items.  The Government can rely upon an implied warranty of fitness for particular purpose when--

(i) The seller knows the particular purpose for which the Government intends to use the item; and

(ii) The Government relied upon the contractor’s skill and judgment that the item would be appropriate for that particular purpose.

(3) Contracting officers should consult with legal counsel prior to asserting any claim for a breach of an implied warranty.

(b) Express warranties.  The Federal Acquisition Streamlining Act of 1994 (41 U.S.C. 264 note) requires contracting officers to take advantage of commercial warranties.  To the maximum extent practicable, solicitations for commercial items shall require offerors to offer the Government at least the same warranty terms, including offers of extended warranties, offered to the general public in customary commercial practice.  Solicitations may specify minimum warranty terms, such as minimum duration, appropriate for the Government’s intended use of the item.

(1) Any express warranty the Government intends to rely upon must meet the needs of the Government.  The contracting officer should analyze any commercial warranty to determine if--

(i) The warranty is adequate to protect the needs of the Government, e.g., items covered by the warranty and length of warranty;

(ii) The terms allow the Government effective postaward administration of the warranty to include the identification of warranted items, procedures for the return of warranted items to the contractor for repair or replacement, and collection of product performance information; and

(iii) The warranty is cost-effective.

(2) In some markets, it may be customary commercial practice for contractors to exclude or limit the implied warranties contained in 52.212-4 in the provisions of an express warranty. In such cases, the contracting officer shall ensure that the express warranty provides for the repair or replacement of defective items discovered within a reasonable period of time after acceptance.

(3) Express warranties shall be included in the contract by addendum (see 12.302).

2.2.  Extracts from Defense Federal Acquisition Regulation Supplement
The following is regulatory guidance from DFARS Subparts 227.71 “Rights in Technical Data” and 227.72 “Rights in Computer Software and Computer Software Documentation” that applies to the acquisition of commercial computer software and its technical data (i.e., documentation):

SUBPART 227.71--RIGHTS IN TECHNICAL DATA

227.7100  Scope of subpart.

This subpart--

     (a)  Prescribes policies and procedures for the acquisition of technical data and the rights to use, modify, reproduce, release, perform, display, or disclose technical data.  It implements requirements in the following laws and Executive Order:

     (1)  10 U.S.C. 2302(4).

     (2)  10 U.S.C. 2305 (subsection (d)(4)).

     (3)  10 U.S.C. 2320.

     (4)  10 U.S.C. 2321.

     (5)  10 U.S.C. 2325.

     (6)  Pub. L. 103-355.

     (7)  Executive Order 12591 (Subsection 1(b)(6)).

     (b)  Does not apply to computer software or technical data

that is computer software documentation (see Subpart 227.72).

227.7101  Definitions.

     (a)  As used in this subpart, unless otherwise specifically

indicated, the terms “offeror” and “contractor” include an

offeror’s or contractor’s subcontractors, suppliers, or potential

subcontractors or suppliers at any tier.

     (b)  Other terms used in this subpart are defined in the

clause at 252.227-7013, Rights in Technical Data--Noncommercial Items.

[Note:  The term "Technical data" as defined in the DFARS 252.227-7015 “Technical Data--Commercial Items” clause means “recorded information, regardless of the form or method of recording, of a scientific or technical nature (including computer software documentation).  The term does not include computer software or data incidental to contract administration, such as financial and/or management information.”]

227.7102  Commercial items, components, or processes.

Section 2320(b)(1) of Title 10 U.S.C. establishes a presumption that commercial items are developed at private expense whether or not a contractor submits a justification in response to a challenge notice.  Therefore, do not challenge a contractor’s assertion that a commercial item, component, or process was developed at private expense unless the Government can demonstrate that it contributed to development of the item, component or process.  Follow the procedures in 227.7103-13 and the clause at 252.227-7037, Validation of Restrictive Markings on Technical Data, when information provided by the Department of Defense demonstrates that an item, component, or process was not developed exclusively at private expense.  However, when a challenge is warranted, a contractor’s or subcontractor’s failure to respond to the challenge notice cannot be the sole basis for issuing a final decision denying the validity of an asserted restriction.

227.7102-1  Policy.

     (a)  DoD shall acquire only the technical data customarily provided to the public with a commercial item or process, except technical data that--

     (1)  Are form, fit, or function data;

     (2)  Are required for repair or maintenance of commercial items or processes, or for the proper installation, operating, or handling of a commercial item, either as a stand alone unit or as a part of a military system, when such data are not customarily provided to commercial users or the data provided to commercial users is not sufficient for military purposes; or

     (3)  Describe the modifications made at Government expense to a commercial item or process in order to meet the requirements of a Government solicitation.

     (b)  To encourage offerors and contractors to offer or use commercial products to satisfy military requirements, offerors and contractors shall not be required, except for the technical data described in paragraph (a) of this subsection, to--

     (1)  Furnish technical information related to commercial items or processes that is not customarily provided to the public; or

     (2)  Relinquish to, or otherwise provide, the Government rights to use, modify, reproduce, release, perform, display, or disclose technical data pertaining to commercial items or processes except for a transfer of rights mutually agreed upon.

227.7102-2  Rights in technical data.

     (a)  The clause at 252.227-7015, Technical Data—Commercial Items, provides the Government specific license rights in technical data pertaining to commercial items or processes.  DoD may use, modify, reproduce, release, perform, display, or disclose data only within the Government.  The data may not be used to manufacture additional quantities of the commercial items and, except for emergency repair or overhaul, may not be released or disclosed to, or used by, third parties without the contractor’s written permission.  Those restrictions do not apply to the technical data described in 227.7102-1(a).

     (b)  If additional rights are needed, contracting activities must negotiate with the contractor to determine if there are acceptable terms for transferring such rights.  The specific additional rights granted to the Government shall be enumerated in a license agreement made part of the contract.

227.7102-3   Contract clause.

     (a)  Except as provided in paragraph (b) of this subsection, use the clause at 252.227-7015, Technical Data--Commercial Items, in all solicitations and contracts when the contractor will be required to deliver technical data pertaining to commercial items, components, or processes.  Do not require the contractor to include this clause in its subcontracts.

     (b)  Use the clause at 252.227-7013, Rights in Technical Data--Noncommercial Items, in lieu of the clause at 252.227-7015 if the Government will pay any portion of the development costs.  Do not require the contractor to include this clause in its subcontracts for commercial items or commercial components.

     (c)  Use the clause at 252.227-7037, Validation of Restrictive Markings on Technical Data, in all solicitations and contracts for commercial items that include the clause at 252.227-7015 or the clause at 252.227-7013.  Do not require the contractor to include this clause in its subcontracts for commercial items or commercial components.

SUBPART 227.72--RIGHTS IN COMPUTER SOFTWARE AND COMPUTER SOFTWARE

DOCUMENTATION

227.7200   Scope of subpart.

This subpart--

      (a)  Prescribes policies and procedures for the acquisition of computer software and computer software documentation, and the rights to use, modify, reproduce, release, perform, display, or disclose such software or documentation.  It implements requirements in the following laws and Executive Order:

      (1)  10 U.S.C. 2302(4).

      (2)  10 U.S.C. 2305 (subsection (d)(4)).

      (3)  10 U.S.C. 2320.

      (4)  10 U.S.C. 2321.

      (5)  10 U.S.C. 2325.

      (6)  Executive Order 12591 (subsection 1(b)(6)).

      (b)  Does not apply to computer software or computer software documentation acquired under GSA schedule contracts.

227.7201  Definitions.

      (a)  As used in this subpart, unless otherwise specifically indicated, the terms “offeror” and “contractor” include an offeror’s or contractor’s subcontractors, suppliers, or potential subcontractors or suppliers at any tier.

      (b)  Other terms used in this subpart are defined in the clause at 252.227-7014, Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation.

227.7202   Commercial computer software and commercial computer software documentation.

227.7202-1 Policy.

      (a)  Commercial computer software or commercial computer software documentation shall be acquired under the licenses customarily provided to the public unless such licenses are inconsistent with Federal procurement law or do not otherwise satisfy user needs.

      (b)  Commercial computer software and commercial computer software documentation shall be obtained competitively, to the maximum extent practicable, using firm-fixed-price contracts or firm-fixed-priced orders under available pricing schedules.

      (c)  Offerors and contractors shall not be required to--

      (1)  Furnish technical information related to commercial computer software or commercial computer software documentation that is not customarily provided to the public except for information documenting the specific modifications made at Government expense to such software or documentation to meet the requirements of a Government solicitation; or

      (2)  Relinquish to, or otherwise provide, the Government rights to use, modify, reproduce, release, perform, display, or disclose commercial computer software or commercial computer software documentation except for a transfer of rights mutually agreed upon.

227.7202-2 Reserved.

227.7202-3 Rights in commercial computer software or commercial computer software documentation.

      (a)  The Government shall have only the rights specified in the license under which the commercial computer software or commercial computer software documentation was obtained.

      (b)  If the Government has a need for rights not conveyed under the license customarily provided to the public, the Government must negotiate with the contractor to determine if there are acceptable terms for transferring such rights. The specific rights granted to the Government shall be enumerated in the contract license agreement or an addendum thereto.

227.7202-4 Contract clause.

A specific contract clause governing the Government’s rights in commercial computer software or commercial computer software documentation is not prescribed.  As required by 227.7202-3, the Government’s rights to use, modify, reproduce, release, perform, display, or disclose computer software or computer software documentation shall be identified in a license agreement.

3.  SPECIAL CHARACTERISTICS OF COMMERCIAL SOFTWARE ACQUISITIONS

Software acquisitions have special characteristics that set them apart from other information technology acquisitions.  Agencies must understand and consider these characteristics to plan and implement a successful acquisition.  The special characteristics discussed in this Guide include:

*   Characteristics affecting commercial software requirements

(Deciding between buying commercial software and developing software from scratch

((Licensing the use of software

((Year 2000 Compliance

((Software accessibility for individuals with disabilities

((Software integration and portability

· Characteristics affecting implementation and use of commercial software

((Software “viruses”

((Data and program conversion

((Training

((Upgrades and revisions

3.1.  Characteristics Affecting Commercial Software Requirements

a.  Deciding Between Buying Commercial Software and Developing Software from Scratch

This Guide covers commercial software, software that is already “built.”  However, in certain circumstances, acquiring commercial software might not be mist advantageous to the Government.  In these circumstances, it may be more appropriate to develop new software from scratch.

     (1)  Ability to Meet Agency Requirements

To determine if commercial software is most appropriate, the acquisition team must examine whether it meets the agency requirements.  To do this, the agency must first define in detail the capabilities and features the software must have.

The agency must then determine if software packages available in the marketplace can meet its requirements.  The software must not only provide all the features and capabilities that the agency needs, but must also operate in the agency’s current environment (e.g., with the existing hardware and systems software).  If software available “off-the-shelf” meets all the agency’s requirements at a reasonable price, the agency should acquire the commercial software rather than develop new software.  Even if the agency can find no package that meets all its requirements, it may be possible to customize* an existing package so it meets the requirements.  If customization is required, the agency should determine if the degree is within acceptable limits.

*  This guide uses the terms “customize” and “customization” to cover changes in commercial software’s capabilities and features.  Most commercial software packages require some “personalization” (e.g., telling the software what type of monitor and printer it will work with).  Some types of commercial software (e.g., financial systems) also require the agency to enter organization-specific information (e.g., charts of accounts) before they can be fully functional.  Personalization and adding organization-specific data are not customization.

     (2)  Risks of Customizing Commercial Software

Before it decides to customize a commercial software package rather than build new software from scratch, the agency should assess the risks involved.

Among the benefits of commercial software packages are:

· Ease of training, maintenance, and support

· Using a proven package with an established track record

· Compatibility and integration with other packages

· The ability to use standard documentation and training materials

When a significant portion of a package’s capabilities is altered, many of these benefits may be lost or reduced.

Another risk of customization is that the new custom code may affect the software’s performance or introduce errors into the standard code.  In addition, later versions of the package may be incompatible with the customized code or require a significant rewrite of it.

The agency should weigh these risks and their costs against the benefits of customizing a package to meet agency requirements.  If the cost or risk in too high, developing new software from scratch may be safer and cheaper.

b.  Licensing the Use of Software

Most commercial software is protected by copyright, and some packages may also be patented, which gives them added protection.  When an organization “purchases” a commercial software package, it usually only purchases the right (the “license”) to use the package.  The ownership of the “intellectual property”, the underlying program code, usually remains with the author or publisher.

Since licensing defines the Government’s rights to use commercial software, it is one of the most important issues in software acquisition.  Both the interests of the Government and the vendor must be protected.  Program, technical, and contracting staffs should all become familiar with the particular terms and conditions covered by software licenses and should carefully craft all license analyses, specifications, and contract terms to avoid problems after contract award.

     (1)  The Range of License Provisions

License rights can range from broad to narrow.  An agency could acquire a world-wide license that permits it to use the software however it wants on an unlimited number of machines at an unlimited number of sites.  Most software used in the Government comes with a single machine or single site license.

Licensing can be exclusive (the licensee is the only organization in the nation or world allowed to use the software) or non-exclusive (multiple organizations can have rights to use the software).  Government use is usually non-exclusive.

The term of a license can also be perpetual (a one-time payment grants rights of use forever) or for a limited term of months or years.

Microcomputer commercial software typically comes with a non-exclusive, single machine perpetual license.  This license restricts the software use to only one machine at a time and usually restricts copying of the software for backup only.  However, the use of “site” licenses (i.e., permitting the agency to copy the software onto an unlimited number or a specific number of machines) is increasing.  Local area network (LAN) versions of software may also permit simultaneous use by a limited number of users.

Minicomputer and mainframe software is usually also licensed for a single machine or site, and many of the licenses are “term,” rather than perpetual, and require a monthly or annual license fee.

     (2) Government Licensing Provisions and clauses Versus Standard Commercial Licenses

Most commercial software comes with a standard license agreement, which the vendors expect their commercial customers to sign without question.  The license may be a separate document to sign or the software may have provisions that state, for example, that by opening the seal on shrink wrapped packaging, the user agrees to abide by the license agreements.  The Government cannot accept standard commercial licensing agreements, but must negotiate its own provisions.

The reasons for this include:

· State laws - The license may state that its provisions are subject to the laws of a specific state.  However, state laws do not govern Federal contracts.

· Entire agreement clauses - The license may state that it is the entire agreement among the parties and no prior written or oral agreement can modify its terms and conditions.  These clauses would render FAR and other contract clauses inoperative.

· Non-Disclosure clauses - The license may prohibit providing information on the software to other parties.  However, Government contractors may need access to the software to fulfill the obligations of their own contracts.

· Warranties - The license may state that it provides no warranties or guarantees of any kind.  The FAR 52.212-4 “Contract Terms and Conditions—-Commercial Items” clause requires the contractor to provide an “implied warranty of merchantability”, that must be included as part of the warranty provisions of a contract for commercial information technology.

· Overly restrictive clauses - The license may include clauses that prohibit needed uses of the software, restrict the use of output from the software, or inappropriately burden the operation of computer facilities.

· General contract clauses - The license’s clauses on disputes, default, payment, delivery, taxes, etc., may be inconsistent with the FAR 52.212-4 “Contract Terms and Conditions—-Commercial Items” clause and other the FAR and agency clauses that must be included in the contract.

The agency must specify in the solicitation and negotiate in the contract the license clauses required by the FAR and agency requirements.  It cannot merely accept the terms of the standard license.  No agency staff should sign any statement agreeing to abide by the terms of the standard commercial license.

An end user should never sign or return any mail-in cards implying that he or she agrees to the terms of the license.  Licensing issues for shrink-wrapped microcomputer software should already have been resolved by agency contracting staff (or, in the case of commercial software on GSA Federal Supply Schedules, by GSA).  However, an end user may not know this, seeing only the language on the shrink-wrapped package that says the act of opening the package means the purchaser agrees to the commercial license terms.  The user should forward the license materials to the contracting officer who will then take appropriate action.

     (3) Areas Covered by Commercial Software Licenses

License agreements vary from vendor to vendor.  However, most standard commercial licenses cover the areas below.  The contracting officer should review these areas and, as will be necessary, alter the license through negotiation.  In making such alterations, the contracting officer should enlist the aid of the agency’s legal counsel.

· Disclosure - This provision specifies the extent to which the software (especially the source code) may be disclosed to others.  In modifying disclosure clauses, the contracting officer should be sure that ambiguous or careless wording does not inadvertently strip the software’s copyright protection by placing it in the public domain.  Disclosure provisions also address whether the software may be given to another party after the first licensee no longer needs it.

· Modify or combine - This provision states whether the licensee will be able to modify the software or combine it with other software.  Licenses typically state that modifications void all warranties.  If the Government must modify the software, the contracting officer should ensure that the vendor still warrants the unmodified portions.

· Exclusive versus non-exclusive - This provision states whether the vendor may license the same or similar software to others.  Most Government licenses will be non-exclusive.

· Perpetual versus term - This provision specifies whether the license is granted in perpetuity (i.e., as long as the purchaser holds the software) or for a limited period.

· Transferability - This provision specifies whether, and under what conditions, the license may be transferred to sites or equipment other than those originally specified in the contract.

· Single site versus multiple sites - This provision specifies the geographic location where the software can be used.  It can be very narrow (e.g, a single office) or very general (e.g., city, country).  It may include or exclude provisions for office relocations.

· Single product versus product line - This provision specifies whether the license applies to only the current version of the product or to future versions as will.  A product line license will generally be more expensive but may be worth considering if new versions are issued frequently and the agency has long-term requirements for the product.

· Machine specific versus machine independent - This provision defines the hardware on which the software can be used.  It may be very specific (e.g., use is permitted on only one machine perhaps identified by the serial number) or more general (e.g., simultaneous use is permitted on up to a certain number of machines).

· System documentation - This provision specifies whether the licensee will have access to the source code (the programming language statements that underline the software package) or only the object code (the operation package as the operators and end users see it).  Most vendors do not want to grant access to the underlying source code.  This is usually acceptable for packages that will not be modified or customized for the Government’s needs.  However, lack of source code documentation makes it difficult, if not impossible, for the agency to maintain the software itself.  Instead, maintenance must be arranged with the vendor.

· User documentation - This provision specifies whether the licensee will be authorized to copy user manuals or instructional texts, and how these materials will be disposed of at the end of license.  Although this documentation is generally under copyright protection, vendors may permit licensees with many users to copy the manuals for internal use only.

· Software copying - This provision specifies whether or not the software may be copied by the licensee and for what purposes.  Copying may be prohibited, permitted for backup or archival purposes only, or permitted for use on a given number of machines.

· Rights - This provision addresses both the licensee’s and the vendors ownership and access right to the software and to the data the software manipulates or produces, including the licensee’s right to provide access or use of the software to a third party.  In typical Government contracts, the vendor retains the ownership of the software as delivered and the Government retains the ownership of the data and all output produced.  If the Government chooses to customize the software, it usually holds the rights to the customized code and also retains right to the data that the software manipulates.

· Disposition - This provision specifies what happens to the software at the end of the license period.  The license might require the Government to return the software to the vendor, destroy it, or remove it from the software inventory.

     (4)  Government Licensing Provisions and Clauses to Include in Contracts

         (a) General

             (i)  When contracting other than from GSA’s Multiple Award Schedule contracts for the acquisition of existing computer software (i.e., privately developed software normally vended commercially under a license or lease agreement restricting its use, disclosure, or reproduction), no specific contract clause from the Federal Acquisition Regulation need be used, but the contract (or purchase order) must specifically address the Government’s rights to use, disclose and reproduce the software, which rights must be sufficient for the Government to fulfill the need for which the software is being acquired.  Such rights may be negotiated and set forth in the contract using the clause at FAR 52.227-19, Commercial Computer Software--Restricted Rights.  

            (ii)  When using the “as is” text of the clause at FAR 52.227-19, Commercial Computer Software--Restricted Rights, in conjunction with the clause at DFARS 252.227-7015, Technical Data--Commercial Items, the contracting officer must include in the solicitation and contract, text which specifies that the rights in computer software document are specified in the clause at DFARS 252.227-7015, Technical Data--Commercial Items.  The clause at FAR 52.227-19 specifies that the Government obtains restricted rights in documentation. However, the clause at DFARS 252.227-7015, Technical Data--Commercial Items, requires that the Department of Defense obtain unlimited rights. More specific guidance on this subject is provided in paragraph (d).

           (iii)  Restricted computer software acquired under GSA Multiple Award Schedule contracts and orders are to be obtained under the software licensing terms and conditions specified within the Federal Supply Schedule. Therefore, no additional licensing terms and conditions are to be specified in any delivery or task order issued under a Federal Supply Schedule contract.

            (iv)  The guidance concerning rights set forth…in the clause at FAR 52.227-19, are usually the minimum rights the Government usually should accept.  Thus if greater rights than these minimum rights are needed, or lesser rights are to be acquired, they must be negotiated and set forth in the contract (or purchase order).  This includes any additions to, or limitations on, the rights set forth in paragraph (b) of the clause at FAR 52.227-19 when used.  Examples of greater rights may be those necessary for networking purposes or use of the software from remote terminals communicating with a host computer where the software is located.  If the computer software is to be acquired with unlimited rights, the contract must also so state. In addition, the contract must adequately describe the computer programs and/or data bases, the form (tapes, punch cards, disk pack, and the like), and all the necessary documentation pertaining thereto. If the acquisition is by lease or license, the disposition of the computer software (by returning to the vendor or destroying) at the end of the term of the lease or license must be addressed.

             (v)  If the contract incorporates, makes reference to, or uses a vendor’s standard commercial lease, license, or purchase agreement, such agreement shall be reviewed to assure that it is consistent with paragraph (a) of this section.  Caution should be exercised in accepting a vendor’s terms and conditions, since they may be directed to commercial sales and may not be appropriate for Government contracts.  Any inconsistencies in a vendor's standard commercial agreement shall be addressed in the contract and the contract terms shall take precedence over the vendor’s standard commercial agreement.  If the clause at FAR 52.227-19, Commercial Computer Software--Restricted Rights, is used, inconsistencies in the vendor’s standard commercial agreement regarding the Government’s right to use, duplicate or disclose the computer software are reconciled by that clause.

         (b)  Although the FAR 52.227-19 license provisions and clause will usually suffice, the agency should first determine exactly how it plans to use the software, including:

· Will the software be customized to meet the Government’s requirements?

· Will the software be linked or combined with other software, wither commercially available or custom-built?

· Will the vendor’s rights be restricted (e.g., for security reasons)?

· Where will the agency use the commercial software?

· How long will the agency use the commercial software?

The answers to these questions may mean that special license provisions and clauses, over and above the ones in the FAR, need to be added to the solicitation and contract.

         (c)  Most often, the clause in FAR 52.227-19 “Commercial Computer Software--Restricted Rights” is sufficient to define the Government’s rights.  The clause states that it takes precedence over any standard commercial license.  However, commercial licenses sometimes state that they take precedence.  To ensure that the applicable FAR and DFARS clauses as well as any licensing provisions specified by the Government in the solicitation are not preempted, the contracting officer should be sure to insert a clause that subordinates the vendor’s license to the Government contract and Federal laws and regulations.

Two important license areas not addressed by the FAR 52.227-19 clause are:

· Term - The length of time (months, years, or perpetual) the license will be in effect.  The license term must be addressed in the contract.  In setting the license term, the agency must decide whether it will still need to use the software acquired even after the contract expires.

· Error correction and updates - Although few vendors will guarantee in the license that their software is free from error, most reputable vendors will correct errors identified by users within a reasonable time and issue an update.  Error correction should be included in any commercial software solicitation.

 Updates to software, adding new features and improving performance, are addressed in more detail in paragraph 3.2.d below.

         (d)  The clause at DFARS 252.227-7015, Technical Data--Commercial Items, implements 10 U.S.C. 2320 which applies to the Department of Defense.  This statute requires that the Department of Defense obtain unlimited rights in software documentation (e.g., operating and maintenance manuals) regardless of whether or not the software and its documentation were developed at Government or private expense.  Contracting officers may insert the clause at FAR 52.227-19, Commercial Computer Software--Restricted Rights, “as is” into the contract and solicitation.

Alternately they may insert the substance of the clause into their solicitation and contract.  The substance of the clause contains the following:

     (1) defines "restricted computer software" as "any computer program or computer data base that has been developed at private expense and either is a trade secret, is commercial or financial and confidential or privileged, or is published and copyrighted."

     (2) specifies that the restricted computer software delivered under the contract "may not be used, reproduced or disclosed by the Government except as described below or as expressly stated otherwise in this contract"  The “restricted computer software” may be:

          (a) Used or copied for use in or with the computer or computers for which it was acquired, including use at any Government installation to which such computer or computers may be transferred;

          (b) Used or copied for use in or with backup computer if any computer for which it was acquired is inoperative; 

          (c) Reproduced for safekeeping (archives) or backup purposes;

          (d) Modified, adapted or combined with other computer software, provided the modified, combined or adapted portions of the derivative software incorporating any of the delivered restricted computer software shall be subject to the same restrictions set forth in this contract;

          (e) Disclosed to and reproduced for use by support service Contractors or their subcontractors, subject to the same restrictions set forth in this contract;

          (f) Used or copied for use in or transferred to a replacement computer."

[Note: Some form of the use, reproduction and disclosure provisions in the above paragraph (2) generally appear in whole or in part in commercial software licensing provisions.  Therefore, offerors should be familiar with these provisions.]
     (3) specifies that “If the restricted computer software delivered under this purchase order/contract is published and copyrighted, it is licensed to the Government, without disclosure prohibitions, with the rights set forth in paragraph (2) above unless expressly stated otherwise in this contract.”

     (4) The clause continues by saying that “To the extent feasible the Contractor shall affix a Notice substantially as follows to any restricted computer software delivered under this contract; or, if the vendor does not, the Government has the right to do so:

Notice--Notwithstanding any other lease or license agreement that may pertain to, or accompany the delivery of, this computer software, the rights of the Government regarding its use, reproduction and disclosure are as set forth in Government Contract No. _____.”

     (5) The clause concludes by saying that “If any restricted computer software is delivered under this contract with the copyright notice of 17 U.S.C. 401, it will be presumed to be published and copyrighted and licensed to the Government in accordance with paragraph (3) above, unless a statement substantially as follows accompanies such copyright notice:

Unpublished--rights reserved under the copyright laws of the United States.”

When using the “as is” text of the clause at FAR 52.227-19, Commercial Computer Software--Restricted Rights, in conjunction with the clause at DFARS 252.227-7015, Technical Data--Commercial Items, the contracting officer must include in the solicitation and contract, text which is the same as or substantially the same as the following:

   This license agreement includes the "Commercial Computer Software--Restricted Rights" and "Technical Data--Commercial Items" clauses which are incorporated by reference into the terms and conditions of this contract with the following revisions:

     (1)  The definition of "Contractor" used in the clause at DFARS 252.227-7015, Technical Data--Commercial Items, applies to both this clause at SPAWAR 5252.239-9607, Software (if included in the contract), and the clause at FAR 52.227-19, Commercial Computer  Software--Restricted Rights.

     (2)  The word "documentation" used in the Commercial Computer Software--Restricted Rights" clause excludes "computer software documentation."  The rights and restrictions applicable to computer software documentation are described in the "Technical Data--Commercial Items" clause.  "Computer software documentation" for this license agreement means "owner’s manuals, user’s manuals, installation instructions, operating installation, and other similar items, regardless of storage medium, that explain the capabilities of the computer software or provide instructions for using the software."

         (e)  Based on the circumstances of the procurement, the contracting officer may specify in the solicitation, using a provision substantially the same as the following, that:

The submission by the offeror of any additional software licensing provisions in any form shall neither be permitted, nor considered."

However, if the solicitation permits their submission, the solicitation should specify that they will be considered, provided the offeror understands that the Government will not accept any clauses or provisions that --

     (1) do not conform to those clauses specified elsewhere in the solicitation, e.g., those specified in FAR 52.212-4 “Contract Terms and Conditions--Commercial Items”, FAR 52.212-5 “Contract Terms and Conditions Required to Implement Statutes or Executive Orders—-Commercial Items”, and DFARS 252.212-7001 “Contract Terms and Conditions Required to Implement Statutes or Executive Orders Applicable to Defense Acquisitions of Commercial Items”, or

     (2) specify that the provisions of the license agreement are subject to the laws of any State or local government, or

     (3) that the license agreement constitutes the entire agreement of  the parties to the exclusion of any other specifications and clauses in the contract, or

     (4) specifies an indemnification that contravenes 28 U.S.C. 1498 for  patent or copyright infringement, or

     (5) attempt to restrict the right of the U.S. Government to represent itself in any court proceeding, or

     (6) require the Government to enter into any form of binding arbitration.

         (f)  If the user intends to use the software on workstations other than those acquired under the contract, then the best practice would be to identify the workstations.  If the workstations for which the software will be acquired cannot be specifically identified, then the FAR 52.227-19 provision that says "...restricted computer software may be...used or copied for use on computer or computers for which it was acquired..." needs to be revised.  If the Government needs the right to use the software on any computer, then the contract should use text similar to the following:

   Notwithstanding paragraph (c)(2)(i) of the clause at FAR 52.227-19, Commercial Computer Software--Restricted Rights, the Government may use the software on any Government-owned or Government-leased processor.

c.  Year 2000 Compliance

There are potential software, firmware and hardware failures associated with the arrival of the Year 2000.  The Year 2000 problem arises because many computers represent the year within a date field by only two digits, dropping the century designation.  The impact of this implementation of dates may affect hardware, software, or firmware.  To add further complication, these dates are often used for calculations which may produce erroneous results, particularly when calculations employ dates which span centuries.  The improper calculations may cause system failures.  However, more probable is that the systems will continue to run but the calculations will provide erroneous data.

Consequently all solicitations and contracts for commercial software shall include, as required by FAR Part 39, the following Year 2000 Compliance specification:

C-701.  Year 2000 Compliance

C-701(a)  Any and all hardware, software, firmware and middleware delivered under this contract shall be Year 2000 Compliant.

C-701(b)  “Year 2000 compliant”, means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.

d.  Software Accessibility for Individuals with Disabilities

In 1986, the Rehabilitation Act of 1973 was revised to add a new section that required that Federal electronic office equipment be accessible to individuals with disabilities.  Guidelines on how to best meet the requirements were established in October 1987, based on input from Government and industry accessibility experts.

The most important factor in providing software accessibility is awareness by program, technical, and contracting personnel of the requirements of disabled workers and the technologies available to meet their needs.  GSA operates a Clearinghouse on Computer Accommodation (COCA) that provides publications, advice, and other help.  In addition, the Government’s Interagency Committee for Computer Support of Handicapped Employees (ICCSHE) has representatives from most major agencies.

Agencies should consider the following issues when determining the requirements for software for use by disabled individuals:

· Retain capability for character-based interfaces - Commercial software is making increasing use of graphic user interfaces (GUI) such as windows and icons.  However, information presented in graphical formats may not be currently read by automated screen readers and other devices that aid blind users.  The agency should make sure that disabled individuals can bypass the GUI and operate the program using character-based interfaces.

· Obtain electronic versions of software documentation - If the software documentation (e.g., user manuals, tutorials) is available in electronic form, automated tools can convert the text to synthesized speech or Braille output for sight-impaired or blind users.

· Be sure that special terminal-and-stay-resident (TSR) programs supporting disability access are compatible with network software - many of the special automated tools supporting access for the disable operate in TSR mode.  This means they are loaded into a portion of random access memory (RAM) for use with any underlying applications software.  Some local area network (LAN) programs also use TSR modules for user access, and these may be incompatible with other TSR programs.  If disable individuals need to use LAN functions, the agency should be sure that the network software is compatible with the disability access TSR software.

Contact COCA or the agency ICCSHE representative for more information about software accessibility and the special tools available for disabled users.

e.  Software Integration and Portability

Two software topics of importance to purchasers and users are integration and portability.  Integration (as this Guide uses the term) focuses on the similarity of user interface and the sharing of data among commercial software applications.  Portability focuses on the movement of commercial software applications among hardware platforms.

     (1) Software Integration

The marketplace contains thousands of commercial software applications from thousands of vendors.  These applications use many different user interfaces and an even greater number of data formats.  As a result, users must be retrained for every new software package and data resident in one package must be rekeyed for use in another package.  Both of these cause considerable loss of productivity.

Thus, software integration has been increasingly emphasized with the growth of end user computing.  Software integration has two aspects:

· Common user interface - How similar the command structure and screen presentations are among the various software applications.

· Data sharing - How numeric and text information are shared among the various applications.

The software industry has responded with various integrating mechanisms.  They can address one both aspects of software integration, as shown in Figure 3-1.  The primary integrating mechanisms include:

· File conversion utilities - Certain applications have emerged as the de factor leaders or standards in their application groups.  Because of the large number of these packages already installed, vendors may provide utilities to convert data between the de facto standard and their own proprietary format as part of their offering.

· Intermediate file formats - Even if the conversion utility cannot work with a de facto, vendor-specific format, several standards have been published that can serve as intermediaries among packages.  Package A can convert from its proprietary format to the intermediary, and Package B can then convert from the intermediary to its proprietary format.  These intermediaries vary in their ability to retain formatting and other aspects of the application files.

For microcomputer applications software, the intermediate standards include:

((Word processing - ASCII, Document Content Architecture (DCA), and U.S. Navy document Interchange Format.

((Spreadsheet - Data Interchange Format, SYLK.

· File import/export - Vendors respond to the de facto standards by giving their packages the ability to read and write data files directly from or to the de facto standard format.  Entire files or portions of files can also be imported or exported in ASCII format from inside the application.

· Data Linking - In this form of integration, the user can embed references to data used with another application within the current application’s file.  For example, a word processing document discussing quantitative data could reference a cell or group of cells in a spreadsheet.  Links can exist in three forms:

((Dead links - In this form of linkage, the data is copied from one application to another.  The receiving application does not know where the data came from, and if the data changes in the original application, the receiving application file will not reflect the changes.

((Live links - In this linkage, the receiving application contains a “pointer” to the sending application data file.  Whenever the first data file is changed, the second file is updated.  This updating typically occurs each time the second file is read into memory.  Most packages only kink in one direction.  For example, if a word processing document has a live link to a spreadsheet, changing the spreadsheet will cause the document to change.  However, changing the document will not cause the spreadsheet to change.

((Objects - Another method of providing links through object oriented programming (OOP).  Entire text, data, or graphics files can be considered self-contained “objects” that users can “point to” for inclusion in their application.  The users do not have to know the internal details of the objects to do this.  One implementation of OOP is the Dynamic Data Exchange (DDE) messaging protocol that has been implemented in the OS/2 operating system.  DDE provides live links as described above.

· Software “families” - Some vendors have responded to the need for better integration by providing a family of applications that use similar interface and command structures (e.g., tree-like embedding of commands, same function key always used for help) and identical file formats to facilitate data exchange and sharing.

Another family concept results when a single vendor offers versions of its applications to run in multiple vendors’ hardware environments.  Often, the underlying data files are compatible among environments.

· Integrating operating environment - This is currently the most popular strategy for software integration.  Vendors of these products offer an integrating set of software tools and routines that applications developers can use in the packages they are developing.  The environment offers:

((Window management - This permits multiple applications to be opened simultaneously.  Many of these windowing systems provide GUIs operating with a “mouse” pointing device.  The GUIs use “icons” to represent applications and files, and permit users to move and size the various application windows.  GUIs also display messages to users in standard formats, permit users to respond by clicking on-screen “buttons,” and use “pull-down” menus for commands.

((Programming routines - Many of the integrating environments offer applications program interfaces (APIs) to ease development of applications that run under them.  These APIs provide a common set of rules that ease the development, appearance, and cooperation among applications.

((Data exchange - The operating environments provide capabilities for both dead and live linking of text, data, and graphics among applications.  Dead links are typically accomplished through cut-and-paste using a “clip-board” as an intermediary.  For the environments operating with GUIs, both text and graphics can be exchanged among applications.  Live kinks make use of methods such as DDE.

     (2)  Software Portability

Agencies are not only concerned about how well their commercial software packages integrate with other packages, but also whether those applications will run on existing hardware and systems software.  Because the information technology marketplace is rapidly changing and has no universal standards, most agencies have a variety of hardware and systems software environments.  They are also concerned about their ability to continue to use the packages in the future as the underlying hardware and systems software technologies change.  The capability to use software acquired for one platform on another platform is referred to as “portability.”  Portability, or the lack of it, affects the cost of both replacement software and software conversion.

     A.  Proprietary Versus Open Operating Environments*
* “Environment”, as used here, refers to the hardware and operating system on which commercial software operates.

One issue affecting portability is proprietary versus open environments:

· Proprietary - The details of the hardware or operating system are completely controlled and kept secret by the vendor.  Software written for  a proprietary environment can only run on that environment.  Proprietary operating systems are offered primarily by hardware vendors.

· Open - The vendor publishes the details of the hardware commands or operating system routines so other vendors can use them in developing their applications.  Most of the open environments have been issued by particular vendors (e.g., MS-DOS, OS/2, UNIX) although industry groups and standards organizations also work to increase commonality and standardization.

· The Government is also encouraging open environments through initiatives like the Portable Operating System Interface (POSIX), described in FIPS PUB 151.

· These standards address many, but not all, aspects of the operating environment.  Some of the details are left to vendors to implement, so proprietary aspects still exist even in ostensibly open environments.  Thus, agencies should not assume that an operating system/applications software combination running on one hardware platform can be moved (or “ported”) to another platform with no adjustment required.  For example, the POSIX standards are broad enough that both UNIX and MS-DOS qualify, yet UNIX software cannot run under the MS-DOS operating systems or vice versa.  What POSIX means is that porting is easier and less costly between POSIX-compliant environments than between completely proprietary environments.

B.  Multi-platform Software Strategies

Open operating environments make it easier to port applications software among them.  However, some conversion will probably still be required.  Another way to continue to use data in multi-vendor environments is to use commercial software vendors whose products run on multiple platforms.  For example, vendors of some mainframe packages have developed special PC versions offering similar functions and especially designed to download from or upload data to organization-wide databases running on the mainframes.  Also, as discussed in paragraph 3.1.e.(1), some vendors have pursued a deliberate strategy of offering their products on a wide range of platforms.  In these situations, although there are still costs for buying platform-specific copies of the applications software, there are no conversion costs since the data can be exchanged among and used immediately on all platforms.

Despite the move among some vendors to multi-platform offering, other vendors’ products operate on only one or two environments.  This is especially true for minicomputers and mainframes, where most of the operating systems (except UNIX) are proprietary.  In this case, the act of choosing a particular commercial software package will have a major effect on the agency’s hardware acquisition strategy.  Agencies should avoid unnecessarily restricting competition (e.g., dictating a compatibility-limited requirement*) or increasing their costs (e.g., by requiring data and program conversion**) for hardware acquisitions by the software choices they make.

* Compatibility-limited requirement means a specification statement for information technology requirements that require the items to be compatible with existing information technology. 

** See paragraph 3.2.b below

3.2.  Characteristics Affecting Implementation and Use of Commercial Software

Some special characteristics of commercial software deal with implementation and use of the software.

a.  Hostile Software

One of the unfortunate byproducts of the tremendous growth in end user computing has been the appearance of hostile or destructive software.  The most widely known is the “virus.”  Like a human virus, the software virus lies hidden from view until it begins reproducing and wreaking havoc with the software and data.

Hostile software can:

· Damage, erase, hide, or copy applications software or data files

· Disrupt processing by consuming computing time and disk space

· Take over a computer or screen display unexpectedly and display messages that delay the user or cause needless worry

     (1)  Categories of Hostile Software

Hostile software can be grouped into the following categories.  A particular hostile software program can fall into more than one category.

· Virus - A virus infects programs already in existence by inserting new code.  The virus’ primary function is to reproduce.  It may also have a secondary function such as destroying data.  When the target program is executed, the virus infects another program or file.  The secondary viral function is then performed at some later time, perhaps using a “bomb” as a trigger.

· Worm - A “worm” differs from a virus in that it reproduces on its own, rather than requiring a program “host.”

· Bomb - A “logic bomb” goes off when a program being used normally arrives at a pre-specified event (e.g., a financial calculation exceeds a certain dollar amount).  A “time bomb” goes off at a pre-specified time.

· Trap Door - A “trap door” allows a user to gain more access to more system functions than are normally available.  These access privileges can be obtained through a keyboard sequence or system condition (e.g., an aborted system startup).  Once the access is obtained, the user can then manipulate, change, or destroy data.

The remainder of this section uses the generic term “virus” to refer to all hostile software.

     (2)  How a Virus Infects a System

A virus typically “infects” a system through a floppy disk or network, copying itself undetected onto the user’s hard disk under the cover of another legitimate system operation.  The virus may then lay dormant until a predetermined date or action occurs.  Then it begins reproducing and carrying out any other actions programmed into it.

Viruses can be introduced through internal or external sabotage or even unintentionally by inexperienced programmers.  With the rapid growth in computer networks and the emphasis on ease-of-use over security, the potential for viruses to disrupt and potentially damage hundreds of systems in multiple locations before detection and eradication continues to increase.

     (3)  Detecting a Virus

To detect viruses and prevent them from infecting a computer, several vendors offer anti-viral software.  These packages operate one of three ways:

· Execution Monitors - These monitor all potentially damaging system operations, such as writing to a hard or floppy disk.  Only the programs that the user specifies are allowed to perform these operations.

· File Monitors - These record the state of files in the system using checksums, file size, data encryption, or date/time stamping.  The user can compare the reports at intervals to detect unexpected changes.

· Virus Detectors - These scan files for blocks of code used in known viruses.

Because virus developers will change their viruses or develop new ones to work around detection schemes, update the virus protection software frequently.

     (4)  Preventing Infection

A key factor in preventing infection is knowing where viruses come from.  The three most common entry points are:

· Electronic bulletin boards - Bulletin boards offer free, downloadable software macros, routines, or games.  These can serve as hiding places or “Trojan horses” for software viruses.  Oftentimes, computer games are used as a cover for viruses.

· Floppy disks - Viruses often copy themselves onto every floppy disk inserted into a microcomputer, then copy themselves onto the hard disk of each new system in which the floppy is inserted.

· Network access - Many computers are logged onto local or wide area networks through which the virus can spread.  Most times, a computer containing the virus logs on (unauthorized) to another computer on the network and transfers the virus.

Agencies should take the following precautionary measures to prevent infection:

· Use only trustworthy sources for new software

((Deal directly with vendors and distributors - Whenever possible, obtain software directly from the publisher or from a well-established, reputable wholesale or retail distributor.  Check the firm’s reputation with other users or agencies and examine the product’s warranty and liability statements.

((Use reputable sources for “free” software - When software must be obtained through bulletin boards or “shareware” diskettes, deal only with distribution mechanisms operated by vendors, established user groups, or special interest groups.  These organizations often test products posted on bulletin boards for virus contamination.

((Test new software off-line - Use a standalone system running virus detection software to test downloaded files or floppy diskettes before distributing them to users.

Limit the copying of software

((Acquire shrink-wrapped software for each user - Acquire sealed or shrink-wrapped copies of the software diskettes for each user, even if the agency is granted a site license.  Mist vendors conduct rigorous anti-virus protection programs for their products.  Another viable but less effective strategy would be to make all copies from one “official” copy that is licensed to be copied and is constantly checked for viruses. 

((Do not put virus-susceptible software on networks - When acquiring public-domain software, install it only on the systems of users who need access to it.  Do not place the software on a common data storage device.

· Protect hardware and software

((Limit access to hardware - Allow only authorized users, with training in virus prevention techniques, to use Government computers.  Keep the offices or rooms containing the computer equipment locked or otherwise secured, especially outside normal working hours.

((Install only authorized software - Do not permit users to install software from home or obtained from questionable sources on their work computers.

((Use write-protect tabs - Most floppy diskettes can be “locked” with a write-protect tab.  Make a habit of installing or using these tabs, removing them only when it is necessary to write to the diskette.

((Protect master diskettes - Keep the original diskettes provided by vendors in a secure location.  For dual-floppy microcomputers, use a copy of the master to start up applications, not the original.  Make sure this “boot” copy is clearly labeled, write-protected, and has been tested for viral infection.

((Backup data frequently - Backup data files frequently and keep back-ups for weeks or months.  A virus that scrambles data slowly can destroy a considerable amount before it is discovered, and short-term backups may contain some data that has already been damaged.

((Use system security measures - If the operating system permits, set to “ready-only” status any data files that users do not need to change.  This includes most operating system files, applications program software, and any supporting files such as screen overlays or help files.

((Limit network access - If possible, use the commercial software within a “trusted computing environment” that controls outside access with user I.D. and password.  Where users dial-in to the system from outside, consider using a call-back scheme for all incoming modem connections.

     (5)  Eliminating a Virus After Infection

If an agency computer becomes infected with a virus, carry out the following steps:

· Isolate the system - Disconnect the system from any network, and do not copy files from the infected computer to any other computer.

· Backup all data - Copy the data (but not the applications software) onto diskettes or tape.

· Reinitialize the system - If the infection is serious, reformat the hard disk, using a low-level format program that destroys all data and file allocation tables.

· Reboot the system - Start up the system again from the master operating system diskette delivered with the hardware, with a write-protect tab in place.

· Copy viral protection software onto the system - Install execution monitoring, file monitoring, and virus detection software onto the system.

· Reinstall applications software - Reinstall each packaged application, using the original master diskettes that came with the package, with write-protect tabs in place.

· Reinstall data - Reinstall the data from the backup diskettes or tape, ensuring that the virus detection software is operating.

b.  Data and Program Conversion

Conversion is the act of modifying programs and data used on one system so they can be used on another system.  Conversion concerns arise when an agency replaces one commercial software package with another to support a specific agency function.  Conversion may be a concern for systems software replacements (especially for systems software use for applications development) and is almost always a concern for applications software because these use data.

Why is conversion necessary?  The software being replaced may have been in use for some time, and the agency may have generated considerable data using it.  In addition, the agency may have developed custom software programs (e.g., a correspondence tracking system) with commercial software development tools (e.g., a database management system).  If users require continued availability of these data and programs after the new software is in place, conversion of the old data and programs becomes essential.

The cost of converting a large amount of data can be much larger than the cost of acquiring the new commercial software.  Conversion costs and/or risks can be part of the reason for a compatibility-limited acquisition, although it may not be sufficient justification by itself.

Agencies can use several alternative mechanisms to convert their data and programs:

· Automated conversion utilities - For office software tools (e.g., word processing, spreadsheets), especially those operating on microcomputers, the vendors will often include conversion utilities with the software package.  These utilities typically support other bast-selling products.  However, if the agency has been using a less will-known software package, the conversion utilities may not cover their existing software.

For minicomputer and mainframe software and for applications packages such as financial management systems, conversion utilities (if available at all) are usually not included with the product and must be acquired separately from the vendor or a third party.

Often, vendors do not develop or provide pre-written utilities.  In such cases, the agency must make alternative arrangements for conversion.

· Custom-developed conversion utilities - If pre-written conversion utilities are not available, frequently the agency can custom develop a utility.  This mechanism is typically used for converting large data files from one database management system to another and, less frequently, to convert software programs that manipulate the data base (e.g., report queries).  The agency can ask for conversion services in the same solicitation package it uses to acquire the commercial software, or it can acquire the services separately from a third party.  Custom-developed conversion utilities are usually expensive and may be many times the cost of the new software package.

· Rekeying data - If automated conversion utilities cannot be acquired off-the-shelf or developed, the agency can rekey the old data into the new software.  This approach makes sense for relatively small amounts of old data.  However, agency data entry staff may be preoccupied with learning and supporting the new software, and the agency may have to rely on temporary staff or contractors to rekey the old data.  Rekeying data is labor-intensive and is often much more expensive than automated data conversion.

· Maintaining parallel systems - Agencies sometimes find it most cost-effective to enter only new data into the replacement system and to keep a copy of the old software for maintaining the old data until the need for it disappears.  This approach is useful if the old data are accessed only occasionally, if there is little need to integrate the new and old data for reporting purposes, and if the capacity and expertise to operate the two systems in parallel are available.

c.  Training

Training is particularly important to the successful implementation and operation of commercial software.  Software, more than any other information technology, affects the end users directly.  The users may not know about the underlying communications network or the planned maintenance of tape drives, but they see and interact with the software.

Agencies can devote extraordinary effort to defining requirements, analyzing alternatives, crafting specifications, and selecting the best vendor.  However, if users resist using the commercial software acquired or can take only limited advantage of its capabilities, this effort may be wasted.

Some software packages, especially office tools, come with training materials built into the documentation and may also include an automated tutorial.  For some users, this packaged training will be enough.  However, many users (especially program staff without much direct exposure to information technology) are intimidated by the prospect of learning the software.  For these users, classroom training is more effective.  Designing a training program is beyond the scope of this Guide.  However, agencies should keep the following considerations in mind when designing their training:

· Schedule training close to software delivery  - Users should receive training close to the time that the commercial software becomes available for their use.  In this way, they can immediately begin applying what they have learned and solidify their skills.  If the training occurs too far in advance, users forget much of what they learned.  If training is delayed, the anticipated benefits of the software will also be delayed even though the software has already been paid for.

· Provide hands-on training - Wherever possible, the training should permit the users to key in commands and data, view the screen, and use supporting equipment (e.g., printers).  Hands-on training can be conducted for all levels of software, from microcomputers to mainframes.

· Remember on-going training needs - Agencies typically schedule training when the software is first installed.  However, needs for training continue.  For example, novice users may absorb only basic functions during initial training.  The agency may want to wait to schedule advanced courses until the users feel comfortable with these basic functions.

Users may also benefit from refresher training.  They can fall into bad habits or not pick up “tricks” discussed in the initial training sessions.  Refresher training will help correct these situations.

In addition, all organizations experience some staff turnover.  New staff members may need training to use the software.

Computer-aided instruction (i.e., on-line tutorials) is particularly appropriate for refresher and new staff training since the agency can schedule it at any time.

d.  Upgrades and Revisions

A commercial software package is rarely static.  Competition, feedback from users, advances in technology, and similar factors push vendors to modify their packages regularly.  These modifications can correct errors, resolve incompatibilities, add features and capabilities, and improve performance.

     (1)  Definitions

Most vendors classify these modifications into two groups:

· Version - A version is typically used for major changes in functions (e.g., turning two-dimensional spreadsheet packages into three-dimensional ones, adding disk-top publishing features to a word processing package).

· Release - A release is typically used for correcting errors, resolving incompatibilities, or improving performance.  Releases are also referred to as “interim updates” or “maintenance fixes.”

For existing commercial customers, vendors usually charge an upgrade fee (less than the full price) for new versions.  New releases are generally free (especially for error corrections) or available for a nominal charge.

Charges for versions and releases may be established in the contract for Government customers, depending on the terms and conditions contained in the contract.  Releases may be provided at no cost, although there may be exceptions to this for small volume, low-dollar acquisitions.  However, vendors usually charge for new versions.  They are usually acquired through technology substitution clauses (e.g., the SPAWAR 5252.239.9605 “Technology Improvements” clause) established in the contract.  Vendors’ upgrade policies are subject to negotiation.  If the solicitation requires a vendor to provide new versions at no separate price, the vendor will most likely increase its initial price to cover its costs for providing the upgrades.

     (2)  Potential Upgrade Costs and Risks

An agency can accrue significant benefits by up-grading to new software versions.  They typically offer more capabilities and have improved performance.  However, agencies should consider potential costs and risks when deciding to upgrade.

The agency should compare the upgrade cost to its potential dollar benefits.  There may be no monetary benefits (e.g., for increased productivity) if the current version of the software package is fully meeting users’ needs and if they have no use for the new features the upgrade provides.  The advice “if it ain’t broke, don’t fix it” applies here.  However, if potential benefits justify upgrading, the agency should proceed.

Agencies should also be aware of the risk that they take by not upgrading.  For example, vendors may provide hot-line support only for the mist recent versions of their products, not for old versions.  Also, failure to upgrade one software product may prevent the upgrade of others.  For example, some software products may require the latest version of the operating system.

Although new versions of commercial software can usually use data files created by older versions (upward compatibility), the reverse is not usually true (downward compatibility).  Agencies need to be aware of maintaining cross-organizational compatibility when upgrading.  For example, it may be unwise to upgrade users in only part of an organization because this will restrict their ability to share files across offices.  It is usually best to upgrade an entire organization at once.  However, this may entail significant acquisition cost, as will as personnel resources, to order and install the upgrades, train users in the new features, and update inventory and configuration management records.

Finally, agencies should be aware that if they continue to use a single vendor’s product, upgrading to each new version, they will not be able to take advantage of features that other vendors have added to their products but the existing vendor has not.  Agencies should periodically reassess their requirements and conduct a market survey to determine whether upgrading to a new version is still better than acquiring new software.
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